B FirepowerX AR A
H 8%

Bh

DERY

ERATH

Ep S8 B B8 AR AR
FMCEX 88 hix 2

FMC Ul

FMC CLI

FMC REST-API
FMCHFEHEBRIE R
FTD=XFirepowert& 8 CLI
FTDZkFirepowerts 18 % B HF iR 18 5
FDM&X B hiz A<

FDM Ul

FDM REST API

FTD CLI

FTD SNMP
FTDSE S HE IR
FXOSEL B8 AR A

FCM Ul

FXOS CLI

FXOS REST-API

FXOS SNMP
FXOS#éFEshow-techiE =
FTDEXE8 FR A

FTD CLI

FTD SNMP

FMC Ul

FMC REST API

FDM Ul

FDM REST-API
FTDSR B HE R IER

FCM Ul

FXOS CLI

FXOS REST-API
FXOS#FEshow-techiE
ASAELBE MR A

ASA CLI

ASA SNMP

ASA show-tech#g 5




FCM Ul

FXOS CLI

FXOS REST-API
FXOS#éFEshow-techiE =
Firepowert& #H 4 88 i 25

FMC Ul

FMC REST-API
Firepowert& 42 CLI
Firepowert& #H #§ FZ HEBR1E =
ASA CLI

ASA show-tech#g 2

B Snort, VDBHISRUKRZA
RE #5128 (Snort) iR A
FMC Ul

FMC REST-API

FDM Ul

FDM REST API
FTDskFirepower CLI
FTD=kFirepowert& #A 57 B HE R 15 R
)R & #E (VDB) R AR

FMC Ul

FMC CLI

FMC REST-API
FMCHFEHEBRIE R

FDM Ul

FDM REST API
FTD=XFirepowert& 8 CLI
FTDZkFirepowerts #8 % B HF iR 18 5
A2 357 Bl & # AR AR

FMC Ul

FMC CLI

FMC REST-API
FMCHEHERRIER

FDM Ul

FDM REST API
FTDFirepowertE4HCLI
FTD=kFirepowert& #A 57 B HE R 12 R
2 FH 528

tHEIEEA

s

A1 RAS SR BAFirepower X B MR A K B FE o

DR R




ER

HAERME. REST-API, SNMP,
RAxH

AXHFHNEARBRBREEEREREANKENREYL. XHEAZNMAERERRCER (R
) BVAAREREAE), MRENEREET , FREACEBEMESAIRERNTE,

ANAHHNERARBIEATHRBNERRA

- Firepower 11xx

- Firepower 21xx

- Firepower 31xx

- Firepower 41xx

. Firepower& ¥ 1 /0:(FMC)hR A<7.1.x

- Firepower Al & R X R HE(FXOS)2.11.1.x
- Firepower# & & ¥ 25 (FDM)7.1.x

- Firepower B &PHE7.1.x

- ASA 9.17.x

BRI AR A

FMCE B AR A
AL A A TSR IE B S FMC B B A A

- FMC Ul

- FMC CLI

. REST APIFER

- FMCH FE HEBRIE 22

. FTDEFirepowert& #2CLI

. FTDZFirepowert& {8t FEHEBRIE R

FMC UI

BRBUTHRBEFMC Ul EWFMCERBB AR :

1. i#1EHelp > About:



sl Firepower Management Center
R it e Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{:}1 admin v
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migratien Tool
Name Documentation on Cisco.com Parner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Provies trafBc and intrusion ovent statistics & Software Download TAC Support Cases
Secure Firewall YouTube 2 [About
Application Statistics
Prowedes traffc and intry o
el admin No No Basw
ot ey e et of the " admin No Mo ®asi
Prrwcea  Satakad vieu of acsity o aamin No No Earss
Datailed Dashbaard (7.0.0) =
admin No No "ol
Files Dashboard
Prowides an overview of Malware a & Ew admin No No o 8
Security Intalligance Statistics admin No No & a, /a -.-
e admin to Yes Pass
Ay, Firepower Management Center
CISEO  Help f About Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @ &+ @ adminw
. For technical [systermn questions, e-mail tac@cisco.com
Model Cisco Firepower Management Center 4600 or call us at 1-800-553-2447 or 1-408-526-7209
Serial Number 001234
Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.
| Software Version 7.1.0 {build 30) |
035 Cisco Firepower Extensible Operating System (FX-0S) 2.11.1 (build154)
Snort Version 2.9.19 (Build 92)

Snort3 Version

Rule Update Version
Rulepack Version

Module Pack Version

LSP Varsion

Goolocation Update Version
DB Varsion

Hostname

3.1.7.1 (Build 108)
2022-05-02-003-wrt

2703

3070

Isp-rel-20220502-1613
2022-04-25-002

build 354 ( 2022-04-27 19:39:56 )
FMC-4600-2

FMC CLI

HBEEL TS BERFFMC CLI EWFMCERBE AR A,
1. BIBSSHE EHIEEMRHEFMC, ZFBRBREERA

(FX-0S) v2.11.0
Cisco Secure Firewall Management Center 4600 v7.1.0 (build 90)

2.#£CLI LiE {Tshow versionii & :

Cisco Firepower Extensible Operating System

> show version
——————————— [ FMC-4600-2.cisco.com ]J--------—-—~

Model : Cisco Firepower Management Center 4600
UuUID : alled34e-dl127-11e8-b440-728439d95305
Rules update version : 2022-05-02-003-vrt

LSP version : 1lsp-rel-20220502-1613

VDB version : 354

FMC REST-API

(build 154)

(66)

Version 7.1.0 (Build 90)



BRI T SBREIBFMC REST-APIFEREBEFMCEBBIRA . fEAREST-APIZFiniR=RBRA,
ik E ST, £Acurl:

1. BRENBETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-auth-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2. 7£ b & 58 £ Fi X-auth-access-token:

# curl -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-access-

token: 9408fe38-c25c-4472-b7e6-3571bbd4e2b8d’ | python -m json.tool
{
"links": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/serverversion?offset=0&1imit=25"
I
"items": [

{

"serverVersion": "7.1.0 (build 90)",

"geoVersion": "2022-04-25-002",
"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )",
"sruVersion": "2022-05-04-001-vrt",
"lspVersion": "lsp-rel-20220504-1121",
"type": "ServerVersion"
}
1,
"paging": {
"offset": O,
"limit": 25,
"count": 1,
"pages": 1

BHEE . e FHE/ 7| python -m json.tools 5 ARMUISONEREXLEmE |, EIbo iR
Mo

FMCHBEEHEER#E R

BRUATSRREXEIBRERPHFMCERERAE

1. MR HMEER | EfTE R k<filename>.tar/results-<date>—xxxxxx/dir-archives/etc/sf/
2. AR XRims.conf , ¥ # F| BB £ SWVERSIONFSWBUILDHI T :

# pwd
/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/
# cat ims.conf | grep -E "SWVERSION|SWBUILD"
SWVERSION=7.1.0

SWBUILD=90

FTDEkFirepowerif#HCLI

BREBLUT S EEMBFTD CLISFirepowert&E#8CLI EFIFMCEL B MR A -

1. FEIBSSHR T A EZEFEFTD, ¥R Firepowertil , 5B BSSHE EiBsession sfrin £ 1



ASA CLIFS B 4E 48
2. E{Texpertii ¥,

> expert
admin@fpr2k-1:~3

3.7EFTD L 11T less /ngfwi/var/sf/detection_engine/<UUID>/ngfw.rules i+ , S #EFirepoweri&#H £
#\1Tless /var/sf/detection_engine/<UUID>/ngfw.rules < , Y & TDChRAS :

admin@fpr2k-1:~$ less /ngfw/var/sf/detection_engines/65455e3a-c879-1lec-869a-
900514578£f9f/ngfw.rules

#H### ngfw.rules #HEAHAHFHHAHAFHHHFHFHHAHFFHAHAHFSHAHAFHAHABFSHAHFSHAHABHSHABFSHA RSB HSHAHHSHSHAS #
# AC Name : FTD-ACP-1652807562 # Policy Exported : Tue May 17 17:29:43 2022 (UTC) # File Written

: Tue May 17 17:31:10 2022 (UTC) # # DC Version : 7.1.0-90 O0OS: 90
# SRU : 2022-05-11-001-vrt
# VDB : 354

#
FH A

FTDER Firepower i #8 SE Bt HF iR 18 R
ERBLUT SERIRME |, BREFTDHFirepowertEH 5 B E R P A FMCEBE AR A -

1. MRERRHEFTDLELE | EF R B HE AR 1E 2R W8 B = <filename>-troubleshoot .tar/results-
<date>—xxxxxx/file-contents/ngfw/var/sf/detection-engine/<UUID>/ EXl &, HR
Firepowert 48 , i B3 Bl ¥ <filename>-troubleshoot .tar/results-<date>—xooox/file-
contents/var/sf/detection-engine/<UUID>/

2. FRngfw.rulesfE R W 4 E1TDCRRZS :

# pwd
/var/tmp/results-05-06-2022--163203/file-contents/ngfw/var/sf/detection_engines/5e9fa23a-5429-
llec-891e-b19e40740445

# cat ngfw.rules

#### ngfw.rules

HHHFSHAHA SR R

#

# AC Name : FTD-ACP-1652807562

# Policy Exported : Tue May 17 17:29:43 2022 (UTC)
# File Written : Tue May 17 17:31:10 2022 (UTC)
#

# DC Version : 7.1.0-90 OS: 90

# SRU : 2022-05-11-001-vrt

# VDB : 354

#

FH A R
FDMEX iR 2
A BAfE A LA T R IR BR EE FDMERBE AR AS

- FDM UI
- FTD CLI



FTD SNMP#% &

- FTDER S BEfRIE R

- FDM REST API

- Firepower# 5§ & # 88 (FCM)UI
- FXOS CLI

- FXOS REST API

- FXOS#FEshow-techiE 2

FDM UI

EMFEFDM Ul ERYERBBMRAS |, SR X H EAVHER:

abal o B - ==
cisco : e Levea N Monitoring Policies Objects Dewice: KSEC-FPR2100-...
Model I Software ] VDB Intrusion Rule Update Cloud Services High Availability
Cisco Firepower 2120 Threat Defense 7.1.0-80 346.0 202111101348 Mot Registered | Register Net Configured
Interfaces Routing Updates Systermn Settings
Geolocation, Rule, VDB, System Upgrade, TN FCeas
Enabled 3 of 17 Security Intelligence Feeds
View Al Interfaces > View Configuration > View Configuration >

FDM REST API

BIBUT S EBIBIBFDM REST-APIGEREBFBFDME BB A, FRHAREST-APIZF iR EE#ERA,
ELEFIFREER T curl:

1. BREORETHE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#l1324" }'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

"access_token":

"eyJThbGciOiJIUZIINiJ9 .eyJpYXQiOjE2NTIyNDk5SNTcSInN1YiI6ImFkbWluIliwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
V3jLTk4ZWMtNDA1ZTQwODkwMDVS IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJ1ZnJ1c2hUb2t1bkV4cG
1yZXNBACI6MTY1M7jI1MiMINZQINywidGO9rZW5UeXBlIjoiS1dUX0FjY2VzeyIsInVzZXIVAWlkIjoiYTU3ZGVmMM] gt Y2M3MC
0xMWV5jLTk4ZWMtZjk4ODEXNjNj ZWIwIiwidXN1clJIvbGUiOiJSTOXFX0FETUlOIiwib3JpZ2luIljoicGFzc3dvemQiLCJ1lc2
VybmFtZSI6ImMFkbWluInoO.1lJLmHAAJ2jaVRmpdXF6qgqg48qgdBcyRuit94DLObCJIJILI ",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_token":
"eyJhbGciOiJIUZIINiJ9.eyJpYXQiOjE2NTIZzOTOxNjksInN1YiI6ImFkbWluIliwianRpIjoiMGUONGIXYzQtZDIOMi0xMW
VJLTk4ZWMEYT110T1kZGMwN2YO0IiwibmImIjoxNjUyMzkOMTYS5LCIJ1eHAIOJE2NTIZzOTY1INjksImFjY2VzclRva2VuRXhwaX
J1cO0F0IjoxNjUyMzkl10TYS5MDcwLCIYZWZYyZXNoQ291bnQi0i0xLCJIJ0b2t1blR5cGUiO0iTKVIREUMVMcmVzaCIsInVzZXJIVAW
1kIjoiYTU3ZGVmMMIgt Y2M3MCOXMWV I LTk4ZWMt Zjk4ODEXNIN] ZWIwIiwidXN1clIvbGUiOiJSTOXFXOFETULOIiwib3JpZ2



luIjoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluInO.Avga0-1isDjQB527d3QWzQb7AS4a%ea5wlbYUn-A%9aPw",
"token_type": "Bearer"

}
2ENEHAPEAFBTHEE !

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTIYNDk5NTcsInN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRNjAtZDBmMi 0xXMWV
jLTk4ZWMtNDA1ZTQwODkwMDV I iwibmImIjoxNjUyMjQ50TU3LCI1eHALIOFE2NTIYNTE3NTcsInJ1ZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1M3jI1MiMINZQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVmMM] gt Y2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6ImMFkbWluInoO.lJLmHAAJ2jaVRmpdXF6gg48gdBcyRuit94DLObCJILI "

'https://192.0.2.2/api/fdm/v6/operational/systeminfo/default' | grep -i software
"softwareVersion" : "7.1.0-90",

"softwareVersion" : "7.1.0-90",

FTD CLI

AR -SSR E.
FTD SNMP

AR -EHRNDRRE.
FTDSESEUEAR R R

AR -SSR E.
FCM UI

FCM7EFirepower 4100F1Firepower 9300R %] L 0], RIRB—EHHHN T RIR/E,
FXOS CLI

AR -EHRNTRRE.
FXOS REST-API

AR -EHRNDRRE.
FXOS#FEshow-techi¥ 3

ERE—SPHSBRE,
FXOS#: iR a

A EAfE A LA T R IR B R FXOSERBR AR AN

. FCM Ul ( fZBRFirepower 4100/9300 )
- FXOS CLI

- FXOS REST API

. FXOS SNMP#s3H

- FXOS#FEshow-techiE R,



FCM UI

EERFBFCM UIEMIFXOSEBRA |, 5518+ & 5 L #Version:

LTIV Interfaces Logical Devices Security Modules Platform Settings

Systern  Tooks

Help  admin

KSEC-FPROK-I-A 10.62.148.239
Model:  Cisco Firepower 9300 Security Appliance AC | Version: 2.11{1.154) | Operational State: Operalble Chassis uptme 27:00:21:03 (D D [
Nebwork Hodule 1 Natwork Modula 3 HMetwork Module 2 : Empty
oo MaMT  UsD i 2 ] 4 5 6 7 @
@ secuity Module 1 - Yp B | @ security Moduie 2 - Up =
@ security Module 3 up = || @ rower 1 Running £ @ rower 2 Runmning

RBUT SEREBEFXOS CLIEHIFXOSE B IR A :
1. B BB R 2 B SSHIELR

2. Y]#iZscope system I;E1Tshow firmware monitor a5 5

firepower # scope system
firepower /system # show firmware monitor
FPRM:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

BRFAFTD/IFirepower 1000/2100/3100
BB TS BERRFXOS CLIEMFXOSHE B MR A -

1. BT BN S ERERBIFTDAISSHELR,
Z(FEFASSHERZIFTD , 557EFTD CLISH E#11Tconnect fxosH & :

> connect fxos

2. {1#: Zlscope system 3t iE 1Tshow firmware detail &5




firepower # scope system
firepower /system # show firmware detail
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-Vers: 2.13
Firmware-Status: OK
SSD-Fw-Vers: 0147
System:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

Service Manager:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

K fi§ASARIFirepower 1000/3100F1 % B & X - RHASA#IFirepower 2100

BRBUTSEREREFXOS CLIEHIFXOSEBE MR A -

1. B B#RENEHEELR R EASARtelnet/SSHIELR
R EiBtelnet/SSHEARZIASA , F51EASA CLI EiE{Tconnect fxosii T o

asa# connect fxos

2. Y11 E|scope systemitiE1Tshow firmware detaildn 5

firepower # scope system
firepower /system # show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1
MANAGER:
Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-Vers: 2.13
Firmware-Status: OK
SSD-Fw-Vers: 0147
System:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154



Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
Service Manager:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

EFAERX T REASARFirepower 2100
REUT S BREEFXOS CLI LHIFXOSE BB AR -

1. 337 B R Y SSHEL 12 &Il 12 47 = EREAS A telnet/SSHIE 4R .
R @EiBtelnet/SSHELREIASA |, 557EASA CLI LiE{Tconnect fxosti 5o

asa# connect fxos

2. t1#1E|scope system I3E1Tshow firmware detail &5 5

firepower # scope system
firepower /system # show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1
MANAGER:
Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-Vers: 2.13
Firmware-Status: OK
SSD-Fw-Vers: 0147
System:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Service Manager:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

FXOS REST-API

Firepower 4100/9300% % X T#FXOS REST-API,
Firepower 4100/9300

BIBUT S BRIBIBFXOS REST-APIFEREAFEFXOSE IR, {#AREST-APIZF i BB R A
o TEMLEEHIAREER T curl:

1. BREMRETHE



# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login’
{

"refreshPeriod": "0",

"token": "1206f6a3032e7bdbeac07cfdd9d5add5cdd948e4e5f4511535a959%9aed7ele2£f5"

}
2ELEHPEATHE

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
1206£6a3032e7bdbeac07cfdd9d5add5cdd948e4e5£f4511535a959aed7ele2£5"
'https://192.0.2.100/api/sys/firmware/install-platform-£fw' | grep -i platformBundle
"platformBundleName": "fxos-k9.2.11.1.154.SPA",
"platformBundleVersion": "2.11(1.154)",

FXOS SNMP

FXOS LKISNMPEL & 7£ # B ASARFirepower 2100 A1 =X fFirepower 4100/9300 £ ¥ X &,
Firepower 4100/9300
BREBUTSEEIBSNMPEREFXOSEBEMA -

1. FBRTEFXOSLEE TSNMP, EREES R , 2B EFirepower NGFWHE F it &
SNMP,

2. Poll .1.3.6.1.4.1.9.9.826.1.30.47.1.6 5 CISCO-FIREPOWER-FIRMWARE-
MIB:cfprFirmwareRunningPackageVersion:

# snmpwalk -On -v2c -c cisco 192.0.2.100 .1.3.6.1.4.1.9.9.826.1.30.47.1.6

.1.3.6.1.4.1.9.9.826.1.30.47.1.6.20823 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.25326 = ""
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.25331 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30266 = STRING: "1.0.18"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30269 = STRING: "1.0.18"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30779 = ""
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30780 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30781 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.32615 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.48820 STRING: "0.0"

1 .
EF AW T AfWASARFirepower 2100
RBLUT S BREIBSNMPER EFXOSE B IR AN -

1. FERTEFXOSLELE TSNMP, EEEESER ,
SNMP,
2. Poll .1.3.6.1.2.1.1.1.05 SNMPv2-MIB::sysDescr.0:

ES B 1EFirepower NGFWH# E L&

# snmpwalk -On -v2c¢ -c cisco 192.0.2.101 SNMPv2-MIB::sysDescr.0
.1.3.6.1.2.1.1.1.0 = STRING: Cisco FirePOWER FPR-2140 Security Appliance, System Version
2.11(1.146)

# snmpwalk -On -v2c¢ -c cisco 192.0.2.101 .1.3.6.1.2.1.1.1.0
.1.3.6.1.2.1.1.1.0 = STRING: Cisco FirePOWER FPR-2140 Security Appliance, System Version
2.11(1.146)

FXOS#fshow-techi 3


/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5

Firepower 4100/9300
ERUT S BEFEFXOSHFEshow-techiE R HIFXOSEA B MR AN

1. BTRFXOSIRZA2.7R EJRZA , 55 <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar# B B 3Rsam_techsupportinfo

HRBHIRA | 55EFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tars B EiiE %
sam_techsupportinfo,

2. 2 "show firmware monitor, #5S R H:

# pwd
/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_all/FPRM_A_TechSupport/
# cat sam_techsupportinfo

"show firmware monitor"

FPRM:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Firepower 1000/2100/3100

1. f£<name>_FPRM .tar.gz/<name>_FPRM.tar i B4 %tech_support_brief
2. ¥ #& Tshow firmware detail; S EVEH

# pwd
/var/tmp/£fp2k-1_FPRM/
# cat tech_support_brief

‘show firmware detail’
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-Vers: 2.13
Firmware-Status: OK
SSD-Fw-Vers: 0147



System:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

NPU:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

Service Manager:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

FTDRX AR A
fE 7 A TR IE AR FTDE B AR -

- FTD CLI

. FTD SNMP#% ZE

- FTDER S HEfRE 2R
- FMC Ul

- FMC REST API

- FDM Ul

- FDM REST API

. FCM UI

- FXOS CLI

- FXOS REST API
. FXOS#tFshow-techiE 3=

FTD CLI

EURBLLT S EREFTD CLILEBREFTDEREE R A
1. B IBFANIPEES | FHUTRESHBFTD CLI:

. E¥BIBSSHEARIFTD — FRE¥A
. Biconnect ftdfg % , #EFXOSE A CLI(Firepower 1000/2100/3100)11T 7 EL
. BB (Firepower 4100/9300)#&FXOS CLIFSR :

connect module <x> [console|telnet] , EEFx2IHEFEID , A%

HRftd [FIR], - HIRERSGIRIBEEE.

- WRERFTD , EEBIBSSHAMFTD , IZBEHMFEREARNECRENEDETERS
B

2.7ECLI L &4Tshow versionis 5 :

> show version
——————————————————— [ firepower ]-----—--—--—--————————
Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)



UUID
LSP version
VDB version

FTD SNMP

1b324aaa-670e-1lec-ac2b-e000£0bd3cal
1lsp-rel-20220328-1342
353

KR T S ERIRE | BBSNMPEEFTDEERIRAS !

1. BREEEIRMFASNMP, EEFDMEEMFTDANER |
SNMPIt 3 Hi T PEHERR . BRAFMCEREHWFTDIERR |

EE

2 B 1£Firepower FDM L&
B2

RS fEFirepower NGFWEE

Bip E SNMP LARR SR BC 15 25 BR.
2. Poll OID SNMPv2-MIB::sysDescr.0=0ID .1.3.6.1.2.1.1.1.0, :

# snmpwalk -v2c -c¢ ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17(1)
# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0
SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17(1)
~ = .
BRBEUTHSRBEFMC Ul EWFTDEBBARA :
S . .
1. 1##Devices > Device Management:
'::Il:s'éloh F”E'POWEF IMaln?gement Center Overview Analysis Policies '_ Devices Objects AMP Intelligence Deploy Q, @{5 @ adminv
"7 | Device Management | VPN Troubleshoot Reporting
Device Upgrade Site To Site File Download
Summary DaShboard S e NAT Remaote Access Threat Defense GLI
Pronices a summary of sctivity on the appliance
QoS Dynamic Access Policy Packet Tracer
Network Threats Intrusion Events Status Geolocation QoS Se Platform Settings Troubleshooting Packet Capture * | 1l
— FlexConfig Site to Site Monitoring
Ceriificates Add Widgets
* Unique Applications over Time - » Top Web Appli e - X
i Application  Total Bytes (KB) Application « Total Bytes (KE)
& - = 877 O] Intemet Explocsr £,501,473.78
0 = 5.57 ] 7.42
i 0.63
8 4 wl 0.24
o | f
—H i
2 |
o T T T T T T
am 4% a3 A AT Y-S Y
* Traffic by Application Risk - X
Risk » Total Bytes (KB)
1,671,103,043.61
5,902, 30784

2. & Versionl :


/content/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
/content/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

Firepower Management Center
'Ell'g'él‘__:" p . g ) Overview Analysis Policies Devices Objects AMP Deploy Q o&."ﬂ ¢ @ adminv¥
Deployment History
View By: Domain -
Al (14) ® Error (2) ® Waming (0} Offline (12) ® Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) Q, Search Device m
N Cha Lic
5 LAB-FPRZK pl 5

High Availability
Firepower 2110 with FTD |7.1.0 A Base, Threat (2 more...} O LAB-FPRIK-ACL

fprak-1{Primary, Active) Snort 3

fip2k-2(Secondary, Standby) F i .
f pak: .([ ?ronc'ary Standby) Snort3 Firepower 2110 with FTD |7.1.06 MrA Base, Threat (2 more...) LAB-FPR2ZK-ACL

FMC REST API

AR T SBRIRME |, BIBFMC REST-APIBREFTDERERA, EAREST-APIE F inkE KB R
AR, HELLHEH|FH | £Rcurl:

1. AREDRETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vli/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2EHRTEHENE., EAXZEREST APIZE# A , domain 5| HE2HEMN, EILEH P HX-auth-
access-token A ¥ ZEiEEE -

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"items": [
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625£f"
},
{
"name": "Global/domainl",
"type": "Domain",
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
},
{
"name": "Global/domain2",
"type": "Domain",
"uuid": "341a8f03-£831-c364-b751-000000000001"
}
1,
"links": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1imit=25"
},
"paging": {
"count": 3,
"limit": 25,
"offset": O,
"pages": 1
}



3. FRABUUIDERR BN !

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [
{
"id": "ad752f3c-86cc-11e9-8c9a-a3c958bedbbd",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/ad752f3c-86cc-11e9-8c9a-a3c958bedb64™

Y,

"name": "fwl.lab.local",

"type": "Device"

"id": "05e9799c-94fc-1lea-ad33-a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/05e9799c-94fc-11lea-ad33-a0032ddb0251"
Y,
"name": "fw2.lab.local",
"type": "Device"

"id": "c8befd62-49f7-11e8-b2fb-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/c8befd62-49f7-11e8-b2fb-ad9838c6ed90"
Y,
"name": "fw3.lab.local",
"type": "Device"

"id": "3c41913a-b27b-1leb-bl31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/3c41913a-b27b-11eb-bl31-d2e2ce2a368d"
Y,
"name": "fwd.lab.local",
"type": "Device"

"id": "48f7£37c-8cf0-11e9-bfdl1-fb2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/48f7£37c-8cf0-11e9-bf41-fb2d7b740db7"
Y,
"name": "fwb5.lab.local",
"type": "Device"

"id": "0bla9c94-8ba8-llec-b2fd-932639349084",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords/0bla9c94-8ba8-1lec-b2fd-932639349084"
Y,
"name": "fpr2k-1",
"type": "Device"



3,

4 ERHUUIDM & E/A8RUUID:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vli/domain/e276abec-e0£f2-11e3-8169-
6d9ed49b625f/devices/devicerecords/0bla9c94-8ba8-1lec-b2£fd-
93263934908d/operational/commands?offset=0&1limit=25&command=show%20version' -H 'X-auth-access-
token: £3233164-6ab8-4e33-90cc-2612c19571be' | python -m json.tool

{

"items": [
{
"commandInput": "show version",
"commandOutput": "---—-——--"-"—"—-———————— [ fpr2k-1 J]- - - - ———— \nModel
Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90) \nUUID
0bla9c94-8ba8-1lec-b2fd-93263934908d\nLSP version : 1lsp-rel-20220502-1613\nVDB
version : 353\ n-—---— - \n\nCisco

Adaptive Security Appliance Software Version 9.17(1) \nSSP Operating System Version
2.11(1.154)\n\nCompiled on Tue 30-Nov-21 19:37 GMT by builders\nSystem image file is
\"diskO:/mnt/boot/installables/switch/fxos-k8-fp2k-npu.2.11.1.154.SPA\"\nConfig file at boot was
\"startup-config\"\n\nfpr2k-1 up 10 days 4 hours\nfailover cluster up 57 days 17 hours\nStart-up

time 37 secs\n\nHardware: FPR-2110, 6588 MB RAM, CPU MIPS 1200 MHz, 1 CPU (6 cores)\n\n\n 1:
Int: Internal-Datal/1 : address is 000f.b748.4801, irg 0\n 3: Ext: Managementl/1

address is 707d.b9%e2.836d, irg O\n 4: Int: Internal-Datal/l : address is 0000.0100.0001, irg
0\n 5: Int: Internal-Datal/2 : address is 0000.0300.0001, irg O\n 6: Int: Internal-Controll/1l

address is 0000.0001.0001, irg O\n\nSerial Number: JAD213508B6\nConfiguration last modified by
enable_1 at 04:12:18.743 UTC Wed May 4 2022\n",
"type": "command"

1,
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/devices/devicerecords/0blad9c94-8ba8-1lec-b2fd-
93263934908d/operational /commands?offset=0&1limit=25&command=show version"

Y,

"paging": {
"count": 1,
"limit": 25,
"offset": O,
"pages": 1

}

FDM UI

mRR SRR SRRE,
FDM REST-API

mRR SRR SRIRE,
FTDSE R HEfR 8 3R

RIRUTSBRIRE , MEFTDR S EERPRIFTDERE R

1. R R M EZER | B2 &R *K<filename>-troubleshoot .tar/results-
<date>—xxxxxx/command-outputs/



2. BABUE Rusr-local-sf-bin-sfcli.pl show version.output , # ZIModel:

# pwd
/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/
# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————————————— [ fpr2k-1 ]--------==-——————-—-—-—-—-- Model : Cisco Firepower 2110 Threat Defense
(77) Version 7.1.0 (Build 90)

UuID : 0bla9c94-8ba8-11lec-b2fd-93263934908d

LSP version : 1lsp-rel-20220510-1044

VDB version : 354

FCM UI

# A Firepower 4100/9300 EIFTD , S5EFAFCMIETE MLogical devices B % HiEFVersion:

System Tools Melp  admin

v Interfaces JGRHEINSENEEY Security Modules  Platform Settings

Logical Device List

Genup By

Security Madule 1 (1 Native instance) % (6 78) o
Asn i
Applecation Version Hesource Profile Management 1P Gateway Management Port Status
¥ s 9,16.2.7 10,62,148. 240 10,62.148, 129 Ethresstl 1 @ oo [ 8] A
Security Module 2 (0 Instances) 00% (34 of 4] ris
o logical devices on this security module.
Security Module 3 (1 Container instance) % (0 4 110) o
FIO-MI-1 Sundalone :
[ Application Version Management Port St
3 o 0050 129 Ethermetifi @ oot &N e
nterface Nanse Type Atributes
 standalions
+ MS0Hc-chan 1 bi-Bb2a-S401abEH

FXOS CLI

Firepower 4100/9300_E9FTD
BB T PEBREFXOS CLIEEFEFTDE BB A -
1. B3 BN EHI B SSHELR

2. Y]#:Zscope ssa , A& IETTshow app-instance i F:

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

asa ASA 1 Enabled Online 9.16.2.7 9.16.2.7
Native No Not Applicable None
ftd FTD-MI-1 3 Enabled Online 7.1.0.90 7.1.0.90

Container No RP110 Not Applicable None



Firepower 1000/2100/3100_ LESFTD
KBTS ERTEFXOS CLI LB RFTDER BB AR A -

1. B B #MRANEHEELRRNEIFTDASSHELR
ZFASSHERZIFTD , 337EFTD CLISH L #i{Tconnect fxostin 5> :

> connect fxos
2. Y] Fscope ssa , A& iE{Tshow app-instance® + :

firepower# scope ssa
firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Deploy Type Profile Name Cluster Oper State Cluster Role

ftd 1 Enabled Online 7.1.0.90 7.1.0.90
Native Not Applicable None

FXOS REST-API

KBTS BRHEE | BEIBFXOS REST-APIER & FTDEX B2 ik A<:
158 RB BB

# curl -s -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: cisco' 'https://192.0.2.100/api/login’

"refreshPeriod": "O",
"token": "28821660bc74e418£f3fadc443619d£0387d69e7b150e035£f688bed9d347b4838"

2 FEALEHFNER , WREAREELEFTDIEEID:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
28821660bc74e418£f3fadc443619d£0387d69e7b150e035£688bed9d347b4838"
'https://192.0.2.100/api/slot/3/app-inst' | grep -Ei "identifier|version"

"identifier": "FTD-MI-1",

"runningVersion": "7.1.0.90",

"hwCryptoVersion": "2",
"startupVersion": "7.0.1.84",
"versionIncompatibleErrorMgr": ""

FXOS#fEshow-techi 3=

REUTSBRREBEFXOSHFEshow-techiERFHFTDE B R !
Firepower 4100/9300_L#IFTD

1. RFX0S 2.7 E/A , 5 <name>_BC1_all.tar/



FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar® B B # 3sam_techsupportinfo

HREHRA | 557EFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tarr B B iE %
sam_techsupportinfo,

2.%2 "show slot expand detaily TEEBEMNZL :

# pwd
/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_all/FPRM_A_ TechSupport/
# cat sam_techsupportinfo

“show slot expand detail’
Slot: Slot ID: 3 Log Level: Info Admin State: Ok Oper State: Online Disk Format State: Ok Disk
Format Status: 100% Clear Log Data: Available Error Msg: Application Instance: App Name: ftd
Identifier: FTD-MI-1

Admin State: Enabled

Oper State: Online

Running Version: 7.1.0.90

Startup Version: 7.1.0.90

Deploy Type: Container

Firepower 1000/2100/3100_LYFTD

1. #£<name>_FPRM.tar.gz/<name>_FPRM .tar B B4 Ftech_support_brief
2. & "scope ssai # show sloty ¥4 :

# pwd
/var/tmp/fp2k-1_FPRM/
# cat tech_support_brief

“scope ssa’ “show slot’

Slot:
Slot ID Log Level Admin State Operational State
1 Info Ok Online
“show app’
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
ftd 7.1.0.90 N/A cisco Native Application Yes

“show app-instance detail’

Application Name: ftd
Slot ID: 1

Admin State: Enabled
Operational State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90

ASARK B iR 2
AT LA A B T E SR B ASABR B AR A

. ASA CLI
. ASA SNMPEg



. ASA show-tech# %

. FCM UI

- FXOS CLI

- FXOS REST API

. FXOS#tFshow-techiE 3=

ASA CLI

ERUT S BREFTASA CLILHASAE B R
1RBFENBERRX , R TRESRBASA CLLE

- EHEEEN TEEZEBtelnet/SSHEAEFirepower 1000/3100FFirepower 2100 EFIASA
- EEEER T #®Firepower 2100 EBIFXOS#EH|#ECLIFSR , M Fconnect asa 5 HiE#RE
ASA
. BiB s (Firepower 4100/9300)#EFXOS CLIFHMA :
connect module <x> [console|telnet] , X2 AIEID , A% EREasa

- WRERASA , EEBEIBSSHAREIASA , SEEIBERMRELREXAREUETESIENS R

2.3 {Tshow versionii > :

ciscoasa# show version

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Device Manager Version 7.17(1)

Compiled on Tue 30-Nov-21 19:37 GMT by builders
System image file is "diskO:/mnt/boot/installables/switch/fxos-k8-fp2k-npu.2.11.1.154.SPA"

Config file at boot was "startup-config"

ciscoasa up 4 hours 40 mins
Start-up time 1 sec

ASA SNMP

BB T ZREBEIBSNMPERFASAK B IRA :

1. BREEEXLASNMP,
2. FASNMPZE FixEz80ID SNMPv2-MIB::sysDescr.050ID .1.3.6.1.2.1.1.1.0:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0
SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Adaptive Security Appliance Version 9.17(1)

# snmpwalk -v2c -c¢ ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0
SNMPv2-MIB: :sysDescr.0 = Cisco Adaptive Security Appliance Version 9.17(1)

ASA show-techi 2

{§ i Cisco Adaptive Security Appliance Software Version i8R 1T



Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)
Device Manager Version 7.17(1)

FCM Ul

IR — B SEIR .
FXOS CLI

IR — B SR,
FXOS REST-API

IR — B SR,
FXOS#ifshow-techi¥ %
IR — B SR,
Firepower A8 8 M kR 2

ASA EHIFirepowert&fH 2 E ik Sourcefire 4 S SFRIVHT & 18,

A BAE R AT R IR B R HL R AR AN

- FMC Ul

- FMC REST-API

- Firepowert&#HCLI

. FirepowertE {8 M EHEBRIE R
- ASA CLI

- ASA show-techfg %
FMC UI
IR —EP RS BRIRE,
FMC REST-API
IR —EP RS BRIRE,
Firepowerf#HCLI

BREBU TSR FEACLI LA FirepowertE A8 81 BE AR AN -
1.BIBSSHEX EiBsession sfrin S EASA CLIEEZIE LA,

2.:84Tshow versionfis 3 :



> show version

———————————————— [ sfrl J---------------—~

Model : ASA5516 (72) Version 7.1.0 (Build 90)
UUID : c049dad8-c42e-11e9-986d-bdeff3ce399e
Rules update version : 2022-05-10-001-vrt

VDB version : 354

FirepowertR#H B B HEBRIE R

BRI T & RE R AR MR B RRAE 3R A9 FirepoweriE AE BB AR AN -

1. R HMAZER | B EE R k<filename>-troubleshoot .tar/results-
<date>—xxxxxx/command-outputs/
2. BB #E Rusr-local-sf-bin-sfcli.pl show version.output , ¥ ZIModel:

# pwd
/var/tmp/results-05-12-2022--199172/command-outputs
# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————————— [ sfrl ]-----———-—-------- Model : ASA5516 (72) Version 7.1.0 (Build 90)
UUID : c049dad8-c42e-11e9-986d-bdeff3ce399%e

LSP version : 2022-05-10-001-vrt

VDB version : 354

ASA CLI

EASA CLI L iEfTshow module sfr detailsis © i 4 2T 8L & AR A :

asa# show module sfr details
Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5516

Hardware version: N/A

Serial Number: JAD222103XA

Firmware version: N/A

Software version: 7.1.0-90

MAC Address Range: 7872.5dce.b3b2 to 7872.5dce.b3b2
App. name: ASA FirePOWER

App. Status: Up

App. Status Desc: Normal Operation

App. version: 7.1.0-90

Data Plane Status: Up

Console session: Ready

Status: Up

DC addr: No DC Configured

Mgmt IP addr: 192.168.45.45

Mgmt Network mask: 255.255.255.0

Mgmt Gateway: 0.0.0.0

Mgmt web ports: 443

Mgmt TLS enabled: true

ASA show-techi¥ 3



{5 Fshow module sfr detail # =2 217 :

—————————————————— show module sfr detail ------------------
Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5516

Hardware version: N/A

Serial Number: JAD222103XA

Firmware version: N/A

Software version: 7.1.0-90

MAC Address Range: 7872.5dce.b3b2 to 7872.5dce.b3b2
App. name: ASA FirePOWER

App. Status: Up

App. Status Desc: Normal Operation

App. version: 7.1.0-90

Data Plane Status: Up

Console session: Ready

Status: Up

DC addr: No DC Configured

Mgmt IP addr: 192.168.45.45

Mgmt Network mask: 255.255.255.0

Mgmt Gateway: 0.0.0.0

Mgmt web ports: 443

Mgmt TLS enabled: true

B Snort, VDBRISRURZS

REH I H R 5| ¥ (Snort) iR 2=
55 A LA 8 18 o] LABR B8 SnorthR 7S

- FMC Ul

- FMC REST-API

- FDM Ul

- FDM REST API

- FTDEFirepowert& 2 CLI

- FTDEFirepowert& {1 B HERRE R

FMC Ul

BRERUTSREEFMC Ul LRWFTD Snorthr 4 :

1. i#1£Devices > Device Management:



Firepower Management Center Y
"cll's'él‘__"' p o g Overview Analysis Policies ']_ Devices Objects AMP Intelligence Deploy Q, @ 4+ @ adminv
Crverview | Dashboards |
2 o] — -
4
Device Upgrade Site To Site File Download
{awich dashboard)
Summaw DaShboard . . NAT Remote Access Threat Defense CLI
Prenices a summany of activity on the appliance
QoS Dynamic Access Policy Packet Tracer
Network = Threats Intrusion Events Status Geolocation Oos Platform Settings Troubleshooting Packet Capture | * | 1l
—
FlexConfig Site to Site Monitoring
Certificates Add Widgets
* Unique Applications over Time = i * Top Web Appli e =X
2 Application * Total Bytes (KB) Application * Total Bytes (KB)
12 [ vbuntu £48.77 m] or £,501,473.76
o 5.57 = 7.42
m 0.62
8 — o 0.24
. ‘ - 1
o—H !
2 ]
]
4 " 413 4T AR S 4D
» Traffic by Application Risk - X
Risk ¥ Total Bytes (KB)
diam 1,671,103,043.61
5,902, 307.84
2.2 ESnortiZE %K :
Firepower Management Center
IEIIIS.EIC;I P - g ) Overview Analysis Policies Devices Objects AMP Deploy Q “Gﬂ 4+ @ adminv
Deployment Histary
View By: Domain -
A (14) & Error (2) ® Warning (0) Offline (12) ® Normal (0] Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) 1, Search Device m
—
Collapse A
Name Model Vrsion Chassis Licenses Access Control Group
Policy
A
LAB-FPRZK r
High Availability :
"’m'ﬂp"im’“‘"“ﬁ“’ Firepower 2110 With FTD 7.1.0 NFA Base, Threat (2 more..) @) LAB-FPRIK-ACL H
192.0.2.140
fpi-2(Secandary, Standby) | [SHxtd Eiwepower 2110 with FTD 7,10 NiA Base, Threat (2 mere..)  LAB-FPR2K-ACL :

FMC REST-API

FURBLUT S ERIR/E |, FIBFMC REST-APIEEZFTD Snorthx 4, {#FAREST-APIE F im B 5 808 ik
A, TEMEHIFMER T curl:

1. BREMRETHE

# curl -s -k -v -X POST
'Authentication:

'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'admin:Ciscol23"' | grep -i X-auth-access-token
<X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2ERTSHENIT, EAZHREST APIE#AT , domain 5| B =24 FEMN. L EHDEHAX-auth-
access-token A F 155 E

Basic' -u

# curl -s -k -X 'GET'
application/json' -H

'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:

'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m

json.tool

"items": [
{

"name": "Global",



"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"

Y,
{
"name": "Global/domainl",
"type": "Domain",
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
Y,
{
"name": "Global/domain2",
"type": "Domain",
"uuid": "341a8f03-£831-c364-b751-000000000001"
}
1,
"links": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1imit=25"
Y,
"paging": {
"count": 3,
"limit": 25,
"offset": O,
"pages": 1
}

3(EABUUIDEH B8

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:

5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [
{
"id": "ad752f3c-86cc-11e9-8c9a-a3c958bedbbd",
"links": {

"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-

000000000001 /devices/devicerecords/ad752f3c-86cc-11e9-8c9a-a3c958bedb64 ™
Y,
"name": "fwl.lab.local",
"type": "Device"

"id": "05e9799c-94fc-1lea-ad33-a0032ddb0251",
"links": {

"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-

000000000001 /devices/devicerecords/05e9799c-94fc-11lea-ad33-a0032ddb0251"
Y,
"name": "fw2.lab.local",
"type": "Device"

"id": "c8befd62-49f7-11e8-b2fb-ad9838c6ed90",
"links": {

"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-

000000000001 /devices/devicerecords/c8befd62-49f7-11e8-b2fb-ad9838c6ed90"
Y,
"name": "fw3.lab.local",
"type": "Device"
Y,
{



"id": "3c41913a-b27b-11leb-bl31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/3c41913a-b27b-11eb-bl31-d2e2ce2a368d"
Y,
"name": "fwd.lab.local",
"type": "Device"

"id": "48f7£37c-8cf0-11e9-bfdl1-fb2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/48f7£37c-8cf0-11e9-bf4d1-fb2d7b740db7"
Y,
"name": "fwb5.lab.local",
"type": "Device"

"id": "0bla9c94-8ba8-llec-b2fd-93263934908d4",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/0bla9c94-8ba8-1lec-b2fd-93263934908d"
Y,
"name": "fpr2k-1",
"type": "Device"
Y,

4 FEIFERPEABMUVIDNEE/AIFUUID:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vli/domain/ef0cf3e9-bb07-8£66-5c4e-
000000000001 /devices/devicerecords/0bla9¢c94-8ba8-1lec-b2£fd-93263934908d4' -H 'X-auth-access-
token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb ' | python -m json.tool | grep -i snort

"snortVersion": "3.1.7.1-108",
"snortEngine": "SNORT3",

FDM UI

ERBRUTSREMFEFDM UI LRIFTD Snorthx 2 :

1. BEEHMEME:



| ) i 5 == — i -
el Firepower Device Manager = C' : . @ @ ' Admi
CI5Co Monitoring Policies Objects Device: KSEC-FPR2100-... . Administrator

Model Software VDB Intrusion Rule Update Cloud Senvices High JAvailability
Cisco Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 4 Not Registered | Register Not Configured

2120 Threat Defense

p— GeeeE@® .... © e
FEEMEE OO00
Interfaces Routing Updates System Settings
Connectec There are it (E5 e Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 17 Security Intelligence Feeds Logging Settings
DHCP Server | Relay
View All Interfaces ? View Configuration > View Configuration b S
DDNS Service
DNG Sarver
il : i o HE = . admin
Firepower Device Manager - . . @ . @ @ : )
cisco pros vike hTiEg Monitoring Policies Objects Device: KSEC-FPR2100-... e . Administrator
Device Summary
Updates
Geolocation - ; VDB Security Intelligence Feeds
Latest Updata on 05 May 2022 Latast Update an 05 May 2022
Configure
Configure Configure . X
Set recurring updates Set racurring updates RALrEeng hipdates

ATE F
UPDATE FROM CLOUD v UPDATE FROM CLOUG |~ UPDATE FROM CLOUD

System Upgrade Intrusion Rule :
Current version 7.1.0-90 Latest Update on 05 May 2022
Gonfigure Snort

Set recurring updates

Inspection Engine: 3.1.7.1-108|Downgrade to 2.0

Snort is the main inspection engine in Firepower Threat
LlnEamaleely v Defense. It is used for intrusion and file policy analysis,
SEL decryption, and layer 7 inspection. See mare

FDM REST API

BB LL T HBIBBFDM REST-APIFE RERFE Snorthk 4~ , EHAREST-APIZFinERFE e ERA, Fit
EHIRBERA T eurl:

1. AREDRETHE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

"eyJThbGciOiJIUZI1INiJ9 .eyJpYXQiOjE2NTIyNDk5SNTcSInN1YiI6ImFkbWluIliwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
V3jLTk4ZWMtNDA1ZTQwODkwMDV] IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJ1ZnJ1c2hUb2t1bkV4cG
1yZXNBACI6MTY1MjI1MiMINZQINywidGOrZW5UeXBlIjoiS1dUX0FjY2VzeyIsInVzZXJVAWlkIjoiYTU3ZGVmM] gt Y2M3MC
0xMWV5jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOxFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdAJ2jaVRmpdXF6qg48qgqdBcyRuit94DLobCJILI",



"expires_in": 1800,

"refresh_ expires_in": 2400,

"refresh_token":

"eyJThbGci0iJIUZIINiJY . eyJpYXQiOjE2NTIzOTQxNjksInN1YiI6ImFkbWluIiwianRpIjoiMGUONGIXYzQtZDI0ML0xMW
VIiLTk4ZWMEYT110T1kZGMwN2YO0IiwibmImIjoxNjUyMzkOMTYS5LCIJ1eHAIOJE2NTIzOTY1INjksImFjY2VzclRva2VuRxhwaX
J1cO0F0IjoxNjUyMzklOTY5MDcwLCIYyZWZyZXNoQ291bnQi0i0xLCI0b2t1blR5¢cGUiIOiJKVIREUMVmMcmVzaCIsInVzZXIVAW
1kIjoiYTU3ZGVmMMjgtY2M3MCOXMWVJLTk4ZWMtZjk4ODEXNIN ZWIwIiwidXN1clJIJvbGUiOiJSTOXFX0FETUl1OIiwib3JpZ2
luIjoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluInl.Avga0-1isDjQB527d3QWzQb7AS4a%9ea5wlbYUn-A%9aPw",
"token_type": "Bearer"

}
2.7E tk & 3 Fh {F Flaccess_tokenfH :

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjg0YjYtZDJiYSOxXMWV
FLTk4ZWMt ZGI2YjRiYTM1IMTU2IiwibmImIjoxNjUyNDQINzg5LCJI1eHALIOFE2NTIONDc10DksInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMyNSwidG9rZW5UeXBlIjoiS1dAUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4"'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default’ | grep -i snort
"snortVersion" : { "snortVersion" : "3.1.7.1-108",

"snortPackage" : "/ngfw/var/sf/snort-3.1.7.1-108/snort-75-3.1.7.1-108-dagl4.tar.bz2",
"type" : "snortversion

FTD=%Firepower CLI

EFTD CLIL , #i1Tshow snort3 status #ip 5

> show snort3 status
Currently running Snort 3

FirepowerfE #H{& X #&Snort 2,
FTD3R Firepower i 8. 5E & HE il 3R

AIRBUTSRIRE , BEFTDREEEERPRISNOMIRZ :

1. BRI EEER , B 3E B &k<filename>-troubleshoot .tar/results-
<date>—xxxxxx/command-output

2. R4S Rusr-local-sf-bin-sfcli.pl show snort3.output:

# pwd
/var/tmp/results-05-06-2022--163203/command-outputs

# cat "usr-local-sf-bin-sfcli.pl show snort3.output"
Output of /ngfw/usr/local/sf/bin/sfcli.pl show snort3:
Currently running Snort 3

Firepowert& #H & 3 & Snort 2,
iR 32 61 E(VDB) R A
AT LAfE A DA B IE B BB VDBAR S

- FMC UI
- FMC REST-API



- FDM UI

FMCHFEHERRE R

- FDM REST API

FTD CLI

. FTD=FirepowertE {8 BUFEHEBRIE R

FMC UI

BRBEIUTHREEFMC Ul LW VDBRRA :

1. 1###Help > About:

sl Firepower Management Center
EIEED DD T Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{:}1 admin v
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migratien Tool
Name Documentation on Cisco.com Parner Ecosystem
What's New in This Release Ask a Question
coss Controlied Usor Statistics
Provices trafc and intrusion ovent statist Software Download TAC Support Cases
Secure Firewall YouTube 2 [About
Application Statistics -
Prowedes traffc and intry o
el admin No No Basw
oot talos che ehrs o e sty oa " admin No No ®ass
e e aamin No No Earss
Detailed Dashboard (7.0.0} admin No No masw
Files Dashboard
Provides an cverview of Mabwa e Ev admin No No o 8
Security Intalligance Statistics admin No No & a, /a -.-
e T adin No Yes "o s
Ay, Firepower Management Center
cisce o | About Ouerview Analysis Policies Devices Objecta AMP Intelligence Deploy Q, @{} @ admin v
. For technical [systermn questions, e-mail tac@cisco.com
Model Cizco Firepower Managemeant Center 4500 or call us at 1-800-553-2447 or 1-408-526-7209
Serial Number 001234
Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.
Soltware Version 7.1.0 (build 90)
035 Cisco Firepower Extensible Operating System (FX-0S) 2.11.1 (build154)
Snort Version 2.9.19 (Build 92)

Snort3 Version

Rule Update Version
Rulepack Version

Module Pack Version

LSP Varsion

Goolocation Update Version

3.1.7.1 (Build 108)
2022-05-02-003-wrt
2703

3070
Isp-rel-20220502-1613
2022-04-25-002

[VDB Varsion

build 354]( 2022-04-27 19:39:56 )

Hostname

FMC-4600-2

FMC CLI

BREBLLT S EREREFMC CLI EHIVDBARAS :

1. BIBSSHE 1% & ELRHEFMC,
2. #¥Tshow versioniE &




> show version
——————————— [ FMC-4600-2.cisco.com ]------------

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
UuID : alled34e-dl127-11e8-b440-728439d95305

Rules update version : 2022-05-02-003-vrt

LSP version : lsp-rel-20220502-1613

VDB version : 354

FMC REST-API

BBLUT S EBRIEIBFMC REST-APIERFEVDBRA, FAREST-APIE FinE BB, L& 5
FR{ER T curl:

1. BREMRETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
<X-auth-access-token: 7acdb34c-ea85-47bf-83fe-d77b63£012da

2EBOUEEENE., EAZSHREST APIE#F , domain 5| R HSEN., EILLEHH 6 HX-auth-
access-token A R FE

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63f012da' | python -m json.tool
{

"items": [
{
"geoVersion": "2022-05-09-001",
"lspVersion": "lsp-rel-20220510-1044",
"serverVersion": "7.1.0 (build 90)"
"sruVersion": "2022-05-10-001-vrt",
"type": "ServerVersion",
"vydbVersion": "build 354 ( 2022-04-27 19:39:56 )"
}
1,
"links": {
"self": "https://10.62.184.21/api/fmc_platform/vl/info/serverversion?offset=0&1imit=25"
Y,
"paging": {
"count": 1,
"limit": 25,
"offset": O,
"pages": 1
}
}
FMCH R HEBR A 2

BB 5 BRER B FMCHFE HEBRAE R P HYVDBAR A

1. BARAER B AR K8 22 30 B 1 21 & Bl sk <filename>-troubleshoot .tar/results-<date>—xxxxxx/dir-
archives/etc/sf/.versiondb
2. BARE Rvdb.conf , # F| 2 2ECURRENT_BUILDHI1T



# pwd
/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/.versiondb
# cat vdb.conf

CURRENT_VERSION=4.5.0

CURRENT_BUILD=344

CURRENT_APPID_VER=82

CURRENT_NAVL_VER=106

EEEH REVDB:
alra]n Eirenawer Devics MEREasT : i E: ] 5 T - 0} adrin
CIsco i RS Monitaring Policias Objects Device: KSEC-FPR2100-,.. - Administrator
Maode! Software VDB Intrusion Rule Update Cloud Senvices High Availability
Cisco Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 ot Registered | Rogister Not Configured
o
=) - (1]
Interfaces Routing Updates System Setting:
Geolocation, Rule, VDB, System Upgrade, tsiio
Enabled 3 of 17 Security Intelligence Feeds
View All Interfaces > View Configuration 2 View Configuration 2

RBL TS ERBIBFDM REST-APIFERERREVDBMRA, EHAREST-APIZEFIHBREEHREBMRA, EIt
&5 ER T curl:

1. BREMRETHE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

"access_token":
"eyJhbGciOiJIUZI1INiJ9.eyIJpYXQiOjE2NTIYNDKSNTcsInNN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
VjLTk4ZWMtNDA1ZTQwODkwMDVJ IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJlc2hUb2t1bkV4cG
1yZXNBACI6MTY1MJjI1MjMINZQINywidGI9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVMMjgtY2M3MC
0XMWVJLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JdpZ2luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAAJ2jaVRmpdXF6qg48qgdBcyRuit94DLOobCJILI ",

"expires_in": 1800,

"refresh_ expires_in": 2400,

"refresh_token":
"eyJhbGciOiJIUzIINiJ9.eydpYXQiOjE2NTIZOTQOxNjksInN1YiI6ImFkbWluliwianRpIjoiMGUONGIXYzQtZDIOM1 0xMW
VJLTk4ZWMEYT110T1kZGMwN2YO0IiwibmImIjoxNjUyMzkOMTYS5LCIJ1eHAIOJE2NTIZzOTY1INjksImFjY2VzclRva2VuRXhwaX
J1cOF0IjoxNjUyMzkl1O0TYS5MDcwLCIYZWZYyZXNoQ291bnQi0i0xLCI0b2t1blR5¢cGUiO0iTKVIREUMVMcmVzaCIsInVzZXJIVAW
1kIjoiYTU3ZGVmMM] gt Y2M3MCOXMWVJLTk4ZWMt Zjk40DEXNI NI ZWIwIiwidXN1c1lIvbGUi0iJSTOXxFXOFETULOIiwib3Jpz2
1luljoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluIn0.Avga0-1isDjQB527d3QWZQb7AS4a%9ea5wlbYUn-A9aPw",
"token_type": "Bearer"

}



2.7E tk &= 3 v {F Flaccess_tokenfH :

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZIINiJ9.eyIJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjgO0YjYtZDJiYSOxXMWV
JLTK4ZWMtZGI2YJRiYTMIMTU2IiwibmImIjoxNjUyNDQINzg5LCJ1leHALiOFJE2NTIONDc10DksInJdlZnJd1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidGIrZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVMM]jgtY2M3MCO
XMWV LTk4ZWMt Zjk4ODEXNI NI ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_ WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4 "'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default’ | grep -i vdb
"vdbVersion" : {
"lastSuccessVDBDate" : "2022-05-05 12:44:09z2",
"vdbCurrentVersion" : "346",
"vdbCurrentBuild" : "0",
"vdbReleaseDate" : "2021-08-24 21:48:15",
"type" : "vdbversion"
FTD=kFirepower§i4HCLI

BT S BEFTD CLISFirepowert&#8(SFR)CLI LB 7% VDBAR A :

1. EBSSHR A EFEFEFTD, ¥ AFirepowertdfl |, 5B BSSHE EiBsession sfrin $ 12
ASA CLIGHREIEZAE 4R,
2. 7ECLI_EiE{Tshow version® 5 :

> show version

———————————————————— [ fpr2k-1 J-------———-—-—-—————————

Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
UulD : 0bla9c94-8ba8-1lec-b2£fd-93263934908d
LSP version : 1lsp-rel-20220510-1044

VDB version : 354

> show version

———————————————— [ sfrl J-----------ooo =

Model : ASA5516 (72) Version 7.1.0 (Build 90)
UulD : c049dad8-c42e-11e9-986d-bdeff3cel399e
Rules update version : 2022-05-10-001-vrt

VDB version : 354

FTDER Firepowertf 18 SE 2 HF R 1R R

BB T S ERIRE , BRBFTDEFirepowert& 48 5% 4 HE i 18 2 AYVDBRR S :

1. BRI R ZER | Effn2<filename>-troubleshoot.tar/results-<date>-xxxxxx/command-
outputs/
2. BB #E R usr-local-sf-bin-sfcli.pl show version.output , A% E| EEVDBRAKNIT

# pwd
/var/tmp/results-05-06-2022--163203/command-outputs/
# cat "usr-local-sf-bin-sfcli.pl show version.output"”

———————————————————— [ fpr2k-1 J-------------—-——————
Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
UuUID : 0bla9c94-8ba8-1lec-b2£d-93263934908d

LSP version : lsp-rel-20220510-1044



VDB version : 354

# pwd

/var/tmp/results-05-12-2022--199172/command-outputs

# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————————— [ sfr1 ]----———=—-------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UUID :
c049dad8-c42e-11e9-986d-bdeff3ce399e Rules update version : 2022-05-10-001-vrt VDB version : 354

A =B RUSERT AR

ABRAEFRREEAFTFOMNEFTNACHRIMNEERERL, ERERNISSREL RIS RN TER
ABREIRE,

Z4 B AFH(SRU)EAMSnorthx 42 , BEZ < & (LSP)E #1i# A M Snorthx 243,

AT LAME R LA TBEER H SRU/LSPEL B AR S

- FMC Ul

- FMC REST-API

- FMCis FEHEBRIE 22

- FDM Ul

- FDM REST API

- FTDE}Firepowert&#HCLI

- FTDZFirepowert& Bt FEHEBRIE R

FMC UI

EBRUT S BRERFEFMC Ul EWSRU/LSPARA :

1. i#1EHelp > About:

1 Firepower Management Center
il f g —— p— icle — o T - i
i b = ) Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ +] @) admin ¥
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migration Tool
Name Documentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled User Statistics
v Software Download TAC Support Cases
Secure Firewall YouTube 2 [Asout
Application Statistics
Application Statistics (7.1.0) aderin No No ™o
Connoction Summary . — No No ® o4&
Detailed Dashboard admin No Mo "a A9
A
Datailed Dashboard (7.0.0) admnin No Mo ™oL w
Files Dashboard admin No No [*Q %
Security Intelligence Statistics admin No Mo ["' Q 7 i
Summary Dashboard e Mo Yaa N

2. MERAEFHRAFLSPRRE:



'é'l's:élc',' Fire powgr Ma nagement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy =} P 4+ @ adminw
Model Cisco Firepower Management Center 4600 .F::, t:.l.]c:::I:;jl';ri’gsl;-r:;:lllf;:lﬂ?.?“::re1-EJEII:ZI-;?EI-?“DDQ“I
S b Gihas Copyright 2004-2021, Cisco and/or its afillates. All rights reserved.
Soliware Version 7.1.0 {build 30)
05 Cisco Firepower Extensible Operating System (FX-05) 2.11.17 (build154)
Snor Viersion 2.8.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
| Rule Update Version 2022-05-02-003-vnt
Rulepack Version 2703
Module Pack Version 3070
| LSP Version Isp-rel-20220502-1613
Goeclocilion Update Verson  2022-04-25-002
VDB Varsion build 354 { 2022-04-27 19:39:56 )
Hostname FMC-4600-2

FMC CLI

BRBEUTSBREEFMC CLILHWSRU/LSPARA :

1. BIBSSHEZ #I1EEZFFHEFMC,
2. f£CLI LiE{Tshow version® i % :

> show version

——————————— [ FMC-4600-2.cisco.com ]---—-—--—-----—-

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
UuID : all0ed34e-d127-11e8-b440-728439d95305

Rules update version 2022-05-02-003-vrt

LSP version lsp-rel-20220502-1613

VDB version : 354

FMC REST-API

RBLUT S BEBREST-APIE R B HEBIRA, FHREST-APIFFinER @A, ELHEHH
, £ Fcurl:

1. BREMRETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token

< X-auth-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2.7£ It & 58 F £F F X-auth-access-token:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£f012da’ | python -m json.tool
{
"items": [
{
"geoVersion": "2022-05-09-001",
"lspVersion": "lsp-rel-20220510-1044",
"serverVersion": "7.1.0 (build 90)",
"sruVersion": "2022-05-10-001-vrt",
"type": "ServerVersion",



"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"

1,

"links": {
"self": "https://10.62.184.21/api/fmc_platform/vl/info/serverversion?offset=0&1imit=25"

Y,

"paging": {
"count": 1,
"limit": 25,
"offset": O,
"pages": 1

}

}
FMCH R HEBR A 2

RREULT 5 RBRBEFMCHEHEBRE R P HISRURRZ :

1. B RR R Bt AR 248 21 340 18 3 & B Sk <filename> tar/results-<date>—xxxxxx/dir-archives/etc/sf/
2. BRAE Rsru_versions.conf , A% % 2@ & £ #&Intrusion_Rules_Update 1T :

# pwd

/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/

# cat sru_versions.conf

Intrusion Rules_Update=2022-04-25-003-vrt
Rule_Pack=2699
Sourcefire_Decoder_Rule_Pack=2088
Sourcefire_Policy_Pack=2763
Module_Pack=3066

snort=2.9.16-4022

BRI T S RBREBEFMCHEHERRAE R P HILSPRR A :

1. BA RS B HE AR 1 3= 3 57 11 R P JE <filename>.tar/results-<date>—xooooo/command-output
2. BRI , &Efflvar-sf-Isp -maxdepth 2 -Is.output , A% i f/var/sfllsp/active-lspE 1T

# pwd

/var/tmp/results-05-06-2022--199172/command-outputs

# cat "find var-sf-lsp -maxdepth 2 -ls.output"

Output of find /var/sf/lsp -maxdepth 2 -1s:

19138123 4 drwxrwxr-x 3 www root
19142268 0 lrwXrwxXrwx 1 root root
lsp -> /var/sf/lsp/lsp-rel-20220510-1044
19138299 4 drwxrwxr-x 5 www root
20220510-1044

19142266 600 -rwxrwxr-x 1 www root
20220510-1044/1sp.icdb.RELEASE. tar

19142234 4 drwxrwxr-x 5 www root
20220510-1044/ntd_metadata

19268898 4 drwxrwxr-x 2 www root
20220510-1044/icdb

19138303 4 drwxrwxr-x 6 www root
20220510-1044/talos_content

19142269 46640 -rw-r--r-- 1 root root

20220510-1044/1sp-rel-20220510-1044.tar.xz.REL. tar

19142267 4 -YTWXTrwXr-X 1 www root
20220510-1044/ .snort-versions

4096
33

4096

614400

4096

4096

4096

47759360

238

May
May

May

May

May

May

May

May

May

11
11

11

10

11

10

10

11

11

04:
04:

04:

14:

04:

14:

14:

04:

04:

01
00

01

55

00

55

51

01

00

/var/sf/lsp
/var/sf/lsp/installed-

/var/sf/lsp/lsp-rel-

/var/sf/lsp/lsp-rel-

/var/sf/lsp/lsp-rel-

/var/sf/lsp/lsp-rel-

/var/sf/lsp/lsp-rel-

/var/sf/lsp/lsp-rel-

/var/sf/lsp/lsp-rel-



19142265 4 -TWXIWXYr-X 1 www root 26 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510-1044/1spd_ver.properties

19139198 260 -rw-r--r-- 1 root root 264403 Feb 12 03:32 /var/sf/lsp/pigtail-
all-1644636642.1log
19142270 0 lrwxrwxrwx 1 root root 33 May 11 04:01 /var/sf/lsp/active-lsp
-> /var/sf/lsp/lsp-rel-20220510-1044
FDM UI
= .
EEELMEARRAER
alualn Eirepower Device Manaoer L = e i) ) ¥ : ) admin
CIsco e b Menitaring Policies Objects Jevice: KSEC-FPR2100-... - Administrator
Mode! Software VDB Intrusion Rule Update Cloud Services High Availability
Cigeo Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 Not Registered | Register Not Configured
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, M .
Enabled 3 of 17 Security Intelligence Feads
View All Interfaces > View Configuration > View Configuration > i
FDM REST API

ERULT SREBFDM REST-APIFEREFE VDB A, EMREST-APIEFim#E KBRS, it
gHl+ , EMcun.

1. BREOBRETHE

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

"eyJhbGciOiJIUZIINiJ9.eyJpYXQiOjE2NTIYNDk5SNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMI 0xMW
VjLTk4ZWMtNDA1ZTQwODkwMDVj IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJlc2hUb2t1bkV4cG
1yZXNBACI6MTY1MFI1MjMINZQINywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMMjgtY2M3MC
0xMWV5jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOxFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdAJ2jaVRmpdXF6qg48qgqdBcyRuit94DLobCJILI",

"expires_in": 1800,

"refresh_ expires_in": 2400,

"refresh_ token":

"eyJThbGciOiJIUzZIINiJY . eyIpYXQiOjE2NTIZOTQxNjksInN1YiI6ImFkbWluIiwianRpIjoiMGUONGIxYzQtZDIOMi0xMW
VIiLTk4ZWMtYT110T1kZGMwN2YO0IiwibmImIjoxNjUyMzkOMTYS5LCIJ1eHAIOJE2NTIzOTY1INjksImFjY2VzclRva2VuRXxhwaX
J1cO0F0IjoxNjUyMzklOTY5MDcwLCIYyZWZyZXNoQ291bnQi0i0xLCI0b2t1blR5¢cGUiIO0iJKVIREUMVmMcmVzaCIsInVzZXIVAW
1kIjoiYTU3ZGVmMM]gtY2M3MCOXMWVJLTk4ZWMt Zjk4ODEXNIN] ZWIwIiwidXN1clIvbGUiOiJSTOXFXO0FETULOIiwib3JpZ2
1luIjoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluIn0.Avga0-1sDjQB527d3QWZQb7AS4a%ea5wlbYUn-A9aPw",
"token_type": "Bearer"

}
2.7E tk & 3 Fh {F Flaccess_tokenfH :



# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzI1INiJ9.eyJpYXQiOjE2NTIONDU30ODksInN1YiI6 ImFkbWluIliwianRpIjoiM2U1INjg0YjYtZDIiYSOXMWV
FLTk4ZWMtZGI2YFRiYTMIMTU2IiwibmJImIjoxNjUyNDQINzg5LCJ1leHALiOjE2NTIONDc10DksInJ1lZnJlc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidGIrZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVmMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4O0DEXNjNj ZWIwIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JdpZ21luIljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInO.kXtsUu3_ WWtOWu9wOmSDfJjwcyivVCa5dgyzNjCGnlF4'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -Ei "sru|lsp"
"sruVersion" : {
"sruVersion" : "20211110-1348",
"lastSuccessSRUDate" : "2022-05-12 18:29:00z",
"lspVersions"™ : [ "20211110-1348" ],
"type" : "sruversion"
FTD= Firepowert€42CLI

BREBLT S BERFEFTD CLISFirepowert& 42 CLI EAISRU/LSPAR A :

1. EBSSHR T A EFEEZEFTD, ¥ AFirepowertEfl |, 5 EBSSHH Eisession sfrap ©
ASA CLIFHRZIEE,
2. 7£CLI L& 4Tshow version® i $ :

> show version
———————————— [ FIREPOWERl.cisco.com ]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 1lcbe9952-ccb6f-1lec-b63a-aed636e42209

LSP version : lsp-rel-20211110-1348

VDB version : 346

or

> show version
———————————— [ FIREPOWERl.cisco.com ]---=---------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 1cbe9952-ccbf-1lec-b63a-aed636e42209

Rules update version : 2022-05-11-001-vrt

VDB version : 346

———————————————— [ sfrl J---------------—~

Model : ASA5516 (72) Version 7.1.0 (Build 90)
UuID : c049dad8-c42e-11e9-986d-bdeff3ce399e
Rules update version : 2022-05-10-001-vrt

VDB version : 354

MiEE : 2SR E A Snort 2,show versionfi S A& #E RSRUE HThR A<, FE/RSnort 3 LSPARA,

FTD=RFirepowertR {8 5 M HE MR 1S R

BB T S BEBFTDH FirepowertE #H tFE HEBRIE R P AISRU/LSPAR A :

1. R HMAERER |, YWE P E R ®K<filename>-troubleshoot.tar/results-<date>-
xxxxxx/command-output/
2. B BE Zusr-local-sf-bin-sfcli.pl show version.output , A% #% 2% HSRU/LSP MRAHI1T :



# pwd
/var/tmp/results-05-06-2022--163203/command-outputs/
# cat "usr-local-sf-bin-sfcli.pl show version.output”

———————————— [ FIREPOWERl.cisco.com ]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UUID : 1cbe9952-ccbf-1lec-bb63a-aed636e42209

LSP version : lsp-rel-20211110-1348

VDB version : 346

or

# pwd

/var/tmp/results-05-06-2022--163203/command-outputs/
# cat "usr-local-sf-bin-sfcli.pl show version.output”
———————————— [ FIREPOWERl.cisco.com ]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 70727d06-8ba7-11lec-bfcc-999£f61£27102

Rules update version ¢ 2022-05-11-001-vrt

VDB version : 346

# pwd

/var/tmp/results-05-12-2022--199172/command-outputs

# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————————— [ sfr1 ]----—=———-=-------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UUID :
c049dad8-c42e-11e9-986d-bdeff3ce399e Rules update version : 2022-05-10-001-vrt

VDB version : 354

E ARy B

B RIEEERID CSCwb34098 ENH:#E "show managers. @i H & B RFMChR A

B RIEEERID CSCve13470 ENH:7EFirePOWER 6.x £ X A #k 88 4HBFOID

BRIEEE5ID CSCwb85969 ENH: E SR & HE i #E R BFE "show version, FMC CLISHIS & HY &

BERIEEERID CSCvu15709 ENH:X#ESNMP OID#EFirepower¥ & L& F#SRU/VDB/GEO & MR A

HBER

. ZEPpABEREAROREST APHRIEAFFEM7.15R

. TEFirepower NGFW# &  Fit ESNMP

. Cisco Firepower B ZBF E#REST APIIER

. Cisco FXOS REST APIZZ#

. Cisco ASAME %

. Firepower 1000/2100F1 % £ B K 483100 ASAFIFXOS i #8hix 2
- IR T



https://tools.cisco.com/bugsearch/bug/CSCwb34098
https://tools.cisco.com/bugsearch/bug/CSCve13470
https://tools.cisco.com/bugsearch/bug/CSCwb85969
https://tools.cisco.com/bugsearch/bug/CSCvu15709
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425

- Firepowerts R4 Xt fE HEBRIBIE



/content/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
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