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- SW:6.7.0 ( PUEBARANG5 ) — EHHFEI.15(1)
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https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html%20
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html%20
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BWIEEERBER

~N o o bhWw

HERE

HEEA@WANE , IHEFEATTIRREE,
 HEgBEBEEMEF. URRERD R (FRNE )  AEHNIBEHESENICER , AR

RBIREHEBRTE | AIGEAFTEHTLILRENFTDERFH,
MRFAFEZHE , BlSnort5| EEHHETRE (FTERLTRE ),
. Snort5| EEEHTRVHIERR ( FlANRFTHIE ) -
. ERFERBESotHEFRERIERER S
HeEBABMEIRRRREA.

Firepowerfk BERRHtZEHER , ARBKRERR. THRYMENBAREHER  T2ERENOT

- REHEREERTREHEREMNME,
MEX  FRRRBBEHENENZ,

- BEERMBERERERE

B R2E B E ( HIIMFP941xx/FP9300 ) :

FTD data plane

HW Accelerator

Internal Switch (FXOS)

Po48 (CCL)

unit-1-1
s Fol.201
Host-A (INSIDE)
Pol.201
[INSIDE)

unit-2-1

BV IFHBTCPELRE , TCP SYN,

Pod8 [CCL)

Pol.202

Internal Switch (FX0S)

HW Accelerator

FTD data plane

SYN/ACKZZ# N R PR :

(OUTSIDE) Host-B
Pol.202
[OUTSIDE)



unit-1-1 _
204 ol.2 TECP SYN/ACK
Reinjection

HW Accelerator

suea:kplaﬁ E1/10

Ihternal Switch (FXOS)

TCP SYN/ACK Pol.201 Pol.202
Host-A 4
[OUTSIDE) TCP SYN

g Pods (CCL)
! —

o048 (CCL)

Po1202 TCP SYN/ACK
[OUTSIDE)

Pol.201
[INSIDE)

| 'nternal Switch (FX0S)

Eiwmplarﬂ E1/10
| Accelerator

wit2-1 P %L Polgl
FTD data plane

BER

1. TCP SYNE EHAE B B,

2. TCP SYNE;ZHF ( POIIREZ— ) -

3. TCP SYNZEBHAF —E#BERNE ( HIWE1/9,. E1/10%F ) ExIERFH.

4. TCP SYNZ:ZEE R FHE AN E(Po1.201/INSIDE), EARAIF |, unit1-1EVERNFIE#E
, HATHEA T BUER(ISN)BEMEL | 4R ES 5 51 5% A B9 P B B (cookie) E #.

5. TCP SYN#£P01.202/OUTSIDE ( &R FHE N E ) #H,

6. TCP SYNZiZEH h —E#MBEERNE ( HIZWE1/9. E1/10%F ),

7. TCP SYNMEFEMENE (Po1IKEZ— ) BAR EHB,

el

RERE

8. TCP SYN/ACK#t X #BEX W F3EHE2-1 (Po1HIREZ— ),
9. TCP SYN/ACKZEBH A —E#AEEHRNE ( HINE1/9, E1/10%F ) EXATERFH,
10. TCP SYN/ACKZ|ZE & ¥ FE# A 7T E(Po1.202/OUTSIDE).
11. TCP SYN/ACK#E SEFF 12 ¥R (CCL)EIX BIEEE1-1, FERBERT , ISNERARMAME. Hit
, BRBUESEEERRMSENBERTRETCP SYN+ACKIWFTEEEM. HRHME
RO EISNHEAE K SEHnEmnsE,
12. TCP SYN/ACKZE;ZH h —E#BE TR E ( FIZNE1/9. E110F ),
13. TCP SYN/ACK{t YN T ( Po48MIEBE 2 — ) BIAFIEE1-1,
14. TCP SYN/ACKZ|Z# B 1-1 ( Po4SHIKEZ— ) »
15. TCP SYN/ACKBBH P —E#AT RN EEZ I ERFLECCLEBENE ( nameiffEE ) .
16. ERFEMETCP SYN/ACKER T EHE X FERFEEP01.202/0UTSIDE,
17. TCP SYN/ACK#P01.201/INSIDE ( ¥l FHEH N HE ) BEEHOST-A,
18. TCP SYN/ACKEZBH H —E#BE LT RNAE ( HIZE1/9, E1/10F ) , A EHPo1# — @K
Bo
19. TCP SYN/ACKZ!ZE = #A,



BRLATRNESHMET  F2REHERELRFITRFHIEERL.
ERUHERARS , A ARNFERENSE

CP SYN/ACK
Reinjection

a:kplanﬁ;m
rnal Swi FXO0S)
Pol.202
{OUTSIDE)  TCP SYN Host-B

Po48 (CCL)
048 (CCL) m
po1202 TCP SYN/ACK

(OUTSIDE)
nte Switch (FXO0S)
E1/o ackplane I EL/10

HW Accelerator

Host-A o TCP SYN/ACK Po1.201

Pol.201
(INSIDE)

Pol.2

FTD data plane

unit-2-1 ‘““‘l

HRENEHRE (HIWTCP SYN ) % .

1. EYENE (HIWPOIRE ) . HERREEBEEIEIR(CM)UIZCM CLIEEM,

2. ERI L E# AME ( fl20Po1.201 INSIDE ) ,

3. BRI FHEE L E ($la0Po1.202 OUTSIDE ) ,

4. BMABEEIRNE. FP4100 L E2EE RN T, FPI300 L£E6ME ( SEEH2ME ) ., ARETH
EBERSTEBENE RS EEMENE LRARE,

HWHIREFE ( BIITCP SYN/ACK ) , #EY :

5. BEYENE (HlNPo1KE ) . LB EMEEESE(CM)UIZCM CLIELER
6. ERIFEEANE ( §l20P01.202 OUTSIDE )
7. HRERSHEERD , Rt T —EHERILERFECCL,
8. MEERNE. B, E4EAERENE LRAEE,
9. Unit-1-1# % CCLEX E N .
10. E#FECCLJ T E(nameif cluster),
11. A ST E(Po1.202 OUTSIDE), ERMKCCLEF FAZTERFHNER S,
12. BRI EBENE ( HlEnPo1.201 INSIDE ) .
13. BET RN,

R B
FXOSHEHY
FXOSELEIEEmHPNATZIBRE . HE@EE


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED

N HEE - FXOSHEELR AL 1 P SR Ac ISR () 2 B SRER A 5 IHE AT

BERTHEHEE
BREMEHESE FRABEN S ERMEAcluster execii B
EZE—REIEIFEETNEE

unit-1-1 {id 0)

INSIDE OUTSIDE

Pol.201

;®_ Pal.202

Podd

Control Unit
192.168.240.x/24

switching wnit-2-1 (id 1)
infra " g

——

CCL

192.168.241.x/ 24

switching

infra

Data Interface

ERTAKHEATREFEEDHE  BSEAUTH T :

<#root>
firepower#

cluster exec show capture

UNTE=1-1(LOCAL) :##dsddesdsdesdedodde o desdodedoioddoi il dodol dodo e doidol el ol dod e dele e deoieode o

UNT T =2 =1 ; # v dede s s e do do v e o d e e d e e d e e e d e e d e e db e e e d e de db e e db e e e d e e b e e e e e e e e e ek

UNT T= 31 7 s s s s e dede s e s e e e e e e o e e e e e e e e e e e de e e e e e de e e e e e e de e e e de de e s e e e e

firepower#



E71EPo1.201(INSIDE) ELWFIE R E LA ER T EHHE , FHITUTIRE

<#root>
firepower#

cluster exec capture CAPI interface | NSIDE

MEBEEHIUARER  YERNEEABRRER , HNEIEFRE

<{froot>

firepower#

cluster exec capture CAPlI buffer 33554432 interface |INSIDE match tcp host 192.168. 240.50 host 192. 168. 2¢

g

<#root>
firepower#

cl uster exec show capture

UNTT-1-1(LOCAL) 7 # s desosdededosodedededoddedesode dedoside dedosiode de i e desdo e dedoside dedoiedededeioe
capture CAPI type raw-data buffer 33554432 qinterface INSIDE [Capturing - 5140 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

R L R L e D L e L e

unit-2-
capture CAPI type raw-data buffer 33554432 qinterface INSIDE [Capturing - 260 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un-lt 3 l Tl SdehddehfdhfdhddhddNddNdN RSNl NdhNndh Nl ddehddhddhddhddNddNdh

capture CAPI type raw-data buffer 33554432 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

ERGMARENAS (HEHTRRE )

<#root>
firepower#

term nal pager 24

firepower#

cluster exec show capture CAP



unit_l_l(LOCAL):******************************************************
21 packets captured

: 11:33:09.879226 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: S 2225395909:2225395909
: 11:33:09.880401 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45456: S 719653963:719653963(0
: 11:33:09.880691 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: . ack 719653964 win 229
: 11:33:09.880783 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: P 2225395910:2225396054

A WN R

1 LI e R i L b e T R T o b S S R R S i e S R R e S T
unit-2-1

0 packet captured
0 packet shown

1 LI e R R R L b b b o e b A S e R o b S R R kR L e S R R R S
unit-3-1

0 packet captured
0 packet shown

IR Kt

NRERBEESERELNERNTRNMTEREANERS , FEMAtraceBl@ 7. ESRUEERIS0MEE A
ERg. BLUERRZ 1000188 A H 2,




MiEE : MRE—ENELEATZEHE  ARGRREEENT—

ERMPTEEFHKE LA EOUTSIDE LM ET1000BM A ERE , BT TERME

<#root>
firepower#

cluster exec cap CAPO int QOUTSI DE buff 33554432 trace trace-count 1000 match tcp host 192.168. 240. 50 hos

HBEEBRR A FERRBRHSEECLNEBI, FECENEE-HR  TUERE11LEE
BEERMH  BUEHMERE L#2 , BULEH,

EARFIG B LLETISYN/ACKRE t2-1 L ERa#2 , HET3-1 LHNERS#1:

<#root>
firepower#

cluster exec show capture CAPO | include S. *ack

unit-1-1 ( LOCA L) Yedededededededededede e de e e e e e e e e e e e e e e e e e e e ok
1: 12:58:31.117700 802.1Q vlan#202 PO 192.168.240.50.45468 > 192.168.241.50.80: S 441626016:441626016 (0
2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
un-i t_2_1: B R R R R R R R R R R R R A R R R R R e R o R R ok Ak ok L L R T R ]

1: 12: 58 31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>

BREARER#H2 L IRBEE R L ER (SYN/ACK) , FHITUATRE

<ttroot>

firepower#



cluster exec show cap CAPO packet-nunber 2 trace

u ni t- 1_ 1 ( LOCAL) . TehR NN N NS S dddddededededdeddedededdehh RN RN NN hdddddedededddd

2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

EREREKE L IRIEE —ERZ(SYN/ACK) , FHITATRE

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access Tlist

CCLH#EEL
EHECCLHR FRAHE (EFAREL ) , FHITUTERE

<{froot>



firepower#

cluster exec capture CCL interface cluster

unit_l_l(LOCAL):******************************************************

Unit 2 1.*************************************************************

unit 3 1-*************************************************************

E¥mARRE
HERERAT  EERVTHERTH L RANBESERMEERNS

o REYIEREERIIER
« ECCLEFTEAR

MBEAEEFEINEFEANERS |, B Areinject-hideiBE, NMREERITAREAERE , EER
EH :

<#root>
firepower#

cluster exec capture CAPI _RH reinject-hide interface INSIDE match tcp host 192.168.240.50 host 192. 168.°

WHEEERAHEBEEENTH LEERXYEFAR  MITARREMEREE ) KINEBRRE,
ASPI K

MREREBERNKEBES , WL Hasp-dropiiE, NMRETFHMEEIMWMEERERR , FFE
AE#E=Fal, It/ , MREHERNIEHTRES , Al LB Eheaders-only BB F., ERTHRZ
FEEN20-30f% A LMY A -

<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

unit_l_l(LOCAL):******************************************************
Unit—z—l:*************************************************************

Unit 3 1-*************************************************************

teoh |, B LS EASPHE B EERAYIP:



<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

match i p host 192.0.2.100 any

EREE
BREMBEREATETHNEMNHENEFTE, EEMISFILERN , BEREEREFTE

<#root>
firepower#

cluster exec clear capture /al

unit_l_l(LOCAL):******************************************************

Unit 2 l.*************************************************************

Unit 3 l.*************************************************************

FiLi%E
EMEREZAUELEERERE LN EBHE. NERIRTUEET.
H 1

<#root>
firepower#

cluster exec cap CAPlI stop

unit_l_l(LOCAL):******************************************************

1 sk hhhhh R RN RN fhdddddedededededededededededdeh NN RN RN R fddddedededededededed
unit-2-1:

1 sk Rk hh N R R RN RN fhdddddedededededededededededdhh NN RN RN N fdddededededededededed
unit-3-1:

18

<#root>
firepower#

cl uster exec no capture CAPl stop



un-it 1 1(LOCAL)-:‘::‘::“:z‘::’::“:-.'c:‘::‘::“::‘:7’::“:-.'::':-.':-.“:z‘::'c:‘:-.'c:‘::‘r:’::‘::’::‘::‘:-.“::':-.'::“:7’::':-.':-.“:z':-.'c:“::’::‘::‘::‘::‘:7’::‘::’::‘::‘::‘:3‘:7’::‘::‘:
un-it 2 1-:':-.':-.“::':-.'::“:7’::‘::‘::“:z‘::’::“:-.'c:‘::‘::“::‘:7’::“:-.'::':-.':-.“:z‘::'c:‘:-.'c:‘::‘r:’::‘::’::‘::‘:-.“::':-.'::“:7’::':-.':-.“:z':-.'c:“::’::‘::‘::‘::‘:7’::‘::’::‘::‘::‘:3‘:7’::‘::‘:

un-i t 3 1- TedehfdehddhfdehfdhddhddNdddh VANVl Nndh Nl Fdhfdhfdhddhdddd i

FH2

<#root>
firepower#

cluster exec no capture CAPlI interface |INSIDE

un-i t_l_l(LOCAL) . TehnhnNfhddddddededededdedededededed NN RN N fhdddddedededddd

un _I LoDz et et e dede e de ded e g e e S e e e g e S e e S e S e e e e S e de e de e de S e de e e e e e e

un _I o o n e e e e e v s e e o e e e S e e S e e R S e e e S e e e e S e e e e e

e

<#root>
firepower#

cluster exec capture CAPl interface |INSIDE

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit_3_l:*************************************************************

LS

EHmEN S ERZE,

F3E1 — B AR 2R

ERER AL BERENFE LERERMAKRR (FHIWTFTP ) . HERBREEDERARBRIE

3]
:I:IE:

KB

<#root>

firepower#

cluster exec copy /pcap capture: CAPl tftp://192.168. 240. 55/ CAPI . pcap



unit_l_l(LOCAL):******************************************************
Source capture name [CAPI]?

Address or name of remote host [192.168.240.55]?

Destination filename [CAPI.pcap]?

81 packets copied in 0.40 secs

un1t_2_l-*************************************************************

INFO Destination filenane is changed to unit-2-1_CAPI. pcap

un1t_3_l-*************************************************************

INFO Destination filenane is changed to unit-3-1_CAPI. pcap

E&MpcaplE =R :

Mame =

g -

ate UNIt-1-1_CAPIL.pcap

g -

aie UNIt-2-1_CAPIL.pcap
w8l UNit-3-1_CAPI.pcap

F3E2 — RFMCHUS HEEY
EESNEBARFTD, % , BEEERZIFTDHE L -

<#root>
firepower#

cluster exec copy /pcap capture: CAPl diskO: CAPI. pcap



UNTE-1-T(LOCAL) ;¥ # s desededesedesedesedesedesede e de e s de e dede e de e de s e s e e de e e e de e de e e e e de e e e

Source capture name [CAPI]?
Destination filename [CAPI.pcap]?

62 packets copied in 0.0 secs

EERERXT |, SE R/ mnt/disk0/E & 2 /ngfw/var/common/ B 8 :

<#root>
>

expert

admin@firepower:~$

cd /mt/di skO

admin@firepower:/mnt/disk0$

sudo cp CAPI . pcap /ngfw var/conmon

&% , EFMC L& F|System > Health > Monitor#f 7', ###View System & Troubleshoot Details
> Advanced Troubleshooting X R B = -

alhiale  Firepower Management Center

Onrendiew Anahysiy
CISCD

Monitoring

1 Home Int

Jilliili, Firepower Management Center F—— Analysis Policias Diavicas Cibvacis ARIP Inteligence
i : : - r
Advanced Troubleshooting
10.62.148.228
Fila Dovmiload Threat Defanss CLI Packel Tracer Caplurg w/Trace
——
Flli
CAPLpCan




il B4 7
ERFMASRHREMREE  FEANTSHS .

<#root>
firepower#

cluster exec no capture CAP

un-i t_l_l(LOCAL) . TehnhnNfhddddddededededededededededede NN NN NN hdddddeddedddd

un _i t 2 1 I N R R N R N R N R R N ORI OROROSOROSOROSOROSOROROSOROROSOROROTORORORORORO

un _i t 3 1 I N N R R N R N R RN N R ONOROROROSOROROSOROSONOOROSOROROSORORONOROROTOROROSORORO

FRRR R ERR

EFP41xx/FP9300.L , M LATRREE B et AS BRI MR BR T EE ZIE BE hNiE BT ( flWFastpathiZ Al )
ERREERTENESHMEN , FRELUTE -

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-
threat-defense-acc.html#anc22

MRREHDR , AIRFLBHISERFTDER FEH. HefdosHERMRER (ERWPEF) E
B,

RHENAERE , EXRTNRIABAFTDERN FEHEHE , EAETIRBRENAEHE. &
EREBRT , BEFERAFXOSHEBERBE,

SRR B BER(CCL)H R

MREHECCLEETHE  KEERIEHREESTNRTRARANHES . AMREBNZ

BRE R

-

E £ /0B (keepalive)

- L3fE1%(255.255.255.255)

UDPj&49495 BESEREGRETRIBERSKBEN13EEELERST,
R, EREER FE494950 FT B UDPH 2 3 JE # =20 Bk

LR BEFTIR.



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22

EREHIBEERBRER
BEEEE

UDP 4193 E‘i‘;ﬁﬂ@@ sEBRMEE. Bns. HOFMEESENENR (#FR
) o IEFE -
BIAFARE , TEESREHIEEEE THEHME, HR
ERALR  RFTEEREHIEEE THEMER, HR

88 BRAZHEFNSEERNRNERNS

B ERRIFA SR

ff
g
£f
aa
51
Ga
1]
Ba
a9
B
Ba
5153
a1

314 23.95434%
315 23.954364
JEE 28.958976
365 28.950993

Ff ¥F FF
bf af 1f
f ¢l &7
00 oD &b
Bb o9 29
75 G& 59
74 2d 31
20 85 2d
29 27
c@ de @i
Bd o4 &b
gl o9 al
2 Bd a8

ff
&
cl
]
a8
T4
2d
a4
84
8l
]
a8
a8

152.222.1.1
192.222.1.1
192.322.1.1
152.222.1.1

Usar ﬂntagr;l Protacal ,
4 Data (163 bytes)
Data: Sleleafeddad

ff
g
&7
aa
a7
2d
31
Ba
i
£f
de
5153
[51c]

|255.255.255. 255

255.2553.255.255
255.255.255.255
255, 255 255255

192, 222.1.1, DEt:
Src Port: 49495, Dst Port: 49405

| UDF 205 45455 = 25295 Len=1G63
Lk 285 49495 -+ 49495 Len=163
upp 285 49495 + 49495 Len=l&3
UpP 205 454585 - 45495 Len=163

Frame 314: 285 bytes on wire (1548 bits), 285 bytes captured (15648 bits)
+ Ethernet II, 5rc: Dell 88:01:8F (0@:15:c5:08:91:8F), Dst: Broadcast (Ff:ff:ff:ff:FFifF)

+ Internet Protocol Versiom 4, Src: 255.255.255.255

B0 1 eBa s boaaegRdTA TS 2455583 LODaa..

2@ 15 <5 8@ Bl 5F &8 88 45
ff 11 51 2f co de @1 @1 ff
20 ab T 81 01 01 90 fe 00
BE B0 B0 00 B9 00 B0 0 0O
47 52 4f 55 5@ 31 93 90 o1
31 2d 31 &6 68 B2 2@ &0 75
B8 22 83 b Bl B9 o0 B4 Pa
B 99 84 B9 BG B9 24 DR B8
B2 Ja 9E B9 B3 B9 Bc g

ff o0 &0 00 09 00 @

of @ 8b 98 fa B0 80 oD B
Bt 28 8E 90 82 20 oD &2 8O
BE 28 B0 08 B 88 88

Ba
f
a3
1z
5153
1]

m

Heartbeat
5eqUEHEEFHHﬂbEF

SEEFIB(CCP)E

BRYUDEBERE 2, EREBATERAEBBCCLRBNERZHHE. FLREREE , B
RIRER,

CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC

BE—EETREHBHMERIFEERCHRESE

/I_J\

TRAEEBCCLER

CLUSTER_QUIT_REASON_PRIMARY_UNIT_HCEE.. LltEE

. REE.
- BB R RS EE .

ERBEWELHB

iE £ 8¥(DISABLED) Y EFT A0 A6




switching infra Heartbeats | Dl ( switching infra

@ ﬁ 3 Health Check (HC)

Keepalives did not reach unit FTD3

CLUSTER_GUIT_REASON_MAZTER

TD3 asks FTD1 and FTDZ2 to quil E;E

cjuster

) — ca K
Contral Linit Data Unit - Data Data Unit

B : CLUSTER_QUIT_REASON_PRIMARY_UNIT_HCH{ER 21T RE ?

A.f#unit-3-1(Site-B)WAERE , ©EX T WHHARUNit-1-1Funit-2-11ER , AL ECEE/REH
MREFESMER , A, MRunit-2-1PEEREFES , W Hunit-2-118F 2ERMVEHIE |, B
Hunit-2- 1M REHFLY , AleTgEEELERNS,

CLUSTER_QUIT_REASON_UNIT_HC

BEZEFSMRRERBRERIEEROVEER , ©HFEIBCCLEEX
CLUSTER_QUIT_REASON_UNIT_HCER. WWHEEREE.,

3 Health Check (HC)
Keepalives didn't make it to the
Control Unit

{ PR EEE—— ™
Sita-A switching infra n e " anntchmgmfm

o it-1-1 to wnit- 3-1 fol
résagan CLUS _REASON_UNIT_HC

== ccL
. FTD1 FTD2 ) — Data k5|t9'5 )|
Control Unit Data Unit Data Unit

CLUSTER_QUIT_REASON_STRAY_MEMBER

ERf77ARREEARENMERE  TRHETETENTREARMEBNE  WEKES
CLUSTER_QUIT_REASON_STRAY_MEMBERRE#CCPIE ¥ 2.,



(. switching infra Heartbeats | DCl Gy switching infra

Recovery after a split brain

and rejoin)

CCL
Data

FTD1 ) L

Control Unit Data Unit Data Unit
(priority 9)

N

CLUSTER_QUIT_MEMBER_DROPPED

HERBHERTELBBEEINEREE . KEWIES#% , SEADISABLEDMRRE, LI
, BB ENMERTERE

<#root>
firepower#

show cluster info trace | include DROPOUT

Nov 04 00:22:54.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-1-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

Nov 04 00:22:53.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-2-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

SRR LRHEETR
<#root>
PRIMARY DISABLED Received control message DISABLE (

menber dropout announcenent

)

EERERAREHC)KH



FEEY

- BEAEHEAS1BNETHARERFRBESE —IX OB ( EiE255.255.255.255 ) , I fE
FIUDP1849495{E 5 CCL L #9 &,

- BESHELERARATRSENRATBESLRBEME T,

- MREFHBEAEOUERARERIREERHEETNTMERS (LHIERT ) , B
B inER AT BENE.

- EERNSEENHATRESAIN , HEXEHIRABA,

- SEWRIOHKE K HEREELFIH , YEEREENKINOKENEZETER1BERT , O
BhE SRR th AR FE 38 A0,

- MRBEHZENPOI countit BB TER0 , EHEREKVIERE , AIZKFTHSSEEES
o1&,

EANATHTREREETRAHES

<#root>
firepower#

show cluster info health details

| Unit (ID)| Heartbeat| Heartbeat]| Average| Maximum| Pol11|

| | count| drops| gap (ms)| slip (ms)| count|

| mit2-1 (Dl 60l of 4999 o ol

[ unit-3-1 ( 2)| 650] 0] 4999 | 1| 0]

F 5 FREA

5l EoY: |

BN (ID) RinFEHZFRNID,

DB ET & BEBECCLIEE WY F5 EEWA /O BEE,

DEEEE ERNOBEE . LETERBERBEIN OB F SRR E
T ERRE W E B9 /O Bk Y 2 39 B RS R e o

WHAE B HBREB AN, BRESEBEDRER, WHEHBERE N




BkEFRAERE |, BEILET,

ESEEES  BEAUTHS

<#root>
firepower#

clear cluster info health details

AT ER R O B SRR 2
AREFIGEIE !

<#root>
firepower#

show cluster info health details

[ Unit (ID)| Heartbeat| Heartbeat]

Aver age

| Maximum| Pol11 |

| | count| drops|

gap (ms)

| sTip (ms) | count|

o wit2-1 (DI 3036 o
999

B I ERFTD L EBRIFHE ?
A.f FFlexConfig

HERBEOSH2® , FER 7GR ?
AEEBESEBEIERF (RERR ) VBN :

<ttroot>

firepower#



show run cluster | include priority

priority 9

RREZFHBENR , FREHCHES R,

EHAHCHBEEEL
Faoll Foll
Query Query
i/3 1/3 1/3 1/3
holdtime haldtime holdtime haldtrme

Cluster peer
HC failed

ERMERTRES  RPNRAEIRRKRRWEINCCLERBEE,

WAEHARE
B ¥ ] B/ R0 B SRR

(48 )

W (TR)  |MB ~3.01% ~3.99%

4% ~1.33% ~4.01% ~5.32%

5% ~1.66% ~5.01% ~6.65%

6% #2% ~6.01% ~7.99%

7% ~2.33% ~7.01% ~9.32%




8% ~2.66% ~8.01% ~10.65%
SBHHCHESR

AEBIHBERERRET

- FRINESEHCHES R,
- TR AN S HaEs 5,

mE
2 ) r b i
Site-A switching infra e switching infra
 FTD1 FTD2 ) hSﬂe-B
Control Unit Data Unit cCL
Data
BERE
Unit-1-1 Unit-2-1

cluster group GROUP1

key Fedkd R

Tocal-unit unit-1-1

cluster-interface Port-channel48 ip 10.17.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

enable

cluster group GROU
key Thvkk
local-unit unit-2
cluster-interface
priority 17
health-check hold
health-check data
health-check clus
health-check syst:
health-check moni
site-id 1
enable




BEIRE

Unit-1-1 Unit-2-1
<ffroot> <#root>
firepower# firepower#
show cluster info show cluster info
Cluster GROUP1: On Cluster GROUP1: On
Interface mode: spanned Interface mode: spanned
This is "unit-1-1" in state PRI MARY This is "unit-2-1" in state SECONDARY
ID : 0 ID 2
Site ID 1 Site ID 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247LNK Serial No.: FCH23157Y9N
CCL IP : 10.17.1.1 CCL IP : 10.17.2.1
CCL MAC : 0015.c500.018f CCL MAC : 0015.c500.028
Last join : 20:25:36 UTC Nov 1 2020 Last join : 20:44:46 UTC
Last leave: 20:25:28 UTC Nov 1 2020 Last lTeave: 20:44:38 UTC
Other members in the cluster: Other members in the cluster:
Unit "unit-3-1" in state secondary Unit "unit-1-1" in state PRI MARY
ID 1 ID : 0
Site ID 2 Site ID : 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247MKJ] Serial No.: FCH22247LNK
CCL IP : 10.17.3.1 CCL IP : 10.17.1.1
CCL MAC : 0015.c500.038f CCL MAC : 0015.c500.018
Last join : 20:58:45 UTC Nov 1 2020 Last join : 20:25:36 UTC
Last Teave: 20:58:37 UTC Nov 1 2020 Last Teave: 20:25:28 UTC
Unit "unit-2-1" in state SECONDARY Unit "unit-3-1" in state SECONDARY
ID 2 ID 1
Site ID 1 Site ID 2
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH23157YO9N Serial No.: FCH22247MKJ]
CCL IP : 10.17.2.1 CCL IP : 10.17.3.1
CCL MAC : 0015.c500.028f CCL MAC : 0015.c500.038
Last join : 20:44:45 UTC Nov 1 2020 Last join : 20:58:45 UTC
Last Teave: 20:44:38 UTC Nov 1 2020 Last Teave: 20:58:37 UTC




=51 1

M1E 5 [ CCLBAE K BiB4Y

TR B2
FTD1 FTD2 FTD3

55 A 35 BhA 8B
2518085 I8 ety
% (EBRAOTE)

FTD1 FTD2 FTD3

35 BhA 5 A 8B
251 2% & IR &R
A

HE (CCLEBRAEX) o

unit-1-1 fs unit-2-1
Control Unit Data Unit

unit-3-1
Data Unit

Unit-3-1 LN ERFHEZEFEEER -

<#root>

firepower#

WARNING: dynamic routing is not supported on management interface when cluster interface-mode is 'spann
If dynamic routing is configured on any management interface, please remove it.

Cluster unit unit-3-1 transitioned from SECONDARY to PRI MARY



Cluster disable is performing cleanup..done.
AT11 data interfaces have been shutdown due to clustering being disabled.
To recover either enable clustering or remove cluster group configuration.

Unit-1-18# SR Mt B 55 -

<#root>
firepower#

show cluster info trace | include unit-3-1

Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8918307fb 0x
Nov 02 09:38:14.239 [INFOJFTD - CD proxy received state notification (DISABLED) from unit unit-3-1
Nov 02 09:38:14.239

[ DBUG Send CCP nmessage to all: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QU T_MEMBER DR
Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8917eb596 0x
Nov 02 09:38:14.239

[ DBUG Send CCP message to id 1: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QUI T_REASON_ U

Nov 02 09:38:14.239 [CRIT]Received heartbeat event 'SECONDARY heartbeat failure' for member unit-3-1 (I

ey
Unit-1-1 Unit-2-1
<#root> <#root>
firepower# firepower#
show cluster info show cluster info
Cluster GROUP1: On Cluster GROUP1: On
Interface mode: spanned Interface mode: spanned
This is "unit-2-1" 1in state S
This is "unit-1-1" in state PRI MARY gl'i)te 1D i
Version 1 9.12(2)33
ID -0 Serial No.: FCH23157Y9N
Site ID -1 CCL IP : 10.17.2.1
Version : 9.12(2)33 CCL MAC  : 0015.c500.028
Serial No.: FCH22247LNK Last join : 20:44:46 UTC |
CCL IP - 10.17.1.1 Last Teave: 20:44:38 UTC
CCL MAC - 0015.c500.018F Other members in the cluster:
Last join : 20:25:36 UTC Nov 1 2020




Last Teave: 20:25:28 UTC Nov 1 2020|unit "unit-1-1" in state PRI MARY
Other members in the cluster:
Unit "unit-2-1" in state SECONDARY

. ID : 0
. ; Version 1 9.
Version —: 9.12(2)33 Serial No.: FCH22247LNK
Serial No.: FCH23157Y9N :
: CCL IP  : 10.17.1.1
¢cL 1p - : 10.17.2.1 CCL MAC  : 0015.¢500.018
CCL MAC  : 0015.¢500.028f : .€500.

Last join : 20:25:36 UTC

Last join : 20:44:45 UTC Nov 1 2020 Last leave: 20:25:28 UTC

Last leave: 20:44:38 UTC Nov 1 2020

BEE RO

Unit-{|Unit-

11 |lo-1 Unit-3-1

<#root>

09:38:16 UTC Nov 2 2020

4m = ||4m =5 || SECONDARY PRI MARY_POST_CONFI G Primary relinquished
|

09:38:17 UTC Nov 2 2020
PRIMARY_POST_CONFIG Primary Primary post config done

CCL@IxE

Unit-1- 1481 E B 4IE0 8 , YBERARunit-1-1NELIEFRS , Bt &[unit-3-18i%
CLUSTER_QUIT_REASON_STRAY_MEMBERH E LA 35 A2 SiBRE, &% , unit-3-1fEAEHR
ETEREF A,

ERSIEFRESHACENERE  ERONUELFTHRAMBKNE , LERER
CLUSTER_QUIT_REASON_STRAY_MEMBER/RE K CCPIR Hi 5 &



-

PRI ™) R e )
Site-A switching infra Heartbeats Dal *m,lbm switching infra

Recovery after a split brain

and rejoin)

CCL
Data

. FTD

Control Unit Data Unit Data Unit
(priority 9)

<tfroot>

Unit-3-1 console Togs show:

Cluster unit unit-3-1 transitioned from PRI MARY to DI SABLED

The 3DES/AES algorithms require a Encryption-3DES-AES activation key.

Det ected Cluster Primart.

Beginning configuration replication from Primary.
WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.

Cryptochecksum (changed): a9ed686f 8e2e689c 2553al04 7a2bd33a
End configuration replication from Primary.

Cluster unit unit-3-1 transitioned from DI SABLED t o SECONDARY

MELKE (unit-1-1FMunit-3-1 ) MEEKFEFTHETR

<#root>
firepower#

show cluster info trace | include retain

Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima
Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima



BEARD KEERsyslogiH & :

<{froot>

firepower#

show log | include 747016

Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1
Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1

BHERS K

Unit-
1-1

Unit-
2-1

Unit-3-1

<#troot>

09:47:33 UTC Nov 2

Primary DI SABLED

2020

Detected a splitted cluster

09:47:38 UTC Nov 2 2020
DISABLED ELECTION Enabled from CLI
09:47:38 UTC Nov 2 2020
ELECTION SECONDARY_COLD Received cluster control me
me|ms 09:47:38 UTC Nov 2 2020 _ _
P SECONDARY_COLD SECONDARY_APP_SYNC Client progression done
09:48:18 UTC Nov 2 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application
09:48:29 UTC Nov 2 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replicati
09:48:30 UTC Nov 2 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done
09:48:54 UTC Nov 2 2020
SECONDARY_BULK_SYNC
SECONDARY
Client progression done
=62

18 75 ] B9 CCLIBRA & A K#93-4%

R HI



TEENEFIEI R R E3-1 R KR3MEHC

-
Site-A

sitching infra

FTD1 FTD2 FTD3
YEEEA YEREA YHREB
RER (KEARBTE)

FTD1 FTD2 FTD3
YEFEA YEREA Y5 REB
kil

I ) 8% & 3- 11 H B A B R SR B

switching infra

DCI

24 \\

CCL
Data

3 Health Check(HC}
Keepalives didn't make

it to the Contr

ol Unit

SEB2:CCLIREERER , REEFIEHHAHCLUSTER_QUIT_REASON_STRAY_MEMBEREE
Unit-3-1[E#1# ADISABLED# R , 3 B3R EHF 5 KK

S== Ll L

T IR U o

L EE



rf i i i -\\l { - - "
Site-A switching infra DCl switching infra

Ask uni
ro quit

CCL
Data

fEunit-1-1(control) £ , EE&FH :

<tfroot>

firepower#
Asking SECONDARY unit unit-3-1 to quit because it failed unit health-check.

Forcing stray nenber unit-3-1 to | eave the cluster

fEunit-3-1(data node) £ , BEFE :

<tfroot>

firepower#

Cl uster disable

is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-3-1 transitioned from SECONDARY to DI SABLED

BHEEtunit-3-18#3DISABLEDMREE , —BMKECCLER , EMEFMALERIER

<#root>
firepower#

show cluster history



20:58:40 UTC Nov 1 2020

SECONDARY

20:58:45 UTC Nov 1 2020
DISABLED
20:58:45 UTC Nov 1 2020
ELECTION
20:58:45 UTC Nov 1 2020
SECONDARY_COLD

20:59:33 UTC Nov 1 2020
SECONDARY_APP_SYNC
20:59:44 UTC Nov 1 2020
SECONDARY_CONFIG
20:59:45 UTC Nov 1 2020
SECONDARY_FILESYS
21:00:09 UTC Nov 1 2020

SECONDARY_BULK_SYNC

ELECTION

DI SABLED

SECONDARY_COLD

SECONDARY_APP_SYNC

SECONDARY_CONFIG

SECONDARY_FILESYS

SECONDARY_BULK_SYNC

SECONDARY

Client progression done

=413

M8 75 [ R CCLEBAA & &k Ki#93-41,

Recei ved contro

Enabled from CLI

Received cluster control message

Client progression done

SECONDARY application configuration sync done

Configuration replication finished

Client progression done

FERBZ A,

FTD1 FTD2 FTD3
UhEEA U EA U5 BB
MER (B TEFIER) .

FTD1 FTD2 FTD3
YHREA 5 EGA YR ¥6B

message DI SABLE (stray nenber)




i H ) H Heartbeats P i z b
-

em—p| 3 Health Check (HC)
Keepalives didn't make it to and

from the Control Unit

\___FTD1 )
CCL
Data
1. CCLE3RA,
2. Unit-1-1 7 2R unit-3-1EBB3RHCHEHE , MR MEunit-3-1EFEXQUITEE. EEKEHELEE
unit-3-1,
3. Unit-3-1@unit-2- 13X QUITH B . bl B AKIE&EE 2 ZFunit-2-1,
CCLIx &,

4. Unit-1-1& Bunit-3- 18 B2 BE AEFIE R , WAAQUIT_REASON_STRAY_MEMBERSEE &
ZEHunit-3-1, —BEE-3-18 51t H 2 ADISABLED#RAE, EBF , Unit-3-1[EUnit-1-183%
QUIT_REASON_PRIMARY_UNIT_HCHEEIEREIBYH, —BEE1-1EBHULESHEA
DISABLED#R&E,

BERERK

Unit-1-1

<ftroot>

19:53:09 UTC Nov 2 2020

PRI MARY DI SABLED

Received control message DISABLE
(primary unit health check failure)

19:53:13 UTC Nov 2 2020

DISABLED ELECTION Enabled from CLI
19:53:13 UTC Nov 2 2020
ELECTION SECONDARY_COLD Received cluster control message

19:53:13 UTC Nov 2 2020
SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done




19:54:01 UTC Nov 2 2020
SECONDARY_APP_SYNC
19:54:12 UTC Nov 2 2020
SECONDARY_CONFIG
19:54:13 UTC Nov 2 2020
SECONDARY_FILESYS
19:54:37 UTC Nov 2 2020
SECONDARY_BULK_SYNC

SECONDARY

SECONDARY_CONFIG
SECONDARY_FILESYS

SECONDARY application configur

Configuration replication fini

SECONDARY_BULK_SYNC Client progression done

Client progression done

=54
R#3-4WHCCLBAE X
ERBZ B

FTD1

FTD2

FTD3

UEREA

uhREA

uh #B

R R

MRER (RHERER T AR )

FTD1

FTD2

FTD3




UhEA UhEA v %B

vk
R

B —HMENTEKE, EEEBRT , Ex1-1ERERERI-1RIBHEHCHE , — BRI
keepalive , MERER —REBUERBERI-1HE | BEEREARTIEETI-1:

i i i i Heartbeat . . .
Site-A Sw"fﬁ DCI switching infra
x —
ﬁ #

ﬁ 3 Health Check (HC)
Keepalives didn't make it from

the Control Unit

CLUSTER_QUIT_REASON_MA

1. CCLEEMERNERERMN, Unit-3-1FEHRUnit-1-11ZRIEHCHEER , MR AEFHIE .

2. Unit-2-1fF3XCLUSTER_QUIT_REASON_RETIATIONH & ( FE#& ) .

3. Unit-3-1@unit-2-183#QUIT_REASON_PRIMARY_UNIT_HCHE., Unit-2-13ZWEE I IE
H &R,

4. Unit-3-1@unit-1-13%QUIT_REASON_PRIMARY_UNIT_HCE &, Unit-1-1#2KZEE 1B



HEER, CCLIRTE,
5. Units-1-1f12-1{E A ER BT R EFH MA LR

Mzt : MRELSRSPCCLARIMRIE |, AlfEsite-AR , FTD1E R AFAVIEHIER , WECCLIRX
Bz®& , mEHRE,

Unit-1-1 £ SyslogiE &. :

<#root>
firepower#

show | og | include 747

Nov 03 2020 23:13:08: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:09: %FTD-4-747015: Clustering: Forcing stray member unit-3-1 to leave the cluster
Nov 03 2020 23:13:09: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-4-747015: Clustering: Forcing stray member unit-3-1 to leave the cluster
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering:



State nmachi ne changed from state PRI MARY to DI SABLED

Nov 03 2020 23:13:12:
Nov 03 2020 23:13:12:
Nov 03 2020 23:13:18:

Unit-1-1 E VB EEER M B 5%

<tfroot>

firepower#

show cluster info trace

Nov 03 23:13:10.789
Nov 03 23:13:10.769

Recei ve CCP nessage

Nov
Nov
Nov
Nov
Nov

03 23:13:10.769
03 23:13:09.789
03 23:13:09.769
03 23:13:08.559
03 23:13:08.559

[DBUG]Send CCP message to

[DBUG]

CCP_MSG QUIT fromunit-3

[DBUG]Send CCP message to

include QUIT

[DBUG]Receive CCP message:

[DBUG]Send CCP message to
[DBUG]Send CCP message to
[DBUG]Send CCP message to

Unit-3-1_E#YSyslogiE & :

<{froot>

firepower#

show | og

Nov 03 2020 23:13:09:
Nov 03 2020 23:13:10:
Nov 03 2020 23:13:10:

i ncl ude 747

all:

%FTD-7-747006: Clustering: State machine is at state DISABLED
%FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MY_STATE (sta
%FTD-6-747004: Clustering: State machine changed from state ELECTION to ONCALL

CCP_MSG_QUIT from unit-1-1 for reason CLUSTER_QUIT_R

-1 to unit-1-1 for reason CLUSTER QUI T_REASON PRI MARY_ UNI T

id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C

CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO

%FTD-7-747005: Clustering: State
%FTD-7-747005: Clustering: State
%FTD-6-747004: Clustering:

St ate nachi ne changed from state SECONDARY to PRI MARY

Nov
Nov
Nov
Nov
Nov
Nov

State nachine i

03
03
03
03
03
03

2020
2020
2020
2020
2020
2020

23:
23:
23:
23:
23:
23:

BERERK

13:
13:
13:
13:
13:
13:

10:
10:
10:
10:
10:
10:

s at state PRI MARY

%FTD-6-747004:
%FTD-6-747004:
%FTD-6-747004:
%FTD-7-747006:
%FTD-6-747004:
%FTD-7-747006:

Clustering:
Clustering:
Clustering:
Clustering:
Clustering:

State
State
State
State
State

Clustering:

machine
machine

machine
machine
machine
machine
machine

id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C

notify event CLUSTER_EVENT_MEMBER_STATE
notify event CLUSTER_EVENT_MEMBER_STATE

changed from state PRIMARY_FAST to PRIMA
changed from state PRIMARY_DRAIN to PRIM
changed from state PRIMARY_CONFIG to PRI
is at state PRIMARY_POST_CONFIG

changed from state PRIMARY_POST_CONFIG t



Unit-1-1

<ffroot>

23:13:13 UTC Nov 3 2020

PRI MARY DI SABLED Recei ved control message DI SABLE
(primary unit health check failure)

23:13:18 UTC Nov 3 2020

DISABLED ELECTION Enabled from CLI

23:13:18 UTC Nov 3 2020

ELECTION ONCALL Received cluster control message
23:13:23 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ELECTION SECONDARY_COLD Received cluster control message

23:14:48 UTC Nov 3 2020

SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

23:15:36 UTC Nov 3 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration
sync done

23:15:48 UTC Nov 3 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

23:15:49 UTC Nov 3 2020

SECONDARY_FILESYS  SECONDARY_BULK_SYNC Client progression done

23:16:13 UTC Nov 3 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done

=45

ERBZH

FTD1 FTD2 FTD3
VHEA VHEEA vh BB




ME2® (EBENR)

FTD1 FTD2 FTD3
YEEEA YHREA YHREB
R

Unit-3-1[@unit-1-1funit-2-1{EX TQUITHE |, EHAEREBE , RAunit-2- 1 TQUITHEE,
Unit-1-18¥ £ R Mt B 5% -

<#root>
firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.429 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:47.059 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:45.429 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
Nov 04 00:51:45.429 [DBUG]Send CCP message to unit-3-1(1): CCP_MSG_QUIT from unit-1-1 to unit-3-1 for r

Unit-2-18F 52 BRME A 58

<#root>
firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO



Nov 04 00:51:47.019 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_R
Nov 04 00:51:46.999 [DBUG]

Recei ve CCP nessage: CCP_MSG QUIT fromunit-3-1 to unit-2-1 for reason CLUSTER QUI T_REASON PRI MARY_UNI T_

Nov 04 00:51:45.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CLUSTE

BEERE RO

Unit-
1-1

Unit-2-1

#

<#froot>

00:51:50 UTC Nov 4 2020

SECONDARY DI SABLED Recei ved control message DI SABLE
(primary unit health check failure)

00:51:54 UTC Nov 4 2020

DISABLED ELECTION Enabled from CLI

00:51:54 UTC Nov 4 2020

ELECTION SECONDARY_COLD Received cluster control message

00:51:54 UTC Nov 4 2020

SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done

00:52:42 UTC Nov 4 2020

SECONDARY_APP_SYNC  SECONDARY_CONFIG SECONDARY appTlication configura
sync done

00:52:54 UTC Nov 4 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finis
00:52:55 UTC Nov 4 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done
00:53:19 UTC Nov 4 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done
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unit-1-1 (id 0}

INSIDE — OUTSIDE
Fol.201 _@_. Pol.202
& |
PodB | - —
:I:
Cantral Unit
192.168.240.x/24 192.168.241.x/24
switching unit-2-1 (id 1) ?vﬂlthing
infra

infra

S0
—

. - !

CCL

Data Interface

EHEENID:
Unit-1-1 Unit-2-1
<f#froot>
Cluster GROUP1l: On <#root>
Interface mode: spanned Unit "unit-2-1" in state SECC

This is "unit-1-1" in state PRI MARY

I D 1
'° -0 Site ID  : 1
Version : 9.15(1)
Site ID - 1 Serial No.: FCH23157Y9N
Serial No.: FCH22247LNK CCL MAC =~ : 0015.c500.02
CCL IP - 10.17.1.1 Last join : 02:04:19 UTC
CCL MAC  : 0015.c500.018f Last Teave: N/A

Last join : 02:24:43 UTC Nov 27 2020
Last leave: N/A




ERAREHE -

cluster exec cap CAPI int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq 8
cluster exec cap CAPO int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq
cluster exec cap CAPI_RH reinject-hide int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 19
cluster exec cap CAPO_RH reinject-hide int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 1
cluster exec cap CCL int cluster buffer 33554432

Nupis  EEARERRERETES  BARENRREG). BT BEEAKEHED
BIRER (HIa0 B BB AR NG A R (E A SRRE AR R ) A HPH "RE L BERK.

ROIFR1EBBRE (FIEELREEXE)
541, reinject-hideHBERE Tunit-1-1 LN ER S, EEKREME A O RBEBUNit-1-1 ( BHBR

=)

<#root>
firepower#

cluster exec show cap

unit_l_l(LOCAL):******************************************************

capture CCL type raw-data interface cluster [Capturing - 33513 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 1interface INSIDE [Buffer Full -

33553914 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 1interface OUTSIDE [Buffer Full -

33553914 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

Unit 2 1.*************************************************************

capture CCL type raw-data interface cluster [Capturing - 23245 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80



capture CAPI_RH type raw-data
rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

unit 3 1-*************************************************************

capture CCL type raw-data interface cluster [Capturing - 24815 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

B0 RIEREEFIER 045954

<#root>
firepower#

cluster exec show conn

unit_l_l(LOCAL):******************************************************
22 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used



VPN redirect connections: 0 in use, 0 most used
Inspect Snort:
preserve-connection: 1 enabled, 0 in effect, 2 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954

, idle 0:00:00, bytes 487413076,

flags U O NL

Unit 2 1.*************************************************************

22 1in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 249 most enabled, 0 most in effect

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:443 NP Identity Ifc 192.168.240.50:39698, idle 0:00:23, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954
, idle 0:00:06, bytes 0,

flags y

B

g
=
g
[
G

MEE —REEER

Unit-1-1 ulo 2 HEIER — BRuNit-3-18F Ty, mMAR Y, , EEKREFDERunit-
1-1EALLRIVIESIES. At , HRATCHEMES , AtE —@EETT
( BAHIF Bunit-3-1 ) BEBRAAES

Unit-2-1 - -

Unit-3-1 y REZROMEE




HBEBULERAS

TCP SYN g -f-:'f)'%]rectnr
INSIDE UUTSIDE
PGI.EU‘I
o Pods8

: Control Unit
Cluster Add e
LISE158 2002 mgssage: unit-3-1 is TCP

thle Backup onwer SYN/AC

192.168.241.x/24

unit-2-1 (id 1)

. SHMENT

u!!!!!l-Su i

Host-A e Cluster Delete
message: The flow is
terminated
v unit-3-1 (id 2)
— .
Pod8 Backup owner
ccL @-

Data Interface

1. TCP SYNER SR EMAZIZELE1-1, HE1-1RABRMES,

2. Unit-1-1t 5 AR E D ES. FAlt , CESEEBunit-3-11EARHOMES ( £EEHFIEHE )
3. TCP SYN/ACKH a8t = #B 'leé'zlﬁ3 1. RERHEM,

4. —BERRIL  FTEEREEFRERBREEURBEHFIEEFMERRER.

BRI EHBRERIWEL DR EB1-18E,
SRRBRE  BEMBEHELTEINANERS

<#root>
firepower#

cluster exec show capture CAPlI | i 45954

unit_l_l(LOCAL):******************************************************
1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: S 992089269:992089269(0

2: 08:42:09.363521 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45954: S 4042762409:4042762409
3: 08:42:09.363827 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 4042762410 win 22

unit_z_l-*************************************************************

unit_g_l-*************************************************************



<#root>
firepower#

cluster exec show capture CAPO | i 45954

unit-1-1(LOCAL) :* dedededededddede ek dddehdh ke kbbb bbb b hh kbbb kb hhd

1: 08:42:09.362987 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: S 2732339016:2732339016
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954: S 3603655982:3603655982
3: 08:42:09.363903 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 3603655983 win 22

unit_z_l:*********** B R R R e R R e R kL R A R R AR ok S o o A S AR T LR T AR

unit 3 l-*************************************************************

FE2 HNERTCPRIRHISXEFER T, RAHPAEL , unit1-1RAFE, REHELR , &
B S AE BR Y ER MEPE ER -

<#root>
firepower#

show cap CAPlI packet-nunber 1 trace

25985 packets captured
1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.

45954

> 192.168.241.50.80:

S

992089269:992089269(0) win 29200 <mss 1460, sackOK,timestamp 495153655 0,nop,wscale 7>
Phase: 4
Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'

Fl ow type: NO FLOW

I (0) got initial, attenpting ownership.



Phase: 5

Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

s

IR[E]f &(TCP SYN/ACK):

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

25985 packets captured
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954:

S
3603655982:3603655982(0)
ack
2732339017 win 28960 <mss 1460,sackOK,timestamp 505509125 495153655,nop,wscale 7>
éﬁése: 3
Type: FLOW LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 9364, using existing flow

BZ=4 FTIDERTERGETAERE CEREM ML

<{froot>

firepower#



cluster exec show log | include 45954

unit-1-1

(LOCAL) PR dedefedededededededdedededede Nk
Dec 01 2020 08:42:09: %FTD-6-302013:

Bui It inbound TCP connection 9364

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302014:

Teardown TCP connection 9364

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024000440 TCP FIN

unit_z_l:*************************************************************

unit-3-1

Dec 01 2020 08:42:09: %FTD-6-302022:
Bui It backup stub TCP connection

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302023:

Tear down backup TCP connecti on

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

RO HBRE (AR EEZFERTE )

BRPIFREEHEEERRGFARS , REMEEREHRETRNEN,
- FIEREHMERGIAEAEL, ERFAFFRMEBHEIEZERERFRN Ty, EFN T
Y. %%o

ER1EFHEFAETES
TRIBB46278K TRAERET Do

<#root>
firepower#

cluster exec show conn

un-i t_l_l(LOCAL) . Fededede NS de NN SN NSNS NN de N Ndedehdedehdede Nl SNl SNl de NN NS Ndde NNl ddhdt
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used



Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46278
, idle 0:00:00, bytes 508848268, flags

U o N

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46276, idle 0:00:03, bytes 0, flags aA N1

Unit 2 1.*************************************************************

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:46276, idle 0:00:02, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46278

, idle 0:00:06, bytes 0,

flags Y
B 255 By &
Unit-1-1 ulo RATEE —HERER
Unit-2-1 - -
Unit-3-1 Y PRHEIBZNIEOMMAESE — HEI-1MERSY (BHF ).

HBEBUERS



TCP SYN

INSIDE
Pol.201

P
o Pods

Control Unit
Cluster Add 9 192.168.241.x/24
A320s I N megssage: unit-3-1 is TCP

thle Backup onwer SYN/ACH

wi hln

Host-A 9 Cluster Delete Host-B

message: The flow is
terminated

ULUTsIlUE

—@H P01.202
i

unit-2-1 {id 1)

i Fol.202

it-3-1 (id 5
> " Yirector +

CCL

Data Interface

1. TCP SYNER TR EMAZTIZERE1-1, BRE1-1RARMEE.

2. Unit-3-1#EAREB M, Unit-3-1tE 2E#FTEE ( UDP 4193 LBBCCLEEM Mcluster
add. JHE ).

3. TCP SYN/ACKH SR T#BRiEHBE3-1, REREEMN,

4. B IE® | FIEEBIBCCLIEUDP 4193 L &% THIEEMIBR, SHE , Ut RHFIEE T MR
mEH.

BE2 EMtHBEEIMER R RER1-1KE
SR ERERGFRIMBENGZ , RIBFREBNFAEEHELPHEBERNERS

<#root>

firepower#

cluster exec show cap CAPI | include 46278
unit-1-1
(LOCAL) Fedededehdedefddde NNl de Al dehddedhdde AN dddeNddedehdddehddedhddn

3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>




4: 11:01:44.842317 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46278:

S

3524167695:3524167695(0)

ack

1972783999 win 28960 <mss 1380,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842592 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3524167696 win 22

Unit 2 1.*************************************************************

Unit 3 1.*************************************************************

firepower#

FOUTSIDES HE L #EY :

<{froot>

firepower#

cluster exec show cap CAPO | include 46278

unit-1-1

(LOCAL):******************************************************
3: 11:01:44.841921 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

2153055699:2153055699(0) win 29200 <mss 1380,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46278:

S

3382481337:3382481337(0)

ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842638 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3382481338 win 22

unit Dz dedde ettt e g e de de e v de A e de S e de S e e S e e d e e S e e S e e b g e e e e S e S e e e e S e

unit_3_1:*************************************************************
firepower#

S £ EREH A LS ( TCP SYNFMTCP SYN/ACK )

<tfroot>

firepower#



cluster exec show cap CAPlI packet-nunber 3 trace

unit_l_l(LOCAL):******************************************************
824 packets captured

3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460, sackOK,timestamp 503529072 0,nop,wscale 7>

Phase: 4
Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

Funit-1-1 LRHEESYN/ACK:

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 4 trace

unit_l_l(LOCAL):******************************************************

4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46278



3382481337:3382481337(0)

ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
Phase: 3
Type: FLOW-LOOKUP
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:

Found flow with id 9583, using existing flow

BE3. FIDERTHRRESE AR ENMEN A E LHEREM MK L

<#root>
firepower#
cluster exec show log | include 46278

unit_l_l(LOCAL):******************************************************

Dec 01 2020 11:01:44: %FTD-6-302013:

Bui lt inbound TCP connection

9583 for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 11:01:53: %FTD-6-302014:

Tear down TCP connecti on
9583 for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024001808 TC
unit_z_l:*************************************************************

unit_3_l:*************************************************************

Dec 01 2020 11:01:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 11:01:53: %FTD-6-302023:

Tear down director TCP connection

for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

ROIFARIFHBRE (EERHBERRE ),
B521. reinject-hide iR RET1-1FE w2-1 ( IEHBR ) LHWERS .

<{froot>

firepower#



cluster exec show cap

unit-1-1(LOCAL) :* e o 4 e 55 56 56 e e o o s 5 55 56 56 o o o e 5 5556 o o o s 5 o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554320 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinject-hide

buffer 100000 interface
I NSI DE

[Buffer Full -

98552 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinject-hide

buffer 100000 interface
QUTSI DE

[Buffer Full -

99932 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Unit-2-1:7 e o o e 55 5 565 e o o o 55 56 55 o o 55 566 o o o 55 5 e o o o 5 5 5 o o o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553268 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinj ect - hi de

buffer 100000 interface
QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Unit-3-1: e o o e e 5 5 e e e o e 8 o o 4 4 55 55 55 56 e o o o S
capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 53815 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 658 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www



capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - 658 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

222 IR B46502H T AV IE R RS 0 4o

<#root>
firepower#

cluster exec show conn

unit-1-1

(LOCAL)) ¢ # s dededesededede st dede e dede e dede e e de e e e el de el e de e e e de o de de e de de e
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46502
, idle 0:00:00, bytes 448760236,

flags U O N1

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46500, idle 0:00:06, bytes 0, flags aA N1

unit-2-1

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 1 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46502
, idle 0:00:00, bytes O,

flags Y



o oo e o ot e

o

B A A A A A R A R R R R R

un-i t_3_1: TN fhfhffdfeddeddededededededede NN NN hhhhhhhfhffddddededededededededk
17 in use, 20 most used

Cluster:
fwd connections:
dir connections:

1 in use,
0 1in use,
0 in use, 0 most used

centralized connections:
VPN redirect connections:

Inspect Snort:

preser‘ve—connect'i on:

5 most used
127 most used

0 in use, 0 most used

0 enabled, 0 in effect, 1 most enabled, 0 most in effect

B{y E5t MY EE

Unit-1-1 ulo R E —EERER.
%H%ﬁ HARunit-2-1828 Y, 8 , EEREFCERZunit-2-11E5H

l)ll.u m%ﬁo
BRFFES
, R, HMARRWEPILTEE , BR%Eshow captureFshow logi

Unit-2-1 Y i, RBEN Nt B RERBGFTIEE (BEESBERRME
bjtT’(‘BZw%%E?}é% ) o
Mgt : —EEMNTERFRE DS ( YR ) M2 ( ZR ) iEmEA
BREERN, BFR (YR ) NULEERE, F2 /ESIZIK‘E@IJ AT R
#show log#i i .

Unit-3-1 - -

HEBILERS




TCP SYN ";; ywitel
INSIDE

UUTSIUE

A _®_ rol.2y7
o Po4d | :

lrﬂ| Unit

@ TCP
SYN/ACK

1)

192.168.240.x/24

2

192.168.241.x/24

unit-2*1 (id

=B

Host-A Director +
Backup owner
unit-3-1 (id 2)
CCL

Data Interface

1. TCP SYNEREREHMAZZELE1-1, EE1-1HARAMESE,

N

DBHERFEEBRRIER.

. TCP SYN/ACKH B X #BEZHXE2-1, RELIFLHBEMN,
 Unit-2-1BIBCCLEE R DERIEFTEE ( HMTCP SYN Cookie ) o
FTEEENENHEOUTSIDELEAERE , AR KENDER I THA,
BB L B EREERBEERBRESURIEDPTEE P RBRRER.

BES EAERY S HRERIFYBREURRET2-1EEQRET1-1HBE.
HER1. B B BT R (EARIE46502) M H & ¢

[©20¢) I N ¢V)

<#root>
firepower#

cluster exec show capture CAPlI | include 46502

UNTE=1-1(LOCAL) :##dsdedesdsdesdesdodde o desdodedosioddoi ol dodol dodoledoiedol el ol dodo e delo e deoieode o

3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.46502 > 192.168.241.50.80:
4: 12:58:33.357037 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46502:
5: 12:58:33.357357 802.1Q vlan#201 PO 192 168 240.50.46502 > 192.168.241.50.80:

un-ltzl“““""‘:'::‘:“k""**k“k"“k**‘ R o R R L o L R R Rk T R LR T ok LR T

UNT T= 31 7 s s s s e dede s e s e e e e e e o e e e e e e e e e e e de e e e e e de e e e e e e de e e e de de e s e e e e

 Unit-2-140Z AR E 3B B E &, umFﬁﬁ%‘T:EUDP 4193 E &% Tcluster add, EiEEE

S 4124514680:4124514680
S 883000451:883000451(0
. ack 883000452 win 229



RE G :

<#froot>

firepower#

cl uster exec show capture CAPO

unit-1-1(LOCAL) :***
3: 12:58:33.356426
4: 12:58:33.356915
5: 12:58:33.357403

i ncl ude 46502

O R R OO OROR OO ORORON ORONOOROSOROROSOROROSOSOROSOSOROROSOROSOSOROSOSORORORORORON

240.50.46502 > 192.168.241.50.80: S 1434968587:1434968587

802.
802.

802

1Q vlan#202

1Q vlan#202

.1Q vlan#202

PO

PO
PO

192.
192.
192.

168.
168.
168.

241.

240

50.80 > 192.168.240.50

.50.46502 > 192.168.241

unit Dz it et s e g e de de e de S A e de S e de S e e S A e g e e S e e S e e g e e e e S e S e e e e S e

1: 12:58:33.359249
2: 12:58:33.360302
3: 12:58:33.361004

802

.1Q vlan#202
802.
802.

1Q vlan#202
1Q vlan#202

PO
PO
PO

192.
192.
192.

168.
168.
168.

241

.50.80 > 192.168.240.50
241.
241.

50.80 > 192.168.240.50
50.80 > 192.168.240.50

unit oz dedede st vt d e de d e de S e de S g e A e e e e S e e e e S e e e e e e e e e e de e e e e

SR BRI, &

Unit-1-1 ( FTE & )

<tfroot>

firepower#

cl uster exec show capture CAPI

packet - nunber 3 trace

un-i t_l_l(LOCAL) ::‘::':-k-.'r:'::“::'::':-.'r-k:'r:'::“::'::':-.'c-k»‘::':3“::':-k-.'r-ks‘::'::'::':-k-.'r-ks‘::’::“::‘:-k-k:'n“::'::‘::‘:*7‘::’:*:’::‘::‘:*:‘::’:*:’:

3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.

46502

> 192.168.241.50.80:

S

.46502:
.50.80:

.46502:
.46502:
.46502:

S 4257314722:4257314722
. ack 4257314723 win 22

S 4257314722:4257314722
. ack 1434968736 win 23
. 4257314723:4257316091

RIFAT , EBERESOERANT, AEERR , EHIEABENMEN,

4124514680:4124514680(0) win 29200 <mss 1460,sackOK,timestamp 510537534 0,nop,wscale 7>

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW
Config:

Additional Information:

Input interface: 'INSIDE'

Flow type: NO FLOW

I (0) got initial, attenpting ownership.



Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

Unit-2-1 ( E85%88 )

REFRE(TCP SYN/ACK), BE#BAYE( Runit-2-1 , ZEMREHIBMEHONFAEELEREEE
BAMEE

<#root>
firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.
46502

1 S 4257314722:4257314722(0) ack 1434968588 win 28960 <mss 1460, sackOK,timestamp 520893004 510537534,no
Phase: 4

Type: CLUSTER-EVENT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).



BZ=4 FTIDERTERGETHERE CVEREM MR

<#root>
firepower#

cluster exec show log | i 46502

unit-1-1(LOCAL):* ok i
Dec 01 2020 12:58:33: %FTD-6-302013:

B
uilt inbound TCP connection

9742 for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 12:59:02: %FTD-6-302014:

Teardown TCP connection

9742 for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 bytes 2048000440 TC

unit_z_l:*************************************************************

Dec 01 2020 12:58:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46502 (192.168.240.50/4650
Dec 01 2020 12:58:33: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46502 duration 0:00:00 forwarded bytes 0 Forwa
Dec 01 2020 12:58:33: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 12:59:02: %FTD-6-302023:

Teardown director TCP connection
for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 forwarded bytes 20483163

unit_3_l:*************************************************************

firepower#

RGIFFR4FHBRE (FIEERAEE)
B2, reinject-hideltiBHERET1-1MET2-1 ( FEBH ) LNERE :

<#root>
firepower#

cluster exec show cap

un-i t_l_l(LOCAL) :7'::':7':7':7'::‘::‘:7'::‘:-.‘:7‘:7'::‘::':7':-.':7':-.'::'::‘:‘kz':z':‘.‘::‘::'cz‘::‘:v‘:z‘:7':-.‘::':7‘:-.':7‘:7‘:7'::‘::':7’:-.':7‘:-,':7'::‘::':7':-.':-.‘:;‘:7'::‘::':



capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554229 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 100000 interface

I NSI DE

[Buffer Full -

98974 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99924 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

UNT =2 = 0 2 % e s e e v e e e e e e o e e e e o e 30 e e e e e B0 3 e e e e o S e e e e B S d e e e e e S e e de e e e e e e

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33552925 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 100000 interface OUTSIDE [Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

UINT = 3= 1 2 % v e s e e e e e e e e e e e e e o e 0 e e e e 0 S e e e e B S e e e e B S S e e e e e S e e de e e e e

capture CCL type raw-data buffer 33554432 qinterface cluster [Capturing - 227690 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 4754 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www



8222 JRIE B46916H) AV ERIZF D 4o

<#root>
firepower#

cl uster exec show conn

unit-1-1

(LOCAL) ¢ # s s dededededededesed de oo dedede oo d e dede el e e de e el e e e dede oot e e e o

23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46916
, idle 0:00:00, bytes 414682616,

flags U O N1

21 1in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:
46916
, idle 0:00:00, bytes O,

flags z

17 in use, 20 most used
Cluster:



fwd connections: 0 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46916
, idle 0:00:04, bytes 0,

flags y

B

g
Bl
g
[
G

MAEE —REEER

Unit-1-1 ulo 2 HEIEE — BRuNit-3-18F Ty, mMAR Y, |, EEKREDERunit-
1-1EALLRIVIESIES. At , HRATCHEMES , At —@EETT
( BAHF Bunit-3-1 ) BEBROAES

Unit-2-1 z HEEES

Unit-3-1 y — R PFTEE

HEBILERS



ngkF 4+ 'Director

LILITSILIE

Po1.201 M Poi 202
F

152.168.240.x/24

192.168.241.x/24

aeksR Forwarder Host-B
unit-3-1 (id 2)
Backup owner
ccL

Data Interface — ], 202

—

. TCP SYNER TR EMAZIZELEE1-1, BE1-1RARNEE , YHBA/EFIEE.

 Unit-3- 1802 ABOFIEE. HRAMAEEEUDP 4193 L% ERE cluster add. HELUEXEHD
FMEEEBRIER.

. TCP SYN/ACKHE B X #BEEXE2-1, RERFHBMN,

 Unit-2-1BIBCCLEE R DERIEFTEE ( HMTCP SYN Cookie ) o

FIEBEFHENHEOUTSIDE L3EAERE , ARBERTEET EHA,

6. —ELERKL  FTEEREEHEMRESUREHFTEE PMERTRER.

B3 BRSO EEERIHBREUARKRE L1 EERRET1-1/0BE,
Unit-2-1 ( E388 )

N

O bW

<#root>
firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 16:11:33.653164 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46916



1331019196:1331019196(0)
ack

3089755618 win 28960 <mss 1460,sackOK,timestamp 532473211 522117741,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

BE4 FIDERTHRRE TS ARE LREREM MK L

« Unit-1-1 ( FFEE )
« Unit-2-1 ( E3%23%)
« Unit-3-1 ( {80 FTEE )

<#root>
firepower#

cluster exec showlog | i 46916

Un1t 1 l(LOCAL) R R R R R R R A o S R R R U S o R Rk o L R T AR R o A
Dec 01 2020 16:11:33: %FTD-6-302013:

Bui |t i nbound TCP connecti on

10023 for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:11:42: %FTD-6-302014:

Teardown TCP connection

10023 for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024010016 T

Un1t 2 l B R R R R R R R R R R R R R R R R R e R L S A R R ARk R o A R AR ok R T R T ]

Dec 01 2020 16:11:33: %FTD-6-302022:

Built forwarder stub TCP connection



for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46916 (192.168.240.50/4691
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46916 duration 0:00:09 forwarded bytes 1024009

un-lt 3 l Tedehfdehddhfdehfdhdd RS Ndddh VANl NdhNdh Nl FdhfdhfdhddhddddNdh

Dec 01 2020 16:11:33: %FTD-6-302022:

Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

REIFFRSIEHBRE (FIEEEEFETE )
B2, reinject-hide i ERBE RE T1-1FE2-1 ( EHBER ) LHERS -

<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL) : * e o o e 55 55 56 e e o o e 55 566 o o o 5 55 56 o o o 5 o o o S S
capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553207 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 99396 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99224 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinject-hide

buffer 100000 interface
I NSI DE

[Buffer Full -

99396 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinject-hid
e buffer 100000 interface
QUTSI DE

[Buffer Full -



99928 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

unit-2-1

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554251 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinject-hide
buffer 100000 interface

QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un 1 t- 3 - 1 . Fedededededede NN e NN de TSN NN NededehdededededdedeNdede NSl NS Ndde NN NNl TedhdeNddeNd

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 131925 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 2592 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

B 222 IR B46994 M TV IE R IR RE 0 AT

<#root>
firepower#

cluster exec show conn

unit-1-1

(LOCAL) ¢ # s s dededededededededide dodededede oo de e e de e ool e e e de e e ool i e e de e e el e oo
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used



VPN redirect connections: 0 in use, 0 most used
Inspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46994

, idle 0:00:00, bytes 406028640,

flags U O NL

Feddehddhddfdddhhdh NVl Rl NdhddhddhddNddhddNdd Nl dh Nl Nl

22 1in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:
46994
, idle 0:00:00, bytes O,

flags z

Feddehddhddfdddhhdh NVl NdhNdhFdhddhddNddhddNdd Nl dh Nl fdhid

17 in use, 20 most used

Cluster:

fwd connections: 2 1in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46994
, idle 0:00:05, bytes 0,

flags Y

By &t

=
di
n
1




Unit-1-1 ulo RATEE —HERER
Unit-2-1 z ERES
fBRMESE
Unit-3-1 Y
-EE
HEBILERS :
TCP SYN

un -l-liij..‘ltll_
wne
INSIDE S EEIEEE
Pol.201

192,168.240.x/24

Control Unit

TCP
e SYN/ACK

switchin

192.168.241.x/24

unit-2-1 (id 1) : -
infca
- , * E .— .50 !
Host-A Forwarder Host-B
it-3-1 (ig 2
> "1 BAckup owner
e Po48

Pol.201 m

Data Interface

1. TCP SYNER IR EMARZEEB 11, EE1-1KARMEE.

 Unit-3- 1B AR FISSFIEOFTEE,. RATEHTEUDP 4193 L&iX cluster add. EEEE L
BAEGPEEBBRINER

. TCP SYN/ACKH B# T #BEZEXE2-1, RELZIFHEHN

. Unit-2-1BIBCCLAAER TERIEFTEE ( HRTCP SYN Cookie ) »

. FTEBEFENHEOUTSIDE LSIAERE , AREER TER I THA,

 —BERKLE , TEERBEEBEEMRE R URBEAFTEE P RBRTER,

N

(206 I SN ¢V

BE3 BN EEERIEYBREURRET 21 EERRET1-180BEE,
Unit-1-1 ( FTE % )




<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 1 trace

uni t_l_l(LOCAL) sl dede ek

Phase: 4

Type: CLUSTER-EVENT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

Unit-2-1 ( E5%58 )

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 1 trace

1: 16:46:44.232074 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46994

: S 2863659376:2863659376(0) ack 2879616990 win 28960 <mss 1460,sackOK,timestamp 534583774 524228304,n0

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW



I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

BZ=4 FTIDERTEHRGETHERE VEREM MR L

« Unit-1-1 ( FFE#E )
« Unit-2-1 ( #3%38)
 Unit-3-1 ( B0 FT B B/1EHIET )

<#root>
firepower#

cluster exec showlog | i 46994

unit_l_l(LOCAL):******************************************************
Dec 01 2020 16:46:44: %FTD-6-302013:

Bui |t inbound TCP connecti on

10080 for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:46:53: %FTD-6-302014:

Teardown TCP connection
10080 for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024000440 T

1 shhhhhh R R RN R R fhdddddededededededededededededhh NN RN NN fddddedededededededd
unit-2-1:

Dec 01 2020 16:46:44: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46994 (192.168.240.50/4699
Dec 01 2020 16:46:53: %FTD-6-302023:

Teardown forwarder TCP connection
for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46994 duration 0:00:09 forwarded bytes 1024000

1 sl de e NS dede A dede el defhdde AN dde Nl de RNl dhddefhdde RNl defdddehddddd
unit-3-1:

Dec 01 2020 16:46:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:46:53: %FTD-6-302023:



Teardown director TCP connection

for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

ET—ERGMED  EANARERERETABENEGE .

wmit-1-1 (id 0]
INSIDE . QUTSIDE
Pod
Control Unit
TS 192.168.240.x/24
santchin oA 5-'|'|I'itl:|'li|'lg
gl un" £ [Id 1 infra

infra

.-E‘II:I

HQSI'A in |E' Et

unit-3-1 (kd 2]

—_

oL

Data Interface

ROITIZE6 FHBRE ( WIRE , TEERZHIE )

B2, reinject-hidel@ BB /RET1-1FE 21 ( FEHBR ) LWERE, LI, FTEE Runit-2-
1 ( reinject-hideB B EINSIDEFIOUTSIDENE L HAER A | Funit-1-1£80UTSIDE L K& %}
9)

<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL) sl de e d ke dekdednde i deddeddedde ek dekde i d e de e deddededede ek
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553253 bytes]

capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523432 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www



capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPO_RH type raw-data

rei nj ect - hi de
interface

QUTSI DE

[Buffer Full -

523432 bhytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

R L L L e L L

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554312 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
interface

QUTSI DE

[Buffer Full -

524218 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

rei nj ect - hi de
interface

I NSI DE

[Buffer Full -

523782 byt es]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

UINT = 3= 1 2 % v e s e e v e e e e e o e e e e o e e e e e e 0 S e e e e B S e e e e B S e e e e e e S e e de e e e e e e

capture CCL type raw-data buffer 33554432 qinterface cluster [Capturing - 53118 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]



match tcp host 192.168.240.50 host 192.168.240.51 eq www

222 JRIE B 51844 AV ERIRFE D 7o

<#root>
firepower#

cluster exec show conn addr 192. 168. 240. 51

unit-1-1

(LOCAL)) ¢ # s dededesededede st dede e dede e dede e s de e e e el de el e de e e de de o dededesede de e

30 in use, 102 most used

Cluster:

fwd connections: 1 in use, 1 most used

dir connections: 2 in use, 122 most used

centralized connections: 3 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
51844
, idle 0:00:00, bytes O,

flags z

unit-2-1

23 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 4 in use, 26 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
51844

, idle 0:00:00, bytes 231214400,

flags b N

unit-3-1



20 in use, 55 most used

Cluster:

fwd connections: 0 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:51844, idle 0:00:01, bytes O,

flags y
B T Bt &
Unit-1-1 z -PHEXES
Unit-2-1 b& RATEE —HERER
Unit-3-1 y BB FIEE

HBEBUERS



forwa rﬂr -jl-{'?:%cku

INSIDE

TCP SYN/ACK

Podd

Control Unit
192.168.240.x/24

o owner

TCP SYN switching nit-2-1 (id 1)
» y

192.168.240.x/24

inline set

backup owner
unit-3-1 (id 2)

CCL

Data Interface

—

. TCP SYNER BRI HMATIELE2-1, RE2-1KARMEELHERZFIZE.

 Unit-3-180B AR AT EE. MATEETEUDP 4193 LEE Mcluster add BE#EE 2 LUB A&
MEEEBRER,

. TCP SYN/ACKH Bt T#BREKRE1-1, RERIEHBEM,

. Unit-1-1#$E R 2818 CCLE 3 B2 HI83 (unit-2-1)

Unit-2-1tB 2FFEE , E8HEOUTSIDEMHLEF FAER S,

 Unit-2- 118 E R S E R B A,

. —BERKL , B EREEFEERREEURBOMEEPRBRRER,

BRI FHAEMNFBHESETNIEEBREURLunit-1-1EE @ Funit-2-18918712,

Unit-2-1 ( FREE/EE )

N

~N o ok~ w

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPlI packet-nunber 1 trace

1: 18:10:12.842912 192.168.240.50.51844 > 192.168.240.51.80:

S

4082593463:4082593463(0) win 29200 <mss 1460,sackOK, timestamp 76258053 0,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT



Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

Unit-1-1 ( E5%88 )

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) ::‘::':-k-.'r:'::“::'::'::'r-k:'r:'::“::'::':-.'c:‘cs‘::'::“::':-.“:-.'r-ks‘::'::'::':-k-.'r:'cs‘::’::“::‘:-k-k:':3“::'::‘::‘:*7‘::’:*:’::‘::‘::‘::‘::’:*:‘:

1: 18:10:12.842317 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: NO FLOW

I (0) am asking director (1).

JRE# & (TCP SYN/ACK)

Unit-2-1 ( FTEE/EE )

<tfroot>

firepower#



cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 18:10:12.843660 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: FULL

I (1) am owner, update sender (0).

Phase: 2

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 7109, using existing flow

BZ=4 FTIDERTEHRGETHERE VEREM MR

« Unit-1-1 ( FFE#E )
« Unit-2-1 ( E3%38)
 Unit-3-1 ( B0 FT B B /1R HIET )

<#root>
firepower#

cluster exec show log | include 51844

unit_l_l(LOCAL):******************************************************
Dec 02 2020 18:10:12: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/51844 (192.168.240.50/5184
Dec 02 2020 18:10:22: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/51844 duration 0:00:09 forwarded bytes 1024001

1 sl kSN SN dede A dede el de N hdde ANl dede Rl dedhddefhdde RNl de A defddddhd
unit-2-1:

Dec 02 2020 18:10:12: %FTD-6-302303:
Built TCP state-bypass connection

7109 from INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240



Dec 02 2020 18:10:22: %FTD-6-302304:
Teardown TCP st at e- bypass connection

7109 from INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024001888 T

e NdehfdehNdeh Nl Nl Rl Nl Fdhddhddhddhdd S ddRddnd

unit-3-1;%%%*3 e e de e v
Dec 02 2020 18:10:12: %FTD-6-302022:

Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 02 2020 18:10:22: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

REITRT FHRBRE (WIRE , ATEEREZHBETE )

P & £unit-2-1 ( reinject-hidefEEEINSIDEFOUTSIDEN E LB EERE , Munit-3-1€48
OUTSIDELWERE )

<#root>
firepower#

cluster exec show cap

Un1t 1- 1(LOCAL) dedededededefdededehdededhdde NNl de Nl deNdddehddefhdde NN ddefdddefdddhd

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 13902 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 90 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0O bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-2-1
s vl dedede el defhdedefhdde NNl de A dhdde N hdde Nl NNl dehdded AN dddeNdddeNdd

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553936 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hid
e

interface
QUTSI DE

[Buffer Full -



524230 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

reinj ect - hi de
interface

I NSI DE
[Buffer Full -

523126 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-3-1

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553566 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523522 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hide
interface
QUTSI DE
[Buffer Full -

523432 bytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

222 IR B 59210M TR AV IERIEFE 20 4o

<#root>
firepower#

cluster exec show conn addr 192.168. 240.51

unit-1-1

(LOCAL) PR dededededededededededededededededededededededededededededededededdedededdedede e de e dede e hdeden
25 in use, 102 most used

Cluster:
fwd connections: 0 in use, 1 most used



dir connections: 2 in use, 122 most used

centralized connections: 0 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:

59210
, idle 0:00:03, bytes 0,

flags Y

FTeddehddhddfdddhhdhNdeh Nl Rl NdhddhddhddNddhdd NSl dh Nl fdhdd

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 28 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
59210
, idle 0:00:00, bytes 610132872,

flags b N

FTeddehddhddfdddhhdhNdeh Nl NdhNdhFdhddhddNdd S Nndd Nl d Nl Nl id

19 in use, 55 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
59210

, idle 0:00:00, bytes O,

flags z
By S Bt s




Unit-1-1 Y BHR/ROREE

Unit-2-1 b& RATEE — RKERER
Unit-3-1 z -PHEXES
HIRBLERS -

i ungt-1-1Jid 0
director +TJEC‘(I.I|!} owner
- A QUTSIDE
Pol

Control Unit

192.168.240.x/24 192.168.240.x/24

owner
pnit-2-1 (id 1)

switching

TCP SYN switching

b

CCL

Data Interface Pol

inf
— ) of

F'.nﬁ "

| |
inline sat

Pol
TCP SYN/ACK

(6
forwarder 9

e unit-3-1 {id 2)

Doz

[S 20~

© 00 N O

. TCP SYNERGREEHATZELE2-1, HE2-1HARMEE , BE1-1HRAIEHIZE
Unit-1- 1B A EGFIEE (RAEREE ). MATEHEKUDP 4193 LM "cluster addy &

BHEERE, BAROAEERRRENEN.

. TCP SYN/ACKH IR X #BE:EHEE3-1, RELIFLHBEN,
. Unit-3-1#$ E R ‘Z@iB CCLE % B2 HI8F (unit-1-1)o
. Unit-1-1(director) Hi@ 7 B & Runit-2-1 , ERDEIXEEHEEF(unit-3-1) , WEHMFIEE =2

unit-2-1,

. Unit-3-1#§ & R EFiE Funit-2-1(owner),

. Unit-2-1E /" EOUTSIDE L EFE A E RS,

Unit-2- 115 E R S E T EHA,

BB B EREERBRERBRESURIEDPTEE P RBRRER.




Supmsr : bmo (HEEIBCCL ) XAESRI (BRRE ) 2BHIT. HEEHMERT (Sl
, BFRHRG )  BEXBEETIANER. Qit, ARERERARE  BteeENaE%D
B, MENEFERREAR , ERHETEEER

BE3 EAERNEESRTIEHBRENBIBCCLARM
BEIXRE(TCP SYN)

Unit-2-1 ( FRE & )

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPI packet-nunber 1 trace

1: 09:19:49.760702 192.168.240.50.59210 > 192.168.240.51.80: S 4110299695:4110299695(0) win 29200 <mss
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'INSIDE'

Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

JRE# & (TCP SYN/ACK)

Unit-3-1 ( ID 2 — B8 58 ) @ BCCLASE R a/E5% Flunit-1-1(1D 0 - director).

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace



1: 09:19:49.760336 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (2) am asking director (0).

Unit-1-1(director)- Unit-1-1(1D 0)&1i& T A & Runit-2-1(1D 1) , A4 E R ZEIBCCLEE Funit-3-
1(ID2—HERE),

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) ::'::'::‘::':-.'c:“::'c:‘::‘::“:z‘::’::“:-.'::‘::‘::“::‘:7’::'::'::'::'::’::‘:7'::‘::‘::“:3‘:7’::“:7’::‘:-,':-.“::'r-.'c:“:7’::‘::‘::‘::‘:7’::‘::’::‘::‘::‘:3‘::’::‘::‘:

1: 09:19:49.761038 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (0) amdirector, valid ower (1), update sender (2).

Unit-3-1 ( ID 2 — 825 ) BIBCCLERERNBYE A HEE B unit-2-1 (ID1—FBEE ) -



<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.761008 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0) ack 4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,w
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (2) am beconming forwarder to (1), sender (0).

FRZEEMRENTERII B

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.775701 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: FULL

I (1) am owner, sender (2).

BE4 FIDERTHRRE TS ARE LHEREM MK L
* Unit-1-1 ( ZBFIJ[/1MR0OAEE )



« Unit-2-1 ( FFE#E )
« Unit-3-1 ( E3%2%)

<#root>
firepower#

cluster exec show log | i 59210

un-l t- 1 1(LOCAL) TedTd SN NS ddededededededededededek
Dec 03 2020 09:19:49: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

unit-2-1:" Yedededededededet e dedede e dede et dedede e dede e
Dec 03 2020 09:19:49: %FTD-6-302303:

Built TCP state-bypass connection

14483 from INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.24
Dec 03 2020 09:19:59: %FTD-6-302304:

Teardown TCP st at e- bypass connection

14483 from INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024003336

unit-3-1:* o o e o e o o
Dec 03 2020 09:19:49: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/59210 (192.168.240.50/5921
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/59210 duration 0:00:09 forwarded bytes 1024003

5E 2 TF R
BEMES RN

HEBEUIESR !

EHTEEE (EEEREMEBENEE )
ERTHEBE (EERREMAENEE )

RGN T AN



NAT/PATE RE&E

EEREIRSEHE

- B ERMPAT RN TAIPRSEELREFTIFNREREEF  SFRLERDTRZIP,

- BRIEBBERRIEATERElate per-session®i s , BRIV ARBEL T, BEHA T xlate per-
sessionfEAREE I WEIPAT xlate KBS P WG HETEE , Esc2E 3N
Ko

BPATHEEEAR  EARHESHAESEBREPTLE

FTDAPAT IPEID AZEHE , Y EE SxlateRIFEMRNRFEES, TRERIARFRIFER
BRERAE—RREE RS HERE,

JR$RSrcig BRR A Srcig
1-511 1-511
512-1023 512-1023
1024-65535 1024-65535

ERFEREEECHEFTERZHEE LI RMOPATEER  FIDEBHE T —BIPAAZRIRE
ROREE 2 B VERE.

SEAR
FHEHNNATREN EREE
R

<#root>

#

show nat pool

FTDE R FHEFCHB RPATHFES !

<{froot>
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:

PAT pool exhausted. Unable to create TCP connection



from Inside:192.0.2.150/49464 to Outside:192.0.2.250/20015
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:

PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.148/54141 to Outside:192.0.2.251/443

=R
BLENATV EREE S I EREE,

A, £6.7/9.15.12% , RAEEDHRBF/MATEPATHE AR A RENTER , BT TRER
HETGEHNER D M, EECRENE -—SXRBRERUEEHHBEER D E.

ERAEMNERN S  EHMOE T KN10EER ( Wpb-1. pb-2..pb-10) K. EFRIRIRRESE
—ERAERRE  YRBIWSE—ERERE  EIERES, AEEIRKALNMERREES
i, 2ETEBBHIET —EER.

Plan | R ERE TH512(EER , AIRESHEEAFTBpb-1FHS12EER D EEBE, BE , &
FRAS12{EERHEAEERER , ETHREVTE513EERK (EApb-1E#ER ) , ©2BEI
pb-23tfitE 7 B — EFEHMIE, RE , ES13MEERTD , BRERF 10EERT R ILFER T pb-15 8y — &
A RR, BRRF , NREME N T HES14EER , EEFETAEPb- 1A Rpb-2 2 BELH R | B Kpb-
1RERF—EEHE (EE10EERMBRBEFERTZE ) .

FRRMENEE-HE , 7EREERZHENE —ETHERRASKE , B , EEERHANRE
h BRE—ERRKKTRARES®, I, PATEEARESER. BEREREREBAEATA
MBRIFEES, it , FRERERVEOE |, ATUARE LS BEES P EAERNERE,

BR , MRiEpb-1ZIpb- 10N FERF AR , RESERADBE —EARKRIERNE , AIEL
BRKETEREBRELEFRIE. EEEBRT , WHEEKIHFER

1. 53 512 5238 % #Y &7 B (show nat pool cluster summary)o.
2. TREZE B L&A VIR (show nat pool ip <addr> detail),
3. B BRI BB AR B B M xlates(clear xlate global <addr> gport 'start-end') , SEE AT AR EFH o B

o

>

BL  EETPEMEELER.

EEEMIEMBRE  EEREINEEEREY ( WWebE 4t HRITHF ) HSSOMUE,

EAR

E|EABBEEEWE ( MWebBMF, RITNUEEF ), EXEATERIEREFHFERE —AEEF
PERMBER | MRF_EEEFHERIRESE —EERNHBRSETEANHESE  YARE
EAIP PATH , AIEREBMRH M H P EBLERE , ARFEEERE.

g

ERENFTHFERENABRNMUEESZENERR. FERBEBAT , TCPEEREABFRMY,



1R (6.7/9.15.1 2 BIRIARAS )
- BRERRARNZESRmEAREFR S AL IPH L,

« fFshow nat pool cluster summary@ SR &R EE S 2 i,

- fEMcluster exec show connfi TRERER S EHAEHIGHE,

- fEAshow nat pool cluster ip <address> detailap SR EHRIPH B ERE R
« ERAsyslog305021%%(6.7/9.15) LA 15 R LL 18 4% K BE fiF A #5 H£ 1P,

- EffREPATHAHIEEZIPRMTB L ERIIAM ENERSERE L,

B ether-channel 8 £ F#EE % -

- HRIEFPO300 , MR B ERE BRI — A [ IRETEST | FAEAMRIEME EFRIPAEN B ZIP/AE
ERIPFI B BIPH C KB BEA SIITEEE L,

- HNIEFPI300 , MR H M ERF BB Z ERMKRIFET | FELRRIPIELKIEN B 49 IPIELRE
FFRIPHAESR RS LN KBEERTEEERE L,

- ¥HFP9300:7EFPI300#EFE | , B H19#E B A E E Asource-dest-port source-dest-ip
source-dest-mac , W B EE K, ELLERHIF |, AR5 L= EHAFlexConfigiéxlate per-
session deny@n SHTIBEIFTDELE |, iEFIE L B Z Pt (HREMBE/THENWERER )W
REEAMEABRETHNRAITHEERE, NESEESUTEER

- BREUTRAARNERNRENERSE (MBS ERZHER ) .
- xlateTHE R AR (W HIEHESE L HAFRENNATERELEETE ),
- REHEATEN TER M,

BEMER , RERMFHPAT IPFR , SHMAREHEEIRHEHI.
REAR

ERTHNPATIPAR , BEX0EREHIEATRIP, Hit , TEERPATEEN REHSE R
T E R TR

R
£ FAshow nat pool clusterin TR BAREN P , YERECMHELFEDLEE —HEIP,
RR

H16.7/9.15 1 2 B RA |, SBRERENPATH R NELERBEFNEHEE., EFEAPATHERN
6.7/9.15.1%& A | AILARFIBPATHIPD BRI, MBPATHERARIIEES K HMESUAEAR
M, BIEEEMPATHAR/D (F2E "TEREE, 9 ).

HAABASEE:RE , BEEEIRHESEMNAMERENSEINERIK.
REAR
BBEFEHHMERERBSRUDPHIDR , EMEE,

o

B =

REFERAxlate BB A B ESFEIERTEREAPATHEREHIEE, £ show run all

xlate##R xlate per-session config.

y



A ESFEERE EEBMAEREERR |, S EEEMxate, EBBRESERRKAPATRNEY
EARM AL, ERBERERR  FESESENTRARESBEERIOY , MRERERZHS , Al
E£EMIP LT AR65k TCP/UDPERIAEERBEA AR,

BREALT , METCPREHMAESEE , RBUDP DNSHEMAEEFE. EXRTAMBEIEDNS
UDPR & &S & 1R H e R TR E,

B
FRUATHTREREXECHANERNERN T DM :
<#root>

firepower#

show cluster info conn-distribution

firepower#

show cluster info packet-distribution

firepower#

show cluster info |oad-nonitor

£ F cluster exec show connfp H 1R BRLL BX SE BT BhE B UDPIELR o

<#root>
firepower#

cluster exec show conn

S At an & AT LARR AR X SR ER R R RO B CE AR 1B 000 o

<#root>
firepower#

cluster exec show nat pool ip

| in UDP



=R

AEBERE ( HIIMUDP ) 3R ESEEZEMEERPAT(per-session permit udp &%), HRICMP , &R
REENTERMNZEEEPAT , At | EEE TPATH , B4 EBRKEEICMPRE,

BB/ MABRER , PATRS MBS T,
EAR

- EREE K RAPAT IPOE RS XL SRR MAEEFMBEREEET T,
- 1£6.7/9.15.12% , FIMAWH RIS LBEEANER, RETMERBEHHNWBHEAN
REEHEQIRHEGH, ELPEF—EERNGHEEERE , YEDESREZEZIRE,

g
- ERVTERRBEFEROTHEE

<{froot>
%ASA-3-202010:

NAT pool exhausted. Unable to create TCP connection

from inside:192.0.2.1/2239 to outside:192.0.2.150/80

« fFshow nat pool cluster summary&s S E 2 i,
- {#Hcluster exec show nat pool ip <addr> detailfp S AR E T B EH S ERE R

=R

« 10530¥1146.7/9.15. 12 BIBVARAR |, BRIHEEERID CSCvdAR MR 7T — RS &

« 1£6.7/9.15.12% , fEfclear xlate global <ip> gport <start-end>@ & FEEMRE M LK
Rl  UEEHMIBEFTEHE,

EAR

SHBBPATERNREN T EEREE. ERRNAFTDERFTE ( RIFRFT ) FEELENATH
It GARP,


https://tools.cisco.com/bugsearch/bug/CSCvd10530

g

EEENARPRER T FEEFISRREFHERNENMACHINFRE :

<#root>
root@kali2:~/tests#

arp -a

7 (192.168.240.1) at f4:db:e6:

33:44: 2e

[ether] on ethO
root@kali2:~/tests#

arp -a

7 (192.168.240.1) at f4:db:e6:

9e: 3d: Oe

[ether] on ethO

=
EREERMTHLEERE (EH ) MAC,
ZPATEERERKY
HEAR
SHBBPATERAREMNERREE,
B aE AR R

- BERERERLE.

BRI G oE.
BARMFFEER K.

« show asp cluster counterd B kK BEFHEERIEE,

WRE A ERRE 2 M B [0 2R/ BB 2R

- RERTREANEN, ENNBE T HEEZ.

- BREREARE 'SEEHE. TRAEYNKEEL.

- BA "debug nat 2, LAIEREMER. FEE

<#root>
firepower#

debug nat 2

, b AT AR

o

R

g -



nat:

no free blocks available to reserve for 192.168.241.59, proto 17

nat: no free blocks available to reserve for 192.168.241.59, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.57, proto 17

EFERE  FHTUATRE

<#root>
firepower#

un all

- BAERNNATHERBERKEBR , KEAEKEEREEEH
ASAFIFTDEEPATHHE ( 9.15H6.72% )
B4 TR ?

EMRFT TPATIRE, BEEIPTBESIEEESMBEERKE, R , PAT IPEIFS AER  AESIPH
HRFEEHKECEAES (BT ) TEELEMR.

%ﬁ'an-l_ﬁ/j&TthbBEﬁiu ( nﬁ /E,J: ﬁk )

- ZERRARASRRZHEHENIPHEMZIZE,
« EXRHPATHRN AR NEDEREBFEPHEFH.

- EERBER/MARER  PATHS HBEF T,

- RERBBFIERPATHA T4,

R L8, PATHTEERIREIE R 1024-65535 , M AR 1-511. 512-1023F11024-65535E £F
B, LEREETIUER , USEERPATHSEIESE1-1023 ( Ninclude-reserve. #IF ),

IERFTD 6.7 LMPATHEE =P, BEEMFMET , TR (KEERE) PHHERERS



MAT Rule:
bdanual MAT Rule

Insert:
In Category

al |

|

Type:
Dynamic

Enable
Description;

MAT Rules Defore

Enable PAT Pool

PAT.

Interface Objects  Translation  PAT Pool  Advanced
Criginal Packet Translated Packet
Original Source;* Translated Source;
net_192.168.240.0 vl + | Address
Original Destination: |
Address 4
Translated Destination:
| + |
Cwriginal Source Port: Translated Source Port;
v| + |
Owiginal Destination Port: Translated Destination Port:
v + [
Interface Objects  Translation FAT Pool  Advanced
B

Addrass ¥

| ip_192.168.241.57-59

Use Round Robin Allocation
Extendad PAT Table
Flat Port Range

—
—
—
—

Block Allacation

LI

i This option always enabled on device from v6.7.0 irespective of its configured value.

BEPATH EL A R HEBRE

FTDERFHERHKEE (6.7/9.15.12% )

ERSHN EAKNEIPTNAMARSBATE , BER—EXERRRRKBEF 7 EEBBIERR




RN T —@ET AP, fin

%ASA-4-305021: Ports exhausted in pre-allocated PAT pool IP 192.0.2.100 for host 198.51.100.100 Allocat

EHEMMALEHEF  SEHRF LEFRBTIFERFEAR , YETFTSESERNEMNRESTENHE
, 4530 -

%ASA-4-305022: Cluster unit ASA-4 has been allocated 0 port blocks for PAT usage. All units should have
%ASA-4-305022: Cluster unit ASA-4 has been allocated 12 port blocks for PAT usage. All units should hav

Show®
St i AR RE

FEshow nat pool cluster summary#i i/, $RAEEPAT IPithit |, 9B B A RPVEHRBEESR
FHIB1EER, PN FOEIRRD B R,

<#root>
firepower#

show nat pool cluster sunmary

port-blocks count display order: total, unit-1-1, unit-2-1, unit-3-1
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.57 (126 -

42 | 42 | 42

)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.58 (126 - 42 /

42 / 42)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.59 (126 - 42 / 42 / 42)

2 EAEE

<#root>
firepower#

show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-4-1, unit-2-1, unit-3-1
IP outside:src_map 192.0.2.100 (128 - 32 /

22 | 38

/ 36)



HPT A REAR 58

FEshow nat pool cluster#i i b , R EFEE E D EHR AUNKNOWNK E[EHR, IREFE , Al
RAUFTERBHAEEE. &6 -

<#root>
firepower#

show nat pool cluster | in

[3072-3583], owner unit-4-1, backup <

UNKNOVWN

>
[56832-57343], owner <UNKNOWN>, backup <UNKNOWN>
[10240-10751], owner unit-2-1, backup <UNKNOWN>

B IR S B R RCIR
show nat poolth BB EERFEEME , MAFMEFANBRRNE L, €

<#root>
firepower#

show nat pool detai

TCP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0O
TCP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 18
UDP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0
UDP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 20

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 18
UDP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

UDP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 20
UDP PAT pool OUTSIDE, address 192.168.241.58

range 1024-1535, allocated 512
range 1536-2047, allocated 512
range 2048-2559, allocated 512
range 2560-3071, allocated 512

un-lt 2 l B e e R R R R R R R e R A S o S R Lk A ok Sk o o A R A ok SR T ok R T

UDP PAT poo1 OUTSIDE, address 192.168.241.57
range 1024-1535, allocated 512 *
range 1536-2047, allocated 512 *
range 2048-2559, allocated 512 *



M1 RREZEOER

EMRILERE | 551F Mclear xlate global <ip> gport <start-end>f ¥ F E)ERE AL ST LRy F Leig
W, MEEH s ERFENETE,

FHEBRNBREN D

- EREEENEEMRS  EEASUHEYEFRMABRER (TESHEAETEY ) , 5
CERIBSHNESHE  EERERNERT , cELIESTMER,

« fEAshow nat pool cluster summary@is SHEE B ESHEENERZSAFTEEHE.

- EHEESERNEIE L, #FMshow nat pool ip <addr> detailfi S H 2 BB E KA IESR

o

« ffFclear xlate global <address> gport <start-end>@ S /ERIEELIBIRBTHER  LET
M AE o REIPTRNEE , Fila

<#root>
firepower#

show nat pool detail | i 19968

range 19968-20479, allocated 512
range 19968-20479, allocated 512
range 19968-20479, allocated 512

firepower#

clear xlate global 192.168.241.57 gport 19968-20479

INFO: 1074 xTlates deleted

6.7/9.15.12 % PATH % B RIEE(FAQ)
B MREHPUTAEAEENIPRECEN , EANYUEESE T1EIPAERE ?
Z BEFABUL  WHERIPHit MERBRAMSE SR ZBEREURHER,

ERIPitE B BNESRERSSFRALY PR EHNSEER (BREBEBASEH
H—37 ) HEMOEINHEN TR , KMBTENERPELER EFEFRAKSIEIT
FIRETERER,

mA , FAERERNFTP2ESR , IFEERRETUFERREE@EPAT IPHi |, WK BERIETE
EPATHEREE A ZHAHIPAT IPH#L,

B REMAUUAZBENPATHRE —@EIPHbitith ?
20, fRAT L, REMBPATHIPHIE R S MR ES %,



B MREPATHERAZEIPHE , AISEIPHit 2 EESEXERERRESHE ?
Z:. 7, SEPHRBEL T M.

B AHEHNBEERENAHIP, BRARKHDSE ? MRREERR , MEEESHREBEIR
IPE R AR 22 2 1P?

A ERE , SEPAT IPHSEESHMBo#E. NREFEHH LNBELRIPEASE , AISEKRAKR
i, ETRTREREHEIP, YESESBDE T —REITHANLEIP, BRWEZEIM., HARFHENE
, IPHMEBKRUBIMANSNET , EREURRIBAY I A%,

B FERAREBHERPATHH N EM/IPHL , BERMRPATHAMEA T ZEIPH , AIFEA
?

A CtBERRAPAT AN Z@EIPH, REPATHHESEIPHIER D HREESHY., PATHTNE
BiPtuMEERHETNFIEXEZEFD. Eiit , MREBEPATHRE —ECE LU , BISESE
HREERERESEPAT it it fY IR,

EHMCGNATA TSN ?

AR , BXECGNAT, CGNAT ( BBAR D EPAT ) EAFERE A/ 512, , AILER
xlate$t 73 B K/NCLIEITIE . EEREREPAT ( 3ECGNAT ) BIER T , MANRK A T512,
,  EREEANAEEN,

B MRKEHFAEH  ZHHNEOREREEsSREHEREIREGEC ?

A ZERREBE —EEENRED, BREEREUatel , EHEERIBRBEOE . SHH
SHEASEK  BRODNEAMAEERNMEENER. ROFHBERERAELMINERNAIEE
, A EAEEEFRNED  ARAMAENRIARRIZER , UEEHERR,

RIFEEE R , B AT ABREVT BE1T B 2R3 0 1 2
AR EERIEEMERENERER,

Reason-1:RERRMET T ERGE  RAEP —EHMEINERBSREMESE , SRRE
RUKEIPESR. RBAREFESH VOS2 ERE  RITSIBRILEE, fl0 , EFPRAIxxETE
L, AEERNIBRE ENEHMOERE L. EFPRI300EE L , RBEPERSHENT H.

Reason-2:PATHMEARIIES , (RMEBNAERE, EFRILEE  FEMPATHEARN,

B M EEHextended @BFZHNXE? CREGERERS | WHEIEFEARBFIEEENATS S
, 1B 2 MBRextended R F I BERESE ?

AfEASA 9.15.1/FP 6.788%R , EH T X EPATERZHE, REZEITZREM
CLI/ASDM/CSM/FMCH R, BE ( EEEEEBHAER ) & , ZBKE—KRESHE , ZBEE
BIEE  BERETIEEETHPATHIER I,

B RREMRERARNERE ?
A1E6.7/9.15. 12 B RAHF , BE T 21-65535 , HAREE1-1024BBE AR ABAEFEH , Eitt



B £ 21024-65535(64512 conns), 1E#% flaty, EATERRITAMNG.7/9.15. 18 BRF , HEA
1024-65535, 1B , MREFLEFEH1-1024 , AT LAEA Tinclude-reserve iEIHE,

B MREBHMARFE , CERENROBHAFRS  MBBRRCHMESAERHEENER?

ASHURRERRRA A, EBRRMRARER  HAARRTSBEBIiROHRH. ARREH
EMBRERAERSEE DRI FAFEEHR.

B MRZHEHHNRERET R, AREFNRFEHH  RREPATRIE , ERERTHZE
BB 0 BRI ?

AFTEFIEHBEC DB MLSR  BERREEN , MERRAEFRK.
B BITANSAHRERHRBTEKAHERERHAEE ?

o xlatest R ABEBRURRPATEN T A, ERKAHHERBER. WREAF 1B , B
A RER 65535 ERR. MREFRES , BL4EASBESIPIbit, MRBEEHAVMI/IE | ETLGE
B R AHFEERE

B ST ERRAR  SROBEERME? NRANEFRDTIGTERRE  AREH
EAER 2

ABSIGRAERBH I B, EEFETHERRE  TEERIEEHEBRN, BRBRRRTTE
1B 2 51 A B R (T BRIB IR AL AR

AN, EEFMAR , SESHERTECAURENRY. NRBHEFNRBSZSRCEZHER
MRS , EEELRRTAKEEBRGIRHERN, RE , ZFHRHECMHIEEHMANER
Bi%ho

B ERERXETCP, UDPI#HESRSCTP?
A BEEPATHR KX IESCTP, HASCTPHE , BEETHAFTEARYERNAT,
B mREESHHNRERAS K TREE8EEERT , MAFEAT—ETHANIPHR ?

T, EFBUHNETR, ©EARE T —EPAT IPH A AER, MRAAEPAT IPLHNFEEREE
A8, IgERRE,

B RTHEEHRAGKEPEHBIHNBE , EEKFRFERENROES (FlW, F4ETE
BAMEDE ) K MARSHFRHFDH LEERFER?

ARFTHSLARREN. ERRAA A ERHIEHMETBNAOMALR , BRIEFA S HEEITBHH
BRA, BRICTEREMDE. W, EETHRE  WREEZEFHHETHRRERS , AIHE
IRV Fr B E R E R A S 2 IR B IR BB R At 0 B R

EFAMBE -  BEELAESHEA, B, CHADEAEHISEMNEENRE, UT2HA M EDE
FiRTER -

1. TR T SIS @SR
2. EMEAKRE "Dy . REER. xlatesHREBBEHDEI R



3.Efy "D, R , %8 :
a BEPATEE
b #G B EPAT IPZ R EE#R
c.fEFTERIRER K 2D ELAR A8
d. Z B REE G T R RERTNEEPATER
e PTEPATERE E [0 B FER,
4.BE , ERFRAMBHME R
SEMBAREAES TH. ARNREROARES K RLUFAEREERTERER
6. ¥R E T BRI A BRI 0 BB
TREANENER , eEIERSBHRIHEPITRE
FEREE

REAR

RUEHBEHESED  LRAE—ERBEUHR (BRI HERE ) PEENSRERSNITNEERH
LU HAVERE K RABLEUN - UREREBFREE.

HEHEEET  REFI7RENCNERERT —BNNARG : FERFFEE.

HRoBHNENE , BROBRNEHRETRED RIRIPHit, BFIPH i MER DK HREE

DERABEE, AR MBERREEBEFHEFEBERIGHBRAEE, FRAUNEETEHEIFTEN

BEEEn  RARAF—EFREEXMBEHTEHEMEDERANSTEH, HtHRFSREMBE W
WERE  TURHFHIEGEERE, FRAFEGREAHS , METTURIERIR/B 89t
Pt MER BB RYEE O, WRERNER  MARABEERAERTEE, MRER

BRER, AIRFBRMEESEREHERERETEFRERGERMAE. AR ERFMEEE

A R B

AERMERATHE | F Fin0 [R5 H 2 RNVICMPEEFR :



SITE1 SITE 2

Client
192.0.2.10

fagnie [t¢Ewn El;

nnection own

outside

Server
203.0.113.10

unit1-3

ATEBRENIESR  ERASTE., ABNENEF2HERIELEETREGEE  #TBEEE
BHEENERS. A ERENELEE T EAreject-hideiB RN E R IHE,

<#root>
firepower#

cluster exec capture capi interface inside trace match icnp any any

firepower#

cluster exec capture capir interface inside reinject-hide trace match icnp any any

firepower#

cluster exec capture capo interface outside trace match icnp any any

firepower#

cluster exec capture capccl interface cluster trace match icnp any any



EHANIREIER -
1. 35 21 B unit-1-138 K25 RV ICMPREI EEFE R ER S,

<#root>
firepower#

cluster exec show cap capir

uni t - 1- 1( LOCAL)

2 packets captured

1: 20:13:58.227801 802.1Q vl an#10 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.227832 802. 1Q vl an#10 PO

2 packets shown

2.unit-1-1Z B B2 Wunit-2-2E A R BRFTEE |, Yo EEXTRERE,
#eunit-1-1EiX Funit-2-2M B R DM B BMACHE HE 2 8 JT-2-2F CCLEERR BIMACHE 41t

<#root>
firepower#

show cap capccl packet-nunber 1 detai

7 packets captured
1: 20:13:58.227817
0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 1509

192.0.2.10 > 203.0.113.10

icmp: echo request (wrong icmp csum) (frag 46772:1475@0+) (ttl 3)
1 packet shown

firepower#

show cap capccl packet-nunber 2 detai



7 packets captured

2: 20:13:58.227832

0015. ¢c500. 018f 0015. c500. 029f

0x0800 Length: 637

192.0.2.10 > 203.0.113.10
(
frag 46772

:603@1480) (ttl1 3)
1 packet shown

firepower#

cluster exec show interface

unit_l_l(LOCAL):************«* Fededededede kSN h NSNS N h NS h v NS dfhdf vk hfhd

MAC address 0015.c500.018f,

unit_l_z:*******************«* TeddRdedhdeh NVl Nl Nl fdhddhddNddhddhdhn

MAC address 0015.c500.019f,

unit-2-2

MAC address 0015. ¢500. 029f,

un-lt 1 3 B e e R R R e R kL e L T R Rk Ak T Sk S S e S e S R o A R ok SR ek R T

MAC address 0015 c500 016f
UNT E-2 -1z %k dediddeddddiddodkdodks
MAC address 0015.c500.028f,

unit_2_3:*******************

MAC address 0015.c500.026f,

3.unit-2-28%l, ESBRNENE , XKARNAEE,

<{froot>

firepower#

cluster exec unit unit-2-2 show capture capcc

11 packets captured

1: 20:13:58.231845 192.0.2.10 > 203.0.113.10 icmp:

Phase: 1
Type: CLUSTER-EVENT

MIU

MTU

Tddnd

MTU

v

MTU

1500

1500

FTeddehfdehfdh Rl ddhddhfdddhddhddNddddnd

1500

B R R R R R R R R R A

1500

MAC

packet - number

echo request



Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'
Flow type: NO FLOW

I (2) received a F\WD_FRAG TO FRAG OMNER from (0)

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) have reassenbl ed a packet and am processing it.

Phase: 3

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 5

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 203.0.113.10 using egress ifc outside(vrfid:0)

Phase: 6

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'



Fl ow type: NO FLOW

I (2) am beconi ng owner

Phase: 7

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced trust ip any any rule-id 268435460 event-log flow-end
access-1ist CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: igasimov_prefilterl
access-1list CSM_FW_ACL_ remark rule-id 268435460: RULE: rl

Additional Information:

Phase: 19

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1719, packet dispatched to next module

ResuTt:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: allow

1 packet shown
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 2 trace

11 packets captured

2: 20:13:58.231875

Phase: 1

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'



Fl ow type: NO FLOW

I (2) received a FWD_FRAG TO FRAG OMER from (0)

ResuTt:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

1 packet shown

4.unit-2-2RIFR LR AFERE , WBB/NMENEHER SR R2EERER1.

<#root>
firepower#

cluster exec unit unit-2-2 show cap capo

2 packets captured

1. 20:13:58.232058 802.1Q vl an#20 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.232058 802.1Q vl an#20 PO

==3
=

ol
&
T

- ERHERACTE , FRITEESEIAMAEBEHLED., HFBMEEBARYBEBNERNE
FERSHNEERTE , ATMIREALE R,

- HRABFIBEERAURAERMEE , HtATHHSEEI BN TR | X EREHRNT
BWENE, YRE BN EERT —BEWIPRIMACHLL, ERET — Bt X EEEEEN
T,

- EEHSBNERS , ASAFTDE#EBEGENENIPYREMLAEHE, EETIPYREMR
HEWEE TR , 5B5F Ashow fragmentii & :
<#root>

Interface: inside
Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 0



Drops: Size overflow: 0, Timeout: O,

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP len: O,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0

EHEWBEY , FERMBEENERMBEER T BNERIBAR BB, FBRIFIHIKRDNZFER

fragment size <size> <nameif>fn B X EMISizeFTEEFHE ( FEERA200 ) HWRE, & H BT
BIRPNEBIKRDE2EE , ERABEFBRITIRE , BESRETBRB I BRE—I2HE

AFHH R, EERERT , B2 ERBIIREMESR , W4 KKK B FHEEFTD-3-209006,

<#root>
firepower#

show fragment inside

Interface: inside

Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats:

Queue: 133

, Full assembly: 0
Drops: Size overflow: 0, Timeout: 8178,
Chain overflow: 0,

Fragment queue threshol d exceeded: 40802

Small fragments: 0, Invalid IP len: O,

Reassembly overlap: 9673, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: 0,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0

%-TD- 3- 209006: Fragnent queue threshol d exceeded, dropped TCP fragnent from 192.0.2.10/21456 to 203.0. 1’

ERIRRTT L |, 8TEFirepower Management Center > Devices > Device Management > [Edit
Device] > Interfaces > [Interface] > Advanced > Security Configuration > Override Default
Fragment Setting® 8 M K/» , REGRENFERE., REEEshow fragmentis T Y
Queueit B85 AR R i A 5558 EFTD-3-209006 9 2 4 1835

ACIE=E

HRACI PodHEVEBILARERMERE  BEHBEEIEEREE



REAR

 BBACI PodH EF BHASA/FTDEE & i IR AN M AR B RE

- MRBEFRF1EKE , TS HERERBE.

« R—EEHEAEXIEH T - EARSEEETNENITE B RETNFXOSHTER FHEHE
BHRFHAR,

AC| FABRIC

=g
- BEZFER INEEORERE ERN4RERN  ERFAMITA, HERHHEEEELN
R|ETREBMELAREN, BELARBNORRTRSERREERER. REACIIRIEMRE
R|HEEE | AR EIB R L HHEE W EENE R T HAITLARER,
HERSVHBE
KREELMARGSE

CCLEMIMTUKR/N



unit-1-1

Po12 L
switching *.swltchmg
infra infra

Po13

127.2.1.1

Po48

CCL

Data Interface

HEAR
KREEEMAERH  LERUTHER

The SECONDARY has Teft the cluster because application configuration sync is timed out on this unit. Di
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is SECONDARY application co
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

B iE R R

« EFTDLEfEAshow interfacels© , EREERFIELZMTA LHOMTUZ 2 HERNMEMTUS
1002 7o4A :

<#root>



firepower#

show i nterface

Interface
Port-channel 1

I nsi de

, is up, Tline protocol 1is up
Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
MAC address 3890.a5f1.aa5e,

MIU 9084

Interface

Port - channel 48

cluster

, is up, Tline protocol 1is up

Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
Description: Clustering Interface
MAC address 0015.c500.028f,

MIU 9184

IP address 127.2.2.1, subnet mask 255.255.0.

« EAsizeBEHBEIBCCL#Tping , ARFREHHNAMBERE LCCL MTULNEBER S IEFE,

<#root>
firepower#

ping 127.2.1.1 size 9184

o EXHHE L Hshow interfacefn S EMTURL &

<{froot>
Switch#

show i nterface

port-channel 12



is up
admin state 1is up,
Hardware: Port-Channel, address: 7069.5a3a.7976 (bia 7069.5a3a.7976)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 usec

port-channel 13

is up
admin state 1is up,
Hardware: Port-Channel, address: 7069.5a3a.7967 (bia 7069.5a3a.7967)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 use

EHRECBNNE AR TE

HEAR
REBEMAEE , WERUATHE :

Interface mismatch between cluster primary and joining unit unit-2-1. unit-2-1 aborting cluster join.
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is Internal clustering erro
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

B iE /R R

EATESE#ELENFCM GUI , EfiZlinterfacesBER , YRR AMEERBRERESEEHENNE
BLiE -

- PEGBRERENTHE
- NHNERRE

- NHNERET

- THEREE

ERARBEN HEE

A ECCL L # T2 PR B K B 9

EAR
HEPEZEZEFET. FEBEALAE



Fa1 b 4 Po1 VFC1 SWi1 Po1 VPC1 P A Pol
Eth2/1-2 3 Eth1/17-18 EthiM3-20 L Eth2/3-4
DATA — ) A TA

CCL

sPod8 VPC 48
1 Eth1/49-50

Podd VPC 43 »
Eth1/51-52

Pods :
Eth3H-2 :

T Eth33-4

PodS VPC 49
Eth1/43-50

EmEEEEEERIE S A
R LT T T —

Eth3/3-4

Q
0
-

Illlllllliglllllﬂﬁrﬁh

Po1 " ; Paot VPCA Po1 VPC1 y s Pod
Eth2i3-4 5 _:. Eth1/18-20 SW2 Eth117-18 "._ Eth2ri-2

BRE1:

<tfroot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-1-1" in state PRI MARY

ID : 0

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUSH

CCL IP : 127.2.1.1

CCL MAC : 0015.c500.018f

Last join : 07:30:25 UTC Dec 14 2020
Last leave: N/A

Other members in the cluster:

Unit "unit-1-2" in state SECONDARY
ID : 1

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TU4D

CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 07:30:26 UTC Dec 14 2020
Last leave: N/A

Unit "unit-1-3" in state SECONDARY
ID : 3

Site ID : 1

Version : 9.15(1)



Serial No.: FLM2102THJIT

CCL IP : 127.2.1.3

CCL MAC : 0015.c500.016f

Last join : 07:31:49 UTC Dec 14 2020
Last Teave: N/A

B2

<{froot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-2-1" in state PRI MARY

ID : 4

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUN1

CCL IP : 127.2.2.1

CCL MAC : 0015.c500.028f

Last join : 11:21:56 UTC Dec 23 2020
Last Teave: 11:18:51 UTC Dec 23 2020
Other members in the cluster:

Unit "unit-2-2" in state SECONDARY
ID : 2

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2102THR9

CCL IP : 127.2.2.2

CCL MAC : 0015.c500.029f

Last join : 11:18:58 UTC Dec 23 2020
Last Teave: 22:28:01 UTC Dec 22 2020
Unit "unit-2-3" in state SECONDARY
ID : 5

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUML

CCL IP : 127.2.2.3

CCL MAC : 0015.c500.026f

Last join : 11:20:26 UTC Dec 23 2020
Last Teave: 22:28:00 UTC Dec 22 2020

B 3%
« fEApingin H BRI FIEE T A S AF R HIBERR (CCL) IPHtit 2 B AV E B

<ffroot>



firepower# ping 127.2.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 127.2.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

- BMEARPR :

<{froot>

firepower# show arp

cluster 127.2.2.3 0015.c500.026f 1
cluster 127.2.2.2 0015.c500.029f 1

- BEEFIERY  RESRECCLAELNEE

<{froot>

firepower# capture capccl interface cluster
firepower# show capture capccl | i 127.2.1.1

2: 12:10:57.652310 arp who-has 127.2.1.1 tell 127.2.2.1

41: 12:11:02.652859 arp who-has 127.2.1.1 tell 127.2.2.1
74: 12:11:07.653439 arp who-has 127.2.1.1 tell 127.2.2.1
97: 12:11:12.654018 arp who-has 127.2.1.1 tell 127.2.2.1
126: 12:11:17.654568 arp who-has 127.2.1.1 tell 127.2.2.1
151: 12:11:22.655148 arp who-has 127.2.1.1 tell 127.2.2.1
174: 12:11:27.655697 arp who-has 127.2.1.1 tell 127.2.2.1

=g

- BRCCLEBENHDEREIRBRK EN B ERBENH,

o TENexusR it E F AERRIBBIE(VPC)EF , FEACCLEBENHEMRETRMVPC , B
VPCHELE R B KK — AR RE,

- BRCCLEBEMNHEMVRE—EEEESF , YAEEENE LEIZI LFFCCL VLAN,

BUTF R RE B

<tfroot>
Nexus#

show run int po48-49



interface port-channel48
description FPR1

swi tchport access vlan 48

vpc 48

interface port-channel49
description FPR2

swi tchport access vlan 48

vpc 49

Nexus#

show vlian id 48

VLAN Name Status Ports

48 CCL active Po48, Po49, Pol100, Ethl1l/53, Ethl/54

VLAN Type Vlan-mode

48 enet CE

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48

<#root>
Nexusl1l#

show vpc bri ef

Legend:



(*) - local vPC is down, forwarding via vPC peer-1ink

vPC domain id : 1

Peer status : peer adjacency formed ok
VvPC keep-alive status : peer 1is alive
Configuration consistency status : success

Per-vl an consi stency status : success

Type-2 consistency status : success

VvPC role : primary

Number of vPCs configured : 3

Peer Gateway : Disabled

Dual-active excluded VLANs : -

Graceful Consistency Check : Enabled

Auto-recovery status : Disabled

Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)

vPC Peer-1link status

1 Po100 up 1,10,20,48-49,148

vPC status

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48

HREFNERBEEENEMEMARE
AEAR

—EXZEEREBENERHE, EEEERANENTEHER , BRNTEETRIRERY
, B —RETHNAAHEE TS REETEL,

AERERILAE



Fa1 Po1 VFC1 SWi1 Po1 VPC1 A Pol
Eth211-2 § Eth1/17-18 Eth1H3-20 5 L Eth213-4
DATA ) A TA

g

LE

=Pod3 VPC 48 CCL

1 Eth1/49-50

Podd VPC 43 »
Eth1/51-52

Pods

B2 T Ethdrs4

LTI ™
5a

o042 VPC 48
Eth1/51-52

Pod3 VPC 4
Eth1/43-50

(=]

P43
EthZH-2

e LELL LA LE LT
_——

Eth3/3-4

Q
0
-

—D ATA

Poi : ; Pal VPC1 Po1 VPC1 E : Pol
Eth23-4 % 4 Ethir320 SW2 | EthinTs 5 Eth2i1-2

B
- RERGIETIRHE

<tfroot>

firepower#
Beginning configuration replication to

SECONDARY uni t - 2- 2

End Configuration Replication to SECONDARY.
Asking SECONDARY unit

unit-2-2
to quit because it
failed interface health

check 4 times (last failure on

Port-channel 1

). Clustering must be manually enabled on the unit to rejoin.

- MEZFESE Pshow cluster historyFlshow cluster info trace module hcir S HIE H -

<#root>

firepower# Unit is kicked out from cluster because of interface health check failure.
Cluster disable is performing cleanup..done.



A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-2-1 transitioned from SECONDARY to DISABLED

firepower#

show cl uster history

From State To State Reason

12:59:37 UTC Dec 23 2020
ONCALL SECONDARY_COLD Received cluster control message

12:59:37 UTC Dec 23 2020
SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

13:00:23 UTC Dec 23 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration sync done

13:00:35 UTC Dec 23 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

13:00:36 UTC Dec 23 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

13:01: 35 UTC Dec 23 2020

SECONDARY_BULK_SYNC DI SABLED Recei ved control message DI SABLE (interface health check failure)

<#root>
firepower#

show cluster info trace nodul e hc

Dec 23 13:01:36.636 [INFO]Jcluster_fsm_clear_np_flows: The clustering re-enable timer 1is started to expi
Dec 23 13:01:32.115 [INFO]cTuster_fsm_disable: The clustering re-enable timer 1is stopped.

Dec 23 13:01:32.115 [INFQ Interface Port-channell is down

« Efxostn B IR F B Eshow port-channel summaryf SR EH -

<#root>
FPR2 (fxos)#

show port-channel sunmary



Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M_

Not in use. Min-1inks not met

1 Pol(SD) Eth LACP Eth2/1(s) Eth2/2(s) Eth2/3(s) Eth2/4(s)

48 Po48(SU) Eth LACP Eth3/1(P) Eth3/2(P) Eth3/3(P) Eth3/4(P)

=g

N,

BEREMBEE
FXOSE#

AEAR
KISBHBIEE
LAl

- f# A show cluster historydr ©

<#root>
firepower#

show cl uster history

- ERELWNTMEFXOSE

<tfroot>

FPR4150#

BAMEHEERHRNFHEESBNER,
RFTA AN P REEN

rEEAHERNE TR

WAR R B SR S 5

BREHE

i

WEERMRAMERE

HULEAERT , RMAREPNEEEERE T HERDBRE ENEEREEN E
FENexus I i A IE BB BB (VPC) iy |, FFRERVPCELE R A XM —BMERE
HULHAERT , BRIAREPNEBERREN HEREIE—EvPC,



connect | ocal - ngnt

FPR4150 (local-mgmt)#

dir cores

- WERERRAERBERNROESR , YRHREHRIBTAC,
A A

MBBEE TH/ngfwD EIE RN RRER A RZEF4% , AIZETSEHEE, S30ET—AHRE
FIARRE :

<tfroot>

> show di sk

FiTesystem Size Used Avail Use% Mounted on

rootfs 81G 421M 80G 1% /

devtmpfs 81G 1.9G 79G 3% /dev

tmpfs 94G 1.8M 94G 1% /run

tmpfs 94G 2.2M 94G 1% /var/volatile

/dev/sdal 1.5G 156M 1.4G 11% /mnt/boot

/dev/sda2 978M 28M 900M 3% /opt/cisco/config
/dev/sda3 4.6G 88M 4.2G 3% /opt/cisco/platform/Togs
/dev/sda5 50G 52M 47G 1% /var/data/cores

/dev/sda6 191G 191G 13M

100% / ngf w

cgroup_root 94G 0 94G 0% /dev/cgroups

EEEENT |, show cluster history#i HE R :

<#root>

15:36:10 UTC May 19 2021
PRIMARY Event: Primary unit unit-1-1 is quitting
due to

di skst at us

AppTlication health check failure, and
primary's application state is down



14:07:26 CEST May 18 2021
SECONDARY DISABLED Received control message DISABLE (application health check failure)

REMENS —BHIER

<#root>
firepower#

show cluster info health
Member ID to name mapping:
0 - unit-1-1(myself) 1 - unit-2-1

0 1
Port-channel48 up up
Ethernetl/1 up up
Port-channell2 up up
Port-channell3 up up

Unit overall healthy healthy

Service health status:
0 1

di skstatus (monitor on) down down

snort (monitor on) up up
Cluster overall healthy

BESN , INRERRARKIR100% , AIEEEER — LHREE 2 a TR UENMARE,
mILRE

BiEs0E  SEEHEREAMNBFETWCPUNKERANAR, NMERANAXRENRKERE
( LINA CPU 50%SiLINAGRERE59% ) , EAM I SISRERIE

ik A 55(FTD-6-748008)
$&Zlog/cluster_trace.log , fla0 :

<#root>
firepower#

nore log/cluster_trace.log | i CPU

May 20 16:18:06.614 [INFO][

CPU | cad 87%

| memory load 37%] of module 1 in chassis 1 (unit-1-1) exceeds overflow protection threshold [



CPU 50% | Menory 59%

]. System may be oversubscribed on member failure.
May 20 16:18:06.614 [INFO][CPU Toad 87% | memory load 37%] of chassis 1 exceeds overflow protection thr
May 20 16:23:06.644 [INFO][CPU Toad 84% | memory load 35%] of module 1 in chassis 1 (unit-1-1) exceeds

ZHERTNEETHRHRER , BtExER T UBETR,
AR

6.3ZBIFMCHRAMIT A

o EWULVEFMC LEBMESER LS,
o R%E  EFMCH R BEER E,
- BREXFIEMNBEESY K BYAFHTMZER.

6.3%&FMC

- BLEXDEAFE-—SEFMCLAEMBESER (RAEETMERNTN—EEHE ) .

H B AR e s

BEXENEESE |SeEsE gﬁiﬁmmﬁxgﬂlﬁa
{EFRFP9300F1 N &
FMC 6.3 FP4100.L BYFTD# & 6.2.0 EEEFMCIhEE

A Bs EFTDLBYUESYS  EEIGADEAMAD. CTAERTFOEMBEDY (FNE
& ) , {BfEAReconcilei#E,

REAR
BB EE R X

- MRPHBIEMBEMEMRERRRK , AIRFMCH MR EERF .
=g

MRENBHEMREFMERMKRE , RIB2{EZRE
1. EHENESERNEP  FMCRERTETEAMNEEHE  RAERDELHHNEDEM

2. BEREFR T HE —EReconcilei® & (Devices > Device Management > Cluster tab > View
Cluster StatusiE#%). BRGFARER , FMCHBBEBTMEEIMAVET R,

HEAEA



FAFirepower B E P E B &

1B A Firepower 4100/93008 4 FE RIASASE &

E@RFirepower 4100/9300# 55 F A S8

Flrepower NGFWHE &£ IR AR — BRKSEC 3032
24 Firepower B A f&#EH M % i



https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
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