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I EE & SEFFAnyconnectfE i & EESAML S 1 IR I IR Y VPNEFE F 5 E .
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. FIDEKISAMLZ BT ( 6.7ARANATE ) FIIRME ( 7.0MRAELAE ) 6

- DAPERE & ol I SAML B 17 B 3% B M (BB LA raDIus B EIER rADIUS R EB R BAAARIBR
BNRELE,

. ASATEDAPEE E X IR ASAMLIVBEEHE, BR , BELAFEASAMLEMERBEREFEAERR
B, RASAMLEARHERNER T ERHESBEBM,

- B % anyconnect ARAMRARNBIEREZRVPNEXAGHBSLATNRERSHE , Witk , MR
ldPEEFHTTP& Fcookie R IR MEE A\ ARRE |, EAEBRMLAEMET S HRE

. T:I_:ZF‘WU ':F' , Force Re-Authentication Eﬁi Configuration > Remote Access VPN > Clientless SSL VPN Access >
Advanced > Single Sign On Servers ¥‘T AnyConnect EE&ESAML%ﬁEﬁ%o

LEREHVERFNE T ESREMSAML,

https://www.cisco.com/c/en/us/td/docs/security/asa/asa915/configuration/vpn/asa-915-vpn-
config/webvpn-confiqgure-users.html#reference 55BA48B37D6443BEASD2F42EC21075B5

LT BR #1388 FA FAASARIFTD: "Guidelines and Limitations for SAML 2.0"

MigE : EEFTD L EREMNFTAESAMLELE &8 o] LAE IdPIR I metadata. xmItE R K E,

L

AEIN B UAIELE AnyConnect FEFTD L £ FISAMLE: 3%

MWEISAML IdP5| 8

L E#RSAML IdP metadata.xmlifE R, & HP , B LIEEELE Anyconnect £ SAMLEY L E 1S

=

EBFMCEFTD TR R

S EFMCLELZE W FZFMIAPEE ., B ZE Devices > Certificates


/content/en/us/td/docs/security/asa/asa915/configuration/vpn/asa-915-vpn-config/webvpn-configure-users.html#reference_55BA48B37D6443BEA5D2F42EC21075B5
/content/en/us/td/docs/security/asa/asa915/configuration/vpn/asa-915-vpn-config/webvpn-configure-users.html#reference_55BA48B37D6443BEA5D2F42EC21075B5

Objects AMP Intelligence

Device Management QoS
NAT Platform Settings

FlexConfig

VPN Certificates

Site To Site

Remote Access

Troubleshooting

SB2.HE pqo RIZEZMILBEENFTD, £ "CertEnrollment ( BEFM ) 1 T, B—T1in8k
+55%

1£ Add Cert Enroliment 27 , FEREMBZBEAIIPEENEE. E—T Manual.
M ZE ca only M skip check AR CARZSEW L,
Btk basess ¥ IdP CARRE,

B —TF save REBIE—T Add.

Add Cert Enroliment [+

CA Information Certificate Parameters Key Revocation
N

Enraliment Type: Manual -

CA Only
Check this oplion if you do nol require an identily centificate fo be
created from this CA

CA Certificate: 4w+ 2nGRzzBB0rO0) BfzEsfo
GlnbvErtEdje2Caut
sDzYHIm. It TErEiDas3BoAB3
MyseqzxBudWhFuz1SvPolkfe
ZvhhkPedp3ToXir
[BatiNMESUGPWLISPIOVIDF
TEKATMSInd XaNsNTUONDWG
Y IyuESnKOpGy
OIMIY O S UpPi

Skip Check for CA flag in basic consiraints of the CA Certificate

Cancel Save




S BR3. B ESAMLAPRESERE. B ZE Objects > Object Management > AAA Servers > Single Sign-on Server.$A
% ) 1B#IF Add Single Sign-on Server.

ol Firepower Management Center o . Analysis Policias Devices | Otieets i N &
Single Sign-on Server [2e 50 5-on s |

Single Sign-on Server containes paramaters for SAML based authentication. These Single Sign-on Servers are used to authenticate users logging in through Remote Access VPN connections.

H B4 IRIE metadataxml R |

s

QEE New Single Sign-on Server.

SAML Provider Entity ID: entityID from metadata.xml
SSO URL: SingleSignOnService from metadata.xml.

Logout URL: SingleLogoutService from metadata.xml.

BASE URL: FQDN of your FTD SSL ID Certificate.

Identity Provider Certificate: IdP Signing Certificate.
Service Provider Certificate: FTD Signing Certificate.



MNew Single Sign-on Server o

MName*
| SAML_IdP |

Identity Provider Entity ID*

| http://samil.lab.local/adfs/services, |

SSO URL*
| https://saml.lab.local:444/ /adfs/Is/ |

Logout URL
| https://saml.lab.local:444 adfs/Is/ |

Base URL
| https://ftd.lab.local |

Identity Provider Certificate®
| SAML_IdP v |+

Service Provider Certificate
| SSL_Wildcard.lab.local v |+

Request Signature

| --MNo Signature-- v |

Request Timeout

| Use the timeout set by the provide |

seconds (1-7200)

| Cancel | Save

5&5-5&% Connection Profile ﬁﬁﬁ ltt%ﬁﬁ%jj_;io gﬂﬁﬁ Devices > Remote Access %?&fﬁ B Eﬁﬁﬂ'ﬂ

VPN Remote Access #HEE.




bl Firepower Manqggmenttenler Cverdow  Ansysls  Polcies Otjects  AMP  ialigence
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o o)

FTD_RemotoAccess au;n'.;;rj-.‘ul{:l?rﬂ

SB6.3Z— T IsE+H I S — 18 connection Profile.

FTD_RemoteAccess

e et S

HBR7 B FHH Connection Profile ¥ IEMERIVPN |, PoolE;DHCP{aIfRES.

Add Connection Profile

Connection Profile:* | SAML_TG |

Group Policy=* | SAML_GP v |+

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the ‘Client Address Assignment Policy’ in the Advanced tab to define the

assignment criteria.

Address Pools:
Name IP Address Range
VPMN_Pool 10.1.1.1-10.1.1.100

DHCP Servers:

Name DHCP Server IP Address

DHCPServer 192.168.1.41

S ER8.IZIEAAAEE . 7E Authentication Method IZIE | EIESAML,
1E Authentication Server 1218 | BIEE S B4FEITHSAMLE R,

+

VPN_Pool

DHCPServer

Cancel |



Connection Profile:* | SAML_TG |

Group Policy:* | SAML_GP v |+

Edit Group Policy

Client Address Assignment Aliases

Authentication

Authentication Method: | SAML v |

Authentication Server: | SAML_IdP (SSO) |v

Authorization

Authorization Server: | - |

|| Allow connection only if user exists in authorization database
Accounting

Accounting Server: | v |

é’ﬁugﬂl}émﬂ]% DAAGE AR ¥R B A8 connection Profile. E R EA & T E L EFINER AnyConnect
BB ThLRE,

EEIEJHZEEIE% , E_-F FEE}F:EJ jﬁﬁﬁ%gﬂg SAML Authentication VPN ﬁ\ﬁﬁﬁ



Add Alias Name

Enabled

S BR10..E/ = Deploy > Deployment MIRIZEEERIFTDEAER saML Authentication VPN B 2o
S EB11 R MHFTD metadataxm TERZEIAP , Kt EHEFTDIIBAZEETEE,

EFTD CLIL |, $11785 9 show saml metadata SAML_TG EEHSAML_TGR Connection Profile 223 A Step
7o

ERAME

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> en

Password:

firepower# show saml metadata SAML_TG

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<EntityDescriptor entityID="https://ftd.lab.local/saml/sp/metadata/SAML_TG"
xmlns="urn:oasis:names:tc:SAML:2.0:metadata">

<SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>MIIF1zCCBL+gAWIBAgITYAAAABN6AX+HOCOFYWAAAAAAEZANBgkghkiGOw0OBAQSF



ADBAMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxEzARBgoJkiaJk/IsZAEZFgNsYWIx
EJAQBgNVBAMTCULTMI AxMi1DQTAeFw0yMDAOMTEWMTQYMT1aFw0yMjAOMTEWMTQY
MT1aMCMxCzAJBgNVBAYTAKNSMRQWEgYDVQQDDAsgLmxhYi1i5sb2NhbDCCASIwDQYJ
KoZIhvcNAQEBBQADgOEPADCCAQOCgUEBAKERMbCfWk+V1f+Y1sIE4hyY6+Qrl1yKE
glwEQLOFHtGVM3re/WmFuD+4sCyUlVkoiJhf2+X8tG7x2WTpKKtZM3N7bHpb70PC
uz8N4GabfATIw287s0LM521h6ZM01bWGQOVvxXR+xtCAYqz6JJIAKOCNJNEJEKYCcaG8
PFrFUy31UPMCONEYy+GYZipErrWTpWwbF7FWr5u7efhTtmdR6Y8vjAZgFddigXMy
EY4F8sdic7bt1QQPKG9JTIaWny9RvVHBmMLYg ] 0px21i5Rp5k1JIECD9kHGj44051BECcY
OFY6ecAPv4CkZB6CloftaHjUGTSeVeBAVXBK24Ci9%e/ynIUNJ/CMOpcCAWEAAAOC
AuUwggLhMBYGA1UJEQQPMA2CCyoubGFiLmxvY2FsMBOGA1UdDgQWBBROkmTIhXT/
EjkMdpc4aM6PTnyKPzAfBgNVHSMEGDAWGBTEPQVWH1Hgxd11VIRYSCSCUHTa4TCB
zQYDVROEfBIHFMIHCMIG/0IG80IG5hoG2bGRheDovLy9DTjINUzIwMTItQO0EsQ049
VO01OLTVBMESHNDkxQURCLENOPUNEUCXDTJ1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWN1
cyxDT31TZXJ2aWN1cyxDTJ1Db25maWdlcmF0aW9uLERDPWxhY ixEQz1sb2NhbD9 j
ZXJ0aWZpY2F0ZVJI1dm9jYXRpb25MaXN0P2Thc2U/b2JqZWN0Q2xhc3MIY1IMRGL z
dHIpYNnV0aw9uUG9pbnQwgbkGCCsGAQUFBWEBBIGSMIGpMIGMBggrBgEFBQcwA0aB
mWxkYXA6Ly8vQ049TVMyMDEYLUNBLENOPUFJQSxDTJ1QdWJIsaWM1MjBLZXk1M]jBT
ZXJ2aWN1lcyxDTj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aW9uLERDPWxhYixEQzls
b2NhbD9jQUN1cnRpZml jYXR1P2Jhc2U/b2JgZWN0Q2xhc3MIY2VydGlmaWNhdGlv
bkF1dGhvcml 0eTAOBgNVHQ8BAf8EBAMCBaAwPQYJKwYBBAGCNXUHBDAWLgYmMKwYB
BAGCNXUIgYKsboLe0U6B4ZUthLbxToW+yFILh4iaWYXgpQUCAWQCAQMwSWYDVRO1
BEQWQgYIKwYBBQUHAWEGCCsGAQUFBWMHBggr BgEFBQCcDBgYIKwYBBQUIAgIGCCsG
AQUFBWMFBggrBgEFBQCDAGYEVRO1ADBfBgkrBgEEAYI3FQoEU]BOMAOGCCSGAQUF
BWMBMAOGCCsGAQUFBWMHMAOGCCsGAQUFBWMGMAOGCCsGAQUFCAICMAOGCCsGAQUFE
BWMFMAOGCCsGAQUFBWMCMAYGBFUAJQAWDQYJK0oZIThveNAQELBQADggEBAKQngcaU
fZ3kdeoE8v2Qz+3Us8tXxXaXVhS3L5heiwrlIyUgsZm/+RLJIL/zGE3AprEi ITW2V
ILmg04X1goaAs60bHrYFtSttz/9X1TAelKbZ0G1RVgILb1PiF17kZAXALFLJIJHICTG
5EQSC1Y@S31sTuarmdWPDIJyMShc6hlUpswnCokGRMMgpx2GmDgv4Z£8SzJJ0NI4y
DgMozuObwkNUXuHbiLuoXwvb2Whmllysidpl+V9kplRYamyjFUo+agx0E+L1zp8C
10YEWYKXgKk3CZdwJ fnYQuCWimapYwlLGt5S59Uwegwro6AsUXY335+Z0rY/kuLF
tzR3/S90jDg6dgk=

</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</KeyDescriptor>

<AssertionConsumerService index="0" isDefault="true"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://ftd.lab.local/+CSCOE+/saml/sp/acs?tgname=SAMI,_TG"

<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://ftd.lab.local/+CSCOE+/saml/sp/logout"/><SingleLogoutService

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://ftd.lab.local/+CSCOE+/saml/sp/logout"/></SPSSODescriptor>

</EntityDescriptor>

£ metadataxm! REFTDIREFIIPECEATEEE |, AJUAHITVPNER TR,

i

ER ¥ VPN AnyConnect BfEFSAMLEN B | EASMRELE , W TAR :

firepower# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : xxxx Index : 4

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:

Bytes Tx : 12772 Bytes Rx : 0
Pkts Tx : 10 Pkts Rx : 0
Pkts Tx Drop : 0 Pkts Rx Drop : 0

(1) SHA384



Group Policy : SAML_GP Tunnel Group : SAML_TG
Login Time : 18:19:13 UTC Tue Nov 10 2020

Duration : 0h:03m:12s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a80109000040005faad9%al

Security Grp : none Tunnel Zone : 0
AnyConnect-Parent Tunnels: 1

SSL-Tunnel Tunnels: 1

DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 4.1

Public IP : 192.168.1.104

Encryption : none Hashing : none

TCP Src Port : 55130 TCP Dst Port : 443

Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 26 Minutes
Client 0OS : linux-64

Client OS Ver: Ubuntu 20.04.1 LTS (Focal Fossa)
Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 6386 Bytes Rx : 0

Pkts Tx : 5 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0

SSL-Tunnel:

Tunnel ID : 4.2

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1l.2 TCP Src Port : 55156

TCP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 6386 Bytes Rx : 0

Pkts Tx : 5 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0

DTLS-Tunnel:

Tunnel ID : 4.3

Assigned IP : 10.1.1.1 Public IP : 192.168.1.104
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 40868

UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 4.9.03047
Bytes Tx : 0 Bytes Rx : 0

Pkts Tx : 0 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0

RER: AR

FTD CLI LB F LEER &S T A A BEBRSAMLFN Remote Access VPN AR HNIE SN AT 7= -

firepower# show run webvpn

firepower# show run tunnel-group
firepower# show crypto ca certificate
firepower# debug webvpn saml 25
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