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Cisto Software Contral > Manage Smart Account > Users
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Users
Users User Groups
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- eventing-ingest.sse.itd.cisco.com
& B2 1th [&

. api.eu.sse.itd.cisco.com
- eventing-ingest.eu.sse.itd.cisco.com

SRR B [E
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S BR2 fif A b URL https://admin.sse.itd.cisco.com& ASSE A O#81L | BE ZCloud Services , X
FiEventing#Cisco SecureX B BB ME:Z1E , (N TEFR :

Al security Services Exchane e Devices  Cloud Services  Events  Audit Log
Clsco

Cloud Services for Sourcefire Support

Cisco SecureX threat response

e i : enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It [
alsn alltv s i h 5 platform to send high fidelity security events and observations to Threat Response.

Eventing

Eventing allows you to collect and view events in the clowd. [

S 3. & A B|Firepower® B /03 E fin ESystem>Integration>Cloud Services , Bt f Cisco Cloud
Event Configuration , AR BIEFEEGAINENSH .

Overview Analysis Policies Devices Objects AMP Intelligence

Configuration Users Domains Integration Updates  Licenses v Health » Monitoring

Realms Identity Sources eStreamer Host Input Cilent Smart Software Sateliite

URL Filtering 'or Networks
RL Filteri « AMP for N k

Cisco Cloud Region Cisco Cloud Event Configuration &«
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BBPFTDRBENEY (EEHRBIAR) , HRAREH , FEME Analysis>Files>Malware
Events , R AREH , MR EAnalysis>Intrusion>Events,

R GE MEE T BISSE H o0 F4L P IRBIMNESSEF F LREMAY S 4.
REEFREHE R ESecureXZHEMR L , EMEAPIBF , UERB TRNAPIXBHWERER,

REREGF

BAEAREE
A ftaction_queue.log iR MR —MIEIRAIEL, EHRBME  AANBHRRFEEAT AR

Act i onQueueScr ape. pl [ 19094] : [SF:: SSE:: Enrol | nent] canConnect: System (/usr/bin/curl -s --
connect-tinmeout 10 -m20 -L --max-redirs 5 --nmax-filesize 104857600 --capath

I ngfw etc/sf/keys/fireanp/thawte_roots -f
https://api.eu.sse.itd.cisco.comproviders/sse/api/vl/regions) Failed, curl returned 28 at
/I ngfw usr/local /sf/lib/perl/5.10.1/ SF System pm i ne 10477.

EEEERT , BHRRBETRERNE , RAEZRERInemetiER, LHBTHETIEHRR
6 , BB E 7 EDNSHAT A

DNS## 47T 5| &2 iy E 4R HE

SR REERREBER T,

root @tdOl: ~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.con

* getaddrinfo(3) failed for api-sse.cisco.com 443
* Couldn't resolve host 'api-sse.cisco.coni

* Closing connection 0

curl: (6) Couldn't resolve host 'api-sse.cisco.coni

tENEmEET , REEEMBITURL hitps://api-sse.cisco.com , FEBERT , RPEEREES
ﬁEETIEEEE’JDNSﬂHE%% © 7] LUEIBE R CLIF nslookupit fTEﬁ‘aé

root @t d01: ~# nsl ookup api-sse. ci sco.com
;; connection tinmed out; no servers could be reached

FENEHBERKREZEEBANDNS |, & 7T HIEDNSERE |, i5/# Hshow networkdn & :

> show net wor k

[ System Information ]
Hostnanme : ftdOl

DNS Servers : x.Xx.x.10

Managenent port : 8305

I Pv4 Default route

Gateway : XxX.Xx.Xx.1

[ etho ]

State : Enabl ed
Link : Up
Channel s : Managenent & Events


https://api-sse.cisco.com

Mode : Non- Autonegoti ation
MDI / MDI X @ Aut o/ MDI X

MIU : 1500

MAC Address : Xx:X:Xx:x:9D: Ab

Configuration : Mnual

Address : x.X.x.27

Net mask : 255. 255. 255.0

Broadcast : x.X.x.255

---------------------- [ 1PV J-----mmmmmmme o
Configuration : Disabled

[ Proxy Information ]
State : Disabl ed
Aut hentication : Disabled

EMRBIH , £ T SEERADNSAMRES , B AEAL T EHDNSERE :

> configure network dns x.x.x.11

EFTAELIERE | ERA.

root @tdOl: ~# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com

* Trying X.X.X.66...

* Connected to api-sse.cisco.com (X.X.X.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT: ! EXPORT40: ! EXPORT56: ! aNULL: ! LOW ! RC4: @GSTRENGTH
* successfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSvl1l.2 (QUT), TLS header, Certificate Status (22):

* TLSv1l.2 (QUT), TLS handshake, Cient hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSvl1l.2 (QUT), TLS handshake, Certificate (11):

* TLSv1l.2 (QUJT), TLS handshake, Cient key exchange (16):
* TLSvl1l.2 (QUT), TLS change cipher, Cient hello (1):

* TLSv1l.2 (QUJT), TLS handshake, Finished (20):

* TLSvl1l.2 (IN), TLS change cipher, Cient hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE- RSA- AES128- GCM SHA256

* ALPN, server accepted to use http/1.1

* Server certificate:

* subject: C=US; ST=California; L=San Jose; O=Cisco Systens, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMTI

* expire date: 2021-12-03 21:07: 00 GMI

* jssuer: C=US; O=HydrantlD (Aval anche C oud Corporation); CN=HydrantID S SL ICA &

* SSL certificate verify result: self signed certificate in certificate ¢ hain (19), continuing
anyway.

>CGET / HITP/ 1.1

>Host: api-sse. ci sco.com

>User-Agent: curl/7.44.0

>Accept: */*

>

<HTTP/ 1.1 403 For bi dden

<Date: Wed, 08 Apr 2020 01:27:55 GVII

<Content - Type: text/plain; charset=utf-8

<Content-Length: 9



<Connection: keep-alive

<Keep- Alive: timeout=5

<ETag: "5el7b3f8-9"

<Cache-Control: no-store

<Pragma: no-cache

<Content - Security-Policy: default-src 'self’

<X- Cont ent - Type- Opti ons: nosniff

<X- XSS-Protection: 1; npde=bl ock

<Strict-Transport-Security: max-age=31536000; i ncludeSubdomnai ns;

SSEFi F Ry EE

FMCHMFTDHEEERIEEENE EMWSSE URL , ZRRER  FEEERFHRIZFTERN
Firepower CLILB AL T & F :

curl -v https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients --cacert

/ngfw/etc/ssl/connectorCA.pem
curl -v https://est.sco.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://eventing-ingest.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://mx0l.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

AUEANTHTRERERE .

root @tdol: ~# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.conl

* Trying X.X.X.66...

* Connected to api-sse.cisco.com(Xx.X.Xx.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT:! EXPORT40: ! EXPORT56: ! aNULL: ! LOW ! RCA: @GSTRENGTH
* successfully set certificate verify |ocations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (QUT), TLS header, Certificate Status (22):

* TLSv1l.2 (QUJT), TLS handshake, dient hello (1):

* TLSv1.2 (IN), TLS handshake, Server hello (2):

* TLSv1.2 (IN), TLS handshake, Certificate (11):

* TLSv1.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1.2 (IN), TLS handshake, Request CERT (13):

* TLSv1.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (QUJT), TLS handshake, Certificate (11):

* TLSv1l.2 (QUT), TLS handshake, dient key exchange (16):
* TLSv1l.2 (QUT), TLS change cipher, Cient hello (1):

* TLSv1l.2 (QUT), TLS handshake, Finished (20):

* TLSv1.2 (IN), TLS change cipher, Cient hello (1):

* TLSv1.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSvl1.2 / ECDHE- RSA- AES128- GCM SHA256

* ALPN, server accepted to use http/1.1

* Server certificate:

* subject: C=US; ST=California; L=San Jose; O=Cisco Systens, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMI

* expire date: 2021-12-03 21:07:00 GVr

* issuer: C=US; O=HydrantlD (Aval anche O oud Corporation); CN=HydrantID S SL ICA &

* SSL certificate verify result: self signed certificate in certificate ¢ hain (19), continuing
anyway.

>GET / HITP/ 1.1

>Host: api-sse. ci sco.com

>User-Agent: curl/7.44.0

>Accept: */*

>


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

<HTTP/ 1.1 403 For bi dden

<Date: Wed, 08 Apr 2020 01:27:55 GVII

<Cont ent - Type: text/plain; charset=utf-8
<Content -Length: 9

<Connection: keep-alive

<Keep- Alive: timeout=5

<ETag: "5el7b3f8-9"

<Cache-Control: no-store

<Pragma: no-cache

<Content-Security-Policy: default-src 'self’
<X- Cont ent - Type- Opti ons: nosniff

<X- XSS-Prot ection: 1; npde=bl ock
<Strict-Transport-Security: max-age=31536000; i ncludeSubdomnai ns;

FisE : =2 Uk EI403 Forbiddeni®RZ , AARBRFEENSI BT ESSEHEY , BE—HEN
BRFEE M,

B2 SSEConnectorit #&
BO L BB SRE Y , WEFR.

# nmore /ngfw etc/sf/connector. properties
regi stration_interval =180

connect or _port =8989

connect or _f gdn=api - sse. ci sco. com

AT ®ESSConnectorfEventHandlerZ R ELR , AILAMERLS®S , U TREEERN T

root @i repower:/etc/sf# netstat -anlp | grep Event Handl er _SSEConnect or. sock
unix 2 [ ACC ] STREAM LI STENI NG 3022791165 11204/ Event Handl er
/ ngf wl var/ sf/run/ Event Handl er _SSEConnect or . sock

HEEEMRERNES D  AUBRISERRERCELR

root@irepower:/etc/sf# netstat -anlp | grep Event Handl er _SSEConnect or. sock
unix 2 [ ACC ] STREAM LI STENI NG 382276 7741/ Event Handl er

/I ngf w/ var/ sf/run/ Event Handl er _SSEConnect or. sock

unix 3 [ ] STREAM CONNECTED 378537 7741/ Event Handl er

/I ngf w/ var/ sf/run/ Event Handl er _SSEConnect or. soc

B 8 X B|SSEF F MCTRAY & ¥

£ EMRFTDE EEIXEH LA B TCPELR E Z 4 FAhttps://eventing-ingest.sse.itd.cisco.com?® i1
, LT RSSEAOMFTDZ BRI EZEHEHI :

root @i repower:/ngfw var/l og/connector# |sof -i | grep conn

connector 60815 www 10u | Pv4 3022789647 0t0 TCP | ocal host: 8989 (LI STEN)

connector 60815 www 12u | Pv4 110237499 0t0 TCP firepower. ci sco.com 53426->ec2-100- 25-93-
234. conput e- 1. amazonaws. com htt ps ( SYN_SENT)

fEconnector.log A& :

ti me="2020- 04- 13T14: 34: 02. 88472046- 05: 00" | evel =error nmsg="[firepower.cisco.coni[events. go: 90
event s: connect WebSocket] dial tcp x.x.x.246:443: getsockopt: connection tined out”

ti me="2020- 04- 13T14: 38: 18. 244707779- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp x.x.x.234:443: getsockopt: connection tined out”


https://eventing-ingest.sse.itd.cisco.com

ti me="2020-04-13T14: 42: 42. 564695622- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp x.x.x.246:443: getsockopt: connection tined out”
time="2020-04-13T14: 47: 48. 484762429- 05: 00" | evel =error nsg="[firepower. ci sco.com [events. go: 90
event s: connect WebSocket] dial tcp x.x.x.234:443: getsockopt: connection tined out”
ti me="2020- 04- 13T14: 52: 38. 404700083- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp x.x.x.234:443: getsockopt: connection tined out”

FRE : FBEE | BT HIx.x.x.246F11x.x.x.246 8 1A https://eventing-ingest.sse.itd.cisco.com Y
Pyt FTEE R E ok , Rt 2B AFERURLMIEIP# U AR ER- ASSEMF,

MBINEZRARET , IEHIFISEAEZISSENF, LW TRFTDMSSE#M AML < B B2 I WIERN
g1l -

root @i repower:# Isof -i | grep conn
connector 13277 www 10u | Pv4 26077573 0t0 TCP | ocal host: 8989 (LI STEN)
connector 13277 ww  19u | Pv4 26077679 O0t0 TCP Xx.X.X.200:56495->ec2-35-172-147-

246. conput e- 1. amazonaws. com htt ps ( ESTABLI SHED)

®h


https://eventing-ingest.sse.itd.cisco.com
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