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eStreamer client (eNcore)

A FMC
Linux (eStreamer
= server)

SSL tunnel (TCP 8302)

JSON
or
Splunk
or
CEF (for Arcsight)

managed
devices

=l SIEM server

eStreameri® (R 2 I
# (eNcore) B2 BEFMC TCP12830280 &4 , M HITSSLIETE -

1: 11:34:02.901091 192.168. 27.100. 46538 > 10. 48. 26. 49. 8302: s 1607291631: 1607291631(0) wi n 29200
<mss 1460, sackOK, ti mestanp 2350959 0, nop, wscal e 10>

2: 11:34:02.902220 10. 48. 26.49. 8302 > 192. 168. 27. 100. 46538: s 2529774236: 2529774236(0) ack
1607291632 wi n 28960 <nss 1380, sackCK, ti mestanp 940036669 2350959, nop, wscal e 7>

3: 11:34:02.902739 192. 168. 27. 100. 46538 > 10. 48. 26. 49. 8302: . ack 2529774237 win 29

<nop, nop, ti mest anp 2350959 940036669>

FMCIEZER , R — B LHITSSLIEF , YBMBEEFIHAMAE(CN):

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFOQ Accepted IPv4
connection from 10.48.26.47:46538/tcp

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFQ Added
10.48.26.47 to host table

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFQ Added
10.48.26.47(23935) to host table

Mar 2 11:45:06 FMC SF-1MS[23935]: [23935] Event Streamer chil d(10.48.26.47): Connecti onHandl er
[NFO Resolved CN 10.48.26.47 to 10.48.26.47

Mar 2 11:45:06 FMC SF-1 MS[23935]: [23935] Event Streaner chil d(10.48.26.47): Connecti onHandl er
[ NFO Matched Certificate CN:10.48.26.47 to 10.48.26.47 (IPv4)

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streanmer chil d(10.48.26.47):sfestreanmer [|INFQ
Got EVENT_STREAM REQUEST | ength 8

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streanmer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service INFO total data size 48

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streanmer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service id:5001 - length size 8

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streanmer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service id:5000 - length size 8

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service id:6667 - length size 8

A&, eStreamerF P EHRENEBRER | UREBRBPLEHMFAHREE



2020-03-02 07:18: 11,500 Connecti on I NFO Connecting to 10.48. 26. 49: 8302

2020-03-02 07:18: 11,500 Connection I NFO Using TLS v1.2

2020-03-02 07:18: 11,500 Nbnitor I NFO Starting Mnitor.

2020-03-02 07:18: 11,500 Nbnitor I NFO Starting. O handl ed; average rate 0 ev/sec;

2020- 03-02 07:18: 11,501 Witer I NFO Starting process.

2020- 03-02 07:18: 11,506 Transformer |NFO Starting process.

2020-03-02 07:18: 11, 985 Bookmar k I NFO Bookmark file /root/eStreaner-eNcore/ 10. 48. 26. 49-
8302_booknar k. dat does not exi st.

2020-03-02 07:18:11,986 Settings I NFO Timestamp: Start = 2 (Bookmark = 0)

2020- 03-02 07:18: 11,986 Recei ver I NFO Event St r eanRequest Message:
00010002000000080000000048900061

2020- 03-02 07:18: 11,986 Subscri berParser |NFO Starting process.

2020-03-02 07:18: 11, 996 Bookmar k I NFO Bookmark file /root/eStreaner-eNcore/ 10. 48. 26. 49-
8302_booknar k. dat does not exi st.

2020- 03-02 07:18: 11,996 Settings I NFO Ti mestanp: Start = 2 (Bookmark = 0)

2020- 03-02 07:18: 11,997 Recei ver I NFO St reani ngRequest Message:

000108010000003800001a0b0000003848900061000000000009000c000400150009001f 000b003d000e00470004005b
000700650006006f 0002008300000000

EventStreamRequest®] FEFMC L BB

Mar 2 12:29:16 FMC SF-1MS[ 6671]: [6671] Event Streaner chil d(10.48.26.47):sfestreaner [|INFQ
Event Stream Request (0x48900061): Since O w NS Events w NS 6.0 Events

w Packets w Extra |IDS Event data w Metadata v4 w RUA 5.2 Events w |npact Alerts w 5.3
Impact Alerts w Inpact Flags w RNA 5.3 Events w RNA 6.0 Flow w Policy 5.4 Events

w FireAW 6.0 Events w Filelog 6.0 Events w Send archive ti rrestaer w  Send Detail Request

EventStreamRequestERequest FlagsF#HRHNFBEREFN T AEMNFIRTER , XEBRA=
UHETEEREFREARRTENER, @HMNT

Hex value Binary value

48900061 0100' 1000 1001' 0000 0000 0000 01100001

51302928 27262524 23222120 19181716 15141312 111098 7654 3210
‘ ‘_ Requests the transmission of packet data associated with intrusion events
Impact event alerts (related to bits 6 and 30)

Same as bit 2 (Requests the transmission of intrusion events)

Requests the transmission of version 4 metadata associated with intrusion,
discovery, user activity, correlation, and connection events.

Requests extended event headers

Requests event extra data associated with an intrusion event

Indicates an extended request to eStreamer

BiEE . MRBBERFR , REEF LIRS ERRENEA,

RIFFERNL , FMCAS & $HH1% FleStreamer® F o
i Bt e StreameriE 48 F1 3 Bl 2

eStreamerZ& Fiff, Eﬁgﬁ'ﬁm , BEEIREMTCPER (ZXEF ) , AREXFInETSSLE®E (€
M) BERFE, K%, ERMUSEEREGER FMC%BQJE@E_LE'JE_ EEEER

root @al i : ~/ eStreaner-eNcore# ./encore.sh foreground

2020-06-03 20:50:53, 365 Nbni tor I NFO Runni ng. 100 handl ed; average rate 0.42 ev/sec;
2020-06- 03 20:52:53, 488 Nbni tor I NFO Runni ng. 100 handl ed; average rate 0.28 ev/sec;
2020-06- 03 20: 54:53, 601 Nbnitor I NFO Runni ng. 100 handl ed; average rate 0.21 ev/sec;

2020-06-03 20:56:53, 725 Nbni tor I NFO Runni ng. 100 handl ed; average rate 0.17 ev/sec;


/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/Protocol.html#31058 

BmE e :

- B IR SSLEBBE B RER (HA )
- —BEERY A BEMRE-EENF K SERIEXRENGERN , FMCHEHIEER ( HlaE
mEH)

eStreamer client EMC
TCP 3-way handshake

it i server)
Initiated by the client =

SSL tunnel is established
eStreamer Request for data

FMC constantly sends data through the tunnel

SSL connection
over TCP 8302

(eStreamer

FEARTRBIH | IP 10.62.148.412eStreamer® Fiwk(eNcore) , MIP 10.62.148.752&FMC:

] |1(.p.stream eq 6

TCP 3-way handshake initiated
by the eStreamer client

No.”  Time Source Destination Protocol Length  Info

890.000121 10.62.148.41 10.62.148.75 TCP 66 36448 - 8302 [ACK] Seq=1483219733 Acks 6

90 0.060097 10.62.148.41 10.62.148.75 TLSwv.. 304 Client Hello TLS Handshake with client

91 0.080006 10.62.148.75 10.62.148.41 TCP 66 8302 » 36448 [ACK] Seq=42209 (Mutual) Authentication

9208.477442 16.62.148.75 10.62.148.41 TLSv.. 2199 Server Hello, Certificate r

93 ©.080362 10.62.148.41 10.62.148.75 TCP 66 36448 - 8382 [A 19971 Ack=4220992191 Win=33536 Len=8 TSval=3682959

94 ©,005108 10.62.148.41 10.62.148.75 TLSv.. 1654 Certificate]

96 9.682954 10.62.148.75 18.62.148.41 TLSw.. 1284 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
97 ©.801526 10.62.148.41 10.62.148.75 TLSw.. 111 Application Data
98 ©.008848 10.62.148.75 10.62.148.41 TLSv.. 151 Application Data
99 ©.000559 10.62.148.41 10.62.148.75 TLSwv.. 159 Application Data

1. ©.848767 10.62.148.75 10.62.148.41 TCP 66 8302 —» 36448 [ACK] Seq=4220993494 Ack=1483221697 Win=33280 Len=8 TSval=22665608
1. ©.000241 10.62.148.41 10.62.148.75 TLSv.. 103 Applicatj

1. ©.000010 10.62.148.75 10.62.148.41 TCP 66 8302 + 3¢ FMC sends the 93494 Ack=1483221734 Win=3328@ Len=@ TSval=2266500
1.. ©.888154 10.62.148.75 10.62.148.41 TLSv.. 15354

1. ©.000214 10.62.148.75 10.62.148.41 TCP 7306 8362 -+ 36445 TH _ 8994963 Ack=1483221734 Win=33280 Len=7240 TSval=2266
1. ©.eee013 10.62.148.41 10.62.148.75 TCP 66 36448 » 8302 [ACK] Seq=1483221734 Ack=4220994963 Win=39424 Len=0 TSval=3682959
1. ©.000009 10.62.148.75 10.62.148.41 TLSv.. 1321 Application Data

1. ©.600136 10.62.148.41 10.62.148.75 TCP 66 36448 - 8302 [ACK] Seq=1483221734 Ack=4220999307 Win=48008@ Len=0 TSval=3682959

ient Key Exchange, Certificate Verify, Change Cipher Spec, Encr:
95 @.000013 10.62.148.75 10.62.148.41 TCP 66 8302 +» 36448 [ACK] Seq=4220992191 Ack=1483221559 Win=3328@ Len=0@ TSval=2266500

RUE

BEeCore CLIZFimMI &N , 3528 eStreamer eCore CLIE/EIEEI3.50%,

Event Streamer Integration Guide /48 T eStreamerfE AR FMAEFURFMCE B S BB,

estreamer.confif R HE



/content/en/us/td/docs/security/firepower/630/api/eStreamer_enCore/eStreamereNcoreCLIOperationsGuide_354.html#_Toc529871543
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 

RENEHTERRARERETE , AL E YL ATEestreamer.conf LIEHBLE RS,
estreamer.confi R path/eStreamer-eNcore B &+, L TRERAREH

root @al i : ~/ eStreaner - eNcor e# cat estreamer.conf

{

"connect Ti meout": 10
"enabl ed": true,

"handl er": {
"out put @omment": "If you disable all outputters it behaves as a sink"
"outputters": [
{
"adapter": "json",
"enabl ed": true,
"streant': {
"options": {
"maxLogs": 10000
"rotate": true
},
"uri": "relfile:///datal/json/encore.{0}.]son"
}
}

1,
"records": {
"connections": true,
"core": true,
"excl @oment": [
"These records will be excluded regardl ess of above (overrides 'include )",
"e.g. to exclude flow and IPS events use [ 71, 400 ]"
1,
"exclude": [],
"inc@oment": "These records will be included regardl ess of above",
"include": [],
"intrusion": true,
"metadata": true,
"packets": true,
"rna": true,
"rua": true

}
},
"l ogging": {
"filepath": "estreaner.|og",
"format": "% asctine)s % nane)-12s %I evel nane) - 8s % nessage)s”,
"l ev@oment": "Levels include FATAL, ERROR, WARNI NG | NFO, DEBUG, VERBOSE and TRACE",
"level ": "INFO',
"stdQut": true
},

"monitor": {
"bookmar k": false
"handl ed": true,
"period": 120,
"subscri bed": true,
"velocity": false

b

"responseTi neout": 2,

"star@oment": "0 for genesis, 1 for now, 2 for booknark"
"start": 2,

"subscription": {
"records": {
"@onmment": |
"Just because we subscri be doesn't nean the server is sending. Nor does it
mean",
"we are witing the records either. See handl er.records[]"



I,

"archi veTi nest anps”: true,
"event ExtraData": true,
"extended": true,

"inpact Event Al erts": true,
"intrusion": true,

"met adata": true,

"packet Data": true

H
"servers": [
{
"host": "10.62.148. 75",
"pkcsl12Fil epath": "client.pkcsl2",
"port": 8302,
"tls@oment": "Valid values are 1.0 and 1.2",
"tlsVersion": 1.2
}

]
.

"wor ker Processes": 4

WET 8%

EERHARIFFMCNEHREESRFER , EiEHeStreamer.confRIBZ 0. FlIN |, SIBREFES
R E Bfalsels | @ FE XFMC LR EventStreamzg sk

"subscription": {
"records": {
"@onmment": |
"Just because we subscri be doesn't nean the server is sending. Nor does it
mean",
"we are witing the records either. See handl er.records[]"
1,
"archi veTi nest anps"”: true,
"connection": true,
"event ExtraDat a": true,
"extended": false,
"inpact Event Al erts": true,
"intrusion": true,
"metadata": true,
"packet Data": true
},

ERE K= false:

Jun 3 13:48:24 firepower SF-1MS[16084]: [16084] Event Streaner chil d(10.48. 26.47): sfestreaner
[ 1 NFO

Event Stream Request (0x08900061): Since 4294967295 w NS Events w Packets w Extra |IDS Event
data w

Met adata v4 w Inpact Alerts w Inpact Flags w Send archive tinestanp

FERIERFE K= true:

Jun 3 13:50:52 firepower SF-1MS[17167]: [17167] Event Streaner chil d(10. 48. 26.47): sfestreaner
[INFO

Event Stream Request (0x48900061): Since 1590497346 w NS Events w NS 6.0 Events w Packets w
Extra I DS Event data w Metadata

vd w RUA 5.2 Events w Inpact Alerts w 5.3 Inpact Alerts w Inpact Flags w RNA 5.3 Events w



RNA 6.0 Flow w Policy 5.4 Events
v w FireAMP 6.0 Events w Filelog 6.0 Events w Send archive timestanp w Send Detail Request

SRR Eiba
E£eCore CLILBHFAR |, idimiBestreamer.config R E i B 5H4R 5 :

"l oggi ng": {
"filepath": "estreamer.|og",
"format": "% asctinme)s Y nane)-12s %I evel nane) - 8s % nessage)s”,
"l ev@omment": "Levels include FATAL, ERROR, WARNI NG | NFO, DEBUG VERBOSE and TRACE",
"level": "DEBUG",
"stdQut": true
H
MonitorEh 4

ERAEVEENSEHNEENETNEER , BiREBestreamer.conf LB monitorEf 2

"monitor": {

"bookmar k": true, #1f true, adds date/tinestanp (see above)
"handl ed": true, #Nunber of records processed
"period": 120, #How of ten (in seconds) nmonitor wites to the |og
"subscri bed": true, #Nunber of records received
"velocity": false #A measure of whether eNcore is keeping up (>=1 is good)
}s
HiHEEER S
"connect Ti meout": 10, <- The nunber of seconds to wait for a response when establishing a

connection to the FMC.

"wor ker Processes": 4, <- The nunber of processes that eNcore spawns.

BETURER2-12, EZEEEEWENRE K EBEEEHRSELRERS, GRRA , £
REgIE "RERH. WIERAST , TUARSSENNE. RENKEERNSHE

. Y RA2{@#B > ; "workerProcesses":4
. BB RE S : "workerProcesses™: 12

REREGF

B —f%eStreamert [EHERRIBIE | 752 XUEFireSIGHT & i MeStreamerZ F i (SIEM) 2 B Y i
PEHEBR I RE

HRABIEBE R |, B A AeNcoretE BRI & ERE L ERFEFMCHER

root @al i : ~/ eStreaner-eNcore# ./encore.sh foreground

2020-06-04 11:48:00,048 Control |l er I NFO eNcore version: 3.5.4

2020-06-04 11:48:00,049 Controller I NFO Python version: 2.7.13 (default, Jan 19 2017,
14:48:08) \n[GCC 6.3.0 20170118]

2020-06-04 11:48:00,051 Controller I NFO Pl at f orm versi on: Linux-4.13.0-kali 1-and64-x86 64-

with-Kali-kali-rolling-kali-rolling


/content/en/us/support/docs/security/firesight-management-center/118071-troubleshoot-firesight-00.html
/content/en/us/support/docs/security/firesight-management-center/118071-troubleshoot-firesight-00.html

2020- 06- 04 11:48: 00, 052 Controll er I NFO Starting client (pid=12374).

2020- 06- 04 11:48: 00,052 Controller I NFO Sha256:

77ac7e72d0b96e0a4b9clc4af 9al6c2deOb2b5ccf 2929dd2857cf 94ed96b295e3

2020-06-04 11:48: 00,052 Controller I NFO Processes: 4

2020-06-04 11:48: 00,053 Controller I NFO Settings:

2020- 06- 04 11:48: 00, 053 Di agnostics | NFO Check certificate

2020- 06- 04 11:48: 00, 054 Di agnostics | NFO Creating connection

2020- 06- 04 11:48: 00, 054 Connection I NFO Connecting to 10.62.148.75:8302
2020- 06- 04 11:48: 00, 054 Connecti on I NFO Usi ng TLS v1.2

2020- 06- 04 11:48:00, 136 Di agnostics | NFO Creating request nessage

2020- 06- 04 11:48:00, 137 Di agnostics | NFO Request message=0001000200000008ffffffff48900061
2020- 06- 04 11:48:00, 137 Di agnostics | NFO Sending request message
2020- 06- 04 11:48:00, 137 Di agnostics | NFO Receiving response message
2020- 06- 04 11:48: 00, 229 Di agnostics | NFO Response

nmessage=KCRMVApTJI2x| bnd0aCc Kc DEKSTQACNNTI3ZI cnNpb24nCnAy Ckkx CnNTJ2RhdGENCnAz Cl vh XHgwivFx 4 VDBc e DEz
XHg4 Ovx 4 MDBc e DAWXHgwWiVIFx 4 MDh ¢ e DAWXHg WVFx 4 MDBc e DAWXHg wWiVFx 4 MDBc e DAWXHg WVFx 4 MDBc e DAWXHg x MLx 4 ODh c e DAwW
XHgwiVFx 4 MDBc e DA4 XHgwivVFx 4 MDBc e DAWXHg WVFx 4 MDBc e DAWXHg wWiVFx 4 MDBc e DAWXHgWIVFX 4 MAFc e DBi- XHgwiVFx 4 MDBc e DAW
XHgwOFx 4 MDBc e DAWXHgwWiVIFx 4 MDBc e DAWXHg WVFx 4 VDBc e DAWI wpwWINApz Uy dt ZXNz YWHI VH wZSc Kc DUKSTI WNTEKcy 4=

2020- 06- 04 11:48: 00, 229 Di agnostics | NFO Stream ng i nfo response

2020- 06- 04 11:48:00,230 Di agnostics | NFO Connection successful

2020-06-04 11:48: 00,230 Nbni tor I NFO Starting Monitor.

2020- 06- 04 11:48: 00, 236 Decor at or I NFO Starting process.

2020- 06- 04 11:48: 00,236 Transformer | NFO Starting process.

2020- 06- 04 11:48:00, 237 Connection I NFO Connecting to 10.62.148.75:8302

2020- 06- 04 11:48:00, 237 Connection I NFO Using TLS v1.2

2020- 06- 04 11:48: 00,238 Witer I NFO Starting process.

2020- 06- 04 11:48: 00, 639 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bookmar k. dat .

2020- 06- 04 11:48: 00, 640 Settings I NFO Timestanp: Start = 2 (Bookmark = 1591210934)
2020- 06- 04 11:48: 00, 640 Recei ver I NFO Event St r eanRequest Message:
00010002000000085ed7f 3b648900061

2020- 06- 04 11:48: 00, 640 Subscri berParser | NFO Starting process.

2020- 06- 04 11: 48: 00, 640 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bookmar k. dat .

2020- 06- 04 11:48: 00, 646 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bookmar k. dat .

2020- 06- 04 11:48: 00, 646 Settings I NFO Ti mestanp: Start = 2 (Bookmark = 1591210934)
2020- 06- 04 11:48: 00, 647 Recei ver I NFO St reani ngRequest Message:

000108010000003800001a0b00000038489000615ed7f 3b60009000c000400150009001f 000b003d000e00470004005b
000700650006006f 0002008300000000
2020-06-04 11:48: 00, 653 Nbni tor I NFO Running. 0 handled; average rate 1.2 ev/sec;

B , FFMCL , EeNcore MR E R T Fin EILERE , L{AUEIHLELRR., FEE
, FMC& in ¥ [EIRIE BUTC:

r oot @MC2000-2: ~# tail -f /var/l| og/ nessages

Jun 4 09:48:00 FMC2000-2 SF-1Ms[4135]: [4135] Event Streaner: ConnectionHandl er [I NFO Accepted
IPv4 connection from 10.62.148.41:36528/tcp

Jun 4 09:48:00 FMC2000-2 SF-1M[4135]: [4135] Event Streaner: ConnectionHandl er [I NFO Added
10.62.148.41(8512) to host table

Jun 4 09:48:00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.com:SFUtil [INFO Found IPv4 address 10.62.148.41 for ksec-sfvm-win7-3.cisco.com
Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco. con): ConnectionHandl er [I NFO Resolved CN ksec-sfvm-win7-3.cisco.com to 10.62.148.41
Jun 4 09:48:00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. ci sco.com: ConnectionHandl er [I NFO Matched Certificate CN:ksec-sfvm-win7-3.cisco.com to
10.62.148.41 (IpPv4)

Jun 4 09:48:00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Got EVENT_STREAM REQUEST | ength 8

Jun 4 09:48:00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.com:sfestreamer [INFQ Publishing service INFO total data size 48

Jun 4 09:48:00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-



3.cisco.con):sfestreamer [INFQ Publishing service id:5001 - length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service id:5000 - |length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service id:6667 - |length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Got UEC STREAM REQUEST | ength 56

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. ci sco. con): ConnectionHandl er [INFO requested service [6667] timestanp [1591210934]

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con: ConnectionHandl er [I NFO Got Event type 12, version 9

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con): ConnectionHandl er [I NFO Got Event type 21, version 4

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco. con: ConnectionHandl er [I NFO Got Event type 31, version 9

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con): ConnectionHandl er [INFO Got Event type 61, version 11

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. ci sco.con): ConnectionHandl er [INFO Got Event type 71, version 14

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco. con): ConnectionHandl er [I NFO Got Event type 91, version 4

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con): ConnectionHandl er [INFO Got Event type 101, version 7

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreamer chil d(ksec-sfvmw n7-

3.cisco.con): ConnectionHandl er [INFO Got Event type 111, version 6

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con): ConnectionHandl er [INFO Got Event type 131, version 2

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.com:sfestreaner [INFO EventStream Request (0x48900061): Since 1591210934 w/ NS Events
w/ NS 6.0 Events w/ Packets w/ Extra IDS Event data w/ Metadata v4 w/ RUA 5.2 Events w/ Impact
Alerts w/ 5.3 Impact Alerts w/ Impact Flags w/ RNA 5.3 Events w/ RNA 6.0

Flow w/ Policy 5.4 Events w/ FireAMP 6.0 Events w/ Filelog 6.0 Events w/ Send archive timestamp
w/ Send Detail Request

Jun 4 09:48: 00 FMC2000-2 SF-1MS[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con: ConnectionHandl er [INFO] creating iterator for service [6667] prefix [unified2.]
timestanp [1591210934]

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3.cisco.com: Unified2Iterator [INFO] Opened /var/sf/archive/netmap_ 2/unified2.1591210800

Jun 4 09:48:02 FMC2000-2 SF-1M5[4135]: [4135] Event Streaner: ConnectionHandler [INFQ Child
with pid 8510 exited with status 5120

Jun 4 09:48:02 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandl er [I NFQ Renpved
host entry for pid: 8510

Jun 4 09:48: 04 FMC2000-2 SF-1Ms[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi I tering: 310f 4c00-a415- 11lea- bf 5b- a2d6028849f e

Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi I tering: d637b6f0-a4l1l4-1lea-ad97-ccl7b6ea4c03

Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi | tering: 873709b8-78b6- 11ea- ae87- b82f 93835447

Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi I tering: c7c0217c-78b6-1lea-a719-b7f 0a277eb86

FE B B R 1 BY R O(TAC) Z BT U MV 3R
MPVE BT Cisco TACZ BIIMEU THR -
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. fteCoreBHUTER -
estreamer.conf
estreamer.log

FRER
TCPI883024% 2R

ReStreamer& FimTelnetZEFMCIE8302 , ¥R R B O E T ELR,

Lo | 8= A LAE A eNcoreiBl 5412 18 3B S E 4R -

root @al i : ~/ eStreaner -eNcore# ./encore.sh test
2020- 05- 28T16: 02: 56. 931919 Di agnostics | NFO Checki ng that configFilepath (estreaner.conf)
exi sts

2020- 05- 28 16:02: 56,935 Di agnostics | NFO Check certificate

2020- 05- 28 16:02: 56,936 Di agnostics | NFO Creating connection

2020- 05- 28 16: 02: 56, 936 Connecti on | NFO Connecting to 10.62. 148. 75: 8302

2020- 05- 28 16: 02: 56, 936 Connecti on I NFO Using TLS v1.2

2020- 05- 28 16:02: 56,946 Di agnostics |NFO Creating request nessage

2020- 05- 28 16: 02: 56, 946 Di agnostics | NFO Request nmessage=0001000200000008f fffffff48900061
2020- 05- 28 16:02: 56,946 Di agnostics | NFO Sendi ng request nessage

2020- 05- 28 16:02: 56,946 Di agnostics | NFO Recei vi ng response nessage

2020- 05- 28 16:02: 56,957 Di agnostics | NFO Response

message=KGRWVApTJ 2x| bnd0aCc Kc DEKSTQACNNTJI3ZI cnNpb24nCnAy Ckkx CnNTJ2RhdGENCnAz Gl MhXHgwiVFx 4 MVDBc e DEz
XHg 4 OVx 4 NDBc e DAWXHg WIVIFx 4 MDh ¢ e DAWXHg wiVIFx 4 MDBc € DAWXHg wWivFx 4 VDB e DAWXHg wiVFx 4 MDBc € DAWXHg x MLx 4 ODhc e DAW
XHgwiVIFx 4 MDBc e DA4 XHgwiVFx 4 MDBc e DAWXHg wWiVIFx 4 MDBc € DAWXHg WiVFx 4 VDB e DAWXHgwWIVFx 4 MAFc e DBi- XHgwiVIFx 4 VDBc e DAW
XHgwWOFx 4 MDBc e DAWXHgWVFx 4 MDBC e DAWXHg WIVFx 4 MDBC e DAWI wpwiNAp z Uy dt ZXNz YWl VH wZSc Ke DUKSTI WNTEKcy 4=
2020- 05- 28 16:02: 56,957 Di agnostics | NFO Streami ng info response

2020- 05- 28 16:02: 56,957 Di agnostics | NFO Connection successful

ER—IRKIIAERER , WIEWireshark P FT R ( 10.62.148.412eCore IP , ™10.62.148.752
FMC )

Mo Time Source Destination Protocol  Length TCP SegmentLen  Info
1 @.e6e808 10.62.148.41 10.62.148.75 TCP 74 © 35738 > 8302 [SYN] Seq=3@58376975 Win=29200 Len=8 MS5=1460 SACK_PERM=

‘ 2 8.000187 19.62.148.75 10.62.148.41 TCP 74 © 8302 +» 35738 [SYN, ACK] Seq=1666135546 Ack=3858376976 Win=28960 Len=0
3 0.860825 18.62.148.41 18.62.148.75 TCP 66 © 35738 - 8382 [ACK] Seq=3050376976 Ack=1666135547 Win=29312 Len=8 TSva]
4 @.ee0870 10.62.148.41 18.62.148.75 TLSv.. 3e4 238 Client Hello
58.088123 10.62,148.75 10.62.148.41 TCP 66 88302 » 35738 [ACK] Seq=1666135547 Ack=3850377214 Win=3008@ Len=8 TSval
6 8.801397 18.62.148.75 18.62.148.41 TLSwv... 1514 1448 Server Hello
7 ©.00eee7 10.62.148.41 10.62.148.75 TCP 66 © 35738 -+ 8302 [ACK] Seq=3058377214 Ack=1666136995 Win=32128 Len=e TSval
8 0.000014 10.62.148.75 10.62.148.41 TLSv.. 751 685 Certificate, Certificate Request, Server Hello Done
9 8.088005 10.62.148.41 10.62.148.75 TCP 66 © 35738 > 8302 [ACK] Seq=3058377214 Ack=1666137688 Win=35872 Len=8 TSval
10 @.8824e0 10.62.148.41 10.62.148.75 TLSv.. 1625 1558 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Sp
11 @.000158 10.62.148.75 10.62.148.41 TCP 66 © 8302 » 35738 [ACK] Seq=1666137688 Ack=3058378773 Win=33152 Len=P TSval
12 2.002977 10.62.148.75 10.62.148.41 TLSv.. 1252 1186 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
13 ©.0280497 10.62.148.41 19.62.148.75 TLSv.. 111 45 Application Data
14 @.818285 10.62.148.75 18.62.148.41 TLSv... 151 85 Application Data

| 15 @.000494 19.62.148.41 10.62.148.75 TCP (13 © 35738 » 8302 [FIN, ACK] Seq=3050378818 Ack=1666138951 Win=37888 Len=9|
16 ©.8808257 10.62,148.75 16.62.148.41 TLSv.. 97 31 Encrypted Alert

17 8.060625 .62. . © 35738 -» 8382 [RST] Seq=3050378819 Win=0 Len=0
© 8302 » 35738 [FIN, ACK] Seq=1666138982 Ack=3050378819 Win=33152 Len=0

19 ©.0008009 .62. . © 35738 » 8302 [RST] Seq=3050378819 Win=0 Len=0

REMCNSEEREMT TR

R eStreamerBE FIR{URANATZ#& , HAMFEH LFIPHUHEHRFESE , EHRUTERS -

Mar 2 11:30: 01 FMC SF-1MS[ 16921]: [16921] Event Streamner: ConnectionHandl er [INFQ Accepted | Pv4
connection from 10. 48. 26. 47: 46529/ tcp
Mar 2 11:30: 01 FMC SF-1MS[ 16921]: [16921] Event Streaner: ConnectionHandl er [INFQ Added



10. 48. 26.47 to host table

Mar 2 11:30: 01 FMC SF-1MS[16921]: [16921] Event Streamer: ConnectionHandl er [INFQ Added

10. 48. 26.47(17659) to host table

Mar 2 11:30: 01 FMC SF-1MS[17659]: [17659] Event Streaner chil d(192. 168. 27. 100): Connecti onHandl er
[INFQ Resolved CN 192.168.27.100 to 192.168. 27.100

Mar 2 11:30: 01 FMC SF-1MS[17659]: [17659] Event Streaner chil d(192. 168. 27. 100): Connect i onHandl er
[ERROR] Certificate Common Name 192.168.27.100 does not match remote host: 10.48.26.47. It was
issued to a different client.

Mar 2 11:30: 02 FMC SF-1MS[16921]: [16921] Event Streaner: ConnectionHandler [INFQ Child with
pid 17659 exited with status 0

Mar 2 11:30: 02 FMC SF-1MS[16921]: [16921] Event Streaner: ConnectionHandl er [I NFO Renoved host
entry for pid: 17659

eStreamerZ& SN FMC DNSH#E4HTF Ef&

MBFMCHeStreamerZ FisIDNSIKE E:L |, MIEH A2 EEFin, EREHERREE
HEBBFMCHEN. FHEHFIF , FMCULEIZR B RS A & i = Mksec-sfvm-win7-
3.cisco.comfyTCP SYNH & :

3

r oot @MC2000- 2: / var/ sf/ archi ve/ net map_2# tcpdump -i eth0 port 8302

HS_PACKET BUFFER SI ZE is set to 4.

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes

18: 32: 45. 453401 | P ksec-sfvm-win7-3.cisco.com. 36428 > FMC2000-2.8302: Flags [S], seq 2427598184,
wi n 29200, options [nes 1460, sackOK, TS val 3681355935 ecr 0, nop,wscale 7], length O

18: 32: 45. 453425 | P FMC2000- 2. 8302 > ksec-sfvmw n7-3.cisco.com 36428: Flags [S.], seq
1996800475, ack 2427598185, wi n 28960, options [nmes 1460, sackOK, TS val 2264897265 ecr
3681355935, nop, wscale 7], length 0

18: 32: 45. 453539 | P ksec-sfvmw n7-3. ci sco. com 36428 > FMC2000-2.8302: Flags [.], ack 1, win 229
options [nop, nop, TS val 3681355935 ecr 2264897265], length O

&R BAE A -niREE e 1R E R ATRYIP:

r oot @MC2000- 2: / var/ sf/ archi ve/ net map_2# tcpdump -i eth0 port 8302 -n

HS_PACKET_BUFFER SI ZE is set to 4.

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Et hernet), capture size 262144 bytes

18:34:58.015971 I P 10.62.148.41. 36434 > 10.62. 148.75.8302: Flags [S], seq 713101140, wi n 29200
options [nes 1460, sackOK, TS val 3681488496 ecr 0, nop,wscale 7], length O

HE , BALLEFMC CLIME Anslookupin 5 L& :

r oot @MC2000- 2: / var / sf/ archi ve/ net map_2# nslookup ksec-sfvm-win7-3.cisco.com
Server: 1.2.3.4
Addr ess: 1.2.3.4#53

Name: ksec-sfvm-win7-3.cisco.com Address: 10.62.148.41

HASSLERERMAFN B FREAEREAME

H#{ReStreamer® Fin £ A EHFMC SSLEE. WRFMC /var/log/messagelE RHPFE T ERE
, BREEINTES



Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streamer: ConnectionHandl er [| NFQ
estreaner. c: 2149: Accept Connections(): Accepted | Pv4 connection from 192. 0. 2. 100: 42143/ tcp
Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streamer: ConnectionHandl er [| NFQ
estreaner. c: 389: al | owConnection(): Added 192.0.2.100 to host table

Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streamer: ConnectionHandl er [| NFQ
estreaner.c: 334: remenber Pi d(): Added 192.0.2.100(13687) to host table

Jun 11 14:15:33 FMC SF- | MS[ 14211]: [14211] Event Streamer: Connecti onHandl er [ DEBUG
estreaner. c: 1347: Accept Connection(): Created new estreamer child with src 192.0.2.100 : pid

13615
Jun 11 14:15:34 FMC SF-1 MS[ 13687]: [13615] Event Streamer: Connecti onHandl er [ ERROR]
estreaner.c: 1116: Accept Connection(): SSL_accept failed, SSL_get_error reports SSL_ERROR_SYSCALL

& LAMIBRFMC EfeStreamerZB Fin W EFHHE. EREHMERSSLEE., SHREEAT
eStreamer® F i,

#eStreamer £ RASA SFREEE &AL RAYIPib k8557

EeStreamer®B Fiw L , X EFEFSFRIZEFAIP, FEASAL | iEE1Tr B show sfr module details LA 15,
EAEIP,

ArcSightZy 3£ B4 #& X (CEF)

Arcsight A H EH R KIFEF R T B EECore CLUEIEHBEY ., WRArcisght EIREINER T —
B0 BRAOGL. EFSEERRE L E R EArcsight®E Fis LR IERDN , BRARERBSUEENE
ABHERFEER. EEYREERERE.

"handl er": {
"out put @omment": "If you disable all outputters it behaves as a sink"
"outputters": [
{
"adapter": "cef"
"enabl ed": true,
"streant: {
"uri": "relfile:///data/data.{0}.cef"
}
}

1,
RAW CEFEH4LRIRES , SERVCAEE "L 2B :

<13>May 26 09:31:39 kali2 CEF: 0| C sco| Fi repower| 6. 0] RNA: 1003: 1| CONNECTI ON STATI STI CS| 3| act =Al | ow
app=STUN byt esQut =820 csl=test csllLabel =fwPolicy

cs2=Default Action cs2Label =fwRul e c¢s3=I NSI DE cs3Label =i ngr essZone cs4=0UTSI DE
cs4label =egr essZone cs5Label =secl nt el Cat egory devi ceExt ernal |1 d=1

devi cel nboundl nt er f ace=i nsi de devi ceQut boundl nt er f ace=out si de dpt =9000 dst=216.151. 129. 103
dvchost =10. 48. 26. 45 dvcpi d=2 end=1590497212000 ext er nal | d=50850

prot 0=17 reason=N A requestd i ent Applicatio

eStreamerF P BT BB

BB E 2B ReStreamer® FimidBi] A (FMCEENEHKZ ), fEeStreamerZ FIRmiETH T
, W ERecv-QFt BB —RES. EREFRINEEFNFERAEEARERN N THEE . EAXREH
, BF WA 143143EFEEN L TE

root @al i: ~# netstat -an | egrep "8302|Recv-Q"


https://community.microfocus.com/t5/ArcSight-Connectors/ArcSight-Common-Event-Format-CEF-Implementation-Standard/ta-p/1645557

Prot o Recv-Q Send-Q Local Address For ei gn Address State
tcp 143143 0 10.62.148.41:36732 10. 62. 148. 75: 8302 ESTABLI SHED

WEeStreamerF FimBHEWNEN. ERALRUTEVEHHNET !

root @ali:~/eStreaner-eNcore# cat estreamer.log | grep "ev/sec"
ESX R eStreamerF Fimsa RN ERESFMCEENSESHNET], HEF , BLEREMNE
eStreamer® Fim L D BN ERE,

FREE (FAQ)
&4 B2 M EeCore-cliEk i ?
. MEFMCEBE THEM. Firepower System Tools and APIs - eNcore for CEF

. BE |, & A LA https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-
arcsight/tree/master/assets & FTHeNcoretg %=

HEITFMCRE L8 , eStreamerF &R B4, EIEXE ?
2H , EREHTA. EFMCEEEENEMHERE

ERMRERFLERG , EXEHA IEELRmFER (ERFMC ) , WA AREEH L EE KR
1F 1 HEEER BB

FMCEeStreamerZ Fii% ( flillQradar ) BAREBRETASKRT TR ?

a

eStreamerZE 4 i 3R B 1 BE ?

FMC., ERME A FMCReZERE(FTD)EUEEH , Wi HE X B eStreamerE A F iR , 20
eNcore, ArcSight, Splunk, QRadar, LogRhythmZ,

SplunkflleNcoreZ M R B FEE M AEIER ?

BESplunk X EVEBEEARMER. Sl , EMARMLSplunki4<EdeNcore 3.6.8/RME A |, SR
https://splunkbase.splunk.com/app/3662/



https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight/tree/master/assets
https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight/tree/master/assets
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/backup_and_restore.html
https://splunkbase.splunk.com/app/3662/

Products: 5
Splunk Versions: /
Platform: Platform Independent

CIM Versions: 4 x

eStreamer eNcoregE B AR B ZEFMCHE$ ?

EREANE K &, FREEEERCSCvq14351

AFMCHE T A (HA) R EEL EeStreamerfy R B E B 1B ?

B#iZ R BeStreamerBl ESEHFMCE T, MR BeStreamerBlEM{EFMCE T , BISIEMEWRIEE
=4 EABAFMCEZEeStreamersdR, 1HEIIETAEER | CSCvi95944

FMCHERAEEFB 4+ R FWeStreamer® & ?

=)

RERZ2 B EHMiXBleStreamerFFiR ? EE T LRBRR SN BE4AERBERNERWIEH
% FleStreamerF F i ?

Z2BHRENEHEESE "ER SHNERT  MARELA—EEBNER. Rt , RBEEBH
SIEMHEIAEIREERR, MHEEMER | CSCva39052

REWEFMC LIEE R HeStreamerE 44X BleStreamerFE i R AR/ EER ?

BalRE—EFMCHEIE , ERT THEN ., tHEIIEEFERCSCVi31270, & , B LAEFMC LERE
METENEE., £F—@ S+ , FIEEBeStreamerEF i HeStreamerNFES ERBEL HH
HEITEE, RS ZEE , B Liig Herst B M B EeStreamer,



https://tools.cisco.com/bugsearch/bug/CSCvq14351
https://tools.cisco.com/bugsearch/bug/CSCvi95944
https://tools.cisco.com/bugsearch/bug/CSCva39052
https://tools.cisco.com/bugsearch/bug/CSCvt31270

Firepower EfeStreamerfR A2+ ? R W ESIEME R I &R ( HlLogRhythm )

EFMC Ul EFirepower(FMC)IRZA , 88 i EHelp ( 5L A ) > About > Software version

EFMCERTRK , MABRAFMCRFREZEREE PV RER ?

fEeStreamer Integration Guide¥ , ¥EFF % T [E 50 # 2 Bl F R B Z 2 5 8% B B 5538 FYNetmap
ID5%. B LA4 B FINetmap Domain Metadata ( 5282 51350 ) fManaged Device Record
Metadata ( FC8%8 51123 ) #Netmap IDSEEBRAHHREE LA,

EFRBARKSARE (eStreamerZ&15E) PRENEFME ZEMLFEHMRIRER,

E ARy B

B Bug Search Tool , Wi HERIEFM%OEE |, Hla0

Tools & Resources

Bug Search Tool

[ Save S .| Load Saved Search = ¥ Clear Search
Search For estreamer @
Examples: CSCtd10124, router crash, efc
Praduct Seres/Model v Salect from st
Releases Affecting or Fixed in these Releas: -

Tools & Resources

Bug Search Tool

H SN 1 Load Saved Search +  Clear Search

Search Eor encore 7]
Examples: CSCA10124, router crash, el

Product Series/Model

Releases Affecting or Fixed in these Releas: ~


/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/IS-DCRecords.html#10998
https://bst.cloudapps.cisco.com/bugsearch/

MR

. eStreamerfal [R5 &£



/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/analyze_events_using_external_tools.html#ID-2219-00000439
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