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<#root>

Switch(config)#

interface range g1/0/2 - 3
Switch(config-if-range)#

shut down

Switch(config-if-range)#

swi tchport trunk encapsul ati on dot 1q

Switch(config-if-range)#



switchport node trunk
Switch(config-if-range)#
channel -group 5 node active
Switch(config-if-range)#

no shut down
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<#froot>

FP4110-7-A#



sScope ssa

FP4110-7-A /ssa #

show | ogi cal - devi ce

Logical Device:

Name Description Slot ID Mode

Oper State

Template Name

mzafeiro_FTD 1

FP4110-7-A /ssa #
scope | ogical -devi ce nzafeiro_FTD
FP4110-7-A /ssa/logical-device #

show ext ernal -port-Ilink

External-Port Link:

Name Port or Port Channel Name App Name
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd

SER 2 BRBHMANH.

<#root>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show i nterface

Standalone Ok

Description

State Reason

Administratively down
Administratively down
SFP checksum error
Unknown

Unknown

Unknown

Unknown
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down

Interface:
Port Name Port Type Admin State Oper State
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data DisabTed Admin Down
Ethernetl/3 Data Disabled Admin Down
Ethernetl/4 Data Disabled Failed
Ethernetl/5 Data Disabled Sfp Not Present
Ethernetl/6 Data Disabled Sfp Not Present
Ethernetl/7 Data Disabled Sfp Not Present
Ethernetl/8 Data Disabled Sfp Not Present
Ethernet3/1 Data Disabled Admin Down
Ethernet3/2 Data Disabled Admin Down
Ethernet3/3 Data Disabled Admin Down
Ethernet3/4 Data DisabTed Admin Down
Ethernet3/5 Data DisabTed Admin Down
Ethernet3/6 Data DisabTed Admin Down

ftd



FP4110-7-A /eth-uplink/fabric #

show port - channe

Port Channel:
Port Channel Id Name Port Type

48 Port-channel48 Cluster

B8 3.3 Port-Channel,

<#root>

bsns-4110-2-A#

scope et h-uplink

bsns-4110-2-A /eth-uplink #

scope fabric a

bsns-4110-2-A /eth-uplink/fabric #

create port-channel 15

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/5

Admin State Oper State

DisabTed

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #

exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/6

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #

exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

set port-type data

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

set speed 1gbps

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

enabl e

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

commi t-buffer

SR AN HBRGFTDEEEE -

<{froot>

Admin Down

State Reason

Administratively dow



FP4110-7-A#

scope ssa

FP4110-7-A /ssa #

scope | ogical -devi ce nzafeiro_FTD

FP4110-7-A /ssa/logical-device #

create external -port-link PCl5 ftd Port-channel 15 ftd
FP4110-7-A /ssa/logical-device/external-port-Tink* #
commi t - buf fer

FP4110-7-A /ssa/logical-device/external-port-Tink #

L

<#root>

FP4110-7-A#

scope ssa

FP4110-7-A /ssa #

scope | ogical -devi ce nrzafeiro_FTD
FP4110-7-A /ssa/logical-device #

show external -port-Ilink

External-Port Link:

Name Port or Port Channel Name App Name Description
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd
PC15_ftd Port-channell5 ftd
<#root>
FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-upTlink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show port-channel

Port Channel:
Port Channel Id Name Port Type Admin State Oper State State Reason



15 Port-channell5 Data
48 Port-channel148 Cluster

<#root>

FP4110-7-A /eth-uplink/fabric #

enter port-channel 15

FP4110-7-A /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State
Ethernetl/2 Up Up
Ethernetl/3 Up Up

#£FXOS CLI (FPR4100/FPR9300)fERrPort-Channels

<#root>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-upTlink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #
del ete port-channel 15
FP4110-7-A /eth-uplink/fabric* #

comm t-buffer

FPR21xx/FPR1xxx RV EZIBEE

% E &

Enabled
DisabTed

State Reason

Up
Admin Down

Administratively dow
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Add Ether Channel Interface ?
Marme: INSIDE * Enabled Management Only
Secunty fone: b

Description:

TR TP IPvG Advanced  Hardware Configuration

MTL: (64 -
1500 9198)

Ether Channel ID *: m (1-48)

Available Interfaces & Selected Interfaces
| =4 Search |

Ethernet1/13 =
[ Ethernet1/14

Ethernet1/15 H

Ethernet1/16

&

[ Ethernet1/3
mrll na I @ x

[ 0] 4 | Cancel |
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Add Ether Channel Interface L

Mame: INSIDE l‘—r-' Enabled Management Only
Security Zone: . »
Description:

Gemeral IPvd  IPwvb BLNEL G M Hardware Configuration

Active Mac Address:

Standby Mac Address:

DMNS Lookup: L




ft TIERRERE, BRERE "#I, M TEE,

k3

Add Ether Channel Interface

Name:

secunty Zone:

Description:

Duplex:

Speed:

INSIDE

Auta-negotiation:

# Enabled
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<#root>

Fp2110 /eth-upTlink/fabric* #

create port-channel 16

Fp2110 /eth-upTlink/fabric/port-channel* #

create nenber-port Ethernetl1/10

Fp2110 /eth-upTlink/fabric/port-channel/member-port* #
exit

Fp2110 /eth-upTlink/fabric/port-channel* #

create nmenber-port Ethernetl/11

Fp2110 /eth-upTlink/fabric/port-channel/member-port* #



exit

Fp2110 /eth-uplink/fabric/port-channel* #

comm t - buf fer

Error: Changes not allowed. use:

MRERNECER , ™

<tfroot>

firepower-2110#

scope et h-uplink

firepower-2110 /eth-uplink #

scope fabric a

firepower-2110 /eth-uplink/fabric #

show i nterface

Interface:

firepower-2110 /eth-uplink/fabric #

Port Name

Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16

Port Type

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data

enter interface Ethernetl/4

'connect

/R 48

0N 20N

EREMA

Admin State Oper

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:

Port Name

Ethernetl/4

Port Type

Data

Up

Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link

ftd' to make changes.

AT T HIEE

State

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Admin State Oper State

Disabled

firepower-2110 /eth-uplink/fabric/interface #

enabl e

firepower-2110 /eth-uplink/fabric/interface* #

commi t - buf fer

Link

Down

State Reason

State Reason



firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/4 Data Enabled Link Down Down

firepower-2110 /eth-uplink/fabric/interface #
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Add EtherChannel Interface

Mame Mode EtherChannel 1D Status

=m0 (@]

Description

EtherChannal Specific IPvd Address IPvE Address Advanced

Link Aggregation Control Protocol

Active b

EtherChannel Members
&=

(4] unnamed (Ethernet1/3)

@ unnamed (Ethemet/2)

M



Add EtherChannel Subinterface

Parent Interface

unnamed {Port-channel1) oo

Subinterface Name Mode Status
Description

VLAM ID Subinterface 1D

IPv4 Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask

192.168.201.112 f 24

& QF 16R 5 15517 5 192 16R. 5 15 g o

R

Interfaces Bridge Groups EtherChannels

1 EtherChannel Q, Search + v

LOGICAL NAME O MOMITOR FOR HA

Port-channell EtnarChannel m Routed Enabled

ETHERCHAMNEL MEMEERS

* Ethernetif2 Physical Interfoce
* Ethernetif3 Physical Interface

SUBINTERFACES

& Port-channel1.201 ingide Subinterface 192,168,201.112 Enabled

& Port-channel1.202 ingide202 Subinterface 192.168.202.112 Enabled
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<tfroot>

>

1/

1-/51&{?

syst em support di agnosti c-cl

firepower#
show interface ip brief

Interface
Internal-Data0/0
Internal-Data0O/1
Internal-Data0/2
Port-channell5

firepower# show nameif

IP-Address
unassigned
unassigned
169.254.1.1
unassigned

OK?
YES
YES
YES
YES

Method
unset
unset
unset
unset

Catalyst 3750-X

Status
up
up
up
up

HE) :

Protocol
up
up
up
up



Interface Name Security

Port-channell5 INSIDE 0
Ethernetl/1 diagnostic 0
<#root>

firepower#

show i nterface Port-channel 15 det ai

Interface Port-channell5 "INSIDE", is up, Tine protocol 1is up
Hardware is EtherSVI, BW 20000 Mbps, DLY 1000 usec
MAC address 2c33.118e.07de, MTU 1500
IP address unassigned
Traffic Statistics for "INSIDE":
6767 packets input, 566328 bytes
0 packets output, 0 bytes
6736 packets dropped
minute input rate 4 pkts/sec, 375 bytes/sec
minute output rate 0 pkts/sec, O bytes/sec
minute drop rate, 4 pkts/sec
minute input rate 4 pkts/sec, 401 bytes/sec
minute output rate 0 pkts/sec, O bytes/sec
5 minute drop rate, 4 pkts/sec
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

I I e e

Em&EPort-Channel R ER EMIARRE | FBEMBIFXOSE :

<ttroot>

FP4110-7-A#

connect fxos
FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SU) Eth LACP Ethl/2(P) Ethl/3(P)
48 Po48(SD) Eth NONE --

B ERFEFRFENREAR ZROMRECH



<#root>
FP4110-7-A(fxos)#
show port-channel database

port-channell5

Last membership update is successful

2 ports in total, 2 ports up

First operational port is Ethernetl/3

Age of the port-channel is 0d:00h:35m:00s

Time since Tast bundle is 0d:00h:34m:56s

Last bundled member 1is Ethernetl/3

Ports: Ethernetl/2 [active ] [up]
Ethernetl/3 [active ] [up] *

port-channel48
Last membership update is successful
0 ports in total, O ports up
Age of the port-channel is 5d:06h:35m:27s

FERTERBEBEENEREZENNRED M

<#root>
FP4110-7-A(fxos)#
show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst

15 Ethl/2 20.83% 49.71% 17.75% 43.67% 20.11% 49.94%
15 Ethl/3 79.16% 50.28% 82.24% 56.32% 79.88% 50.05%

LACP 8 #8587

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device 1is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

port-channell5 neighbors

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 1984 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x5 0x3f

Partner's information



Port
Ethl/3

Partner Oper Key 0x5 =X #i#fii B FR\EEID 5.

R R L

<ffroot>

Switch#

Partner Partner
System ID Port Number
32768,28-6f-7f-ec-59-800x104

LACP Partner Partner
Port Priority Oper Key
32768 0x5

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs

A - Device 1is 1in Active mode

Channel grou

p 5 neighbors

Partner's information:

LACP port
Port Flags Priority Dev ID Age
Gil/0/2 FA 32768 2c33.118e.07b3  Os

Gil/0/3 FA

32768 2c33.118e.07b3  Os

Age
2221

Admin
key
0x0
0x0

Oper
Key
OxE
OxE

Partner
Flags
FA

Partner
Port State
0x3f

P - Device 1is 1in Passive mode

Port Port
Number State
0x42 0x3F
0x43 0x3F
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LACP switch capture - SLOW - FX0S FAST.pcapng

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Took Heip

dm @)L TIRRBR*eE==F 8 [E|laaaTm

N |iacp

No. I'ﬁme [Snume Inﬂhaﬁnn Protocol |nglh |SwmePort
480 2817-10-12 11:25:34.759928 Cisco_ec:59:8f Slow-Protocols LACP 124

= Partner State LACP Activity, LACP Timeout, Aggregation, Synchronization, Collecting, Distributing
,,,,,,, 1 = [ACF Activity: Active
...... 1. = LACP Timeout: Short Timeout f
«ae. «1.. = Aggregation: Aggregatable
.... 1... = Synchronization: In Sync
..1 .... = Collecting: Enabled |
= Distributing: Enabled
L . = Defaulted: No 3
L — = Expired: No
[Partner State Flags: **DCSGSA]
Reserved: 9008080
Collector Information: @x@3
Collector Information Length: @x1@
Collector Max Delay: 32768
Reserved: G08000008000000000000000

SEBERE
wae [BEm BEm w4 |BuE [BS &8 LCPBIACP
BE |0 0 1 1 1 1 1 1
TN 3 2
#f

B 3% FPR21xx/FPR1xxx RV EZIEEE

Bk E &



FPR2100

FEFFEEESEFEEEEE
T i | gy ¥ oy = =

E1/1(Pol11D E1/2

EEOREEE AR

<tfroot>
>

connect fxos
FP2110-2#

connect | ocal - ngnt
FP2110-2(Tocal-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel

11 Pol11(U) Eth LACP Ethl/1(P) Ethl/2(P)



Hib 5 -

<#root>

FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #

show port-channe

Port Channel:
Port Channel Id Name Port Type

Admin State Oper State

State Reason

11 Port-channelll Data

REEREREFEER

<#root>
FP2110-2 /eth-uplink/fabric #

show port-channel detai

Port Channel:
Port Channel Id: 11
Name: Port-channelll
Port Type: Data
Description:
Admin State: Enabled
Oper State: Up
Auto negotiation: Yes
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 2
State Reason: Up
flow control policy: default
LACP policy name: default

oper LACP policy name: org-root/lacp-default

Lacp Mode: Active
Inline Pair Admin State: Enabled
InTine Pair Peer Port Name:

REERBEEKSFMER

<tfroot>

Enabled



FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #
scope port-channel 11
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up Up
Ethernetl/2 Up Up Up
FREERIEFEESR -
<#root>

FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port det ai

Member Port:
Port Name: Ethernetl/1l
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown
Current Task:

Port Name: Ethernetl/2

Membership: Up

Oper State: Up

State Reason: Up

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown

Current Task:

LACP B&&#

<ttroot>



FP2110-2(Tocal-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device 1is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 O0x10e 13 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 O0x10f 5 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:
Yes Yes No No



£ FFPR21xx/FPR1xxx Lt , TEEXLACPEREXE T8, HEZXF X,

LACP &t &85

<#root>
FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0
FP2110-2(Tocal-mgmt)#

show | acp counters



LACPDUs
Port Sent Recv

Channel group: 11
Ethl/1 4436 3532

Marker Marker Re

sponse LACPDUs

Sent Recv Sent Recv Pkts Err
0 0 0 0 0
0 0 0 0 0

Ethl/2 4567 3532

FPR2100 /7 H &%

WA ERNEE R FPR2100 ABFAMRER

S FPR2110/FPR2120 M179&8 [FPR2130/FPR2140 Ky A%
iR RiER

E1/1 1 1

E1/2 0 0

E1/3 3 3

E1/4 2 5

E1/5 5 5
E1/6 4 4

E1/7 7 7

E1/8 6 6

E1/9 9 49
E1/10 8 48
E1/11 11 51
E1/12 10 50




E1/13 12 59
E1/14 13 58
E1/15 14 57
E1/16 15 56
E2/1 - 70
E2/2 - 71
E2/3 - 69
E2/4 - 68
E2/5 - 66
E2/6 - 67
E2/7 - 65
E2/8 - 64
REERTEMRE

<#root>

FP2110-2(Tocal-mgmt)#

show portmanager port-info ethernet 1 1

port_info:
if_index: 0x1081000
type: PORTMGR_IPC_MSG_PORT_TYPE_PHYSICAL
mac_address: 70:df:2f:18:d8:04
flowct1: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU

admin_state: PORTMGR_IPC_MSG_PORT_STATE_ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR_IPC_MSG_SPEED_AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED_1GB



admin_mtu: 9216
admin_dupTlex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
oper_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
pc_if_index: 0x200000b
pc_membership_status: PORTMGR_IPC_MSG_MMBR_UP
pc_protocol: PORTMGR_IPC_MSG_PORT_CHANNEL_PRTCL_LACP_ACTIVE
native_vlan: 1011
num_allowed_vlan: 1
allowed_vlan[0]: 1011

BERNEARES

<#root>
FP2110-2(local-mgmt)#

show portmanager counters ethernet 1 1

Good Octets Received 1 2692986
Bad Octets Received : 0

MAC Transmit Error : 0
Good Packets Received : 37038
Bad Packets Received : 0
BRDC Packets Received 1 22290
MC Packets Received : 12538
Size 64 1 34193
Size 65 to 127 : 1531
Size 128 to 255 : 1515
Size 256 to 511 1 374
Size 512 to 1023 : 95
Size 1024 to Max : 0
Good Octets Sent : 87296
Good Packets Sent : 682
Excessive Collision : 0

MC Packets Sent : 682
BRDC Packets Sent : 0
Unrecognized MAC Received : 0

FC Sent : 0
Good FC Received : 0
Drop Events : 0
Undersize Packets : 0
Fragments Packets : 0
Oversize Packets : 0
Jabber Packets : 0

MAC RX Error Packets Received : 0

Bad CRC : 0
ColTisions : 0

FPR2100 AEBRR#aE: MAC BRI K,



& : 01:80 : C2:00:00:02 = LACP

<#root>
FP2110-2(Tocal-mgmt)#
show portmanager switch nmac-filters

port ix MAC mask

00 03e 70:DF:2F:18:D8:05 FF:FF:FF:FF:
043 01:80:C2:00:00:02 FF:FF:FF:FF:
044 70:DF:2F:18:D8:2D FF:FF:FF:FF:
045 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d0 00:00:00:00:00:00 01:00:00:00:
3e8 01:00:00:00:00:00 01:00:00:00:

01 03f 70:DF:2F:18:D8:04 FF:FF:FF:FF:
040 01:80:C2:00:00:02 FF:FF:FF:FF:
041 70:DF:2F:18:D8:2D FF:FF:FF:FF:
042 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d1 00:00:00:00:00:00 01:00:00:00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00

action

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP

packets

687
5501
2101
7946

687

22351
2215

bytes

87936
385360
141426

1524820

87936

1451504
154542



02

3e9

03c
049
04a
04b
3d2
3ea

01:

70:
01:
70:
FF:
00:
01:

00:

DF:
80:
:2F:18:
FF:
00:
00:

DF

00:00:

2F:18:
C2:00:

FF:FF:
00:00:
00:00:

00:

D8:
00:
D8:
FF:
00:
00:

00

07
02
6D
FF
00
00

01:

FF:
FF:
FF:
FF:
01:
01:

00:

FF:
FF:
FF:
FF:
00:
00:

00:

FF:
FF:
FF:
FF:
00:
00:

00:

FF:
FF:
FF:
FF:
00:
00:

00:

FF:
FF:
FF:
FF:
00:
00:

00

FF
FF
FF
FF
00
00

DROP 11886

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

EERIR e1/1 M e1/2 BT RERRHEZHY 0/0 M 0/1 :

<{froot>

FP2110-2(local-mgmt)#

show portmanager switch status

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7
0/8
0/9
0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27

Al 3

LACP #&

QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
QSGMII
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
KR
KR
KR
KR

Speed Duplex

1G
1G
1G
1G
1G
1G
1G
1G
1G
1G
1G
1G
10
10
10
10
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
10G
10G
10G
10G

Full
Full
Half
Half
Half
Half
Half
Half
Half
Half
Half
Half
Half
Half
Half
Half
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

Loopback Mode

None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

None
None
None
None

1006067



LACPEE :

- |EEE ¥ ( 802.3ad ) EFEAIEFIEAME (LACP) RAMERBEER SN L2 BAME

« LACP f#F B #9itz MAC 0180.¢200.0002 1 Z A#BEELEH 0x8809,

« Firepower 2 {#fE%%& "LACP, M "#EXBEBL (#ELACP) (&£ 24xFXOS lrA&# , BE&E
FP4100/FP9300 L#718 "#=NBR. ).

« BUERP—ERX ( "E8, H "HEB, ) TERE LACP, FXOS —&fEA "8, EX

- LACP WEXEBHH R L EFEEBEAERTEER,

- BTELACPPC BB , BEEENEKEFTH "RE, / T8I, REMLEME. £ FX0S Lk
, RERRERELEREBEER,

- LACP #17%& = N E

- LACP &R # = RiREE

- BAEEHE—HELACPRMAID , BEAMBNMAC, RASHESE LACP HaEREX LACP
Rk 1D,

- 518 LACP Ha3MW K/ A 110 Tl

« LACP AJLAE "HRIE, =% MEFE, (1IEH ) BEXTENRE, MERE FXOS, FEitEA "RE,
(Ixxx/21xx BRL , ELERFE—2A TEE, ) , BEHLUURES "EE, . XBEFHH
LACP R EURAE AN s SR KA, BHIRER , #£ 15.2(4)E B |, Cat3750 &
BIE, M TRIE, . FEERRSHERIEEBEFFEER,

« ELACP#EIEHF | ERLACPERIT , LACPEE 1M EIX —IX, NERE#% , LACP &
RASE | ACP FEBR.

LACPRIFERRHV B

ERBNETBEFEENEREEBMRE ( RMERBEMERELR ) WIERT , LACP ZEMERA
o EWREREBEN/2EE A FEREHFLERE (HIMPS ) FAFEAERERE KK LACP
Keepalivefy 1 SR Ri@EF Bx 3. HlaN , MREHRBVEREFRIBVEEL IR, AEESHARKE
LACPEREK , Atk ESESTERYEREAM, £ "8E, BT , AtRBA 90 ¥zi&,

Wireshark FE/REIFTE LACP H3H1L:



o

~Partner Key: 9

®

~Collector Max Delay: 32768

228 2017
231 2017-10-12
235 2017-10-12
236 2017-18-12 1.

18-12 25.870491
7-19-12 18 54.328081

Slow-Protocols Version Actor Port

LACP Version Husber: Ox@1

Actor Information: Ox@1

“Actor Information Length: @x14

“Actor System Priority: 32768

Actor System: Cisco_ec:50:80 (2B:6F:7f:ec:59:80)
Actor Key: 16

“Actor Port Priority: 32768

-Actor Port: 272

Actor State: @x85, LACP Activity, Aggregation, Ewpired
Cases eend = LACP Activity: Active
©aees oo@. = LACP Timeout: Long Timeout

.1.. = Aggregation: Aggregatable

@... = Synchronization: Out of Sync

weve = Collecting: Disabled

sss. = Distributing: Disabled

ceve w Defaulted: Mo

“liie seas = Expired: Yes
fActor State Flags: E***"G*A]
Reserved: 200088

“Partner Information: @x@z

Partner Information Length: @xl4

Partner System Priority: 32768

“Partner System: a3:90:838:c3:%ciec (a2:00:88:c3:9e:ec)

Partner Port Priority: 32768
Partner Port: 2116
Partner State: @x36, LACP Timeout, Aggregation, Collecting, Distributing
Caees ...® = LACP Activity: Passive
. . = LACP Timeout: Short Timsout
. = Aggregation: Aggregatable
@... = Synchronization: Out of Sync
ve-. = Collecting: Enabled
wen. = Distributing: Enabled
b venn = Defaulted: Mo
[ TP = Expired: No

[Partner State Flags: **DCYGS")
Reserved: 000000

Collector Information: @xd3
“Collector Information Length: @x10

Tmhnb;rfomtion: L]
Terminator Length: @x00
“Reserved: 008
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d
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BT FXOS (41xx/93xx) LE&E LACP #= :

<#root>
KSEC-FPR4100-1#

scope org
KSEC-FPR4100-1 /org #

show | acppolicy

LACP policy:

Name LACP rate

default Fast
KSEC-FPR4100-1 /org # scope lacppolicy default
KSEC-FPR4100-1 /org/lacppolicy # set lacp-rate
fast Tacp rate fast
normal Tlacp rate normal

¥ FPR4100/FPR9300 KV E {218 8 & 1t 1T 5 M HEfE

B &




FPR4100 1 FPR9300 # A2 S EZE B EC K LN AZPREEE. ARAZPRHEETEE Nexus 5K

LE FXOS X & LACP , Rt EE#HE#E 75 75 B Nexus 5K il
BE1 -BREREERE,

<#root>
FP4110-7-A(fxos)#

show port-channel sumrary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Po15(SU) Eth LACP Eth1l/2(P) Ethl/3(P)

#FE FXOS ST HEMMEE

<tfroot>

FP4110-7-A(fxos)#



show i nterface brief

Ethernet VLAN  Type Mode Status Reason Speed
Interface
Ethl/1 1 eth 1qgtunl up none 1000(D)
Ethl/2 1 eth 1qgtunl up none 1000(D)
Ethl/3 1 eth 1qgtunl up none 1000(D)
Ethl/4 1 eth 1qgtunl down SFP not 1inserted 10G(D)
Ethl/5 1 eth 1qgtunl down Administratively down 1000(D)
Ethl/6 1 eth 1qgtunl down Administratively down 1000(D)
Ethl/7 1 eth 1qgtunl down Administratively down 10G(D)
Ethl/8 1 eth 1qgtunl down SFP not 1inserted 10G(D)
Ethl/9 1 eth wvntag up none 40G(D)
Eth1l/10 1 eth access down Administratively down 40G(D)
Ethl/11 1 eth access down Administratively down 1000(D)
Ethl/12 1 eth access down Administratively down 1000(D)
BME2 -BBFXOSEBEAFIZWLACP (BITEGTEX) .
<#root>
FP4110-7-A(fxos)#
show | acp counters interface port-channel 15
LACPDUs Marker Marker Response LACPDUs

Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 223019 207280 0 0 0 0 0
Ethernetl/3 296532 207744 0 0 0 0 0
RRERBRTHAE
<#root>
Switch#
show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 627 596 0 0 0 0 0
Gil/0/3 623 593 0 0 0 0 0

HESE{ERI FXOS /M TE /Y LACP &S



<#root>
FP4110-7-A(fxos)#
show [ acp interface ethernet 1/2

Interface Ethernetl/2 is up
Channel group is 15 port channel 1is Pol5
PDUs sent: 222828
PDUs rcvd: 207074
Markers sent: 0
Markers rcvd: 0
Marker response sent:
Marker response rcvd:
Unknown packets rcvd:
ITlegal packets rcvd: 0

Lag Id: [ [(8000, 28-6f-7f-ec-59-80, 5, 8000, 103), (8000, 2c-33-11-8e-7-b3, e,

8000, 42)] 1]

Operational as aggregated link since Tue Oct 31 19:14:57 2017

o O O

Local Port: Ethl/2 MAC Address= 2c-33-11-8e-7-b3
System Identifier=0x8000,2c-33-11-8e-7-b3
Port Identifier=0x8000,0x42
Operational key=14
LACP_Activity=active
LACP_Timeout=Short Timeout (1s)
Synchronization=IN_SYNC
Collected=true
Distributing=true

WE3 - ARIFEBENLACP ID,

<#froot>
FP4110-7-A(fxo0s)#

show | acp port-channel interface port-channel 15

port-channell5
System Mac=2c-33-11-8e-7-b3
Local System Identifier=0x8000,2c-33-11-8e-7-b3
Admin key=0xe
Operational key=0xe
Partner System Identifier=0x8000,28-6f-7f-ec-59-80
Operational key=0x5
Max delay=0
Aggregate or individual=1
Member Port List=

wmE4 (LR ) -WELkE@E ( AT Cisco TACER ) o

<#root>
FP4110-7-A(fxos)#

show | acp internal event-history errors



1) Event:E_DEBUG, length:74, at 574387 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_proto_set_ntt(1780): Restarting periodic tx timer in 0x210 msecs

2) Event:E_DEBUG, length:467, at 544757 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_ac_init_port_channel_member(1660): TYPE1l UPDATE Tlacp_ac_init_port
_channel_member port-channel port-channell5(0x1600000e) Tacp_mcec_typel_upd_sent

RE 5 - REARMBE B EEREERN LACP FSM Bift, BRAVHEPRERNERER LIRS,

<{froot>
FP4110-7-A(fxo0s)#

show [ acp internal event-history interface ethernet 1/2

>>>>FSM: <Ethernetl/2> has 975 logged transitions<<<<<

1) FSM:<Ethernetl/2> Transition at 257150 usecs after Sun Oct 29 12:35:16 2017
Previous state: [LACP_ST_WAIT_FOR_HW_TO_PROGRAM_RECEIVE_PATH]
Triggered event: [LACP_EV_PORT_RECEIVE_PATH_ENABLED_AS_CHANNEL_MEMBER_MESSAGE]
Next state: [LACP_ST_PORT_MEMBER_RECEIVE_ENABLED]

4) FSM:<Ethernetl/2> Transition at 966987 usecs after Sun Oct 29 12:35:19 2017
Previous state: [LACP_ST_PORT_MEMBER_COLLECTING_AND_DISTRIBUTING_ENABLED]
Triggered event: [LACP_EV_PARTNER_PDU_IN_SYNC] <--- Good (Received LACP with ‘Synchronizatio
Next state: [LACP_ST_PORT_IS_DOWN_OR_LACP_IS_DISABLED]

207) FSM:<Ethernetl/4> Transition at 482767 usecs after Sun Oct 29 13:18:40 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC]
Next state: [FSM_ST_NO_CHANGE]

208) FSM:<Ethernetl/4> Transition at 363720 usecs after Sun Oct 29 13:18:41 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC] <--- Bad (Received LACP with ‘Synchroniza
Next state: [FSM_ST_NO_CHANGE]

BEC-WERBEEHEL I ( WHCisco TACHEMA ) -

<#root>
FP4110-7-A(fxos)#
show port-channel internal event-history al

Low Priority Pending queue: Ten(0), max len(1l) [Tue Oct 31 19:37:03 2017] High Priority Pending queue: 1



¥ FPR21xx/FPR1xxx BV B8 @B 1T B HE#R
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mE1, EEALACPHIIERT , BFELACPTEER.
LERIME ( XHERM FXOS ) FEEMER

<#root>
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0

5— BRI G A



<tfroot>

FP2110-2(Tocal-mgmt)#

show pktngr counters

Ports

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl/9
Ethl/10
Ethl/11
Ethl/12
Ethl/13
Ethl/14
Ethl/15
Ethl/16

Rx

Forwards

3537 < LACP PDUs forwarded 1inter
3537 < LACP PDUs forwarded 1inter
0

[eNeNeolNololNoNeNeNoNoNoNoNe]

Tx Tx Tx Rx Rx Rx
Packets Drops Bytes Packets Drops Bytes
4575 0 567300 3537 0 452736
4706 0 583544 3537 0 452736
0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

Misc.

mE2, LR BREIRE,

<#froot>

FP2110-2(local-mgmt)#

show | acp nei ghbor

Flags:

S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device 1is in Active mode

Channel group: 11

Partner (internal) information:

Port
Ethl/1

Partner

Partner Partner

System ID Port Number Age Flags
32768,286f.7fec.5980 0x10e 9 s FA
LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

ColTected: Distributing: Defaulted: Expired:
Yes Yes No No

n/a

P - Device 1is 1in Passive mode



Partner

Partner
Port System ID Port Number

Ethl/2 32768,286f.7fec.5980 O0Ox10f

LACP Partner Partner
Port Priority Oper Key
32768 0x16

Port State Flags Decode:
Activity: Timeout:

Active Long Yes

Collected: Distributed:

Yes Yes

Aggregation:

Defaulted:

Partner

Age Flags

24 s FA
Partner

Port State

0x3f

Synchronization:
Yes

Expired:
No
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<ffroot>

FP2110-2(Tocal-mgmt)#

show [ acp sys-id

32768, 70df.2f18.d813

Htt s gorg (FRREF¥E )

wmeE 1

ARWI (B AR ) ERTENRE (Fla , EEER , BEEEXER ).

w2

MERBRE FXOS ME, B URBBEERENEU)HEALESTHCLIBTIRE

<ttroot>

FPR4100#

show faul t

Severity Code

Major
Major
Minor
Major
Major
Major
Major
Info

Info

Minor

F0479
F0373
F0480
F1767
FO727
F0282
F0277
F0279
F0279
F1437

Last Transition Time

2020-03-19T11:
2020-03-19T10:
2020-03-19T10:
2020-03-19T10:
2020-03-19T09:
2020-03-19T09:
2020-03-19T09:
2020-01-17T11:
2020-01-17T11:
2020-01-16T10:

Description

Virtual interface 781 1link state 1is down

Fan 1 in Fan Module 1-5 under chassis 1 operabilit
Fan module 1-5 in chassis 1 operability: degraded
The password encryption key has not been set.

Tan Member 1/5 of Port-Channel 10 on fabric interc
Tan port-channel 10 on fabric interconnect A oper
ether port 1/5 on fabric interconnect A oper state
ether port 1/7 on fabric interconnect A oper state
ether port 1/6 on fabric interconnect A oper state
Config backup may be outdated
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https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-system-message-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-system-message-guides-list.html
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FPR2100

III"‘I‘II"".‘.‘.‘ .

F1/1{Pol1b 51/2

G1/0/13 <dPo22D> G1/0/14

Catalyst 3750-X

B REAE AR
£ Firepower L |, BiFRBECEM AR S BIARHE S LACP :

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
11 Po11(D) Eth LACP Ethl/1(D) Ethl/2(D)

EFXOS L , LACP Sent;tB(23E 3085 EE |, {BReceiveit BIBE TS -

<#root>



FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 11356 3762 0 0 0 0 0
Ethl/2 11393 3761 0 0 0 0 0
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11

Ethl/1 11357 3762 0 0 0 0 0
Ethl/2 11394 3761 0 0 0 0 0
BARR

émli
&
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R|BENEZBFECHD , B
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<#froot>
Switch#

show et her channel 22 sunmary

Number of channel-groups in use: 15

Number of aggregators: 15

Group Port-channel Protocol Ports

—————— e e e e e e e e e e
22 Po22(SU) - Gil/0/13(P) Gil/0/14(P)

<#root>
Switch#
show run int g1/0/13

interface GigabitEthernetl/0/13
Tacp rate fast

channel-group 22 mode on

end

Switch#

show run int gl1/0/14



interface GigabitEthernetl/0/14
Tacp rate fast

channel-group 22 mode on

end

RRFR
HAERFPR2IxxEE , RN EMERRENBERAR -

1. BRXMER IR EEHREBEERE AR "HABL 8RS "LACP. (EBHEH ) .
2.1 FTD ik ERERERNR "LACP, 885 "HRL (XBHEH ).

HUWRHP | BEE_ERRSR (HBFTDERBBERARBER )

de A9

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed
u
M

- Up (port-channel)
- Not in use. Min-1inks not met

Group Port- Type Protocol Member Ports
Channel
11 Pol1(U) Eth ON Ethl/1(P) Ethl/2(P)

RETREZ LACP 5188 :

<#root>
FP2110-2(Tocal-mgmt)#
show | acp counters

FP2110-2(Tocal-mgmt)#

=6 2 FHRWIBBEERKR

& R AE IR

<#froot>

FP4110-7-A(fxos)#



show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SD) Eth LACP Ethl/2(P) Ethl/3(s)
48 Po48(SD) Eth NONE --

FXOS LACP 5 &2z s 875 m# 0 :

<#root>
FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451268 O 0 0 0 0
Ethernetl/3 419215 446806 O 0 0 0 0
FP4110-7-A(fxos)# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451269 O 0 0 0 0
Ethernetl/3 419216 446807 O 0 0 0 0

BARE
show lacp neighbor Fy & H B R~ S EEEE FNFTREIESERBHFHRK ID .

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is 1in Active mode P - Device is 1in Passive mode
port-channell5 neighbors
Partner's information
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 419611 FA



LACP Partner
Port Priority

32768

Partner's information

Partner
Port System ID
Ethl/3 32768,4-62-73-d2-65-0

LACP Partner
Port Priority

32768

HBEBULERAS

Cat 3750-X

BRI R

Partner
Oper Key
0x5

Partner
Port Number Age
0x12f 419610

Partner
Oper Key
0x16

Partner
Port State
0x3d

Partner
Flags
SA

Partner
Port State
Oxd

. MBRE 2960 , BHBREHB (FlexStack)o
- BHEMA3750-X/3850% 3% #ugs , AIFEE R E H B (StackWise Plus).

« ¥14500, 6500, 6800 ,
« ¥MNexus 5K, 7TKHOK , BEEF A EEIBEE(VPC),
WA FXOS ERZEMRNERB RS,

- EEMEBERT,

=) 3.FXOSERBER S E

Rk E =

FEFEAERBERM(VSS),

Cat 3750-X



B BB AEAR
 FXOS iy , BEEEEEXEEEE :

<#froot>
FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Po15(SD) Eth LACP Ethl/2(s) Ethl/3(s)
48 Po48(SD) Eth NONE --
ERHEREIRE -
<#root>

Switch#



show et herchannel 5 sunmary

Group Port-channel Protocol Ports
—————— e e et et
5 Po5(SD) LACP Gil/0/2(s) Gil/0/3(s)

FXOS LACPFtEss @ REIENBWNERS -

<#root>
FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 420839 452531 O 0 0 0 0
Ethernetl/3 420793 447409 O 0 0 0 0
FP4110-7-A(fxos)#
show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 421026 452537 O 0 0 0 0
Ethernetl/3 420981 447416 O 0 0 0 0

EXfys , LACPA BB ESE RS ER ERERNERS

<#root>
Switch#
show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5

Gil/0/2 452539 420223 O 0 0 0 0
Gil/0/3 447232 415274 O 0 0 0 0
Switch#

show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 452540 420223 O 0 0 0 0



Gil/0/3 447233 415274 O 0 0 0 0

BRARR
EURHP , BEERARS FXOS ERRBEERKGEERE (FTD BRAER )

Overview QROIGHETC=CE | ogical Devices Security Engine Platform Settings

Network Module 1 Network Module 3
- - Network Module 2 : Empty 1 3 5
- 1 3 5 3 [ Jow [
console MeMT  USB - - m _— - n m
2 4 3 8 2 6
FUROTES P Hardware Bypass |
© add
Interface Type Admin Speed Operational Speed Application Admin Duplex Auto Negotiation Operation State Admin State
MGMT Management @
* B port-channel1s data 1gbps 1gbps D Full Duplex ne failed &0
Ethernetl/2 data 1gbps Full Duplex no suspended
Ethernetl/3 data lgbps Full Duplex no suspended
>
3 =
BRR TSR

EZBREERE TG BERE.
RO 4 FREBRENETRRAERRKIEMERS

#EFID)BS /ERSELAERECKRERRECRINSENE LA ERZNTERENENA.
MREE—{EAfERPRERIEMEE , Bl FMC Ul L 2HBEHERE

( 12 total ) 1 waming 11 critical
@ Interface Status Interface Port-chanmeld. 50’ i1s not receiving any packets
Interface Port-channel10.14° is not receiving any packets

BENEE
f8FTD CLI , #2Z&Eshow traffick W F 3T A5 0 EE /Y B AR, i |

Interface Port-channell0.14

INSIDE:
received (in 237938.740 secs):
2 packets 84 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 237938.740 secs):
5 packets 140 bytes
0 pkts/sec 0 bytes/sec

1 minute input rate 0 pkts/sec, 0 bytes/sec



1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

RO 5FMCREE T | EfEEECBUERAB = CHE M@

BTSSR EHRKRT : "nterface with physical-name : "Port-Channel" disassociated. 5 "
Interface with physical-name : \"name_i\"E© &M, _

BENEE
ERERREEID CSCvbiR MK B HE &MRERE15074

BREEISEE

=61 1. HARWFTD/ASAT] =

AXELHRE. RARKBMBENEEEREBT LR  EEAEELNREMRE, REE "85
a8ty ETT-’“* ASA =® FTD B , RS B EREET

410_ . FTDorASAinHA FPF:41IJG

Incorrect Port-Channel design


https://tools.cisco.com/bugsearch/bug/CSCvb15074

B WRAIEREIRDRER (BUHAME) .

SRS W AN EMERREERGT



e (D OF ASAN HA L FPRAL00

Correct Port-Channel design

FHEAE A

. BEETHAMEE Y EtherChannel
- BARKERE#EE{LE EtherChannel

=G| 2. EBFHIFTD/ASA

BEBABEMNEEEERESER "6, B (1ER Firepower FAM—XENEN ), #
RETNAERE , XS, E-ENNENRBRR[EZRBN —EEREEE.

BHIRER , MRI FPI300 ( 2 E#FE, 6 @I ) , ATURAEEAAREERIERER


https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
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FP9300 FP3200

Unit-1 Unit-2
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Data Port-Channel

@& Fol (vPC1)
® Poz (vPC2)

® rol10
Poll

S—HE , SERHERCCLEREMERERN , YARBRERER BELANSEEAKRE
MBEABE, I, MRE Nexus , I SEEEEBEEBRTEH vPC,

FP2300 FP9300
Unit-1 Unit-2

blade-3

® Pol11 (vPCl0)
® Po12(vPC20)
® Po4s

B , INRZE FP41xx



® Po1 (vPC1)

® Po2 (vPC2)
® Po10
Po11

CCL Bl :



® Poll(vPC10)
® Po12(vPC20)

® FPo4s

2245 3.Port-ChannelfZ£FXOS L& 1t

&1 FXOS #3E LM ERSERIE, LT RILERATHVES] |

FPR9300

G1/0/23 SW?2

- =
Pol6 PQIIO [

G1/0/24

=0 4 BBFXOSHRBEE

Port-ChanneliEBFXOS#FE. LT 2UERFTRVEH -



el/d el/7

Inline Set

Inline Pair 2
el/6 el/8

INSIDE1 FPRO9300 OUTSIDE1

G1/0/23 SW2

-:-

Poll
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INSIDE2 FTD ourtsiDE2

4
G1/0/24

AR EEZESBRYP , FirepowerkE L ARELEERBIE,

&1k FXOS LHEERBEMBIB FXOS HWERERE




o)

et

Thee

#1E FXOS #%8 (MIO) HYE

IR EE &£ FXOS 2.1.1 A/ AT LAEA

« FXOS 2.1.1.58 Z Bl Y iR A< 7] BAf5E 3

« 7£FXO0S >=2.1.1.58H< 2.3.1.3 L F&1EHA
(R ERHWIEID CSCva00405)

« FXO0S 2.3.1.3 2 &K hxA< Al LAfE A

BEEEBFXOSKEFE(MIO)

HihEZEE1H
LACP EE®E

HRERRE (ASARFTD ) , BEENexus ERALACPEBRIE

® REE (FAQ)
B : SSPEBEEMEIAEE T EREEE?

FXOS EFHEERRENNWMEDS M. ELIFFRR Nexus 7000/9k ¥R L 3457 BA Fp ATk Y (Bl & 2L 7
B, EEMMES  MRERBERE Mo EREKAEEENRSEEBHERCBEIHE
Mo, REETHERNEINRTEENMER , HENSHUTEIEFEE. SHEEEINRport-
channelSRECMPiERF , MR ERRERNELERSEMMRINEE  ETSEMA ERER.

B REHRZEIPort-Channel (Y I IZETR , R4 ERR ?FIDEEREREERERER
L

MRFAAEEZEBENHEKENFILESE , AIEZRBEEHLEHEA. EEEBERERESERA
TRXML . RFIDWAERE , EZEBRESETRA "BM. . Z—FHE , EiHAAF , H—@EH
A BRI RMEER, BB LACP , R ID £ ARBEAPRIBRETMN MAC it , MRER
PR EE Bl LACP R ID 28 F, R LACP R# ID 8% | A|Z{F EtherChannel #&
B K WEELE STP EFEE. FHstack-mac persistent timerés 52 H#EBMACHE I 7E5E B) K iR
BBERERRTER,

B FEFEATS "port-channel min-bundle 2, , i&#k , TR port-channelF ) —ESEEE KiET , Bl
port-channelifa , It B By X EHEIT ERFE LT 2,
WBEREAR FXOS ., MARERSR BRI ELHERIEE LR lacp min-links 55

B : WAHELACPERE ?

R4 1. 1EBEE B (FTD/ASA) L#& IEHIPort-Channel


https://tools.cisco.com/bugsearch/bug/CSCva00405

- EEEBEEEERFOREBEEBR (FXOS) &1k,
. BEETEMFEEBR (FXOS) REAEREHK (FTD/ASA) HEL LACP Ha (W ARE L ) .

6] 2 ZBFTDNEMREEE- FIDNEHESARE -

inline-set setl
short fail-open down
interface-pair INSIDE OUTSIDE
|
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
|
interface Ethernetl/3
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

LACP Ethertype is 0x8809 (dec 34825):
firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP
1: 21:15:00.403131 2894.0f57.271d 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0016 8000
0223 3d00 0000 0214 8000 0017 dfdé6 ec00
0015 8000 0222 3d00 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000

=4l 3 EBFTDHELIEEE- FIDN HEMBFABERERN .

interface Ethernetl/2
bridge-group 1
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
!
interface Ethernetl/3
bridge-group 1
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
!

interface BVI1



ip address 192.168.201.134 255.255.255.0

firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP

1 packet captured
1: 21:21:29.731987 2894.0f57.271c 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ecO00 0015 8000
0222 7d00 0000 0214 0000 0000 0000 0000
0000 0000 0000 0000 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
1 packet shown

B : wn{afEEEEZE B FPort-Channel ?

HWEBFEEFAHEBRE (MW) BEERANE, RE-NTHREZERERER , FEE—NHEN
FIEHAEYSREEMRER, BTEBER  FESHRANEEEHNBAHMIFEENERBE , i
NAT, B&H. VPN&, ZAFTD, kXK EEHBEEEE .
5% € EtherChannel
%2% ASA ®E , WXHRATHRER .

N EE R R {EE S EtherChannel NMH

B {ARSFTDE 7] B (HA)E &£ ¥ BPort-Channel ?

HWEFEEMFAHEERE (MW) BEEEAM, BXEDE HA XEHERE. EHH HA B
WEEIBEEREES HA ERE, XS
1£ Firepower :%{E FE8E FTD S AN

B : FirepowerBEASA—EE#REBEITEH , WENEMREERBEE

i€ B4 2RI ID CSCvp#HEE03354

B : BFMCLMEBEIDREMAEEES ? RESEAFAXBRBFBIHNEMEE 2
A, FEE, B LUFEREAEAENEREEBE D,
B : f£Port-Channel AdvancedBE & T , R EE AT B/iE AMACH TEMIRE ?

MRFABEEAER (EPE ) TEARBE , YHERASTAMHARE , ABZEBRERETD
HERAMAC, Bt IFREMNEZEEE , M2EHMEM HA BRE.


https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_85AADF58FE204A7C85ADB6A0D7724FE6
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_85AADF58FE204A7C85ADB6A0D7724FE6
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
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