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Edit Extended Access List Object

Mame | Traceroute_ACL|
Entrias (1)

G & 1CMP (1)/3 5 &
1 o Allow  in, Any Any & ICMP (1)/11 O

Allow Overndes  [7]
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EE = Policies > Access Control , REBREEZREdit, IEEREEHWERIE, FEAdvancedBEET | &
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Threat Defense Service Policy ? X
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[ Glabal
Select Inteface Objects

Available Zones © Selected Zones/Interfaces
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iEE = Traffic Flow > Extended Access List , REBMIE LRI S EEPET M T HEE A iZZFExtended
Access List Object, IRFEZE— TNext , M FEFIR :



Threat Defense Service Policy
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Extended Access List: Traceroute_ACL
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Threat Defense Service Policy

T X

(1) Interface Object > (2) Traffic Flow € Connection Setting

Enable TCP State Bypass

Maximum TCP & UDP

Connections: 0

Maximum TCP & UDF

Connections Per Client: [i]
Embryonic
Connections Timeout: 00:00:30

Reset Connection Upon Timeout
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00:00:15
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Maximum Embryonic
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# )X EhnZlDevices > Platform Settings , A% EditslCreate##IFirepower R B BH & ¥ & R EF I
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* Rate Limit — REFTEHENERRS , ZELSSV1E00FER. ARABVURESR.
« FREE A/ (Burst Size) — RERBER | ZENMM102/E. REEFREMLE,

FTD-R-Platform Setting O cancel
[F] Palicy Assignments (1)

ARP Inspection ICMP UnReachable
Banner Rate Limit 50
DNS
External Authentication Buiss s L
Fragment Settings
HTTP <
» ICMP Action ICMP Service Interface Network
Secure Shell
SMTP Server
SNMP
S5L

Parmit ICMP_Type_11 FTD-R-Inside, FTD-R-Outside any-ipvd

Permit ICMP_Type_ 3 FTD-R-Inside, FTD-R-Outside any-ipvd

Sy=log

Timeouts

Time Synchronization
UCAPL/CC Compliance

/N SEE - BRACLEMh A KA 2D D) P 2P oh T3 M8 58 5 WA oh Y Fastpath B9 ICMP B 4 1 515%
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FTD# show run policy-map

!

policy-map type inspect dns preset_dns_map
---Output omitted---

class class_map_Traceroute_ACL
set connection timeout idle 1:00:00
set connection decrement-ttl

class class-default
!

FTD# show run class-map



!
class-map inspection_default

---Output omitted---

class-map class_map_Traceroute_ACL

match access-1list Traceroute_ACL
!

FTD# show run access-1 Traceroute_ACL

access-1ist Traceroute_ACL extended permit object-group ProxySG_ExtendedACL_30064773500 any any log
FTD#
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ftd64# capture icmp interface inside real-time match icmp any any
Warning: using this option with a sTow console connection may
result in an excessive amount of non-displayed packets

due to performance Timitations.

Use ctrl-c to terminate real-time capture

1: 00:22:04.192800 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit

2: 00:22:04.194432 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit

3: 00:22:04.194447 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit

4: 00:22:04.194981 172.16.1.1 > 10.10.10.11 1icmp: time exceeded in-transit
5: 00:22:04.194997 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
6: 00:22:04.201130 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
7: 00:22:04.201146 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
8: 00:22:04.201161 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
9: 00:22:04.201375 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
10: 00:22:04.201420 10.0.254.225 > 10.10.10.11 1icmp: time exceeded in-transit
11: 00:22:04.202336 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
12: 00:22:04.202519 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
13: 00:22:04.216022 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
14: 00:22:04.216038 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
15: 00:22:04.216038 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
16: 00:22:04.216053 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
17: 00:22:04.216297 172.18.127.245 > 10.10.10.11 1icmp: 172.18.127.245 udp port 33452 unreachabl
18: 00:22:04.216312 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit
19: 00:22:04.216327 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit
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[ On the Client PC ]
# traceroute 10.18.127.245 -1 -n

Note: You may not observe any difference between traceroute with or without -I switch. The difference i

[ On FTD Lina CLI ]

ftd64# capture icmp interface inside real-time match icmp any any

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets

due to performance limitations.

Use ctrl-c to terminate real-time capture

1: 18:37:33.517307 10.10.10.11 > 172.18.127.245 1icmp: echo request

2: 18:37:33.517642 10.10.10.11 > 172.18.127.245 1icmp: echo request

3: 18:37:33.517658 10.10.10.11 > 172.18.127.245 1icmp: echo request

4: 18:37:33.517658 10.10.10.11 > 172.18.127.245 1icmp: echo request

5: 18:37:33.517673 10.10.10.11 > 172.18.127.245 1icmp: echo request

6: 18:37:33.517673 10.10.10.11 > 172.18.127.245 1icmp: echo request

7: 18:37:33.517673 10.10.10.11 > 172.18.127.245 1icmp: echo request

8: 18:37:33.517749 10.10.10.11 > 172.18.127.245 1icmp: echo request

9: 18:37:33.517749 10.10.10.11 > 172.18.127.245 1icmp: echo request
10: 18:37:33.517764 10.10.10.11 > 172.18.127.245 1icmp: echo request
11: 18:37:33.517764 10.10.10.11 > 172.18.127.245 1icmp: echo request
12: 18:37:33.517826 10.10.10.11 > 172.18.127.245 1icmp: echo request
13: 18:37:33.517826 10.10.10.11 > 172.18.127.245 1icmp: echo request
14: 18:37:33.517826 10.10.10.11 > 172.18.127.245 1icmp: echo request
15: 18:37:33.517932 10.10.10.11 > 172.18.127.245 1icmp: echo request
16: 18:37:33.517932 10.10.10.11 > 172.18.127.245 1icmp: echo request
17: 18:37:33.522464 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit
18: 18:37:33.522510 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit
19: 18:37:33.522510 10.0.0.1 > 10.10.10.11 icmp: time exceeded in-transit
20: 18:37:33.522632 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
21: 18:37:33.522647 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
22: 18:37:33.522647 172.16.1.1 > 10.10.10.11 icmp: time exceeded in-transit
23: 18:37:33.523852 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
24: 18:37:33.523929 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
25: 18:37:33.523944 10.0.114.197 > 10.10.10.11 1icmp: time exceeded in-transit
26: 18:37:33.524066 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
27: 18:37:33.524127 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit
28: 18:37:33.524127 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
29: 18:37:33.524142 10.0.127.113 > 10.10.10.11 1icmp: time exceeded in-transit
30: 18:37:33.526767 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
31: 18:37:33.526843 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
32: 18:37:33.526843 10.122.149.1 > 10.10.10.11 1icmp: time exceeded in-transit
33: 18:37:33.527652 10.10.10.11 > 172.18.127.245 1icmp: echo request

34: 18:37:33.527697 10.10.10.11 > 172.18.127.245 1icmp: echo request

35: 18:37:33.527713 10.10.10.11 > 172.18.127.245 1icmp: echo request

36: 18:37:33.527728 10.10.10.11 > 172.18.127.245 1icmp: echo request

37: 18:37:33.527987 10.10.10.11 > 172.18.127.245 1icmp: echo request

38: 18:37:33.528033 10.10.10.11 > 172.18.127.245 1icmp: echo request

39: 18:37:33.528048 10.10.10.11 > 172.18.127.245 1icmp: echo request
40: 18:37:33.528048 10.10.10.11 > 172.18.127.245 1icmp: echo request
41: 18:37:33.528064 10.10.10.11 > 172.18.127.245 1icmp: echo request
42: 18:37:33.528064 10.10.10.11 > 172.18.127.245 1icmp: echo request
43: 18:37:33.528079 10.10.10.11 > 172.18.127.245 1icmp: echo request
44: 18:37:33.528094 10.10.10.11 > 172.18.127.245 1icmp: echo request



45: 18:37:33.528094 10.10.10.11 > 172.18.127.245 1icmp: echo request

46: 18:37:33.532870 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit
47: 18:37:33.532885 10.0.254.225 > 10.10.10.11 icmp: time exceeded in-transit
48: 18:37:33.533679 172.18.127.245 > 10.10.10.11 icmp: echo reply

49: 18:37:33.533694 172.18.127.245 > 10.10.10.11 icmp: echo reply

50: 18:37:33.533694 172.18.127.245 > 10.10.10.11 icmp: echo reply

51: 18:37:33.533694 172.18.127.245 > 10.10.10.11 icmp: echo reply

52: 18:37:33.533694 172.18.127.245 > 10.10.10.11 icmp: echo reply

53: 18:37:33.533724 172.18.127.245 > 10.10.10.11 icmp: echo reply

54: 18:37:33.533724 172.18.127.245 > 10.10.10.11 icmp: echo reply

55: 18:37:33.533724 172.18.127.245 > 10.10.10.11 icmp: echo reply

56: 18:37:33.533740 10.10.10.11 > 172.18.127.245 1icmp: echo request

57: 18:37:33.533816 10.10.10.11 > 172.18.127.245 1icmp: echo request

58: 18:37:33.533831 10.10.10.11 > 172.18.127.245 1icmp: echo request

59: 18:37:33.537066 172.18.127.245 > 10.10.10.11 icmp: echo reply

60: 18:37:33.537081 172.18.127.245 > 10.10.10.11 icmp: echo reply

61: 18:37:33.537081 172.18.127.245 > 10.10.10.11 icmp: echo reply

62: 18:37:33.538500 172.18.127.245 > 10.10.10.11 icmp: echo reply

63: 18:37:33.538500 172.18.127.245 > 10.10.10.11 icmp: echo reply

64: 18:37:33.539217 172.18.127.245 > 10.10.10.11 icmp: echo reply

64 packets shown.
0 packets not shown due to performance limitations.
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