ﬂ?ﬁ’iFirepowerElZ%lz)'if}ﬁ (FMCEE ) hHy
FQDNIhBE

H &%

HiA
BEHELE

s

R EN B FirepowerE I A /0\(FMC) FFirepower B &5 € (FTD)FIFQDNIh AE ( ££6.3.0kxBA%A
) WELE,

HE R

%F'%

BRESREEELLT TE
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FERTNWEFARRBUTRERE



« IEITEEBRZ6.3.089Cisco Firepower R & BH & (FTD)E
« E{TEEEIRZA6.3.08 FirepowerE I A1\ EE #E(VFMC)

AXFHNEARBBREERERREANKENREL. XHEASNMERERRCER (R
) BVIERERE B, MRIEHVMERIEET |, FERERBEMESTRERNTZE,

BERE

AXENHEHO6.3.0/REEE 5| AMFirepowerE I H/\FMC)HFirepower B EFHE(FTD) T2 REE B
(FQDN)ZHREMV ELIE .

LEIhEEF ERBRFAER L L LB ASA)F , BFTDMARERBRAT RS,
HEEFQDNE Rz 5l , FBHRFRRZATHRYE

* FirepowerBE AR/ OMLEETHRAGC.3.0RNESRA, TJLARYIBSEEE
* Firepower B &Py B A EEITIRAG.3.0RESRA, TJARYIESRE R

I IhAENEFQDNRAT BIPHE YL | SWFESSR 4R AN TERREERE AR ERAAEBERE.
6.3 2 Bl Y MR A g ?

o ETEMNG6.3.0MAHNFMCHFTDE LR EFQDNH K,

Pre-6.3 (e.g. 6.2.3) Post-6.3
MWew Metwork Objects
Marra hast]
Mame I [hesoripbion
Dhetripionm:
Tl H P o
[aFT, -]
Metwnoric:
i mati
Format: fpasar or \Dador/ ven oF Wing 286 wdd FOON heteerk sbleot in Sicedd i prelitel rabed Sily
e o Ioaeiair)
range {ipaddr-\packalr) Lsedam: Hasoiva - & =
Az O
e Cre
e Caeniced Save Canctl

« MRFMCHITIRA6.3HE A , BFTDHATHRAER6.3 , BIRAIRBSERATHER ¢



Errors and Warnings for Requested Deployment X

IEmhﬂupﬂllﬂmﬂhmﬁuhﬁdHﬂummpﬂmﬂnﬁﬂlﬂﬂﬂmﬁ

i Erros 10.106.17 act Access Control Policy
186 ruleel; This rule containg the follawing FODN objects;
Wﬂlﬂﬁuﬂ iqmur“ FQON objects are supparted only on

p 1, devices running &t least wersion 6.3,

o WA, MRFEBFlexConfigEt EDNSH R , BIGHBEUTES

Errors and Warnings for Requested Deployment ®
One or more selected devices have warnings. You can still proceed with deployment.

i, Waming 10.10.0.14 fic-01 Flex Config Policy
2-FTD fe-01: FlexConfig objects Default_DNS_Configure_Copy are not
allowed to be selected because this functionality is natively
configurable via FMC.

fre-01 2 FlewConfin nhiacks trn bwnass are nat allowerd tn be




FMC

Lina CLI Enont Config

RE-EX

- DNSfE#T ( DNSE|IP ) ZAETELINAAH

« LINAEEERERRFER

- BIBESEES , HWHBRELINAEEEsnort

- FODNSBMBEIRETAMRBEERE
REL B

SR 1.EE "DNSHRBFMEH R

Mot OIS St (R0 Ot L
Puieag™ C#s_Tamd
Corfigs® (Diamumr: e dies com
T it i
g [ - B SR
Btrare b}
daepp - B2
el fearwin. 1TIFL200.10

[ e L e s o R el e
B Sl K




- DNSfafREs#E & BT REEIB631E 7 T

- EZEHEF O BREBESABAEBPLEARME /Y, R APEEEE ni@Eh iR
ReHtEEBNER

- FERRE ( ALE ) ARKMEISET£RENEHS

- FEEREY TEREL M TR, EEELEA

- Retries -ERFARWBERE , EXEDNSMAIMREFBENIXE (#£0F10 ) . FHRES2,

- Timeout -5 — @@ AR 25 & 76 B T —EDNSAIMRER < Al EBH B ( 112130 ) . FEER
ER2Y. BRARRERARIFER , RS IME,

« WMAEMALBKNDNSARER, ATUARIER S RENIPVATIPV6IER
- DNSRBEANEBN N EHRIFAREFERENHR
« X #EREST API for DNS Server Group object CRUD

%8 2 FEDNS (FARE )

ARP [rapectaan N5 Resolution Selfings
Barner Specily DNS sencers Jroup and denos inlen sies 1o resch tham.
Rl

¥ Enable DRE name resoluton by devoe

Exierna’ Suthenticabsen

Fragment Settings NG Sercer Group™: | DMNS Tedt il
HTTE
[CHP Enpery Erdgry Timsr 1 RENQE 1-6553% mirules
Senare Shell
EMTP Seraer Fasl Bormsgr T Renge: 1-65535 stted
SNHE

Interface Objecis
L
55 Devioes. will use speched imterface obpects for connecting with DS Servers
Svslog
Togaatd Avallable Interface Obiects & Selected Interface Oblect
Tame Syneregnizabsn O

ICARLACC Comiphanios

(7R ) BRI B T RRNMARRE (UoBEREN)



expiry entry timerZIHIE EEEMWFQDNWAEFRBE(TTL)IBHAE , DNSEH R MERHEIPH Ut
WEERERS. MBRMEEZEEMmEER , AHEERRSENEE LN ERER, LREERLE
BERTTL.

WA R EEREERERS , BiRKEE  KESEMDNSHREFUFETERE KA ERN
FQDN., Wi#FTIFEREBHSBTNIPHRENTTILEBHR (UEHRERE ) , SEHHEN
FQDN,

- (WE) RTAFEFEEMENNEER , THHEMD "TAMENEYR, FES , LR
AT 3%38 P A1 H 35 I DNS Al AR 25

i Firepower B EFHE6.3.0€E , MERKBEEMNE , YEERAZE N EHEITDONSER |, Al
DNS# T EB S EZE N EN TN EEST ( BASdnsdomain-lookup any ) .

MREREEERANE , BEREZE N E LAADNSER , FIDE#AERKRARIORENE. M
RRAECEIE , MEAEERHSE,

« ( A& ) iEHEnable DNS Lookup via the diagnostic interface alsoBgEX /5 #2

WMRMA | Firepower B EERFEAZRENERNEMNDE N EETDNSHEN, BHHLE
Devices > Device Management > edit device > Interfaces B H L BB Hi N A 1Pt

SR 3. BEHRMEEFQDN
B3 "HR, > THRER,  ERRERPIEERFEFQDNEE,

Edit Network Object

Mame: obj-talesntedsgence. com

Diescription:

Hosk Range % FODN

talesntelbgence, com

.ﬂ Mate:

You can use FODN network ohjects in scoass and prefiter rules only
Loobup: Resplee within [Ped and 1PvE w

Allow Overrides:




- EAERIFQDNY REFER3I20HE—ID

o LEIDREFMCHEIZEZILINAFISNnOrt

« TELINA | LEIDER ¥4 ERES

 fEsnortd |, WIDER T & % E R A BH R 122 0 4R B 48 B Bk

SR 4B FEUESIE A
5P ATV FQDNET SR &R 37 47 B 36 E B R BE

Aahd) Bl
L el T ' e T el U w |
v I ewh = -
_E:!dI==:==I Wk R T e .. . T . Irapetion  Lopgisy Loy
ey i iy bt S . s o bpraaria [ [optor e Pymn ek | |
BTN e e -
s
B ol Frivwa TAE AT F
& L 1 ]
il
e b g |
= T [ Frrr
o B [y e
= -, [Fom Em L=
LR AL
B kg e e
AL e e e - Bkl e

m Security Intelligance  WTTP Responses  Logging  Advanced
M Filter by Device.

H POEN-ACL b traide 2 Dustzide BB st taleamntelgence com 3 Block

Agcess Contrel: Block AN Trafhe =K |

IR ERREERS R EEFQDNE RE | A4 3 EFQDNAEHTHY 58 — (@6 R

BRRE
BRAABAR , RRAWEEEE ERBE,
- EREEFQDNZBIHIFTDYIIRAERE

aleescob# show run dns
DNS server-group DefaultDNS



« ERFQDNHERNEE

aleescob# show run dns
dns domain-lookup wan_1557
DNS server-group DNS_Test
retries 3
timeout 5
nhame-server 172.31.200.100
domain-name aleescob.cisco.com
DNS server-group DefaultDNS
dns-group DNS_Test

« U RFODNHRELINARAIIER

object network obj-talosintelligence.com
fgdn talosintelligence.com id 268434436

- MREEHE , AIFQDNFIRBBEZELINARRWABANT :

access-1list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL
access-1list CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.co

« BLF2Snort (ngfw.rules) F I SAE

# Start of AC rule.
268434437 deny 1 any any 2 any any any any (log dcforward flowstart) (dstfqdn 268434436)
# End rule 268434437

AR ERGIP , HRFQDNYHAR B/ , Rib &5 Kdstfqdn,

« MR Eshow dnsFlshow fadndn ¥ , B AT LU E B INEE B B %A Hrtallosintelligence fIIP :

aleescob# show dns
Name: talosintelligence.com

Address: 2001:DB8::6810:1b36 TTL 00:05:43
Address: 2001:DB8::6810:1c36 TTL 00:05:43
Address: 2001:DB8::6810:1d36 TTL 00:05:43
Address: 2001:DB8::6810:1a36 TTL 00:05:43
Address: 2001:DB8::6810:1936 TTL 00:05:43

Address: 192.168.27.54 TTL 00:05:43



Address:
Address:
Address:
Address:

192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

aleescob# show fqdn

FQDN IP Table:

ip = 2001:DB8::6810:1b36, object
FQDN-ID = 268434436

ip

ip

ip

ip

ip

ip

ip

ip

ip

= 2001:DB8::6810:1c36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1d36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1a36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1936, object
FQDN-ID = 268434436

= 192.168.27
FQDN-ID

= 192.168.29
FQDN-ID

= 192.168.28
FQDN-ID

= 192.168.26
FQDN-ID

= 192.168.25
FQDN-ID

FQDN ID Detail:
FQDN-ID = 268434436, object =
ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36, 2001:D

o MBRELINAFR A Eshow access-list , T ATREE 3

.54, object
= 268434436

.54, object
= 268434436

.54, object
= 268434436

.54, object
= 268434436

.54, object
= 268434436

= obj-talosintelligence.

= obj-talosintelligence.

= obj-talosintelligence.

= obj-talosintelligence.

= obj-talosintelligence.

firepower# show access-Tlist

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10
10

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

com,

com,

com,

com,

com,

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

com,

com,

com,

com,

com,

domain

domain

domain

domain

domain

domain

domain

domain

domain

domain

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

00:05:43
00:05:43
00:05:43
00:05:43

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

talosintelligence.

com

com

com

com

com

obj-talosintelligence.com, domain = talosintelligence.com

com

com

com

com

com

FIEERTENSFRBNRAER

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

object obj-talosintel

fqdn
host
host
host
host
host
host
host
host
host
host

talosintel
2001:DB8::
2001:DB8::
2001:DB8::
2001:DB8::
2001:DB8::
192
192
192
192
192

.168.27
.168.29.54
.168.28
.168.26.54
.168.25

Tigenc
6810:1
6810:1
6810:1
6810:1
6810:1
.54

.54

.54
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« RELINAK ERIEERICMPE R IR a5

access-1list CS

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

« EAONMHEHPHEMNERICMPE

M_FW_ACL_

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

27.54
.

::'||:;r|l| talozintell :;l_|r'I|| b

B

|.r|'.' =

27.54)

, ¥ftalosintelligence.com#{Tping#REL K , B AEHM

Wwith 4&

== oo

B

d {18

PHIFQDNFEEE, H

lase .

bytes of

Tine 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 object

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

aleescob# show cap in 13 packets captured 1 :

172.31.200.10

192.168.56.132 > 172.31.4.161 icmp :
192.168.56.132 icmp : EIFEEIZES :

AR5

Oicmp :

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

18:03:41.558915 192.168.56.132 >
18:04:12.322126

192.168.56.132 > 172.31.4.161 icmp : EIFEFERT :

192.168.56.132 icmp : EIFEFEZS :

@nﬁ tkg

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

ERIAEHER :

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any

192.168.56.132 udp port 59396 unreachable 2 :
echo request 3 8:04:12.479162 172.31.4.161 >
18:04:13.309966 192.168.56.132 > 172.31.4.161 icmp : [EFE
18:04:13.462149 172.31.4.161 > 192.168.5 6.132 icmp : EIFEFEZG :

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

fgdn
host
host
host
host
host
host
host
host
host
host

18:04:14.475424 172.31.4.161>

18:04:25.713662 192.168.56.132 > 192.168.27.54 icmp : EIFEFER1 :
192.168.56.132 > 192.168.27.54 icmp : EIFEFER12:18:04:35.711480 192.168.56.132 > 192
2.168.27.54 icmp : EIFEFEK13:18:04:40.707528 192.168.56.132 > 192.168.27.54 icmp : EIfEFH

SRaleescob# sho cap asp | £192.168.27.54 162 :
192.168.27.54 icmp : EIFEFER165 :

@nﬁ-k168

18:04:3 .704232

18:04:25.713799 192.168.56.132 >
18:04:30.704355 192.168.56.132 > 192.168.27.54 icmp : [a]
18:18:0 4:35.711556 192.168.56.132 > 192.168.27.54 icmp : [EIfEFEK176 :

idata:

obj-talosintelTi
talosintelligenc

2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
192.168.27.54
192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

18:04:14.308425

18:04:15.306823 192.168.566.5 32 > 172.31.4.161 icmp : [E]
18:04:15.463339 172.31.4.161 > 192.168.56.132 icmp : EIFEFEZE10 :

:6810:1
:6810:1
:6810:1
16810:1
:6810:1



18:04:40.707589 192.168.56.132 > 192.168.27.54 icmp : ElfEFE R

o LI RtraceEHEAP—RBICMPEREZH AR :

aleescob# sho cap in packet-number 10 trace
13 packets captured

10: 18:04:25.713662 192.168.56.132 > 192.168.27.54 1icmp: echo request
Phase: 1
Type: CAPTURE
Subtype:
ResuTt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.57.254 using egress ifc wan_1557

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col
access-1list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory

access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

Additional Information:

Result:

input-interface: lan_v1556

input-status: up

input-Tine-status: up

output-interface: wan_1557

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule

- MRFHEEHRUNEESAIow , BIIER R Efirewall-engine-debug iy i i 7= 4l



> system support firewall-engine-debug

Please specify an IP protocol: icmp
address:

Please specify a client IP
Please specify a server IP

Monitoring

192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.

56.
56.
56.
56.
56.
56.
56.
56.

firewall engine

132-8
132-8
132-8
132-8
132-8
132-8
132-8
132-8

iab_mode Off

# Start of tunnel and priority rules.

>
>
>
>
>
>
>
>

192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.

address:

debug messages

29.
29.
29.
29.
29.
29.
29.
29.

54-0
54-0
54-0
54-0
54-0
54-0
54-0
54-0

1
1
1
1
1
1
1
1

AS
AS
AS
AS
AS
AS
AS
AS

PR RPRRPRRRRR
HoHHHHHH H

192.168.

56.132

0 new firewall session

0 DAQ returned DST FQDN ID: 268434436

0 Starting with minimum 2, 'FQDN-ACL', and SrcZone first wi
0 Match found for FQDN id: 268434436

0 match rule order 2, 'FQDN-ACL', action Allow

0 MidRecovery data sent for rule id: 268434437,rule_action:
0 allow action

0 deleting firewall session

- ¥FQDNEZBE A TRIBIREF (Fastpath)l —EB 0 BF , EFEngfw.rulesFRIAAERINT -

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.

268434439
268434438
268434438
268434438
268434438
268434438
# End of tunnel

Phase:
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-
access-1list CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1

access-1list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter

Additional Information:

fastpath any any any any any any any any (log dcforward both) (tunnel -1)
1025-65535 any any 3544 any 17 (tunnel -1)

3544 any any 1025-65535 any 17 (tunnel -1)

any any any any any 47 (tunnel -1)

any any any any any 41 (tunnel -1)

any any any any any 4 (tunnel -1)

allow
allow
allow
allow
allow

5 S HE AR

any
any
any
any
any
and

1. . FMCELE

any
any
any
any
any

priority rules.

- REFEMFIWLINABERE :



RERTEMEE 7 R NMDNSHRI[RE
- BMEHBREAY

2. ZFTDLHEEWRE

« 1E1Tshow dnsHlshow access-listAR R 2B EHEMFQDNMACH A ZBERMHA
- iE{Tshow run object network , ic TEEHf REABHRYID ( Blzn , XKKRIR )

« E{Tshow fqdn id XA EFQDNRE B ER#EIT AIRIP

- BFngfw.rulestERE R E B LIFQDN ID X#EARWACHK Al

- BITR#HK X Efirewall-engine-debug i # 2 Snort& iR

WEEFMCHR FEHERRHE 52

FTEEMFTE AFEEFMCEUFEHERR P I EE, ERFMCIWEMBEER |, BHRFMC GULIE/THESE
Bro BRI, FEFMC Linuxi2’REF T , EE1Tsf_troubleshoot.pl, MR IFME BRI BRI M ZE
FNTAC)IRRFMCH FEHERR AR .

FMC B &%

RAEERRB/E BRY

/opt/CSCOpx/MDC/1og/operation/vmsshareddsvcs.log  |FrEAPIFELY

/var/opt/CSCOpx/MDC/1og/operation/usmsharedsvcs. log|pff G AP Y

/opt/CSCOpx/MDC/1og/operation/vmsbesvcs. Tog CLIE BEE
/opt/CSCOpx/MDC/tomcat/Togs/stdout.Tog TomcatB &6
/var/log/mojo.Tlog Mojo H &%

/var/log/CSMAgent.log CSMAIDCZ B KIRESTFEAY




/var/log/action_queue.log

DCHYRIEBKZI B 56

w REE/HRER

LR RFQDNFIDNSRI fR 2R 4H ¥ SRV UI P B R Y S5 5R/ B & LA DNSERE

FREFIRARFT. (v _
+, )

foam = 5| =
) HEHE BATNETBANERE
EBESERTT, BBESAL . e
SR TRGEE  SEAER [CERREH B AREE.

[ B Invalid default domain value J

EMHFERMEIE

EREEERRNER
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