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B R

RXHRBRHEER,
BRA T

FERPHNEFARRIBUATRERA

- #ITFTDEARE6.1.009ASA5515-X
- BITFTDEXRE6.2.209FPR4110

« #1TFirepowerBE f1.0\(FMC)EXB86.2.289 FS4000

ANHHEARBBEREERETREANKEMEL. XHERAINMARESREAER (R

) BVHERERREY . MRIEHVEREED | FBRREREETMEST

HRAR

FTIDHBRE

FIDHBREBEHREBL , TR :

REE Y&

ASA engine

B

-

1

o
Snort engine Snort Verdict 1
ASA engine interface
=
]

1. HEEABANE , WHLINASIZEE,

2. IR FEMERSnort5| BiEE RS

3. Snort5| EEE HIWHEE R,

4. LINA 5|24R#% Snort WHIER R EREEHA.

RIRZEE , FTDEEAMUR A TLE :

Snort-level capture
('capture-traffic’
command)

[ LINA-level capture
(‘capture’ command)

Snort

DROP  Palicy

DROP DROP

Snort Verdict

*Malwale * Ho

[ LINA-level capture |

Defrag Policy VPN Decrypt

Analyze

| ("capture' command)

DROP

DROP



=N, =

A JE
B Ex
FTD-5515X
Host-A G0/0.1577 g?J{rlSIDE Host-B
INSIDE

192.168.103.x/24 : 192.168.101.x/24 Ve Y
{5 FH Snort5| Z #EEL
KERM
FTDLFER 7 FEUEHIRAI(ACP) , AFFHEBREREFIFARBABE(ICMP)REREIR, ZEHERE
AT ARERE

Crnverview  Analysis BTSN Devices Objects AP

Access Control * Access Contral Matwork Decovany Apphcaton Detectors Correlation ACDans v

FTD5515 | O cancel |

Ifentity Polloy: Hons S5L Pralloy: Hane
Tg Inhwritance Settings | [F] Polcy Assgreents (1)

m Security InteBgence | HTTFP Responses | Advanced

B Fitar by Davico ) Add Categery ) AddRulg | Search fuses
] T I ]

Intrusion Policy

Accass Conrol: Bock AN Traff

1. FTD CLISH#&E X TRY A #EE , mEF A E R,
2. \IBFTD PingY M EHEE A E H,

RRAR
SR 1BAFTDEEARKSSHEbr1 N E , WHEFTD CLISHER TEAAREE , MEE A EHE IR

o

<{froot>

>



capture-traffic

Please choose domain to capture traffic from:

0 - brl

1 - Router
Selection?
1

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:

EFTD6.0.xLE , (ST :

<tfroot>
>
syst em support

capture-traffic

S BB 2. FIBFTD Pingi i = HAEN AV B H o

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router
Selection?

1

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:

12:
12:
12:
12:
12:
12:
12:
12:
~C

52:
52:
52:
52:
52:
52:
52:
52:

34.
34.
34.
34.
34.
34.
34.
34.
<-

749945
749945
759955
759955
759955
759955
759955
759955

IP
IP
IP
IP
IP
IP
IP
IP

ol ab- vl 603- gw. ci
ol ab-vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab-vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab-vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab-vl 647- gw. ci

to exit press CTRL + C

SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.

com
com
com
com
com
com
com
com

V V.V V VYV VYV

c
c
c
c
c

ol ab- vl 647- gw.
ol ab- vl 603- gw.
ol ab- vl 647- gw.
ol ab- vl 603- gw.
ol ab- vl 647- gw.
ol ab-vl 603- gw. ci
ol ab-vl 647- gw. ci
ol ab-vl 603- gw. ci

SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.

com
com
com
com
com
com
com
com

| GvP
| GvP
| GvP
| GvP
| CvP
| CvP
| CvP
| CvP

echo
echo
echo
echo
echo
echo
echo
echo

request, id O, seq 1, |e
reply, id 0, seq 1, |eng
request, id O, seq 2, |e
reply, id 0, seq 2, |eng
request, id O, seq 3, |
reply, id 0, seq 3, |eng
request, id O, seq 4, |e
reply, id 0, seq 4, |eng



£ A Snort5| ZH#EER

1. FEFTD CLISH#EX T EAIP 192.168.101. 18 &512 15 44 B A #EEL

2. BBFTD PingM e EfEE & H .

R B

HER 1.72FTD CLISHEX TEAIP 192.168.101.1 # &F 12 {5 44 B A FE X

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

host 192.168.101.1

$ER 2. 3BBFTD Pingl e EMEEE H -

13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com

V V.V V VvV

olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.

cisco.
cisco.
cisco.
cisco.
cisco.

com:
com:
com:
com:
com:

ICMP
ICMP
ICMP
ICMP
ICMP

BRI MERA-NEE LT R BR ERAER, Sl RENHEERRA

<ffroot>

>

echo
echo
echo
echo
echo

reply,
reply,
reply,
reply,
reply,

seq 0,
seq 1,
seq 2,
seq 3,
seq 4,

Ten
Ten
Ten
Ten
Ten



capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

13:29:59.599959 IP 192.168.101.1 > 192.168.103.1: ICMP echo reply, id 5, seq 0, Tength 80
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1: ICMP echo reply, id 5, seq 1, Tength 80
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1: ICMP echo reply, id 5, seq 2, Tlength 80
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1: ICMP echo reply, id 5, seq 3, Tength 80
13:29:59.599959 IP 192.168.101.1 > 192.168.103.1: ICMP echo reply, id 5, seq 4, length 80

Tepdumpi® B 28 4l

g1 1 -

= E#EESrc IPDst IP = 192.168.101.1F1Src portsiDst port = TCP/UDP 23 , B8 AU T :

<#root>
Options:

-n host 192.168.101.1 and port 23

g1 2 -

= EHEESrc IP = 192.168.101.1F1Src port = TCP/UDP 23 , BB AL T & :
<#root>

Options:

-n src 192.168.101.1 and src port 23

gl 3:

= EREESrc IP = 192.168.101.1F1Src port = TCP 23 , @A TH T :

<tfroot>



Options:

-n src 192.168.101.1 and tcp and src port 23

g5 4:
ZEHEHSrc IP = 192.168.101. 1 1 D HMACHIHE |, 5518 Tey B1E , REBMALUTHS :

<#root>
Options:

-he

src 192.168.101.1

17:57:48.709954
6c: 41: 6a:al:2b:f6 > a8:9d: 21: 93: 22: 90,

ethertype IPv4 (0x0800), length 58: 192.168.101.1.23 > 192.168.103.1.25420:
Flags [S.], seq 3694888749, ack 1562083610, win 8192, options [mss 1380], Tength 0O

gl 5 :
EEAEII0EHEREBY  BFRALUTHS

<#root>
Options:

-n -c 10 src 192.168.101.1

18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 3758037348, win 32768, Tength
18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 1, win 32768, Tength 2
18:03:12.949932 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 1, win 32768, Tlength 10
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 3, win 32768, length O
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 3, win 32768, Tength 2
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 5, win 32768, length O
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 5, win 32768, Tlength 10
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 7, win 32768, length O
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 7, win 32768, Tength 12
18:03:13.349972 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 9, win 32768, length O

£l 6 :
EEBHENME ABE Bcapture.pcapfIEER | WEBFTPEHEERIRIFMAMRES  FWAUTHS

<ffroot>



Options:

-w capture. pcap host 192.168.101.1
CTRL + C <- to stop the capture
> file copy 10.229.22.136 ftp / capture. pcap

Enter password for ftp@l10.229.22.136:
Copying capture.pcap

Copy successf ul

f FAFTD LINAB| S 4EY

1R TIBEEREFTD LR WEHEER

HR IP 192.168.103.1

B &Vt IP 192.168.101.1

BAWHE ICMP
N E INSIDE
R IP 192.168.103.1

B IP 192.168.101.1

B E ICMP

N E OUTSIDE

2 # EHA(192.168.103.1) ¥ £ HB(192.168.101. 1) TPing L B E 1.,
BRRTT =R

SR 1 BRARE



<tfroot>

> capture CAPl interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1
> capture CAPO interface OUTSIDE match icnp host 192.168.101.1 host 192.168.103.1

SR 2 ECLIRMEHE,
R EHA pingEHB:

Civlzersseiscorping 192.168.181 .1

Pinging 192.168.181.1 with 32 bytes of data:

Reply from 192.16B.181.1: hyte 2 time=4dmz TIL
Keply from 174.168.101 .13 hytes=4Z time~oms 1L
Reply from 192.168.1081.1: time=1ms TIL
Reply from 19Z2.168.181.1:¢ time=1lms T1L

<#root>
> show capture
capture CAPI type raw-data interface INSIDE [Capturing

- 752 bytes

1
match icmp host 192.168.103.1 host 192.168.101.1
capture CAPO type raw-data interface OUTSIDE [Capturing

- 720 bytes

1
match icmp host 192.168.101.1 host 192.168.103.1

HRINSIDES E LAIDot1Q¥RE , MEMHEERFRN A/ | WL T i ROIFR

<#root>
> show capture CAPI

8 packets captured
1: 17:24:09.122338

802. 1Q vl an#1577

PO 192.168.103.1 > 192.168.101.1: icmp: echo request

2: 17:24:09.123071 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121392 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.122018 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: 1icmp: echo reply
5: 17:24:11.119714 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120324 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133660 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134239 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown



<#root>
> show capt ure CAPO

8 packets captured

1: 17:24:09.122765 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 17:24:09.122994 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121728 192.168.103.1 > 192.168.101.1: 1icmp: echo request
4: 17:24:10.121957 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.120034 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120263 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133980 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134194 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

{£FFTD LINAG|ZHE — FEBHTTPE i #HY
fE RIS B LS 2 PR,

R R

EEFAAESELEN , £F

1. MAHTTPS{AIAREE
2. RFFHTTPSEH &

FRIEAT , HTTPSAR=FEFA , EF AR :

<tfroot>
>

show runni ng-config http

S ER 1. EE EDevices > Platform Settings , #&— TNew Policy , & #%iEEThreat Defense Settings:



Devices [el[-T= R0 eploy System Help *  mikis v

0N Platform Settings

Object Management

+J New Policy

Firepower Settings

- : Threat Defense Settings

EERBEBNRERR

New Policy

MName: FTD5515-System_Policy
Description:
Targeted Davices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

4+ Search by name or value :FTDESIE

S 2 BMAHTTPS R RES I B E A B BHTTPSEINFTDE E MK

Overview Analysis Policles gHENTSEE Objects | AMP

Device Managarment MAT VPN Platfarm Settings

FTD5515-System_Policy

ARF. Inspection Enable HTTF scn-eE 2
Banner
Part LLE

External Autharcation
Fragment Setliings

(LI | 3

M | = |\ simtwork & |
Secure Shel e
1S EDE Met_193, 168,100.0_2&bits 78
SMTR Server
EEMIE,

TERMEER , AT LUEAdebug http AIRHTTPAR B #Y BRED

<#root>



> debug http 255

debug http enabled at Tevel 255.

http_enabl e: Enabling HTTP server
HTTP server starting.

FTD CLILW&ERA :

<#root>
> unebug all

> show run http
http server enable
http 192.168. 103. 0 255. 255. 255. 0 | NSI DE

EF#A(192.168.103.1) L FARBUBIZE 2530 f6F A L URL T 8 58 — {E #EER
. https://192.168.103.62/capture/CAPI/pcap/CAPl.pcap,

#

{.. hitps:/ 19216810362/ capture/ CAPV pcap/CAPLpcap

‘Opening CAPLpcap
You have chosen to open:
% CAPLpcap

which is: Wireshark capture file (776 bytes)
from: hitps://192.168.103.62

What should Firefox do with this file?

& Openwith | Wireshark (default) -
Lave File

Do this autom atically for files like this from now on,

QK Cancel

HaE .

https://192.168.103.62/capture/CAPI/pcap/CAP.pcap||E B AHT TP AREF I FTDE BT E



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap

BIP

https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap|[F TDHEER K & 78

https://192.168.103.62/capture/CAPI/pcap/CAPl.pcap|| F B E R & B

HREZIRIHE | 3EHAhttps://192.168.103.62/capture/CAPO/pcap/CAPO.pcap.

Ty

{'_ hitps:// 192168103 62/ capture/CAPC/ peap/CAPO. pcap

[ = Y
Opening CAPO.peap nad
You have chosen to open:
% CAPO.pcap

which is: Wireshark capture file (744 bytes)
from: https//192.168.103 62

What chould Firefox do with this file?

& Open with | Wireshark (default) .
) SaveFile

Do this gutomatically for files like this from now on

ok | | Caneel

fEFFTD LINAS|ZHHH — ZBFTP/TFTP/SCPEE H ##EX
£ AFTP/TFTP/SCP 4 E [E i £ Al S R P BE A HE,
RRI R

A HREN B tH EF TP AR 2R


https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPO/pcap/CAPO.pcap

<#root>
firepower

# copy /pcap capture: CAPl ftp://ftp_usernane: ftp_password@92. 168. 78. 73/ CAPI . pcap

Source capture name [CAPI]?

Address or name of remote host [192.168.78.73]7
Destination username [ftp_username]?
Destination password [ftp_password]?

Destination filename [CAPI.pcap]?
Frrrn

114 packets copied in 0.170 secs

firepower#

S FEEN BE i ETFTP R AR =SS

<#root>

firepower

# copy /pcap capture: CAPl tftp://192.168.78.73

Source capture name [CAPI]?
Address or name of remote host [192.168.78.73]7

Destination filename [CAPI]?
NERRRRRRRRRRERN

346 packets copied in 0.90 secs

firepower#

A YE IE H FISCP A AR ER :

<#root>
firepower#

copy /pcap capture: CAPl scp://scp_usernane: scp_password@l92. 168. 78. 55

Source capture name [CAPI]?

Address or name of remote host [192.168.78.55]7



Destination username [scp_username]?

Destination filename [CAPI]?

The authenticity of host '192.168.78.55 (192.168.78.55)"' can't be established.

RSA key fingerprint is <cb:ca:9f:e9:3c:ef:e2:4f:20:15:60:21:81:0a:85:f9:02:0d:0e:98:d0:9b:6c:dc:f9:af:4

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.78.55"' (SHA256) to the Tist of known hosts.

454 packets copied in 3.950 secs (151 packets/sec)

firepower#

RFTDHFMERLEMERN,. Bal , ELFTERFTDARZTERINE K KBEENFERBTUTISER -
1.#£Lina™® — copy /pcap capture:<cap_name> diskO:
2.#£FPR root - mv /ngfw/mnt/disk0/<cap_name> /ngfw/var/common/

3.7£EFMC Ul - System > Health > Monitor > Device > Advanced Troubleshooting® , & A
<cap_name>H{ 3t T &,

EAFTD LINAGIZHE — EMBRRERS

£ LA T BB AR EFTD L RUA #RER

R P 192.168.103.1
B9t 1P 192.168.101.1
B E ICMP

THE INSIDE
HaEH =

REtE R D# 100

# T HEA(192.168.103.1) T #B(192.168.101. 1) ITPing L A =1 &,



R TT B

RHERENTERRERBEIEERR, EAFERRENSRBHMERNIRE, FHiBtrace
detail AR F I IEEZRMBNERNTH, ARBERT , FIDSEKRBTIS0EE A H 2,

HEERERT , AFTDIEINSIDES T E LAY RT1001EH ERUA & BB MR E AR ERER

<#root>

> capture CAPI2 interface INSIDE trace detail trace-count 100 match icnp host 192.168.103.1 host 192. 16¢

R EHA pingEHB , WIMEZER .
xS Usershcisco2ping 192168161 .1

Pinging 192.168.181.1 with 32 bytesz of data:
Reply from 192.168.181 .1 hytes=32 time=2ns
Reply from 192.168.181.1: bytes=32 time=2ns
Reply from 192.168.181.1

; 2 . 16¢ bytez=3Z time=Ims
Reply from 192.168.181.1: bytes=32 time=Bns

BENERER

<#root>
> show capture CAPI 2

8 packets captured

1: 18:08:04.232989 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 18:08:04.234622 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 18:08:05.223941 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 18:08:05.224872 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 18:08:06.222309 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: +icmp: echo request
6: 18:08:06.223148 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 18:08:07.220752 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 18:08:07.221561 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

et R — AR IR E RN, BREBNHS

o EF12MEER , TUES "E@RL o ERLINAGIEREMRES (BB LELARITREIERF ) .
- E13MEEREBFTDAH LEIXEISnortH TR
« 14 R REBISnortB IRV T .

<ttroot>

> show capture CAPI 2 packet-nunber 1 trace detai



8 packets captured
1: 18:08:04.232989 000c.2998.3fec a89d.2193.2293 0x8100 Length: 78
802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request (ttl 128, id 3346)
Phase: 1
Type: CAPTURE
. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 195, packet dispatched to next module
Module information for forward flow ...

snp_fp_inspect_i p_options
snp_fp_snort
snp_fp_inspect_icnp

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Module information for reverse flow ...

snp_fp_inspect_ip_options
snp_fp_inspect_icnp
snp_fp_snort

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Phase: 13

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Information:
Application: ' SNORT | nspect

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Config:

Addi tional |nfornation:

Snort Verdict: (pass-packet) allow this packet

. output omitted ...

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

1 packet shown



6.2RFMCERERAFHHELER

FEFMC 6.2.xhHRH , 5IA THHNER THEEBE, BEZFEDevices > Device Management , A% iz
TroubleshootBl /R, A% iEIZEAdvanced Troubleshooting , &% 1&##Capture w/Trace,

Overview Analysis Policies g EUTLN Objects AMP Intelligence

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates

By Group s )
Name Group Model License Type Access Control Poli...
3 FTD4110-2 ! . = [
R e e Firepower 4110 Threat ~ CiScO Firepower 4111 Base, Threat, Ma... Sl Bl & U‘ ‘ A ”

iZIZEAdd Capture BN FTDHHE :

Advanced Troubleshooting
FTD4110-2
File Download Threat Defense CLI Packet Tracer [oT/ TR YT
¢ Auto Refresh Interval (seconds): 10 Enable Auto Refresh .2 Add Capture ‘
Na Interface Type Trace Buffer  Buffer Packet Buffer Protocol Source Destination Status
Mode Size Length Status
Add Capture 7%
Name*: CAPI Interface™: INSIDE 2 ‘ SOU rCE lnterface
Match Criteria:
Protocol *: P R “ I P PrOtOCOI
Source Host*: 192.168.0.10 Source Network:
Destinatio Destination
HU:[I' : o 192.168.2.10 M:L\\!SlL:IUI
5GT number: {0-65535) A
4-| Circular buffer
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture ¥ Trace
Buffer Size: 524285 1534-33554432 ® Stop when full Trace Count:
bytes

EBFMC UIBREIINT :
o #EEIEFESrcMDstiE

- QBB EKRIPHE
- L ALINAS|IZASPEERAHE

R e — EAFTD CLI

®EFMC UIFERmER , HEESELT .



File Download Threat Defense CLI  Packet Tracer Clear the

€ Auto Refresh Interval (seconds): 10 Enable Auto Refresh ca ptu re «d Add Capture
Na... Interface Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status
Mode  Size Length  Status

CAPL INSIDE raw-data " M 524288 1518 Capturing 1P 192.168.0.10 192.168.2.10 Running & i e d T

Pause the
capture

Save the capture
in pcap format

FTD CLI L HYHEEX

<#root>
> show capture
capture CAPI%intf=INSIDE% type raw-data trace interface INSIDE [Capturing - 0 bytes]

match ip host 192.168.0.10 host 192.168.2.10
>

E6.22%FMCLIEMERERS

FEFMC 6.2.x Lt , Capture w/TraceBE R FFEEFTD LHEMBHERE RS !

Add Capture AR

Name*: CAPI Interface®: INSIDE v

Match Criteria:

Protocol*: P v
Source Host*: 192.168.16.111 Source Network:
SGT number: (0-65533)
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture @ Trace ? Trace ingreSS paCketS
Buffer Size: 524288 égg;—33554432 ® Stop when full Trace Count: | S0

B AEFMC VIR ERBNE RS



Advanced Troubleshooting

FTD4110-2
File Download Threat Defense CLI Packet Tracer Capture w/Trace

€ Auto Refresh Interval (seconds): |10 Enable Auto Refresh .d Add Capture
Name Interface  Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status

Mode Size Length Status

CAPI  INSIDE raw-data v g M 524288 1518 Capturing IP 192.168.16.111 192.168.17.1 Running 7 F 2 I H
(A Packets Shown: 1 / Packets Captured: 1 / Traces: 1 A

ConTIg:

Additional Information:
Hew flow created with id 78, packet dispatched to next module

::::?:E:('IB'ERI'ML-INSPE(T The packet iS traced

Subtype:

Result: ALLOW

Config:

Additional Information:
Application: "SNORT Inspect’

Phase: 14
Type: SNORT

| The Snort verdict

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3581), application unk
Firewall: allow rule, 'Default Actjops on
NAP id 1, IPS id 2, Verdict PASS

ISnort Verdict: (pass-packet) allow this packet

FTD Packet TracerE AiER

fEfPacket TracerEARERNREBILAR , YREERNTNWATERELS :

BANE INSIDE

B E ICMPEIFEEES

HR IP 192.168.103.1

B &Vt IP 192.168.101.1

R B

Packet TracerE REBRER T, MABFIFTR , EXRBEZSnortk B, 7ESnort/E K [E B 1T HY REER
(capture-traffic) B RICMPEIEE K :

<ffroot>



> packet-tracer input INSIDE icnp 192.168.103.1 8 0 192.168.101.1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.101.1 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip 192.168.103.0 255.255.255.0 192.168.101.0 255.255.255.0 rule
access-1list CSM_FW_ACL_ remark rule-id 268436482: ACCESS POLICY: FTD5515 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268436482: L4 RULE: Allow ICMP

Addi tional Information:
This packet is sent to snort for additional processing where a verdict is reached

. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 203, packet dispatched to next module

Phase: 13

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: allow rule, id 268440225, allow
NAP id 2, IPS id 0, Verdict PASS



Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

Packet TracerBIE B Snortik B BB RERER S :

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Router

Selection? 1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n
13:27:11.939755 | P 192.168.103.1 > 192.168.101.1: I1CW echo request, id 0, seq 0, length 8

6.2 FMCE f8 My &< fyPacket Tracer U T E

EFMC 6.2 xkxF 5| A T Packet Tracer U LR, T EHEEWM I ERHARFRNEFR , I AFEE
FTD_E#FMC Ul {TPacket Tracer:



Configuration Users Domains Integration Updates Licenses » Health » Monitor

Advanced Troubleshooting

FTD4110-2

File Download Threat Defense CLI Padtet Tracer Capture w/Trace .
The source interface I—

Select the packet type and supply the packet parameters. Click start to trace the packet. ‘

Packet type: TCP b4 Interface*: INSIDE v
Source*: IP address (IPvd) ¥ | 192.168.0.10 Source Port™: 1111 v
Destination*: 1P address (IPv4) ¥ | 192.168.2.10 Destination Port*:  http v

SGT number: SGT number. | (0-65533) VLAN ID: VLAN ID... |(1-4096) Destination Mac

Address:
Output Format: summary =
Start Clear
|
Output -9 Raw
Phase: 1
Type: CAPTURE

Subb,'p.he:

Additional Information:
MAC Access list

Dhaea-

HEAEA

FirepowerB Bl Eas T2 E 15

Firepower RIFENRAEFH . 6.1.0 BRA
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