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Objects AMP Deploy P T —

Object Management Intrusion Rules
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New Extended Access List Object

Name: TCP_Bypass
« Entries (0)

No records to display

Allow Overrides: [

[ | r——

L3R RV R LA EC B SAllow, FILER RRERMNMEE , NE A LASEIRN B FREMIHANERE
HR, 40+ , SREFECEEER1TETH2NIPRE , RAEREATCPRERBIER, &
ERTARCTERSETCPRUDPIE, &R— TAJJRBEE,

Add Extended Access List Entry

? X
Action: " Allow >
Logging: I: Default %:l
Log Level: I: Informational ¢:|
Log Interval: 300 Sec.
I
Available Networks & @ Source Metworks (1) Destination Networks (1)
| —, Search by name or value | l;-'-_g Host1 EI g.-j_ Host2 EI
gﬂ any
E?_Q any-ipvd
= FMC Sounce
58 Host1 Add to
Destination
= Host2
l;f_;l IPv4-Benchmark-Tests
=3 1Pvé-Link-Local
=5 1Pv4-Multicast
52 1Pva-Private-10.0.0.0-8 Enter an IP address | [ Add ] | Enter an IP address | [ Add ]
Add ] [ Cancel ]
N h A
BERMERTE SRR EME , #£— T Save,
Edit Extended Access List Object ? X
Name: .TCP_&vpass
~ Entries (1)

1 o Allow 8 Hostl Any

= Host2 Any

Allow Overrides:

S B2 B WFlexConfigi &



Ein 2ER>HREE> FlexConfig > FlexConfighf R , A% & — T #H#FlexConfigll K%l

rview Analysis Pol

Object Management

] Individual Objects

2 Object Groups
~ PKIL
i SLA Monitor
4 [ Prefix List
[ 1Pv4 Prefix List
Lig 1Pv6 Prefix List

es

VLR Objects

Intrusion Rules

Name

AMP

System Help v

-

Filter

Default_DNS_Configure

Default_Inspection_Protocol_Disable

Default_Inspection_Protocol_Enable

DHCPv6_Prefix_Delegation_Configure

Configure Default DNS with the help of TextObjects defaul L)

Disable Default Inspection.

Enable Default Inspection.

Configure one outside (PO client) and one inside interface

1

4/ Route Map DHCPv6_Prefix_Delegation_UnConfigure Remove configuration of ane outside (PD client) and one i [ =4
4 [ FF Access List
DNS_Configure Configure DNS with the help of TextCbjects dnsParameter [
| stendard )
3§ Extended DNS_UnConfigure Remove the DNS configuratians. &
Y AS Path § . X
Eigrp_Cenfigure Configures eigrp. 1. Cenfigures next hop. 2. configures au L) -4
&8 Community List
{3 Palicy List Eigrp_Interface_Configure Configures interface parameters for eigrp. 1. Configures a [ 4
4 ven Eigrp_UnConfigure Clears eigrp configuration for an AS g e
8 txevt eolicy -
B 1kEv2 Policy Eigrp_Unconfigure_All Clears eigrp configuration. 0y &
@8 KEv1 1Psec Proposal Inspect_IPv6_Configure Configure inspection for Ipv6 traffic. Used text objects in t [ 4
@ 1kev2 psec Proposal
p Inspect_IPv6_UnConfigure UnConfigure inspection for ipv6 traffic, inh
s Group Policy
B AnyConnect File ISIS_Configure Configures global parameters for IS-IS. @y 4

R’ Certificate Map

1SIS_Interface_Configuration
4 B Address Pools

Interface level 15-I5 parameters. By default configure ipue [

.gim . 1S1S_Unconfigure Unconfigures s-Is. na
1PV6 Pools 1S1S_Unconfigure_All

Unconfigures is-is.

fa & FlexConfig s
% Text Object Netflow_aAdd_Destination Create and configure a NetFlow export destination. )4
ST gt otubooms. B ¢ ol 1si0 5 8
HROINE REBEATCP_Bypass , B EEEME. WEBEFZHIBFERBLER,
iE#Insert Policy Object > Extended ACL Object.
Add FlexConfig Object 7 X

Name: TCP_Bypass
Description: TCP State Bypass
.,3) Insert - Deployment: Everytime » | | Type: Append ¥
@ Insert Policy Object b Text Object
() Insert System Variable Network
() Insert Secret Key Security Zones
Standard ACL Object
Extended ACL Object
Route Map
Variables =
Name Dimension Default Value Property (Ty. Override Description
Save | | Cancel




BHEE : RIBIE "Everytime, 1BHE, ERAUEHMBBMARBEFRBUESE.

RTAHRF, BFEESBIPFEUNFREABEEL»BREHER. AR, EH—TAddZ#, EERG
F, BHEBATCP_Bypass.

j’ﬁ—TSaVeo

Insert Extended Access List Object Variable ? X

Variable Name: TCP_Bypass

Description:
Available Objects & Selected Object
, Search I_ﬁTlCF' Bypass |

Save Cancel

ElinsertiZ iIE T A Z B M P #Ti8E T RAOBELE (T , I Ematch access-listfil E 1T 2IELLBIE
EHEB(STCP_Bypass), imii = , BHEWAETEINR. SEURNEREEEHRRME,

cl ass-nap tcp_bypass

mat ch access-|i st $TCP_Bypass

policy-map tcp_bypass_policy

cl ass tcp_bypass

set connection advanced-opti ons tcp-state-bypass
service-policy tcp_bypass_policy interface outside

FERERBIAR | BRI REEHMIGSEEARNTNEH. UREELZTCPMREZREEA S MRS
REEH —EB4 , Bltcp_bypassiE ¥R o] LLFE F FAglobal_policy.

ST #& % — T Save,



Add FlexConfig Object

Name:

TCP_Bypass
Description: TCP State Bypass
&) Insert -

Deployment: Everytime 5| Type: Append &

class-map tcp bypass

match access-1ist(STCP Bypass
policy-map tcp bypass policy
class tcp_bypass

set ceonnection advanced-options tcp-state-bypass
service-policy tcp bypass policy interface cutside

Variables

Name Dimension Default Value Property (Ty... Override Description

Save Cancel
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EZFDevices > FlexConfig , AEE VMWK (BRIEECKEL TS —BARBALBH S EHRE—1E
FTD ) ., fELtRBIH |, FHIFelxConfigsk & #8 ATCP_Bypass.

Overview Analysis Polices JeEUTEEN Objects = AMP Deploy Systemn Help v DEma—
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
—
FlexConfig Policy Status

Last Modified

There are no policies created. Add a new policy

#$TCP_Bypass FlexConfigiR i 0 EL{GFTDEE &,



New Policy

Mame: TCP_ Bypass
Description: TCP State Bypass

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

L Search by name or value l FTD 3

Add to Policy

Save Cancel

f£User DefinedE 0 T |, iBIEBES B2 E I K TCP_Bypass FlexConfigf R , RE R — T HE&
HRIIGEREP,

Overview Analysis Policies =OVUIEEN Objects | AMP Deploy Systern Help v DEma— -

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

ou have unsaved changes | Preview Config || =] save || €3 cancel

TCP_Bypass

TCP State Bypass

%] Policy Assignments (1)

Available FlexConfig C (& FlexConfig Object ™| Selected Prepend FlexConfigs

= # Name Description

4 ({1 User Defined
[2 TcP_Bypass
# ] System Defined
[7l Default_DNS_Configure
T| Default_Inspection_Protocol_Disable
[2l Defeult_Inspection_Protocol_Enable
[Z] DHCPvE_Prefix_Delegation_Configure
T"| DHCPuE_Prefix_Delegation_UnConfigure
[0l DNS_Configure

™| DNS_UnConfigure -* -

= [ Selected Append FlexConfigs

[2] Eigre_Configure

|2l Eigrp_Interface_Configure # Name Description

T Eigrp_UnCenfigure 1 TCP_Bypass TCP State Bypass G

T Eigro_Unconfigure_all

[7] Inspect_IPvé_Configure

T Inspect_IPv6_UnConfigure
[LL 1s1S_Configure
[711815_Interface_Configuration
_-] ISIS_Unconfigure

) 1s1S_unconfigure_an

[2] Netflow_Add_Destination

[2l Netflow_Clear_Parameters

RFERALEITHE



Deploy Policies Version:2017-08-22 12:02 PM ?
Device Group Current Version
3 FD 2017-08-18 01:06 AM
@ Nat Policy: NAT-Lab
(©) NGFW Settings: Platform_Lab

D FlexConfig Policy: TCP_Bypass
@ Access Control Policy: Policy_FTD

@ E---Intrusiu:un Policy: Balanced Security and Connectivity
@ I DMS Policy: Default DNS Palicy

@ I Prefilter Policy: Default Prefilter Policy

@ MNetwork Discovery

@ Device Configuration(Details)

Selected devices: 1
Deploy Cancel

B

JBIBSSHTIEHIBEAEFTD , A% F A o system support diagnostic-cli.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Cirl+a then d' to detach
Type help or '?' for a list of avail abl e commands.

firepower# show access-1ist TCP_Bypass

access-list TCP_Bypass; 1 elenents; nane hash: Oxec2b4leb

access-list TCP_Bypass line 1 extended pernit object-group ProxySG Ext endedACL_34359739205
obj ect Host1l object Host2 log informational interval 300 (hitcnt=0) 0x42940b0Oe

access-list TCP_Bypass line 1 extended pernit ip host 1.1.1.1 host 1.1.1.2 |og infornationa
interval 300 (hitcnt=0) 0x769561fc

firepower# show runni ng-config class-nmap
!

cl ass-nmap inspection_default

mat ch defaul t-inspection-traffic

cl ass-nap tcp_bypass

mat ch access-1ist TCP_Bypass

!

firepower# show runni ng-config policy-nap
|

policy-map type inspect dns preset_dns_map



paraneters

nmessage-1 ength maxi mum client auto
nessage-| engt h maxi mum 512

no tcp-inspection

policy-map type inspect ip-options UM STATI C | P_OPTI ONS_MAP
paraneters

eool action allow

nop action allow

router-alert action allow

policy-map gl obal policy

cl ass inspection_default

nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect icnp

nspect icnp error

nspect i p-options UM STATI C_| P_OPTI ONS_MAP
class cl ass-default

set connection advanced-options UM STATI C_TCP_NAP
policy-map tcp_bypass_policy

cl ass tcp_bypass

set connection advanced-options tcp-state-bypass

SR A

EERHILTIRETRMHEE | LR T URHEED,

- show conn [detaill]

Shows connection information. Detailed information uses flags to indicate special connection
characteristics.

For exanple, the “b” flag indicates traffic subject to TCP State Bypass

- show service-policy
Shows service policy statistics, including Dead Connection Detection (DCD) statistics

R

https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/firewall/asa 91 firewall co
nfig/conns _connlimits.html

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118995-configure-asa-00.html

https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/quide/fpmc-config-
quide-v62/flexconfig policies.html
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