EAREEEN TERE FTD /I H
B 8%

F FiEsfy FTD LEA
J#1 EtherChannel

£ FTD E#IEH EtherChannel
j#iB FTD #Y EtherChannel

N
AR BFirepower BHR(FTD) £ B L AMEH N EHEE, BRBAEE,
AR

AXHRBHERR.



BRA T4
AXFHEARRIBI T B AMBEERRA

+ Firepower 4112 FTD ( 7.xhR )
« Firepower& ¥/ /\(FMC) ( 7.xkX )

ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERRERER (HEK
) BVAERESRERE) . MREHMEEET , FRACREEMES IRERNEE,

HEEE m
A EAR A TREEMERERA

+ FPR1000, FPR2100, FPR4100, FPR9300
o Z2PAiE310074200F% 51
« VFTD

- FTD #%8 6.2.x REHRA

db

B =2
FTD R—AZESMWEEMEG K HbIFE 2 EE5%

L

1. LINA 5|%
2. Snort 5|2

RNERER 2 E5IZENIES :

ﬁ
'
Snﬂl't 'Engln'E Snort Verdict 1
i - . eqress
:E?JEEL LINA engine l LINA engine ingteﬁ:m
|

o HEEABMANE , YWH LINA 5|ZERE.

- MREFTDRAFEZEHE , HlSnort5| ZEHHEITRE,
 Snort5| ZEEH B HER R,

« LINA 521848 Snort WY Ef REERERX K.

FIDREMERFBEAMABMEER , MTEFAT :



2 Deployment Modes:

Routed

-
«  Transparent }

6 Interface Modes

« Routed
«  Switched (
- Passive

- Passive (ERSPAN)
Inline pair
* Inline pair with tap

(BVI)

Device Modes inherited from ASA

Interface Modes inherited from ASA

}4— Interface Modes inherited from FirePOWER

N Wi EELESE— FTD R LEAEENEER.,

UTHESRREE FTD HEMNEE

FTD /i HE#EX |[FTD HBEX [REA METREERE
R R 5% LINA 5|2 Snort 3| ZRE |2
R EH STE LINA 5/2% Snort 5|28 E .=
AR 88 1y 5350 f;ngNA 5IZM5EE Snort 5| & =
Sgﬂ;gzﬁ%ﬁﬂﬁm 95t 2 B i;uNA 5|2 F5EE Snort 5|2 =
) 2 b o035 5 84 LINA 5|ZF T2 Snort 5|2 =

BRE.

1% 5 (ERSPAN)

faes

84 LINA 5|Z 5T Snort 5|2
wmeE.

|

ERXE FTD LM AEREE N E

Mg E &




inline pair
Router-1 ‘ el/3 el/4 ; Router-2

— INSIDE & B OUTSIDE e
[\ /|

o

S

BIBUTESR  ERAHRBEHERTREEE N He1/3Fe1/4:

E el/3 el1/4

ey INSIDE OUTSIDE
ZE[EE INSIDE_ZONE|OUTSIDE_ZONE
AREBZR  |Inline-Pair-1
AHERE MTU [1500
EEEERECKA

S

SB1, EEXREEBINE , FEEEDevices > Device Management , iZIZEENEE K REIBE
Edit:

BETR, EENHNBBIAE Enabled , 20T EIFTRo



Edit Physical Interface 7]

Ganarnl P 1% 4] Paith Monioring MAansder ACCESS Ao

M
INZSI0E H

[ Erabled

Darscripibon:

ki :
Pdcarniy w

ety Zona:
INSIDE_Z0ME -

Ity 10

Efharmiert 13

MTLL
1500

Prioity.
]

Propagabe Seduiity Gious Tag
WVE Dy

L il “

N o gEE ENEE.

Bliy |, AN EEthernet1/4, REFERINT -

Firewall Management Center

] Devices | Secure Firewall Interfaces

Overview  Analysis  Policles  Devices  Objects  Integration  Deploy aQ é’ & @  mzafeio\ mzafeiro ~ vl cpcyRE

mzafeiro_4112-2 :

Cisco Firepower 4112 Threat Defense

Device Interfaces Inline Sets Routing DHCP VTEP
Sync Device | | Add Interfaces
Virtual Tunnels C, Search by name yn -
Interface Logical Name Type Security Zones MAC Address [ActivefStandby)  IP Address Path Monitoring Virtual Router
Ethemnetl1 management Physical Disabled Global Q<
Ethemetl/3 INSIDE Physical INSIDE_ZOMNE Disabled Global
Ethemnetl /4 QUTSIDE Physical OUTSIDE_ZONE Disabled Global rd

HER 2. SREABRELH



BEZ |nline Sets > Add Inline Set , T FEBIFfRo

[ Clsco Firepower 4112 Threat Defense

Dvic Interfaces Inling Sels Routing DHCP VTEP

Add Inline Sat

Namea Interface Pairs

S 3. RIBERBE "Generaly [RE , MTEFRo

Add Inline Set 7]

GEnaral Aceanced
1
Marme®:

Inlinsge = Pair=1

|
MTLIY:
15060
Avallable Intarfaces Pairs I:_' Sabected Interface Pair
8, Search I OUTSIDE===IMNSIDE I ™
OUTSIDE<=>INSIDE
Cancie DK

S ER 4. 7£ "Advanced Settings J& T RUA Propagate Link State 28 , 21T~ BT



Add Inline Set (7]

General Advanced

Tap bode;

|I Propagate Link State: od ||
Strict TCE Enforcement:
Snort Fall Open: | | Busy [ Down

Enatding Snorl Fall Open might allow trafic unrestricied.

ERBRETN—ENEHERE , EEATERS A BEAARNEEY RS @ .
SRS BEEEWETHE.

i)

ERAXEHAR , BEEENEERE ERER.
& FTD CLI Be & A E B 1E &,

RRFR
ZE A FTD CLI Y BT A Hr B ¥ 4HRE -

<#root>
firepower#

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-1link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/4 "OUTSIDE"
Current-Status: UP
Interface: Ethernetl/3 "INSIDE"
Current-Status: UP



Bridge Group ID: 507

N e BEEDWETRER. MBEHAEER AEMRE  BIEA0.

NEMEBENR -

<#root>
firepower#

show nanei f

Interface Name Security
Ethernetl/1 management 0
Ethernetl/3 INSIDE 0
Ethernetl/4 OUTSIDE 0
BN HEAMEE

<#root>

firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Control10/0 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up
Internal-Data0/3 unassigned YES unset up up
Internal-Data0/4 unassigned YES unset down up
Ethernetl/1 203.0.113.130 YES unset up up
Et hernet 1/ 3 unassi gned YES unset up up
Et hernet 1/ 4 unassi gned YES unset up up
BEEBRTEEN

<#root>

firepower#



show i nterface el/ 3

Interface Ethernet1/3 "INSIDE", is up

Hardware is EtherSVI, BW 1000 Mbps,
MAC address ac4a.670e.641e,

IPS Interface-Mde: inline, Inline-Set:

IP address unassigned
Traffic Statistics for "INSIDE":

line protocol is up

DLY 10 usec
MTU 1500

170 packets input, 12241 bytes
41 packets output, 7881 bytes

9 packets dropped
minute input rate 0 pkts/sec,

minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,

I T R .

minute drop rate, 0 pkts/sec

minute output rate 0 pkts/sec,

minute output rate 0 pkts/sec,

Inline-Pair-1

37 bytes/sec
19 bytes/sec

34 bytes/sec
23 bytes/sec

EasE FTD AERECE T E/EZX
AERPEELANBREARIEEENRERSET

- ER¥E1.fEFPacket Tracer,
BR2.BMASHEERE PRI , WiEIR A REEHEETCPREZ/MEF(SYN/ACK)H .
EaR% 3. AP MBS B{EEERESE FTD RE
B4 RFBEL R EEIEE,

- BRF5 R TEFEBBAUEENAT),

RS B
HEHE
EMBEFTDNEAAREHRNEFR  RRGEEHE , M TEMR.



Snort Instance

Iﬁ‘frag * Malware * o
proOP  Policy DROP DROP Snort VE rdict DROP DROP

I

—Fast Path ‘

Existing el ’
* . '::4_:-r'|r1R . ‘q‘
+ [
Defrag Policy & m m m o = ast Path I

Data Path
N AR E TSR EN KA.

EXRFE

- REAREH2ERE  NEHSEARNSEE,

- FEEFLUERABRARHBRFEIPS),

- ERHFEFPDEEXATAEA.

« RZELINASIZINEE (NAT, BHE ) FUAREBABREHNERTR.
- ERHRETRERE.

- B4%ME LINA 5| ZRESRTE Snort 5| BRE—REEH.

RE-HUUARBLLANER , MTEMF :

el/3 Full Snort Minimal LINA el/4
engine checks engine checks

ER ¥ 1.6 A Packet Tracer
Packet Tracer @it} ( BRFZHARMENHT ) , HPRBEHEHEEEE .

<#root>



firepower#

packet-tracer input INSIDE tcp 192.168.201.50 1111 192. 168. 202. 50 80

Phase: 1

Type: NG PS- MODE

Subt ype: ngi ps- node

Result: ALLOW

El apsed tine: 11834 ns

Config:

Addi tional |nformation:

The flow i ngressed an interface configured for NG PS node and NG PS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 11834 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.201.50 host 192.168.202.50 rule-id 268451044
access-1list CSM_FW_ACL_ remark rule-id 268451044: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451044: L7 RULE: New-Rule-#1303-ALLOW

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 3

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW



El apsed time: 2440 ns

Confi g:

Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 4

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETlapsed time: 68320 ns

Config:

Additional Information:

New flow created with id 1801, packet dispatched to next module

Phase: 5

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETlapsed time: 18056 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 6

Type: SNORT

Subtype: identity

Result: ALLOW

Elapsed time: 13668 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Phase: 7

Type: SNORT

Subtype: firewall

Result: ALLOW

Elapsed time: 67770 ns

Config:

Network 0, Inspection 0, Detection 0, Rule ID 268451044

Additional Information:

Starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt:
Matched rule ids 268451044 - Allow

Phase: 8

Type: SNORT

Subtype: appid

Result: ALLOW

ETlapsed time: 11002 ns
Config:



Additional Information:
service: (0), client: (0), payload: (0), misc: (0)

Result:

input-interface: INSIDE(vrfid:0)

i nput-status: up

input-line-status: up

output-interface: QUTSIDE(vrfid:0)

out put - status: up

out put-1line-status: up

Action: allow

Time Taken: 204924 ns

ERe% 2. BB AHRBL ¥ EiX TCP SYN/ACK HE

&R LAE A SRMEH Scapy EE L ABRANEH IRESE TCP SYN/ACK HE, WFEESEL 3EE
A SYN/ACK IR

<#root>
root@KALI:~#
scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (no default route?)
Welcome to Scapy (2.2.0)

>>>

conf.iface="ethO

>>>

packet = I P(dst="192. 168. 201. 60")/ TCP(fl ags="SA", dport =80)
>>>

syn_ack=[]



>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)

£ FTD CLI LB At #EER |, YW{EHiX 41 TCP SYN/ACK H& :

<tfroot>

firepower#

capture CAPI interface INSIDE trace match ip host 192.168.201. 60 any

firepower#

capture CAPO interface OUTSIDE match i p host 192.168.201. 60 any

FEEUEE RIEISYN/ACKE BEFTDH EEE :

<#root>
firepower#

show capture CAPI

3 packets captured

1: 09:20:18.206440
2: 09:20:18.208180
3: 09:20:18.210026
3 packets shown
firepower#

show capt ure CAPO

3 packets captured

1: 09:20:18.206684
2: 09:20:18.208210
3: 09:20:18.210056
3 packets shown

192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192

192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192



55— [EREE SAE R BB ER — LN ER |, HlMSnort5| B ERER

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 09:20:18.206440 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192

Phase: 1

Type: NGIPS-MODE

Subtype: ngips-mode

Result: ALLOW

Elapsed time: 5978 ns

Config:

Additional Information:

The flow ingressed an interface configured for NGIPS mode and NGIPS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Elapsed time: 5978 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.201.50 object-group FMC_INLINE_dst_rule_2684510
access-1ist CSM_FW_ACL_ remark rule-id 268451044: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451044: L7 RULE: New-Rule-#1303-ALLOW
object-group network FMC_INLINE_dst_rule_268451044

network-object 192.168.202.50 255.255.255.255

network-object 192.168.201.60 255.255.255.255

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 3

Type: NGIPS-EGRESS-INTERFACE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 1952 ns

Config:

Additional Information:

Ingress interface INSIDE is in NGIPS inTline mode.

Egress interface OUTSIDE is determined by inline-set configuration

Phase: 4

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Elapsed time: 45872 ns

Config:

Additional Information:

New flow created with id 1953, packet dispatched to next module

Phase: 5

Type: EXTERNAL-INSPECT
Subtype:

ResuTt: ALLOW



ETapsed time: 18544 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 6

Type: SNORT

Subtype: identity

ResuTlt: ALLOW

ETapsed time: 25182 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Phase: 7

Type: SNORT

Subtype: firewall

Result: ALLOW

El apsed tine: 50924 ns

Config:

Net work 0, Inspection 0, Detection O, Rule |ID 268451044

Addi tional |nformation:

Starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: (

Mat ched rule ids 268451044 - All ow

Phase: 8

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 17722 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Result:
input-interface: INSIDE(vrfid:0)



input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 172152 ns

1 packet shown

E_(EAEDEaNERSFERNEIEBEAEFEAS , RItEBEBACLEE , BSnort5|ZNEYHH
HEITRE

<#root>
firepower#

show capture CAPlI packet-nunber 2 trace

3 packets captured

2: 09:20:18.208180 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192
Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Elapsed time: 1952 ns

Config:

Additional Information:

Found flow with id 1953, using existing flow

Phase: 2

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Elapsed time: 7320 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 3

Type: SNORT

Subtype: appid

Result: ALLOW

Elapsed time: 1860 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up



Action: allow
Time Taken: 11132 ns

1 packet shown

B 3. StY RRTRVREE TR NiE 5| B EE
SHEFTD Snort3| BM R EH ( HIIEEERGIRR ) T ARSI ZEEE , MTEMR

Snort Instance

*M alware
onor oRer Snort Verdict °R°° DROP

Defrag
DROP  Policy

Defrag Policy L EEEEES Bst Path
Data Path

ZEiB AR EE{EIXTCP SYN/ACKH @i , AiEEEwmEHhES

<{froot>
>

system support firewall-engi ne-debug

Please specify an IP protocol:

tcp

Please specify a client IP address:
Please specify a client port:
Please specify a server IP address:

192. 168. 201. 60

Please specify a server port:

80
Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168. 201.50-20 6 AS 4 | 12 New session



192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 Del eting session

BRE 4. REEGNEERE

EFTD LR BB EETSEINEE | WEIRAEZR Ble1/4N E M switchporte FEFTD CLIE |, S EEEMW
BN EERE EER

<#root>
firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Control10/0 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1  YES unset up up
Internal-Data0/3 unassigned YES unset up up
Internal-Data0/4 unassigned YES unset down up
Ethernetl/1 203.0.113.130 YES unset up up

Et hernet 1/ 3 unassi gned YES unset admi n down down

Et hernet 1/ 4 unassi gned YES unset down down

FTD SE8& R :

<tfroot>

firepower#

show | og

May 28 2024 07:35:10: 9%TD 4-411002: Line protocol on Interface Ethernetl/4, changed state to down

May 28 2024 07:35:10: 9%TD 4-411004: Interface INSIDE, changed state to administratively down



May 28 2024 07:35:10:

May 28 2024 07:35:10:

May 28 2024 07:35:10:

RER SR ERUR 2 BT E BRI

<#root>
firepower#

show i nline-set

%-TD- 4- 411004

%-TD- 4- 812005:

%-TD- 4- 411002:

InTine-set Inline-Pair-1

Mtu is 1500 bytes
Fail-open for snort
Fail-open for snort
Tap mode 1is off

down 1is on
busy is off

Propagate-1ink-state option is on

hardware-bypass mode is disabled

Interface-Pair[1l]:

Interface: Ethernetl/4 "OUTSIDE"

Current-Status

Interface: Ethernetl/3 "INSIDE"

Current-Status

Bridge Group ID: 507

AER2ENEAREEE

<#root>
firepower#

show i nterface el/3

Interface Ethernet1/3 "I NSI DE"

Interface Ethernetl/3,

Li nk- St at e- Propagati on activated on inline-pair due to failure of

Li ne protoco

Down( Pr opagat e- Li nk- St at e- Act i vat ed)

is admin down, line protoco

changed state to administratively down

on Interface Ethernetl/3,

Down( Admi ni strati ve- Down- By- Propagat e- Li nk- St at e)

i's down

changed state to down



Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address ac4a.670e.641le, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1

Admi ni strative- Down- By- Propagat e-Li nk-State

IP address unassigned
Traffic Statistics for "INSIDE":
2400 packets 1input, 165873 bytes
1822 packets output, 178850 bytes
17 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 32 bytes/sec
minute output rate 0 pkts/sec, 57 bytes/sec
5 minute drop rate, 0 pkts/sec
firepower#

VR R R

show interface el/ 4

Interface Ethernetl1l/4 "OUTSIDE", is down, line protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address ac4a.670e.640e, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1

Pr opagat e- Li nk- St at e- Acti vat ed

IP address unassigned
Traffic Statistics for "OUTSIDE":
1893 packets 1input, 158046 bytes
2386 packets output, 213997 bytes
67 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 51 bytes/sec
minute output rate 0 pkts/sec, 39 bytes/sec
minute drop rate, 0 pkts/sec

O Y Y e

B R Aswitchport#® , FTDEE SR :

<{froot>

May 28 2024 07:38:04: %TD 4-411001: Line protocol on Interface Ethernetl/4, changed state to up

May 28 2024 07:38:04: 9% TD 4-411003: Interface Ethernetl/3, changed state to administratively up

May 28 2024 07:38:04: % TD 4-411003: Interface |INSIDE, changed state to administratively up



May 28 2024 07:38: 04:

May 28 2024 07:38:05:

Bt 5. BRERRE

R R

%-TD- 4- 411002: Line protocol

on Interface Ethernetl/4,

LR, ABRDREBRIFBEXAITHNEFTZENAT:

Firepower

EEROAEER6.0.1k

ROIE — BBARENFHERE

BEERBUTER

%-TD- 4- 812006: Li nk- St ate-Propagation de-activated on inline-pair due to recovery

changed state to down

Host-1
10.0.200.85/24

E_

VLAN 288

firewalll 7.4

2.2

Host-2

NET288 inline-set

NET221 l

18.9.209.89/24

L\

VLAN 201

Po15 (VLAN 266) (Standalane) (VLAN 201) b1 4
A '@- \
57{34 E1/1 - %? .
!  — — {

NET268 L_1 NET281
inline-set
f

E1/1

El/2

G?Aﬁﬁ
v

U

7.4.2

firewall2
(Standalone)

BB X & Estandalonet& =, TIEIT

EHRE
EEBBRT ,

(EMEEE

TTRINERBBIRA )

EREEERRTEHEREATRSEIFUERE

,BEREREMEEEEEN

__--...---..--iiiL Host-2

10.9.200.89/24

- .

VLAN 281

firewalll
1. TCP S¥YN po1s (VLAN 2e8) (Standalone) (VLAN 281) Pol4
3. TCP ACK _é_ .
em———— o7 31| E1/1 E1/2 #7." 32
Host-1 L r 1 T 1 T
10.8.200.85/24 # NET288 MET281 *
E « inline-set
VLAN 299‘ « J NET28@ inline-set NET281 | ‘
Ni‘ o -@_ = /38

firewall2
{Standalone)

———

2. TCP SYN/ACK



https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

1. Host-1(10.0.200.85) i Host-2(10.0.200.89) B4 TCP SYN, i a & @iBfirewalll,
2. Host-2(10.0.200.89) ElHost-2(10.0.200.85)E. TCP SYN/ACK, 3 4@ iBfirewall2
3. TCP=XEFEMK , Host-1[aHost-2EIETCP ACK, LttERSEiBfirewall,

RHost-1NAERE , SRSHETNER :

<#root>
root@kali:/ #

wget -O - http://10.0.200. 89/ 10K

--2025-05-06 08:20:28-- http://10.0.200.89/10K
Connecting to 10.0.200.89:80... connected.

HTTP request sent, awaiting response... 200 OK
Length: 10240 (10K)

Saving to: ‘STDOUT’

- 100%[
2025-05-06 08:20:28 (99.8 MB/s) - written to stdout [10240/10240]

firewalll LV E R B ERE R~ EHost1 E|Host2 R E -

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface NET200 [Capturing - 875 bytes]
match ip host 10.0.200.85 host 10.0.200.89

capture CAPO type raw-data trace interface NET201 [Capturing - 875 bytes]
match ip host 10.0.200.85 host 10.0.200.89

HEARR :

<#root>
firepower#

show capture CAPI

9 packets captured

1: 12:21:14.161689 10.0.200.85.44806 > 10.0.200.89.80:



1877376557:1877376557(0) win 64240 <mss 1460,sackOK,timestamp 2133104674 0,nop,wscale 7>

2: 12:21:14.162924

ack

10.0.200.85.44806 > 10.0.200.89.80:

3274105192 win 502 <nop,nop,timestamp 2133104676 1658009126>

3: 12:21:14.163077
4: 12:21:14.164801
5: 12:21:14.164908

firewall2 L Y E ¥ D HEERBE R Host2E|Host 1R E -

<ffroot>
FTD1010-12#

show capture CAPI

11 packets captured
1: 12:21:14.198949
S

3274105191:3274105191(0)

ack

10.0.200.85.44806 > 10.0.200.89.80:
10.0.200.85.44806 > 10.0.200.89.80:
10.0.200.85.44806 > 10.0.200.89.80:

10.0.200.89.80 > 10.0.200.85.44806:

P 1877376558:1877376687(129) ack 327410
. ack 3274106640 win 501 <nop,nop,times
. ack 3274108088 win 494

1877376558 win 65160 <mss 1460,sackOK,timestamp 1658009126 2133104674 ,nop,wscale 7>

2: 12:21:14.200001 10.0.200.
3: 12:21:14.200825 10.0.200.
4: 12:21:14.200947 10.0.200.
5: 12:21:14.200963 10.0.200.
6: 12:21:14.200978 10.0.200.
7: 12:21:14.200993 10.0.200.

89.
89.
89.
89.
89.
89.

80
80
80
80
80
80

>

V V.V VYV

10.
10.
10.
10.
10.
10.

O O O O OO

.200.
.200.
.200.
.200.
.200.
.200.

85.
85.
85.
85.
85.
85.

44806:
44806:
44806:
44806:
44806:
44806:

. ack 1877376687 win 509 <nop,nop,times
. 3274105192:3274106640(1448) ack 18773
. 3274106640:3274108088(1448) ack 18773
. 3274108088:3274109536(1448) ack 18773

3274109536:3274110984(1448) ack 18773
P 3274110984:3274112432(1448) ack

firewall LR HFFERTCP SYNE R A TTCPARAESIRELR -

<#root>
firepower#

show | oggi ng

May 06 2025 12:21:14: %FTD-6-302303:

Built TCP state-bypass connection



106977 from NET200:10.0.200.85/44806 (10.0.200.85/44806) to NET201:10.0.200.89/80 (10.0.200.89/80)

Ffirewall2 £ , TCP SYN/ACKERI'ZIEE L 7 TCPARRESS BRIELR !

<#root>
FTD1010-12#

show | oggi ng

May 06 2025 12:21:14: %FTD-6-302303:

Built TCP state-bypass

connection

325 from NET201:10.0.200.89/80 (10.0.200.89/80) to NET200:10.0.200.85/44806 (10.0.200.85/44806)

FEFY
- IMBREBBTEAMABEENARETIE , IAMAXEHETCPRERBER T RE
TCPE#R.

. LR, TCPRAEMBI IR A EF BT , MR NEENEEROER,
EARESE M EEX THEEE

BYHERAA  BBFTDAREHEEIRE , YBETAH , WTEFRTR.

-+ & Prefiter Rules =+ ) Decryption -+ @& Security Inteliigence -+ (O Identity -+ & Access Gontrol & More
¥ila
Source Destination
Name Action Zonas Networks Ports Zones Networks Ports
~ Mandatory (1 - 1303)
1 block_192.168.201.60 & Block B 192.168.201.60
iR =
BN
/j&j:'_ =

BRAEEEME PR BEE , 33EIA FTD AHErRECEH &% SYN/ACK 4,

S
o
[
Wi
i

<#froot>

firepower#



show capture

capture CAPI type raw-data trace interface INSIDE

[Capturing - 270 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.201.60 any

FEEHEBFF |, ATLE R TEMHKFTD LINAGI ISR | T HEREEEEFTD Snort5| %,

<#root>
firepower#

show capture CAPI packet-nunber 1 trace

4 packets captured

1: 09:41:54.562547 192.168.201.50.59144 > 192.168.201.60.80: S 3817586151:3817586151(0) win 64
Phase: 1
Type: NGIPS-MODE
Subtype: ngips-mode
Result: ALLOW
ETapsed time: 10126 ns
Config:
Additional Information:
The flow ingressed an interface configured for NGIPS mode and NGIPS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: DROP

ETapsed time: 10126 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any host 192.168.201.60 rule-id 268451045 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268451045: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451045: L4 RULE: block_192.168.201.60
Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Time Taken: 20252 ns

1 packet shown



RREME M 7 AR A HRECH R
T S P

R =R

IB'E ZDevices > Device Management > Inline Sets > Edit Inline Set > Advanced , A& B Tap
Mode , #01~ BIFf Ro

Edit Inline Set

General Advanced

|
Tap Mode: |
Propagate Link State: o
Strict TCP Enforcement:

Snort Fall Open:  Busy Drown

-ﬂ Enabling Snort Faill Open might allow trafMme unrestricted.

L

<#root>
firepower#

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is off
Fail-open for snort busy is off

Tap node is on



Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
Interface: Ethernetl/4 "OUTSIDE"
Current-Status: UP
Interface: Ethernetl/3 "INSIDE"
Current-Status: UP

Bridge Goup ID: 0O

BB ER D REM FTD AERECE T EES

ERRE

- REFASRENAREHE , ERNESEABEE.

s EEHEBEAFBEXTAEA.

o RZELINASIZIhEE (NAT. BBHBEE ) TUARFHEAREENERR.

- BERREBRRE.

- BH%{E LINA S| ZREGMETE Snort 5| ZRE—BHERRENEIAER.

ERTRBEEXNAREHTESRRERRE, EBHINEHREIG , TTHEEER

<ttroot>
>

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node



ResuTlt: ALLOW
Config:
Additional Information:

The flow ingressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-Tog f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE

input-status: up
input-line-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>

A ER ALY F EtherChannel

B LUE B IE S 2EIB EtherChannel 32 E N HRELET -

1. 7 FTD L#1EHY EtherChannel.
2. Etherchannel&BiBFTD ( EEFX0S 2.3.1.3REHIRA ) o

£ FTD £#X1EH) EtherChannel



Po3 m B Po5
Po33 G Ha S G Po33
<I> AN <I>
inline-set fo———
— s
> inline-set P
PoS5 A Po3 E E Po5 N Po55
WV —\ /= V
FTD Standby

SW-A E# EtherChannel :
<#root>
SW-A#
show et her channel sumrary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
35 Po55(SU) LACP Gi2/33(P)
SW-B E# EtherChannel :
<#root>
SW-B#
show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gi1/0/3(P)
55 Po55(SU) LACP Gi1/0/4(P)

FTD Active

REESRIBEMHVMACHU |, FEBEAFFTDEX

<#root>

SW-B#

show mac address-tabl e address 0017. df d6. ec00

Vlan

201

Po33

Mac Address Table

0017.dfd6.ec00

DYNAMIC



Total Mac Addresses for this criterion: 1

FTD EHYAHERER :

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Port-channel 3 "I NSI DE"
Current-Status: UP
Interface: Port-channel5 "QUTSI DE"
Current-Status: UP

Bridge Group ID: 775

~ Mzt : ERAEFTDREBRESHNERLT , RETHRBETEERA RSB S AEREZEHN
MACH 11t P76 E Y BF R

BB FTD B9 EtherChannel

FTD Active
El/3m mEL/S

Fo33 / -\ - A Po33

TS AN/ L
F———\ inline-set —

& ==

> inline-set T

P055 E1/3 § B E1/5 Po55

FTD Standby

SW-A E£H# EtherChannel :

<{froot>



SW-A#

show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7

(n

BiRSHFTDHLACPH @& :

<tfroot>
FTD#

capture ASP type asp-drop fo-standby

FTD#

show capture ASP | i 0180.c200. 0002
29: 15:28:32.658123 a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
70: 15:28:47.248262 f0f7.556a.11le2 0180.c200.0002 0x8809 Length: 124

SW-B E£H EtherChannel :

<#root>

SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SD) LACP Gil/0/4
(s)

RESRFEAHMACL , FBBEAPFTDEE

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports



201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

FTD ERYAHEREE :

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Ethernet1/3 "I NSIDE"
Current-Status: UP
Interface: Ethernetl/5 "QOUTSIDE"

Current-Status: UP

Bridge Group ID: 519

/i\ AR ERERAR  ERLEFTDAERBREEHMNERLT , W EEEEURMAEtherChannel
LACPR¥ , ARHEIFMEMNRRE ( TERIEER ) . MREERMEtherChanneltE= ( &
LACP ) , Bl skEF R EUR A HIMACAHLHEAY RS,

a3

B el B AR e ERE .



LEER - ERECH BA{E A 70 i as BY N HR B Y

MR EH

{55 A 0 2 By A HR EC

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode is off

show inline-| Propagate-link-state option is on
set hardware-bypass mode is disabled

Interface-Pair[1]:
Current-Status:UP
Current-Status:UP

Bridge Group 1D:509
>

Interface:Ethernet1/6 "INSIDE"

Interface:Ethernet1/8 "OUTSIDE"

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode is on
Propagate-link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
Interface:Ethernet1/6 "INSIDE"
Current-Status:UP
Interface:Ethernet1/8 "OUTSIDE"
Current-Status:UP
Bridge Group ID:0

> show interface e1/6
protocol is up
DLY 1000 usec
1500
Set:Inline-Pair-1
IP address unassigned
FRNE Traffic Statistics for "INSIDE":
4 packets dropped

bytes/sec

bytes/sec

bytes/sec

Interface Ethernet1/6 "INSIDE", is up, line
Hardware is EtherSVI, BW 1000 Mbps,
MAC address 5897.bdb9.770e, MTU

IPS Interface-Mode:inline, Inline-

3957 packets input, 264913 bytes
144 packets output, 58664 bytes

1 minute input rate 0 pkts/sec, 26
1 minute output rate O pkts/sec, 7

1 minute drop rate, 0 pkts/sec
5 minute input rate O pkts/sec, 28

> show interface e1/6
Interface Ethernet1/6 "INSIDE", is up, line
protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.770e, MTU
1500
IPS Interface-Mode:inline-tap, Inline-
Set:Inline-Pair-1
IP address unassigned
Traffic Statistics for "INSIDE":
24 packets input, 1378 bytes
0 packets output, 0 bytes
24 packets dropped
1 minute input rate 0 pkts/sec, 0
bytes/sec
1 minute output rate 0 pkts/sec, 0
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0
bytes/sec




5 minute output rate 0 pkts/sec, 9
bytes/sec
5 minute drop rate, 0 pkts/sec
> show interface e1/8
Interface Ethernet1/8 "OUTSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.774d, MTU
1500
IPS Interface-Mode:inline, Inline-
Set:Inline-Pair-1
IP address unassigned
Traffic Statistics for "OUTSIDE":
144 packets input, 55634 bytes
3954 packets output, 339987 bytes
0 packets dropped
1 minute input rate O pkts/sec, 7
bytes/sec
1 minute output rate 0 pkts/sec, 37
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 8
bytes/sec
5 minute output rate 0 pkts/sec, 39
bytes/sec
5 minute drop rate, 0 pkts/sec

5 minute output rate 0 pkts/sec, 0
bytes/sec
5 minute drop rate, 0 pkts/sec
> show interface e1/8
Interface Ethernet1/8 "OUTSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.774d, MTU
1500
IPS Interface-Mode:inline-tap, Inline-
Set:Inline-Pair-1
IP address unassigned
Traffic Statistics for "OUTSIDE":
1 packets input, 441 bytes
0 packets output, 0 bytes
1 packets dropped
1 minute input rate 0 pkts/sec, 0
bytes/sec
1 minute output rate 0 pkts/sec, 0
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0
bytes/sec
5 minute output rate 0 pkts/sec, 0
bytes/sec
5 minute drop rate, 0 pkts/sec

158 P 5 SH R
AREHRT

> show capture CAPI packet-number 1
trace

3 packets captured

1:16:12:55.785085 192.168.201.50.20
>192.168.201.60.80:S 0:0(0) ack 0 win
8192
Phase:1
Type:CAPTURE
Subtype:
Result:ALLOW
Config:
Additional Information:
MAC Access list

> show capture CAPI packet-number 1
trace

3 packets captured

1:16:56:02.631437
192.168.201.50.20 > 192.168.201.60.80:S
0:0(0) win 8192
Phase:1
Type:CAPTURE
Subtype:
Result:ALLOW
Config:
Additional Information:
MAC Access list




Phase:2
Type:ACCESS-LIST
Subtype:
Result:ALLOW
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase:3

Type:NGIPS-MODE
Subtype:ngips-mode

Result:ALLOW

Config:

Additional Information:

The flow ingressed an interface
configured for NGIPS mode and NGIPS
services is applied

Phase:4

Type:ACCESS-LIST

Subtype:log

Result:DROP

Config:

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-id
268441600:ACCESS POLICY:FTD4100 -
Mandatory/1

access-list CSM_FW_ACL_ remark rule-id
268441600:L4 RULE:Rule 1

Additional Information:

Result:

input-interface:INSIDE

input-status:up

input-line-status:up

Action:drop

Drop-reason:(acl-drop) Flow is denied by
configured rule

1 packet shown
>

Phase:2
Type:ACCESS-LIST
Subtype:
Result:ALLOW
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase:3

Type:NGIPS-MODE

Subtype:ngips-mode

Result:ALLOW

Config:

Additional Information:

The flow ingressed an interface configured
for NGIPS mode and NGIPS services is
applied

Phase:4

Type:ACCESS-LIST

Subtype:log

Result:WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-id
268441600:ACCESS POLICY:FTD4100 -
Mandatory/1

access-list CSM_FW_ACL_ remark rule-id
268441600:L4 RULE:Rule 1

Additional Information:

Result:

input-interface:INSIDE

input-status:up

input-line-status:up

Action:Access-list would have dropped,but
packet forwarded due to inline-tap

1 packet shown
>




i

- FRARABREEERXE  HEXESEB FTD Snort 512.

- £ TCP ARAEHBEN TEIEE TCP ER.

- £ FTDLINA B|ZHMAERE , ACL RRIEEA.

- FRARBREHERR SO eHHE  HARKRUARENEEHS.

- AP RBERNE K BERREEABSUANERLTERFID K, RASRATIREHTVEIR
WHEHRE.
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