s EMIEMEFTDRBE 2R R Al

H &

DEHEHY

71 B8 58 F8 5% PreFilter
CLI(LINA) B3

N

A R A48 Firepower B & B5 2 (FTD) THIB I8 38 S W 10 SRR ARAE
AR

AU RBBERR,

BRA T

AXHHEARBRIRU T RENERRA

. HITFTDATE6.1.0-1958 ASA5506X
. 1E176.1.0-1958FireSIGHT & s1.L\(FMC)
- FAIET15.28 193925 Cisco |I0S® HE8

AXHFHNEARBBREERERREANKENREL. XHEAZNMAERERRCER (R
) BVAARESRENE) . MRENMEREET , FRACEBEME S ARERDN

BERE

FRBREBRRMEE6. 1RSI AN —IRIIE , TER=EARZ :

1. RBATBEREM ISP HRBCE R E
2. RUBRHIEES , RFFRET 2K BSnort5|E

. RERBERLZLKEASA)BR T EERHN B IEB (ACE)MILRRF,



=N =

axX A

a8 R 25 R B& £ A = A1

FRIB S R SR s ] LAGE A R RTFTDRIRASEAN/ AR IPRRBEERENBER A ER, EREAXE
, BERERE

- BAXHBHFE(GRE)
e |P-in-IP

* |IPv6-in-IP

+ Teredo JE#EIE 3544

AEZEBGREEE , B R.

Firewall
192.168.75.x/24

.39
.1

192.168.76.x/24 R

GRE tunnel
10.0.0.0/24

FHAGREBE R ping R28 , REFEB XE , M TET.

1 2016-05-31 02:15:15.10.0.0.1 10.0.0. 2 CMP 138 Echo (ping) request d=0x0013, seq=0/0,
2 2016-05-31 02:15:15.10.0.0.2 10.0.0.1 ICMP 138 Echo (ping) reply 1d=0x0013, seq=0/0,

# Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)
w Ethernet II, Src: CiscoInc_8d:49:8]1 (c8:4c:75:8d:49:81), Dst: Ciscolnc_al:2b:f9 (6c:41:6a:al:2b:f9

bl

% Generic Routing Encapsulatmn (II;'}
= Internet Protocel Version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) inn
M|

WRB X RASAKE | BIgRENTIPERE , D TFEAR.

L2 Outer IP GRE Inner IP
Header| Header Header @ Header L7
src=192.168.75.39 sre=10.0.0.1
dst=192.168.76.39 dst=10.0.0.2
<#root>
ASA#
show conn

GRE QUTSI DE 192.168.76.39: 0 INSIDE 192.168.75.39:0

, idle 0:00:17, bytes 520, flags



MRBH N ERFirePOWEREE , ESMEAIIPERE , T B R

L2
Header

QOuter IP GRE Inner IP
Header Header | Header
src=192.168.75.39 sre=10.0.0.1 | L7

dst=192.168.76.39

dst=10.0.0.2

ERFRIBRIERE , FIDREATUERASERMABREERRTERE.

C:3
HE xR
ASA HAERIP
Snort WERIP
FTD SER (TRBIRER ) +AERIP(FEUE SR Al
(ACP))
T8 58 25 SR B 5 F 224512

FERRIERBE LS ATERRS AN |, R F T RERBSEEFE AFRTEER
Snort5|Z2 | tIEFTRo

Fast Path

. Fast Path |

{F7%1.Ba 38 B & PreFilterR &

THEFER :

B ERFAIBIR AR R

Yos Yas Y
EREEE S @ ®
"4.‘. * No Ho
DROP DROP

¥
DROP




ERTR :
S B 1. BE ZEPolicies > Access Control > Prefilter, FAFXTAIBREEREEEE , B R

felp v mikis »

Overview Analysis JLINETEE Devices Objects  AMP &

Access Control » Prefilter MNetwork Discovery Application Detectors Caorrelation Actions ¥

Object Management Access Control

& New Palicy
Default Profilter Policy clebal 2016-04-22 21:43:25 P
Default Prefilter Polcy with default action to allow all tunnels Madified by “admn® &

SR 2 BRIBEAtUARIAREERRE , W TFEF R

Overview Analysis IS0 Devices Objects AMP

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions ¥

Default Prefilter Policy

Default Prefilter Policy with default action to allow all tunnels

You cannot add rules to the default Prefilter policy. You can change only default action options.

Hon-tunneled traffic is allowed Default Action: Tunnel Traffic Analyze all tunnel traffic

SRR 3 FHIBRRRME M NBIEHREEHIRRE , MEPTR,




Overview

Access Control *» Access Control Network Discovery Application C

ACP_5506-1

Prefilter F"-l:rli{;'.r; |Er"|:§5g|5 Prﬁl"nl;gr Pohcy

Rules  Secunty Inteligence  HTTP Responses

Analysis QG-I Devices Objects AMP

Prefilter Policy Settings r

Prefilter Policy used before access control Dafault Prehiter Pohcy

CLI(LINA) & &

TR B R BIACLIVTEER

<ffroot>

firepower#

show access-

list

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300
access-1ist CSM_FW_ACL_; 5 elements; name hash: 0x4a69e3f3
access-1list CSM_FW_ACL_ 1ine 1 remark rule-id 9998:

PREFI LTER POLI CY!

Default Tunnel and Priority Policy

access-1list
access-1list
access-1list
access-1list
access-1list

CSM_FW_ACL_ Tine
CSM_FW_ACL_ Tine
CSM_FW_ACL_ Tine
CSM_FW_ACL_ Tine
CSM_FW_ACL_ Tine

2

3
4
5
6

remark rule-id 9998: RULE: DEFAULT TUNNEL ACTION RULE

advanced permit ipinip any any rule-id 9998 (hitcnt=0) 0xf5b597d6
advanced permit 41 any any rule-id 9998 (hitcnt=0) 0x06095aba

advanced permit gre any any rule-id 9998 (hitcnt=5) 0x52c7a066
advanced permit udp any any eq 3544 rule-id 9998 (hitcnt=0) Oxcf6309bc

2. EAFERELRERE

TEER :



HHEGREBEEHBEESEBAICMPHRE,

RRAR -
SR 1URERELACP , Ao UERREBRARZEFAESEARE(ICMP)REE R ESBIBGRER
EFSEDHE K WEMT.

2] scounty inteligence  HTTP Responses  Advanced
B Flter by Drvce O A Categery | 3 Add Rube

w Deefaull - ACP_S506-1 (-}

A Rl or AXd Category

odaatpctn ____________________________________________________[EEeereeespaheepeems c v

<#root>
R1#

ping 192. 168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

<#root>
R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

EEBBAT , B AEAFERBERRERAETEBER, LEBWT :

1. BB HREGREF I FIEERE,
2. BV EEHNER A I 1 ICMPAY EA 12 HI KR .

REBNAERE , SRELINUX NAelly(LINA)FEIB R RAIRER T , RAEESnortFEiBRESH Al
FACP , &% ESnortig RLINAKRE, F—EHISEBEFTDEE.

TR 1. EXBERENER,
B E FPolicies > Access Control > Prefilter , AR BN TE BB R, micE , TREREBTERR




FRIBRBERRE , WTEAR.

New Pobcy

MEmE!
Cagisrpln :

EHRBRIRERY , IUERMERBIRRA

1. BER
2. FiR B R Al

A ERMENRERA T EHIBRRREFEEN TSN ERIZHEE,
HRILER  KAERBERAY , MTEFRT.

Add Tunnel Rule T

u Tunfel rulas parform aarly handling of non-encrypted ancapgsulated traffic, using cuter [P hasders. Fastpathed traffic bypassas aocess contral and QoS.

Hame Tag Tunneled traffic ¥ Enabled Insart  balow rule il N B

Acton 1 = Assign Tunnel Tagll| Inside_the_GRE *) s

Interface Objects | Networks || VAN Tags BRI el Comment  Logging
Protecols:
rlP—nIP

I 1pve-in-1p

™ Teredo Port (3544)

BARMRAE

BF A

Py ZELINA%Z |, Snort5| ZEWMERE. HE , TUABREREDEBERR.

EE | LEREHLINATH, BAmENIBIRE,




PORERIE MEBZBALINARE , FEEEMSnort5| %,

SR 2 ARBNREERD B EREIRE,

HMA—BRTREIEFES , EREZBRULHGEZEFRERIAERED, EEZPolicies >
Access Control , AZEV —@ERA , RECEERENICMP , I FEFR.

o o 7]

Bcowss Comtrad » Aocess Comtral  Nabwork Decowery  Apphcsteon Datectons  Comelsbion  Adtons

ACP _5506-1

N rorrery p— F——

[t vy Prpropeber Balargesd Secasds o

N B FHEBRE RN T NI R IR,

BB -
TELINAFICLISH EBAFA#EEN :

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface inside [Capturing - 152 bytes]
capture CAPO type raw-data trace interface outside [Capturing - 152 bytes]

<#root>
>
capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a Tist of supported options)
Options:

-n



#R1 , EXpingiRiGRERZE %2, pingk ™ :

<#root>
R1#
ping 10.0.0.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

CLISHHEENE T~ — BRI EEREEBFTD , AR B EHH -

<ffroot>

Options: -n

18:21:07.759939 IP 192.168.75.39 > 192.168.
18:21:07.759939 | P 192.168.76.39 > 192. 168
18:21:09.759939 IP 192.168.75.39 > 192.168.
18:21:11.759939 IP 192.168.75.39 > 192.168.
18:21:13.759939 IP 192.168.75.39 > 192.168.
18:21:15.759939 IP 192.168.75.39 > 192.168.
LINAMRENE RERDIE R

<#root>

>

show capture CAPI | include ip-proto-47
102: 18:21:07.767523 192.168.75.39 > 192.
107: 18:21:09.763739 192.168.75.39 > 192.
111: 18:21:11.763769 192.168.75.39 > 192.
115: 18:21:13.763784 192.168.75.39 > 192.
120: 18:21:15.763830 192.168.75.39 > 192.

>
>

show capture CAPO | include ip-proto-47

93: 18:21:07.768133 192.168.75.39 > 192.

94: 18:21:07.768438 192.168.76.39 > 192.

76.39:

75. 39:

76.39:
76.39:
76.39:
76.39:

168.
168.
168.
168.
168.

168.

168.

76.
76.
76.
76.
76.

76.

75.

GREvVO, Tlength 104:
GREVO,

GREvVO, Tlength 104:
GREvVO, Tlength 104:
GREvVO, Tlength 104:
GREvVO, Tlength 104:

39:
39:
39:
39:
39:

39:

39:

ip-proto-47,
ip-proto-47,
ip-proto-47,
ip-proto-47,
ip-proto-47,

ip-proto-47,

i p- proto-47,

| ength 104:

IP 10.0.0.1 > 10.0.0.2:

IP 10.0.0.2

IP 10.
IP 10.
IP 10.
IP 10.

Tength
Tength
Tength
Tength
Tength

Tength

I ength

O O OO

104
104
104
104
104

104

104

O O OO

i

>

V V V V
=

10.0.0. 1:

el el

O O OO

O O OO

o O OO

NN NN

ICMP echo

| CMP echo 1

: ICMP echo
: ICMP echo
: ICMP echo
: ICMP echo

BUACLISH firewall-engine-debug , EMLINA ASPE BB Y #/THE R AR, CLISHARER



, 1 Echo-Request , &Ll 7 FEIBIEER R E , B Echo-Reply , BIZE/RACPR A :

<#root>

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

New sessi on

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
icnpType 8, icnmpCode 0O

pending rule order 3, 'Block ICMP', AppId

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
icnpType 0, icnmpCode 0O

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

match rule order 3, 'Block ICW', action Block

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 deny action

ASPHEEERSnortiE R T HE :

<ttroot>
>

show asp drop

Frame drop:

No route to host (nho-route) 366

Reverse-path verify failed (rpf-violated) 2

Flow is denied by configured rule (acl-drop) 2
Snort requested to drop the frane (snort-drop) 5

HEERENT , B AR IEEERPrefiter REEMBR A , N TEFIRo



Contaxt Explorer  Conmwctions » Ewents  [nbrusions  Files v Hosts®  Upers»  Vulnerablties »  Comslation®  Custome  Lockup  Search

Bezapbornaric TH
Connection Events (s
— a Dot

ih Areder

® Sgarch Coratraints (Ede Sepnch)

Jumpis.. ¥

- JCHF Ty
P C SDIS-02-31 18:37:.24% EBlogk 10.0.0.1 10002 BiEchs Redusat) /ima S EmE ALl S208-1 BHoE O
M ZS0Sa1 leNE Bock LB W6o:  fifcheReuest)/iomo G iome ACE 55041 Dk JEME
L C Zus0mndiisdecr Bleck 881 10802  flfche Besuem) ficmo G/ ieme acE S50 Siecs |ome
3 C S0 leNSr  Bck ALEEL WAo:  fifcheRecuest)/iomo G ime ACE 5501 Dk IEHE
L C us-0m3i 337 Bleck e 10807  fdfcho Besues) ficmo G fieme ach S50 Siecx |one
B C ue0sa LN Bck L& WAo:  fifcheBecusst)/iomo o ime ACE 5501 Bk loHe
$C ZEE083) iviS Bock e 007  fdfchs Besyest) ficmo G/ ieme acE 550 Siecs |one
CiPaga 1 |of13 3 Displaying rows 17 of 7 rows e

{£73. & FastpathTEi8 25 57 B #Y 52 & Snort 5| 2
BEEx

192.168.76.x/24 R2

s
outside

R1 192.168.75.x/24
inside

TEER :

1. MHBRE &1 B 55 52 51 3R B R B S0 3738 PR LE FRE R 2 Y 5H R 2 I SR B 3R Al
2. BIRE192.168.75.0/24 8 B R E Bl E&ZiBSnort5| 2 M B RS KBS R Al,

BRRT R
HER 1. FRIEFT AR BRI B SI R T BT R,

Tg Inheritance Settings | [F] Policy Assignmants (1)
Security Inteligence  HTTP Responses  Advanced
88 Filter by Device ) Add Category ) Add Rule | Search Rules

w» Mandatory - ACP_S5506-1 [-)

There are no rules in this section. Add Rule or Add Categary

w Default - ACP_S506-1 (=)

Thare are no rules in this sachion. Add Rule or Add Catagory

Default Action Access Control: Block All Traffic

SR 2. ARIRHEEE192.168.75.0/24 %718 — @ LAFastpathfE B EMEM FEIBIREZ R Al , I N EFT R,



Add Prefilter Rule T X

n Prafiltar rules parfarm aarly handbng of traffic bazad on simpls nebwark charactenstics, Fastpathad trafhic bypassas socass control and Qas.
Name Fastpath_src_192.168.75.0/24 ¥ Enabled
Action ¥ Fastpath -
interface Objects [[[EURIUT VLANTags  Ports Comment  Logging
Available Networks & '+ ] G Moty : Destination Networks (0)
[ L, Search by name ar value ] j
= any -
:ﬁ_ IFwa-Frivate-All-RFC1I918 Add o
B any-ipvd ! Source
2= any-ipve -"-'-E!d to
B Pvd-Benchmark-Tests (sOastination,
2B IPva-Link-Local
B 1Pva-Multicast
=8 IPv4-Private-10.0.0.0-8 R Cadd ) [e - e

HBR 3 HERUTER R,

s ulsiel Devices Objects | AMP System  Help v mikis »

Access Control * Prefilter

Prefilter_Palicyl © concxl

i Add Terewl Rula

Fastpath_prc_ 192,165 Prafiltar 1168, 750024

Ron-lunneled traffic is

SR 4 FENDE,
EMEFTDNE LA EE B IFAFRER

<#root>
firepower#

capture CAPI int inside trace match icnp any any

firepower#

capture CAPO int outsid trace match icnp any any

BEAEBFTDHR1(192.168.75.39) ¥ R2(192.168.76.39)#Tping. Ping%k B :

<#froot>
R1#

pi ng 192. 168. 76. 39



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

WERTE LRV HEER

<tfroot>

firepower#

show capture CAPI

5 packets captured

N WN R

5:

23:35:07.281738
23:35:09.278641
23:35:11.279251
23:35:13.278778
23:35:15.279282

5 packets shown

% — ¥ @ (echo-request) WIEHE TR (EERREAET )

192.
192.
192.
192.
192.

BREs (RHBEREE)

168.
168.
168.
168.
168.

75.
75.
75.
75.
75.

39
39
39
39
39

192.
192.
192.
192.
192.

168.76.39:
168.76.39:
168.76.39:
168.76.39:
168.76.39:

firepower# show capture CAPI packet-number 1 trace

5 packets captured

1:23:35:07.281738 192.168.75.39 > 192.168.76.39:icmp : [EfEFEK

B ER

Eichl|

1

: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

MAC Access list

PR B

B Al : ACCESS-LIST

12

icmp:
icmp:
icmp:
icmp:
icmp:

echo
echo
echo
echo
echo

request
request
request
request
request



Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

PEER : 3

# Al : ROUTE-LOOKUP

Subtype : fEATE H T

Result: ALLOW

Config:

Additional Information:

38T —$k192.168.76.39F A Hifc outside
PEER : 4

7| . ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448 PREFILTER POLICY: Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448: RULE: Fastpath_src_192.168.75.0/24
Additional Information:

PEER : 5

5 : CONN-SETTINGS

Subtype:



Result: ALLOW
Config:
class-map class-default
match any
policy-map global_policy
class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:
PEER : 6
A NAT
Subtype : SEE5E
Result: ALLOW
Config:
Additional Information:
PEER - 7
Al - IP-OPTIONS
Subtype:
Result: ALLOW
Config:
Additional Information:
PEER : 8
B 7| : INSPECT
Subtype:np-inspect
Result: ALLOW
Config:

class-map inspection_default



match default-inspection-traffic

policy-map global_policy
class inspection_default
inspect icmp

service-policy global_policy global

Additional Information:

PEER : 9

B A INSPECT

Subtype:np-inspect

Result: ALLOW

Config:

Additional Information:

PEER : 10

Al - NAT

Subtype : SEE5E

Result: ALLOW

Config:

Additional Information:

BEEER - 11

Al : IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

PEEER : 12

BA : REL

Subtype:



Result: ALLOW

Config:

Additional Information:

EHID 52V MF R , KERIT2IRET —EE4E
PEEER : 13

B Al : ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448: PREFILTER POLICY: Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448: RULE: Fastpath_src_192.168.75.0/24
Additional Information:
PEER : 14
5 : CONN-SETTINGS
Subtype:
Result: ALLOW
Config:
class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global

Additional Information:



PEER : 15

BAEl - NAT

Subtype : SEE5E

Result: ALLOW

Config:

Additional Information:

PEEER : 16

Al : IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

PEER : 17

A 7| : ROUTE-LOOKUP
Subtype : AT H N E
Result: ALLOW

Config:

Additional Information:

IR T —192.168.76.39f A i Hifc outside
PEER : 18

7| : ADJACENCY-LOOKUP
Subtype : T — Bk F#BIERFR
Result: ALLOW

Config:

Additional Information:

B EEE &R

T —Bkmac address 0004.deab.681b hits 140372416161507



BEER : 19

27| . CAPTURE
Subtype:

Result: ALLOW
Config:

Additional Information:
MAC Access list
Result:
input-interface:outside
input-status:up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

1 packet shown
firepower#

firepower# show capture CAPI packet-number 1 trace 5 packets captured 1: 23:35:07.281738
192.168.75.39 > 192.168.76.39: icmp : EIFEFERMEER : 187 : CAPTUREFEA : &R : AFFE
B HibEF : MACHEEEMER « 285  SRBEFRER R AFERE  BXRAUHME
7 MACFHRIEEME - 3% 5| : ROUTE-LOOKUPFE : iTHONEER : AFEE : Hit
Bl BB T —85192.168.76.396 At Hifcil HPEEX : 4B B : ACCESS-LISTFEE : HFEHER

. RFFBLE : access-group CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust ip
192.168.75.0 255.255.255 .0 any rule-id 268434448 event-log both access-list CSM_FW_ACL _
remark rule-id 268434448: PREFILTER POLICY: Prefilter_Policy1 access-list CSM_FW_ACL_
remark rule-id 268434448: RULE: Fastpath_src_192.168.75.0/24 1 & : PEER : S5EFI :
CONN-SETTINGSF&R : #R : ALLOW Config: class-map class-default match any policy-map
global_policy class-default set connection advanced-options UM_STATIC_SERVICE_MAP -policy
global_policy & MM INEA : BEER : 62 B : NATFE A : SSFER : ALLOWEE : MINEHA
BB TR IP-OPTIONSF&A : X : ALLOWELE : MiNEFR : BEER : 8ELHI

: INSPECTF&A : np-inspectf& R : ALLOWELE : class-map inspection_default match default-
inspection-traffic policy-map global_policy#8inspection_default icmp service-policy global_policyff
D& - BEER : 9B Al : INSPECTFEA : np-inspecti& R : foffconfig : HAEH : BEER : 102 Bl
:NATFEE : BEFER  ALLOWEE : Hth&EHA : FEE - 1187 : IP-OPTIONSF&A : R



: ALLOWELE : H&ER : BEE : 128 5] : FLOW-CREATIONF A : £ R : ALLOWELE : Hth
Bl . ERID 52EY MR , HERIEET T —EREMRER : 1325 : ACCESS-LISTFE A

- HEEHER - ALLOWELE : 554 CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced
trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448 event-log both access-list
CSM_FW_ACL_ remark rule-id 268434448: PREFILTER POLICY: Prefilter_Policy1 access-list
CSM_FW_ACL_ remark rule-id 268434448: RULE: Fastpath_src_src_11191.168.75.0/24 H© &
: 4845 : CONN-SETTINGS F& Al : #£ R : ALLOWELE : class-map class-default match any
policy-map global_policy class-default set connection advanced-options
UM_STATIC_TCP_MAPBR# — policy global_policy &M iNE A : BEER : 158 5] : NATFE B
 BEESFEAER  ALLOWELE : MYINER : PEER : 1627 : IP— EIBFHE : &R : ALLOWE
B MINER  BEER 1725 : ROUTE-LOOKUP subtype : ##TH O EER : ALLOW

Config : Ef&E A : found next-hop 192.168.76.39f# F i Oifc outside Phase: 18 & Bl

: ADJACENCY-LOOKUPF& Bl : next-hop and adjacency#& &R : ALLOW Config : E &

- adjacency’E B T —Bkmacitz 11t 004.deab.681b hits 140372416161507 Phase: 19E 3

: CAPTUREF & : #£ 3R : ALLOW Config : & : MACEHREIBERR : input-
interface:outside input-status:up input-line-status:up output-interface:outside output-status:up
output-line-status:upi®4E : allow 1 packet shown firepower#

AENEENEERR

<#root>
firepower#

show capt ure CAPO

10 packets captured

1: 23:35:07.282044 192.168.75.39 > 192.168.76.39: icmp: echo request
2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icmp: echo reply
3: 23:35:09.278717 192.168.75.39 > 192.168.76.39: icmp: echo request
4: 23:35:09.278962 192.168.76.39 > 192.168.75.39: icmp: echo reply
5: 23:35:11.279343 192.168.75.39 > 192.168.76.39: icmp: echo request
6: 23:35:11.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply
7: 23:35:13.278870 192.168.75.39 > 192.168.76.39: icmp: echo request
8: 23:35:13.279023 192.168.76.39 > 192.168.75.39: icmp: echo reply
9: 23:35:15.279373 192.168.75.39 > 192.168.76.39: icmp: echo request
10: 23:35:15.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply

10 packets shown

REHINEHRNTERCHEE REG2)MEA , EEFACLEHE !

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

10 packets captured



2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icnp: echo reply

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 52, uses current flow

Phase: 4
Type: ACCESS- LI ST

Subtype: Tlog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny 1ip any any rule-id 268434432 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: ACP_5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

FER5AREREFNES —ERBRHFRY. HROTEFRT.
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Prefilter_Policyl

RERBEEINEDNERST (EERREEAT)
BfiEE (REERER)

firepower# show capture CAPO packet-number 2 trace
10 packets captured

2: 00:01:38.873123 192.168.76.39 > 192.168.75.39: icmp : EfEEE
BEER : 1

2 A - CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

MAC Access list

BEER : 2

B A : ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

BEER - 3



Al : FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:
REIDA62HVR , ERAERR
PEER : 4

B 5] - ACCESS-LIST
Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0 255.255.255.0 rule-id 268434450
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434450: PREFILTER POLICY: Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434450: RULE: Fastpath_dst_192.168.75.0/24
Additional Information:

BEER : 5

5] : CONN-SETTINGS

Subtype:

Result: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP



service-policy global_policy global
Additional Information:

PEER : 6

Al - NAT

Subtype : SEE5E

Result: ALLOW

Config:

Additional Information:

BEER : 7

A : IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

PEER : 8

A5l : ROUTE-LOOKUP
Subtype : fEATE H T
Result: ALLOW

Config:

Additional Information:

3T —$6192.168.75.397E R Z 5 F i Hifc
PEER : 9

A 7| : ADJACENCY-LOOKUP
Subtype : T — Bk #P1ERAR
Result: ALLOW

Config:

Additional Information:



SEE)MPIEEAR

T —Bkmac address c84¢.758d.4981 hits 140376711128802
PEER : 10

27| . CAPTURE
Subtype:

Result: ALLOW
Config:

Additional Information:
MAC Access list
Result:
input-interface:inside
input-status:up
input-line-status: up
output-interface:inside
output-status: up
output-line-status: up
Action: allow

firepower# show capture CAPO packet-number 2 trace 10 packets captured 2: 00:01:38.873123
192.168.76.39 > 192.168.75.39: icmp : EIFEEERER : 125 : CAPTUREFEA : BR : AFFE
B HiER : MACHRIFEFEER : 285 : ACCESS-LISTFRE : #R : AFFERE : BXHRE
HER : MACTHEIBERER . 3 FLOW-LOOKUPFER : #R : AFEE : HthEH : &
IDAG2KIFR , FEAEBIRMEER : 42 5] : ACCESS-LISTFE A : HEMER : AFFEE : access-
group CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0
255.255.0 rule-id 268434450 event-log both access-list CSM_FW acl_ remark rule-id 268434450:
PREFILTER POLICY: Prefilter_Policy1 access-list CSM_FW_ACL_ remark rule-id 268434450:
RULE: Fastpath_dst_192.168.75.0/24 5Lt &EFA : BEEY : 5 BI : CONN-SETTINGSFE A : &FR
: ALLOW Config: class-map class-default match any policy-map global_policy class-default set
connection advanced-options UM_STATIC_TCP_MAPservice-policy global £t & : BEEX : 6F
BAE: NATER : S2F&ER  ALLOWEE : HiEH : B : 785 : IP-OPTIONSF&HI : &
R ALLOWELE : Hfb&E : BB : 88 Al : ROUTE-LOOKUPF&FI : S ONEFER

: ALLOWELE : HttEH - BT —2k192.168.75.397E B ER : 9F B £ A Oifc: ADJACENCY-
LOOKUPFE Bl : next-hopF#BiZiER : ALLOWEE : HMEAEA : ¥ FEH T —Bkmacith it
c84¢.758d.498183 1 140376711128802P%EX : 10H Bl : CAPTURETFHEA : #R : AHEE : H
& . MACEHRIBER R : input-interface:inside input-status: up input-line-status: up output-



interface: inside output-status: up output-line-status: up#4E : allow
B 75
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