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FER 1. EREIFPROVVEEIPI BB IRHTE R,

HEE2 FPR9300-1 H# 8,

<ttroot>
KSEC-FPROK-1-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores

1/1 FPR9K-SM-36 V01 FLM19216KK6 Equipped 262144 36
1/2 FPR9K-SM-36 V01 FLM19206H71 Equipped 262144 36
1/3 FPR9K-SM-36 V01 FLM19206H7T Equipped 262144 36

KSEC-FPROK-1-A#

#F8 FPRO300-2 HE#8,

<ffroot>
KSEC-FPROK-2-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores
1/1 FPROK-SM-36 V01 FLM19206H9T Equipped 262144 36
1/2 FPROK-SM-36 V01 FLM19216KAX Equipped 262144 36
1/3 FPROK-SM-36 V01 FLM19267A63 Equipped 262144 36

KSEC-FPROK-2-A#
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HER 2 8 APrimary PeerflSecondary Peer , $A#%i2#ZContinue , #1 T~ BT Ro

Add High Availability Pair

Manme; "
FT0ad 100 - HA

Device Type:
Firawall Threat Deferrise

Prmary Peer;
FTDE100-5

Secondany Peer
FTDA100-6

n Threat Defense High Avallabdty pasr will havye premany
conhguratdn. Leenses from pnmany peer will o
converted to their high avadability verssons and apphed
on both peers,
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<#root>
firepower#

show chassi s- managenent - ur |

https://
KSEC- FPROK- 1. ci sco. com

1443/

~ EE  E6.3LLEMFTDH |, FBE Ashow chassis detailfi o

<#root>
Firepower-modulel#

show chassi s detail

Chassis URL : https://FP4100-5:443//

Chassis IP : 10.62.148.187

Chassis IPv6 :

Chassis Serial Number : JAD19500BAB
Security Module : 1

MEMERENEBERE , FEATISTRER S —ERENERE

<#root>

KSEC-FPROK-1-A#

scope system
KSEC-FPR9K-1-A /system #
set name FPROK- 1new

Warning: System name modification changes FC zone name and redeploys them non-disruptively
KSEC-FPR9K-1-A /system* #

conmi t - buf fer
FPROK-1-A /system #
exit

FPROK- 1new A

#



SEMBEABEE , Bt FMC BUHREM FTD , AR BEMEM. #F  EEEY HA &Y,
SR I BMEHAL E HHERE.

P

RBENER , MEEBHERERS T AEAE.
BEAAD , ARFEFE S E  UERBHAY , IEMR.

Add High Availability Pair

High Availability Link State Link
Interface:”  Port-channel3 v Interface:™ | Same as LAM Failover Link
Logical Mame:® FOVER Logical Manme:®
Primary IP* | 172.16.511 Prirnary [P

Use IPv Address

Secondary IP:® 172.16,51.2 Secondary IP:*
Subnet Mask:* 255.255.255.0 Subnet Mask:*
IPsec Encryption

Enabled
E&y Eeneration:

i) LAN failover link is used to sync configuration, stateful failover link is used to sync applicalion content
betwesn peers. Selected interface links and encryption settings cannot be changed later.

SR ARBEERNTE ( EHIPH UL R B IP# it )

FEFMC GUIH |, iZ$EHA Edit , I T B TR,

FTD4120-HA
™ High Aatability

FTOM100-5[Primary, Active) Sncrt 3 FP4100-5:44
10.62.948.188 - B

Firepowor 4120 with FTD 8 I 2 ocaxy Rbothde - 1 Hase. Treeat (2 more.__)
FTD4100-6(Secondary, Standby) Snor 3 FP4100-6:443

ol Furepowor 4120 with FTD rig & Base, Thwoat (2 more._)
1062048191 - Rosted B Socurity Moduis

SERSBENERE :
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Edit Physical Interface @

General 1Py Py Path Monitoring Advanced

I
IP Type:
Usa Static P -
IP Address:
| 192.168.75.10/24

0.2, 185 200 F05 128 or T9Z.0.2. 1722

=] o

EFNENERT , FEELTHARME :



General IPvd IPvE Path Monitoring Advanced

Mame:;

Enabled
fManagement Onlby

Description:;

Edit Ether Channel Interface (7]

S EE 6. EE FHigh Availability , A% i®#ZInterface Name Edit AFTIBF@IPA it , 0T BFFR.

= Firewall Management Center

FTD4120-HA

Cisco Frepower 4130 Threat Defenss

Summary  HighAvalabiity  Devico  Routing  Intorfsces oo Sets  DHCP  VTER

High Awallabliity Configuration

High Availability Link State Link

Interinee Pest: enanneld Imertate Pert-ehanness
Logiesl Name FOVER Loghesl Name FOVER
Frimaey IP 17218511 Peinaey IF [EERTYTN]
Secondary P 17218512 Secondary iF NTRABELE
Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
IPsen Encryption Disabied Statistics Q
Monitored Interfaces

Inter{ace Nama Active IPvd Standby v Active IPvE - Standby G Active Link-Local Bvé Standtry Link-Local B Monitoring

B Outside 192.168.76.10

SB 7. AR InsideNHE , MEIFTR.

[ rsice 192, 168.75.10 -]
(-]

Ovensew  Analysis  Policies Devices  Obects Integrabon Depiey O @ O @ mzafeiror b cecune




Edit Inside

IFv4 IPvE

interface Mame:
sl

Active IP Address:
192 16E. 7510

(A RTA

Zd

Standby 1P Address.
192.168.73.11

Monitor this interface for failures

Candel oK
HER 8. ¥ Outside T E 11T HE EI RV IR4E.
HER 9. BRI RAE PR o
Erm- VLI TEI . - - L]
diagrestic o
[osren ] °

W Onasize 1687600 12160 768.10

HBR 10.4R8E "High Availability, R5IEHK , WEREEBRMACH UL , MEIFTR.

Interface MAC Addresses

Physical Interface

HBR 1. MEFFRo

Active Mac Address

Standby Mac Address




Add Interface Mac Address @

Physical Interface:®
| Ethermnat1/4 =

‘ Active Interface Mac Address:™

r

aaaa.bbbb. 1111

astandby Interface Mac Address:®
[ a238.bbbb. 2222

) Enter the Mac addresses in hexadecimal
format such as 0123.4567 83ab

=]

HER 12 ¥ Outside /T E 1T H R AV R4,
HER 13. BB RNE o



Interface MAC Addresses

Physical Interface Active Mac Address
Ethernatl /4 aaaa.bbbb. 111
Port-channel2.202 aaaa.bbbb.3333

TR 14BEERE , FEESaveHDeploy,

F#53. R FTD HARIIZ #E

THERRK :

#i8 FMC GUI M FTD CLI #38 FTD HA RREME A RE.
FRRTTR .

SR1EBMIFE  REHARENEBANGTR , ITERT.

il Firewall Management Center

FTD4120-HA

Cisco Frepower 4120 Threat Defense

General FETF License

S BB 2. f%FTD CLISH CLI , #11T "show high-availability configys 2 "show failovery ¥+ :

<{froot>

>

show hi gh-availability config

Failover On

Failover unit Primary

Failover LAN Interface: FOVER Port-channel3 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.18(4)210, Mate 9.18(4)210

Serial Number: Ours FLM1949C5RR, Mate FLM2108V9YG
Last Failover at: 08:46:30 UTC Jul 18 2024

Standby Mac Address

aaaa.bbbb.2222

aaaa.biobb. 4444

v o @ e



This host: Primary - Active

Active time: 1999 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.10): Link Down (Shutdown)
Interface Outside (192.168.76.10): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 1466 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.11): Link Down (Shutdown)
Interface Outside (192.168.76.11): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
<output omitted>

SR IEBWBKE LHITHRRIRE.

S B8 4 #ELINA CLIEEfTshow failover statefs 5 :

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 18:32:56 EEST Jul 21 2016

====Configuration State===
Sync Done

====Communication State===
Mac set

firepower#

SR 5 EEET(LINA CLIEBRFERRE -

<tfroot>



>

show runni ng-config fail over

failover

failover lan unit primary

failover lan interface FOVER Port-channel3
failover replication http

failover mac address Ethernetl/4 aaaa.bbbb.1111 aaaa.bbbb.2222
failover mac address Port-channel2.202 aaaa.bbbb.3333 aaaa.bbbb.4444

failover Tink FOVER Port-channel3

failover interface ip FOVER 172.16.51.1 255.255.255.0 standby 172.16.51.2

>

show runni ng-config interface

interface Port-channel?2

no nameif

no security-Tlevel

no ip address

1

interface Port-channel2.202

vlan 202

nameif Outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.76.10 255.255.255.0 standby 192.168.76.11
1

interface Port-channel3

description LAN/STATE Failover Interface
1

interface Ethernetl/1

management-only

nameif diagnostic

security-level 0

no ip address

1

interface Ethernetl/4

shutdown

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby 192.168.75.11
>

EH4 VBB EBEAR

THEEXK :

EFMC # , #FHEREAGK "TEMEMAPL . TRE/AFwl HER "ER/FS .

A
FRRIFR -

N



FBRAZENETR (WEFRR )

HER 2 FERDIRE,

A LLfE Fi show failover historyas S8

Switch Active Peer

FE R Y 68 A o

R

> show failover history

RRAREERAEMEEFERRA

R FAF2024F7 A 18 H09KF 27 5118

R FE20245F7 A18 09270118
EEAFHXETHAAEMCRERERFEAETHN

( EiBconfigds

R E2024 7 B 18 HO9KF27 0115
FTHRARBEAEAGEREMETEAERTA

1 57 15 S BF 2024 F 7 A 18 H 09827 45 117
Active Applying Config Active Config Applied Other unit deses me Active
( EiBconfigin

R AR 2024 F7 B 18 HO9EF27 5 115
Active Config Applied Active Other Unit#& 2R B EBIARAE

( EiBconfigii TELE )

TRRE )

( EiBconfigin TEXE )

TERRE )

( EiBconfigli TELE )

TRABRR  FEABAEEE.

F7%5. P ETHAY

THEEK :
£ FMC R 9 B R ERER Y,



FRTTE -
S/ 1UERER (WEFR ) .

i

Swilch Active Peer

Force refresh node status
Delete

Revert Upgrade

Health Monitor
Troubleshoot Files

SR 2 FREEPFIRIE,

Confirm Break

Breaking the High Avddlabidlity pair "FTD4120-HA® will érase al
configuration except the Access Control and Flex Config policy from

standby peer. This operation might also restart Snort processes of primary
and secondary devices, termporarily causing traffic interruplion. Are you

Sure you want 1o break the pair?
Force break, if standby peer does not respond

e |




FRIFEEWNTEARIER

Deployments Upgrades i Health i Tasks il
Folicy Deployment 1o FTDE 100-5, Appli 475
k= M r - .y "k
Ll - P BT .,
Pre-deploy Device Configuration for FTDA100-5 is W
|
o~ D R AT
Pra-daploy Global Confguration Ganaration g
|
3 indal im ays _:“':\_

Remove completed tasks

HER 4 8 FMC GUIKCLIEBERE R

FE#HITHA D EIZai Mz % , TEEE FH show running-config :

HAR BRI /B AR E

HAFRET RN ERE

> show running-config

- BRE

- F54% - FLM1949C5RR
- iE 8 : FPR4K-SM-24 , 73850 MB RAM , CPU
Xeon E5% %2200 MHz , 2{EICPU ( 48%% )

NGFWHx77.2.8

!

F L firepower
enable password ***** encrypted
strong-cryption-disable
service-module 0 keepalive-timeout 4

>EFA  WREBENENMEARE, EBERAR
RER , LRESRTiREAMRE,

> show running-config

- BREE

- B 5% : FLM1949C5RR

. {888 : FPR4K-SM-24 , 73850 MB
RAM , CPU Xeon E5% 512200 MHz , 218
CPU ( 48% )

NGFWHx247.2.8
!




service-module 0 keepalive-counter 6
=x

no mac-address auto

!
interface Port-channel2

EEWE
ctsF i
propagate sgt preserve-untag
REBEtiEERAZEE
BRE2ER
H|ipith ht

I
interface Port-channel2.202
vlan 202
nameif Outside
ctsF i
propagate sgt preserve-untag
RBEFEstEERAZEE
L2 MHERO
ip address 192.168.76.10 255.255.255.0 standby
192.168.76.11

I

interface Port-channel3

FREALAN/AR BB FE YN T
I

interface Ethernet1/1

EEE

nameif diagnostic

ctsF i

propagate sgt preserve-untag

REBRESICERAZER
Z2 MM EKO
HEiph ik

interface Ethernet1/4
nameif Inside

ctsF it

F A firepower

enable password ***** encrypted
strong-cryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=y

no mac-address auto

!
interface Port-channel2

B
Py
BR2ER
$Eipith 3t

I
interface Port-channel3
B

EEW

BR2ER

Mipih ht

I

interface Ethernet1/1
EEE

B

EEW

BREER

Hipith ht

I

interface Ethernet1/4
B

Py

BR2ER

Fipth 1t

I
ftp mode passive

ngips conn-match vlan-id
object-group-search access-control
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id

9998 : PREFILTER POLICY : Default Tunnel

and Periority Policy

ip address 192.168.75.10 255.255.255.0 standby |access-list CSM_FW_ACL_ remark rule-id
192.168.75.11 9998 : RULE : DEFAULT TUNNEL ACTION
! RULE

ftp mode passive access-list CSM_FW_ACL_ advanced permit
ngips conn-match vlan-id ipinip any any rule-id 9998

propagate sgt preserve-untag
REETRREsgiCEERAZET
L2 MHERO




object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : RULE : DEFAULT TUNNEL ACTION
RULE
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit udp
any eq 3544 any range 1025 65535 rule-id 9998
access-list CSM_FW_ACL_ advanced permit udp
any range 1025 65535 any eq 3544 rule-id 9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
TR
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4 RULE : FE&RiRE# A
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

!
tcp-map UM_STATIC_TCP_MAP
tcpiBIEEE6 7 5T
tcp-optionsZEE9 18 allow
tcp-options range 20 255 allow
urgent-flag allow

!
ES T

no logging message 106015 -#&
no logging message 313001 - &S
no logging message 313008 -E&iC & B
no logging message 106023 -5 &5
no logging message 710003 -EC &2
no logging message 106100 -EEC A2
no logging message 302015 -FEC & A 2
no logging message 302014 -E&iC &2
no logging message 302013 -E&iC A2
no logging message 302018 -EiC & B
no logging message 302017 -fE&EC %A 2
no logging message 302016 -85
no logging message 302021 -fE&iC &AL

RCSRALE

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
gre any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268439552 : ACCESS POLICY : acp_simple -
A
access-list CSM_FW_ACL_ remark rule-id
268439552 : L7 A : rule1
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

I
tcp-map UM_STATIC_TCP_MAP
tcpiBIHEEE6 7 25T
tcp-options#EE9 18 allow
tcp-options range 20 255 allow
urgent-flag allow

I
S

no logging message 106015 -#EFC 82
no logging message 313001 -E&iC &AL
no logging message 313008 ﬁﬂ\nﬂﬁnﬂ
no logging message 106023 -#E&&C #k:A 2
no logging message 710003 - RS
no logging message 106100 -#EFE &S
no logging message 302015 -#EL &2
no logging message 302014 -EEEA S
no logging message 302013 - &AL
no logging message 302018 - &AL
no logging message 302017 - &AL
no logging message 302016 - A2
no logging message 302021 - &S
no logging message 302020 - &S
EBHEER
<EBEER 0 B >

I




o
11

no logging message 302020 -0 843
1500 AAAIMTU

mtu diagnostic 1500

mtu Inside 1500

BREBE

FERHEBElanKE

failover lan interface FOVER Port-channel3
St #L48 Rhttp

W FEE & mac address Ethernet1/4
aaaa.bbbb.1111 aaaa.bbbb.2222

W FEE ¥ mac address Port-channel2.202
aaaa.bbbb.3333 aaaa.bbbb.4444

HE ) #2583 FOVER Port-channel3

WEE LI/ HIP FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

<EHEER D & >

N

S AR EEB/ EREE

HARET 2 REV BN R E

> show running-config

 BRE

. 5% - FLM2108VOYG

. [E88 | FPR4K-SM-24 , 73850 MB
RAM , CPU Xeon E5% 512200 MHz , 218
CPU ( 48% )

NGFWhRZA7.2.8

!
F#Ffirepower
enable password ***** encrypted
strong-cryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

|
interface Port-channel2

BEHE
BR2ER

Fipith it
!

> show running-config

 BRE

: 5%k : FLM2108V9YG

. TEE8 : FPR4K-SM-24 |, 73850 MB
RAM , CPU Xeon E5%%112200 MHz , 21E
CPU ( 48% )

NGFWHx77.2.8

I
F#Ffirepower
enable password ***** encrypted
strong-cryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

!
interface Port-channel2

BER
‘BEZLER
ipith 1t




interface Port-channel2.202
vlan 202
nameif Outside
ctsF
propagate sgt preserve-untag
REETRREsgiBERAZET
T2 MERO
ip address 192.168.76.10 255.255.255.0
standby 192.168.76.11

|
interface Port-channel3
FRBALAN/R REE PR Y 2 T T

|
interface Ethernet1/1
EER
nameif diagnostic
T2 MERO
fipithht

!
interface Ethernet1/4
nameif Inside

L HERO
ip address 192.168.75.10 255.255.255.0
standby 192.168.75.11

|
ftp mode passive

ngips conn-match vlan-id
object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Periority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : RULE : DEFAULT TUNNEL ACTION
RULE
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre

interface Port-channel2.202
vlan 202
nameif Outside
ctsF
propagate sgt preserve-untag
KTt FRAZEE
T2 MERO
ip address 192.168.76.10 255.255.255.0
standby 192.168.76.11
}

interface Port-channel3
|ET
|54 4R
Hipih 1k

|

interface Ethernet1/1
EEE

nameif diagnostic

L2 MHERO

Mipith ht

|

interface Ethernet1/4

nameif Inside

ZEMEMRO

ip address 192.168.75.10 255.255.255.0
standby 192.168.75.11

!
ftp mode passive

ngips conn-match vlan-id
object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : RULE : DEFAULT TUNNEL ACTION
RULE

access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998




any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268439552 : ACCESS POLICY : acp_simple -
DA
access-list CSM_FW_ACL_ remark rule-id
268439552 : L7# 8 : rulet
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

|
tcp-map UM_STATIC_TCP_MAP
tcpIBIREE6 78T
tcp-optionsZEE9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
|

no logging message 106015 -E&iC &5
no logging message 313001 -EE &AL
no logging message 313008 -E&C &2
no logging message 106023 -E&iC &3 2
no logging message 710003 -E&iC &5 2
no logging message 106100 -fE&EC %A 2
no logging message 302015 -EiC & B
no logging message 302014 -f&iC 8%
no logging message 302013 -fE&EC & A2
no logging message 302018 -E&iC & B
no logging message 302017 -fE&iC & B
no logging message 302016 -fEC &S
no logging message 302021 -FEC A2
no logging message 302020 -FEC &3 2
1500 A A HIMTU

mtu diagnostic 1500

mtu Inside 1500

BHEBE

R BlanE STEBY

failover lan interface FOVER Port-channel3
R )8 Rnttp

M FE {82 EX FOVER Port-channel3
WEEIH# N HIP FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

<& REER D & >

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268439552 : ACCESS POLICY : acp_simple -
DA
access-list CSM_FW_ACL_ remark rule-id
268439552 : L7# Al : rule1
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

|
tcp-map UM_STATIC_TCP_MAP
tcpiBIEHEIE6 7 25T
tcp-optionsZEE9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
|

no logging message 106015 -E&EC A2
no logging message 313001 -EiR &S
no logging message 313008 -E&iC %A 2
no logging message 106023 -EiC & B
no logging message 710003 -f&iC 8% 5 2
no logging message 106100 -E&iC 8% 2
no logging message 302015 -f&iC 8% 2
no logging message 302014 -f&iC 8% 2
no logging message 302013 -E&iC &AL
no logging message 302018 -E&C A2
no logging message 302017 -E&C A S
no logging message 302016 -EiR &S
no logging message 302021 -EiC &S
no logging message 302020 -EiC & B
1500 A A HIMTU

mtu diagnostic 1500

mtu Inside 1500

EHEER

no monitor-interface Jh B

no monitor-interface service-module

<& BEER D & >

HA Z BN EEXEEE :




FHEREE BB/ ERERE

- EBRFTARHEBERRE - SBRAEREBEER
- MBRFTEIPEE - BAIPKRE , B T IREBERFMBR

S5 ERLERR , EFMEILHAK,

E7556. M ERHAR

LEBERERT7 2. 8B EAIXxx LETHHARE, EARGIF , REKVERATIRE :

- FTE/IRE
- BWBI/ER

THEER:
EFMCH R EER .
BRERF R

SR1REET, MTEFRF

High Fovallabiity

FTD4100-8{Secondary, Active] Snort 3 s 0 il T . g et

TR2REBBMNIETHESR , WTEFR :

Confirm Delete

AFE Youl Sune yvoul ssant to delete the high svailability, "FTDE 1 20=HA8%7
Deleting 1he palr from the Flressall Management Center does nol disable high svallability &t the

devica level. Tha devices will continue 1o oparate a8 an ActivefStandby pair until you disable high
availabdity for each unit using the: CLI: “configurne high-avallability disabde™

SER 3. MERHAR  MEREHSMREFMCHEESR (MER ) -

LINA CLI & E# show running-config &R , MM TFRFTR :



FEE (18R )

WEEE (EE )

> show running-config

 BRE

: FF5I5% : FLM1949C5RR

: T8 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5% %2200 MHz , 21E
CPU ( 48%)

NGFWhRZ<7.2.8

|
F #F& Firepower-module1
enable password ***** encrypted
strong-cryption-disable
no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

|
interface Port-channel2

®ETE
|55 2R
Mipith ht
|
interface Port-channel2.202
vlan 202
nameif NET202
ctsF
propagate sgt preserve-untag
RBEFEstEERAZEE
T MERO
ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2
|
interface Port-channel2.203
vlan 203
nameif NET203
ctsF
propagate sgt preserve-untag
RBEFEstEERAZEE
T2 MERO
ip address 172.16.203.1 255.255.255.0 standby

> show running-config

 BRE

: 5% - FLM2108VOYG

: T8 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5% %2200 MHz , 21E
CPU ( 48%#)

NGFWhRZA7.2.8

|
F#F Firepower-module1
enable password ***** encrypted
strong-cryption-disable
no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

I
interface Port-channel2

LB
|mER L EMR
Mipith ht
!
interface Port-channel2.202
vlan 202
nameif NET202
ctsF
propagate sgt preserve-untag
KTt FRAZEE
L2 MERO
ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2
!
interface Port-channel2.203
vlan 203
nameif NET203
ctsF
propagate sgt preserve-untag
KTt FRAZEE
L2 MERO
ip address 172.16.203.1 255.255.255.0 standby




172.16.203.2
|

interface Port-channel3
R EBALAN/AR RE S R AT #6241

|
interface Ethernet1/1
EEE
nameif diagnostic
ctsF

propagate sgt preserve-untag
REEFREsgtEFRAZEE

L HERO
HEiph ik

|

interface Ethernet1/4

nameif NET204
ctsF

propagate sgt preserve-untag
REERREsgiEERAZEE

L2 HERO

ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

|
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Periority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : RULE : DEFAULT TUNNEL ACTION
RULE
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id

172.16.203.2
|

interface Port-channel3
R EBALAN/AR RE S R L #2471

|
interface Ethernet1/1
EEE
nameif diagnostic
ctsF

propagate sgt preserve-untag
REEFREsgtEFRAZEE

LM ERO
HEiph ik

|

interface Ethernet1/4

nameif NET204
ctsF

propagate sgt preserve-untag
REERREsgiCEERAZET

L2 MHERO

ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

|
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : RULE : DEFAULT TUNNEL ACTION
RULE
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id




268434433 : ACCESS POLICY : acp_simple -
TERR
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4 RULE : FERRR1ER Al
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

|
tcp-map UM_STATIC_TCP_MAP
tcpiBIHEBE6 7 27T
tcp-optionsZEE9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
!

no logging message 106015 -E&iC & B
no logging message 313001 -E&iC &AL
no logging message 313008 -EC &S
no logging message 106023 -FEC &2
no logging message 710003 -E&iC A2
no logging message 106100 -EiC 8% 2
no logging message 302015 -fE&iC %A 2
no logging message 302014 -EiC & B
no logging message 302013 -f&EC %A 2
no logging message 302018 -fE&EC %A 2
no logging message 302017 -E&iC &AL
no logging message 302016 -E&iC &
no logging message 302021 -EC &AL
no logging message 302020 -EC A2
mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500

BHEBE

FERHEBElanKE

failover lan interface FOVER Port-channel3
R )8 Rnttp

M FE {82 EX FOVER Port-channel3
WEEIH# N HIP FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2
BT EINET202

B EINET203

icmp unreachable rate-limit 1 burst-size 1

<EREED 0 B >

268434433 : ACCESS POLICY : acp_simple -
TERR
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4 RULE : FARRR1ER A
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

|
tcp-map UM_STATIC_TCP_MAP
tcpiBIHEBE6 7 7T
tcp-optionsZEE9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
|

no logging message 106015 -E&iC & B
no logging message 313001 -E&iC & B
no logging message 313008 -EC A S
no logging message 106023 -FE&EC A2
no logging message 710003 -E&C & 3A 2
no logging message 106100 -E&iC &5 2
no logging message 302015 -fE&iC & 3A 2
no logging message 302014 -EiC & B
no logging message 302013 -f&EC %A 2
no logging message 302018 -f&EC %A 2
no logging message 302017 -E&iC & B
no logging message 302016 -E&iC & B
no logging message 302021 -EC &AL
no logging message 302020 -FEC A2
mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500

BHEBE

PR EBlanE JTEBY

failover lan interface FOVER Port-channel3
PRl g Ehttp

M FE {82 EX FOVER Port-channel3
WEEI# N HEIP FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2
BT ENET202

B2 ENET203

icmp unreachable rate-limit 1 burst-size 1

<EREED 0 B >




> show ip

RFIPHLILE :
NEBBIPHu TR
Port-channel2.202 NET202 172.16.202.1
255.255.255.081 &

Port-channel2.203 NET203 172.16.203.1
255.255.255.0FL &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.08 &

Pt
NEBBIPHu TR
Port-channel2.202 NET202 172.16.202.2
255.255.255.081 &

Port-channel2.203 NET203 172.16.203.2
255.255.255.0FL &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.2
255.255.255.08 &

> show failover

BB ERE

FTEREBEET

BEBELANNTE : FOVER Port-channel3 (up)
B HELFEE0:00:00

BWHAERIY  REFRH15Y

N HEBWHERSY , RIFEE258

T E R

SERNATES (H&Z129118)
KREREMACH U B E) @ H R R

R LN LR Rhttp

FRZ : Ours 9.18(4)210, Mate 9.18(4)210

o5 - BRPIRYFLM1949C5RR, Bl ¥
FLM2108V9YG

ERiREELIHRER - UTC 2024578168
13:56:37

LhEH  FE- SR

SEBEE 0 (B)

JATEO : UCSB-B200-M3-UTE B8 /&k B8 i A<
(0.0/9.18(4)210)#REE ( BB R 4% )
NET20247 T (172.16.202.2) : IE&E ( 2
NET20347 T (172.16.203.2) : IE&E ( 2
NEZH(0.0.00): F¥ (&%)
NET2044TTH(172.16.204.2) : IE&H ( ZEi%)

> show ip

RIRIPHLHE -
NEBBIPH i FHEEE A E
Port-channel2.202 NET202 172.16.202.1
255.255.255.08C &

Port-channel2.203 NET203 172.16.203.1
255.255.255.0f &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.08 &

ERIIPH#bE
NERBBIPH i FHEEE A E
Port-channel2.202 NET202 172.16.202.1
255.255.255.08C &

Port-channel2.203 NET203 172.16.203.1
255.255.255.0f &

Port-channel3 FOVER 172.16.51.2
255.255.255.0 ( RE&E )

Ethernet1/4 NET204 172.16.204.1
255.255.255.08 &

> show failover

AEBERERK

HIEEBE B

BEEBELANNE : FOVER Port-channel3 (up)
BT EAR B F0:00:00

BBWHAERIY  RERH15Y

N HEBWHERSY , RIFERE258

T E R

SEENNES (FZ129118 )
KRERTEMACHE 1 75 B B AN RS IR

R LN R Rhttp

RRZA : Ours 9.18(4)210, Mate 9.18(4)210

o5 - BRPIRIFLM2108VOYG, EH
FLM1949C5RR

ERBERER : UTC 202457 H16H
13:42:35

EM  RESEF

ERAFEE : 70312 (#)

HEFEO : UCSB-B200-M3-UTE B2 /& B i 24~
(0.0/9.18(4)210)#REE ( BB R 4% )
NET20247T(172.16.202.1) : IEF ( S
NET20347 T (172.16.203.1) : IE%¥ ( ZE
NEZH(0.0.00): E¥ (&%)
NET204/1TH(172.16.204.1) : IE&H ( ZE#%)




&1 : snort rev (1.0)#R&E(up)
182 : diskstatus rev (1.0)#R&E(up)
HttF# . RE-ES

FERAFER : 70293 (#)

NET2024 & (172.16.202.1) : E& ( SEim)
NET2037 M (172.16.203.1) : E& ( SEi)

N EZE0.0.00): EF (&%)
NET204/1E(172.16.204.1) : 2 ( ZE&42 )
11 : snort rev (1.0)#R&E(up)

{182 : diskstatus rev (1.0)iR&E(up)

<& REER D & >

11 : snort rev (1.0)#R&E(up)

182 : diskstatus rev (1.0)#R&E(up)
HihE# . T E-SFoRE

SEENEEE 0 (#)

1180 : UCSB-B200-M3-UHE 88/%X B8 i A<
(0.0/9.18(4)210)#REE ( BB R 4% )

NET202/ E(172.16.202.2) : [E% ( 2B )
NET203/ E(172.16.203.2) : [E% ( 2B )

N EPE0.0.0.0): EE (FF)

NET204/1 T (172.16.204.2) : IEF ( ZE#)
11 : snort rev (1.0)#R&E(up)

182 : diskstatus rev (1.0)#R&E(up)

<EREED 0 B >

R4 MAFTDREE ERFMCHEUHEM :

<#root>
> show managers

No managers configured.

FMC #f "ZR HA | BENEFEIREE .

a2 /L

FEEMN WEEE

2% FMC RBEREE

TSR FTD £EBRTTHE | FSH FTD 8

21 FMC R BEREE

BBRIEIHERE.

EZVN

iE1T "configure high-availability disable @5

<#root>
>
configure high-availability disable

?

Optional parameter to clear interfaces (clear-interfaces) optional parameter to clear interfaces (clear

<Cr>

T UREEBFTDER EM R FECREE




<tfroot>
>

configure high-availability disable

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':
yes

Successfully disabled high-availability.

"R

EERE (R )

BWEEIE (IFER )

> INFO: Thisunit iscurrently in standby state. By
disabling failover, thisunit will remain in standby
state.

> show failover

Failover Off (pseudo-Standby)

Failover unit Primary

Failover LAN Interface: FOVER Port-channel3
(up)

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15
seconds

I nterface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored I nterfaces 0 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

> show ip

System I P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

Current |P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

> show failover

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15
seconds

Interface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored I nterfaces 4 of 1291 maximum
MAC Address Move Notification Interval not set

> show ip

System I P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 CONFIG

Port-channel2.203 NET203 172.16.203.1
255.255.255.0 CONFIG

Ethernet1/4 NET204 172.16.204.1 255.255.255.0
CONFIG

Current | P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 CONFIG

Port-channel2.203 NET203 172.16.203.1
255.255.255.0 CONFIG

Ethernet1/4 NET204 172.16.204.1 255.255.255.0
CONFIG




EE (FEFw)

BB (IEED )

> show running-config

 BRE

: FF5I5% : FLM1949C5RR

: T8 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5% %2200 MHz , 21E
CPU ( 48%)

NGFWhRZ<7.2.8

|
F #F& Firepower-module1
enable password ***** encrypted
strong-cryption-disable
no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

|
interface Port-channel2

78 B

mE

BLEE2ER

no ip address <-filBRIP
!
interface Port-channel3

FREALAN/R BB FE YN T
I
interface Ethernet1/1
EERE
22k
EEB
BLLER
Fipith it
I
interface Ethernet1/4
B
EEB
BLLER
Hipith hk
I

ftp mode passive

> show running-config

 BRE

: 5% - FLM2108VOYG

: T8 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5% %2200 MHz , 21E
CPU ( 48%#)

NGFWhRZA7.2.8

|
F#F Firepower-module1
enable password ***** encrypted
strong-cryption-disable
no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

I
interface Port-channel2

LB
|mER L EMR
Mipith ht
!
interface Port-channel2.202
vlan 202
nameif NET202
ctsF
propagate sgt preserve-untag
KTt FRAZEE
L2 MERO
ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2
!
interface Port-channel2.203
vlan 203
nameif NET203
ctsF
propagate sgt preserve-untag
KTt FRAZEE
L2 MERO
ip address 172.16.203.1 255.255.255.0 standby




ngips conn-match vlan-id
no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : RULE : DEFAULT TUNNEL ACTION
RULE
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
AR
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4 RULE : FARZR1ER Al
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

!
tcp-map UM_STATIC_TCP_MAP
tcpiRIHEIE6 78T
tcp-optionsZEE9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
|

no logging message 106015 -fE&iC & B
no logging message 313001 -EC &AL
no logging message 313008 -FEiC 32
no logging message 106023 -EiR & B
no logging message 710003 -fE&iC %A 2
no logging message 106100 -EiC & B
no logging message 302015 -f&iC 8% B
no logging message 302014 -f&iC 8% B
no logging message 302013 -f&iC 8% 2

172.16.203.2
|

interface Port-channel3
|mETB
0% 5 4R
Hipith hk

|
interface Ethernet1/1
EEE
nameif diagnostic
ctsF
propagate sgt preserve-untag
KRB EsgiBERAZEME
ZEMERO
Hipih 1k

|
interface Ethernet1/4
nameif NET204
ctsF
propagate sgt preserve-untag
REEFREsgtEFRAZEE

L HERO
ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

|
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : RULE : DEFAULT TUNNEL ACTION
RULE
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre




no logging message 302018 -EiC &2
no logging message 302017 -fE&iC & E
no logging message 302016 -E&iC 8% 2
no logging message 302021 -f&iC 8% B
no logging message 302020 -f&iC 8% 2
EWEER

FEREBBlanEE

failover lan interface FOVER Port-channel3
H BE Ll 48 HEhttp

R Y] #2888 FOVER Port-channel3
WEEL T HIP FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

no monitor-interface service-module

<EREED 0 B >

any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
AR
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4 RULE : FARRR1ER Al
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

|
tcp-map UM_STATIC_TCP_MAP
tcpIBIREE6 78T
tcp-optionsZEE9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
|

no logging message 106015 -fEEC A S
no logging message 313001 -EC &AL
no logging message 313008 -E&C &3 2
no logging message 106023 -E&iC 8% 2
no logging message 710003 -&iC & 3A 2
no logging message 106100 -EiC & B
no logging message 302015 -fE&EC %32
no logging message 302014 -f&EC %A 2
no logging message 302013 -E&iC &
no logging message 302018 -fE&iC & B
no logging message 302017 - &AL
no logging message 302016 -FEC &2
no logging message 302021 -EC A2
no logging message 302020 -fE&iC & 2
mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500

BHEER

B2 STEINET202

B A ENET203

no monitor-interface service-module

RIEFASFTD CLIEAHAREEEE .

ER P Ef RHEE




- CEBRAEBERE
- RBREF®IP

- EBRNEHERE.
- ABRRAEREHERE  BE
EFRAERE (EESD)

L, BT AERRAEKE LEFRAHA.

=612 (FER)

A s nEpeesy EBED. BR, ALTRBER. EAREBA.

1T "configure high-availability disable &<

<{froot>

>

configure high-availability disable

BB AFTDR EMBRBFEREE !

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.

HR

TE (FEFW)

BB (EE )

> show failover

1 BE U #2 B A
HEEBREHY
BREBELANNTE | RERE
BEnELRER0:00:00

N HE R BE1
SEENNAES (HZ129118 )
FREETEMACH 1 7 B @ AR

> show ip
RIRIPHALLLE
N EBBIPH U FBEEE S %

BEmAER1Y , RIFKE15Y
N HWMABERSY |, RIFKE25Y

> show failover

PR T A <- R 15 F iR PR 4 42

W EBEEEHE

AREBELANSTE : FOVER Port-channel3 (up)
ENELFEF0:00:00

BNWARAERIY  RISFF[158

N HEWARRSY | RSR[50

T E R B

SEENNAES (FZ129118 )
RERTEMACHE 1 53 B & &1 RS R

R LN LR Rhttp

WRZS : Ours 9.18(4)210, Mate 9.18(4)210
R - RPIRFLM2108VOYG, Bt
FLM1949C5RR

EREEL R - UTC 2024578178




Port-channel2.202 NET202 172.16.202.1

255.255.255.0F fit<- < & fi£ A Bdex-Active A [E /Y

IP !

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F it

EETIPH L
NEBBIPH U FRAEE S
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F

12:44:06

LbEM - RE-ER

SEEEEME (632 (B)

1HFEO : UCSB-B200-M3-UHE f8/8X B8 iy 4x
(0.0/9.18(4)210) 4R 48 ( FRBI Rk )
NEZE0.0.00): EE ( Z%)
NET2047VE(172.16.204.1) : E% ( SEi= )
NET2037 E(172.16.203.1) : E% ( SE= )
NET2021 &(172.16.202.1) : [E 3 ( B2 )
&1 : snort rev (1.0)#R&E(up)

182 : diskstatus rev (1.0)#R&E(up)

Hitt ¥ . T E2-2EFH

SEEIEERA 1 932 (®)

1HFEO : UCSB-B200-M3-UHE #8/8X B8 iy Ax
(0.0/9.18(4)210) 4R 48 ( FRBI Rk )
NEPHE(0.0.0.0) : K& (&)

NET2047 E(172.16.204.2) : &0 ( SE= )
Interface NET203 (172.16.203.2) : K& ( Z &
)

Interface NET202 (172.16.202.2) : & ( ZE
)

&1 : snort rev (1.0)#R&E(up)

82 : diskstatus rev (1.0)iR&E(up)

> show ip

RARIPALIL
NEBBIPH U FBEES =
Port-channel2.202 NET202 172.16.202.1
255.255.255.05F fit<-# & {F A Edex-StandbyE[F
HIP !

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F i

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F it

ERIIPHbE
NHEBBIPH U FHEEEH
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 5 i

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F i

Port-channel3 FOVER 172.16.51.2
255.255.255.0 ( RERE )

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F it




RYERHFTD CLUE AHAREESE

ER P EN RAEE

- WELIREEARMIER , RS

R FAREE - CBRAREBERE
- K EfEAHex-StandbyFKEH - REFARIAEZEEMARNIP
ERYIP
=613

iE1Tconfigure high-availability disable clear-interfaces@i & LA RESEEIFTD 2% i Ml BRI fE ] 2 B & -

<tfroot>

>

configure high-availability disable clear-interfaces

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

>

HR

TT (FEH)

BB (SR )

> show failover

LN H#EAR ( EREA )
FTEREBEER
BEEBELANAE : FOVER Port-channel3 (up)
B #EARER0:00:00
BUWBARIY , RERKB15Y
NHEWBARSY , RIFFH25Y
ITE R 1
ZEENEOMN R AER1291
KREXEMACH 1 BB X FR
R LN LR Rhttp

> show failover

1 BE £ #£2 BE A

HEEBREHY
BREBELANIH : REE
BEINELRER0:00:00
BNWHAERIY  REFRH15Y
N HEHBWHERSY , RIFRE25Y
T E RS 1
ZERENHEHONZRAKEA1291
KREREMACHE 1 5 Bh&E &1 R e




> show ip

> show ip RIFIPHLAHE

RIEIPHLAE NEBBIPH i FHEEE A E
NERBIPH I FHABIE S % ERIIPHbE

Port-channel3 FOVER 172.16.51.1 NEBBIPH U FRAEIE S
255.255.255.0 unset >

EHiIPH# it

NEBBIPHbit THREBESE
Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

>

BIEEIFTD CLIEAHALLE. Tclear-interfaces ) RYE=E1E :

ER P E RAEE

- ABKRREBEER , B8
FRREBE (EBESY)
o IPASHRBR

- CBRBEBERE
o PS4 M BR

=514

iE {Tconfigure high-availability disable clear-interfaces@ , #&iEAFTDE B M BRHELRE B -

<#root>
>

configure high-availability disable clear-interfaces
High-availability will be disabled. Do you really want to continue?
Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.

>

R

EE (FEFw) HWEY (ED )




> show failover

8 PR U #2 BE FA

WEEBEEEHE
REBELANTH : REE
EEAR B IF0:00:00
BNWARERIY  RISHEH158
NHEWABRERSY | RSR[50
T E R
SZEENHEONGRAEL1291
REXEMACH 1 B BB H R

> show ip

RIFIPHIAL -
NEBRBIPH U T HEEE S =
ERTIPHEL
NHEBBIPH U T BB S5 %

>

> show failover

BHEBERR

HEERREHEE

REEBELANNE : FOVER Port-channel3 (up)
B #EAREKR0:00:00

BBWHAERIY  REFRH15Y

N HEHBWHERSY , RIFEHE258

T E R A1

FERONES (HZ129118 )
KRERTEMAC Hb 1 %5 B 1B &1 R B

i BE L 48 SEhttp

MR : Ours 9.18(4)210. Mate 9.18(4)210
FoE - TRPIBIFLM2108VOYG, BEL¥
FLM1949C5RR

EIRBBELNHAER  07:06:56 UTC 202447 H
18H

LEH - RE-EH

SEENEFRE - 1194 (#)

}HFE0 : UCSB-B200-M3-UHE f& /5L B8 iy A<
(0.0/9.18(4)210)#R5E ( ABI R )
NEZE(0.0.00): E¥ (%)
NET204 1 E(172.16.204.1) : 2 ( SE42 )
NET2027 E(172.16.202.1) : [E% ( B4 )
NET203/1 &(172.16.203.1) : [F2 ( SE&42 )
111 : snort rev (1.0)ARBE(up)

1182 : diskstatus rev (1.0)#R&E(up)
Httx# . FE-B2EFH

SEEIRERE 846 (B)

}HFE0 : UCSB-B200-M3-UHE f& /%X 88 iy A<
(0.0/9.18(4)210)#R%E ( ABI R )
NEZE(0.0.0.0) : K& (Z£#%F)

NET204 1 F(172.16.204.2) : k40 ( SE42 )
Interface NET202 (172.16.202.2) : & ( ZE
=)

Interface NET203 (172.16.203.2) : k4l ( SE
)

aF&1 : snort rev (1.0)AR&E(up)

1ETE2 : diskstatus rev (1.0)R & (up)

> show ip

RIRIPALAE -

N EBBIPHuE F BB S
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F ff

Port-channel2.203 NET203 172.16.203.1
255.255.255.0 5 ffft




Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F ff

EHIIPH#biL

NEBEIPHbit FHEES %
Port-channel2.202 NET202 172.16.202.1
255.255.255.05F ff

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F

Port-channel3 FOVER 172.16.51.2
255.255.255.0 ( RERE )

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F ff

BSEEFTD CLHERAHALLK Tclear-interfaces. I =E1E :

ER P EN mR%EE
- RBRBEBERTE - EBRAREBERTE
- RMERIP * IPASHRIBR

SR 6. TREKR , BEREZEMIIFMCIERAHAL,

EH7. EFHA

THEEKR:

%8 FTD CLISH CLI 4= HA

RRAR

SR 1EEFTDL , BTHESARFEERAYES),

<#root>
> configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.



TR2BBETRELNER .

<#root>

>

show hi gh-availability config
Fai | over Of

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

SERIEWYERE LNER

<{froot>

>

show hi gh-availability config
Fai l over O f (pseudo- St andby)

Failover unit Secondary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

FRAMETRE LWHA :

<#root>
>
configure high-availability resume

Successfully resumed high-availablity.

No Active mate detected
RN RN RN R R R R R R R R R R R R R R RN R R RN RN RN RN R RN R RN E R R RN R R RN RN R RN RN RN

Beginning configuration replication: Sending to mate.



End Configuration Replication to mate

>

<#root>

>

show hi gh-availability config
Fai | over On

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

HER S MEHAREBIRE FRER

<#froot>

> ..

Detected an Active nmate

Beginning configuration replication from mate.

WARNING: Failover is enabled but standby IP address is not configured for this interface.
WARNING: Failover is enabled but standby IP address is not configured for this interface.
End configuration replication from mate.

<ffroot>

>
show hi gh-availability config
Fai | over On

Failover unit Secondary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1



Monitored Interfaces 1 of 1041 maximum
MAC Address Move Notification Interval not set
failover replication http

>

= REE (FAQ)

BREER , 2YE (F1T) BFEE K EREERERNFEEFEE?
HEERERE, RIBZMIE debug fover sync i THHNERE  SERERHTES

<ttroot>

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

wite nmenory

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

<- -

Cmd:
Cmd:
Cmd:
Cmd:

Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:

access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine

1506
1507
1508
1509

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

no
no
no
no
no
no

remark rule-id 268442578: L7 RUL
advanced permit tcp object-group
remark rule-id 268442078: ACCESS
remark rule-id 268442078: L4 RUL

advanced permit tcp object-group group_
Tine 1510 remark rule-id 268442077: ACC
Tine 1510 remark rule-id 268442077:
advanced permit tcp object-group group_
Tine 1510 remark rule-id 268440577: ACC
Tine 1510 remark rule-id 268440577:

L7

L4

access-1list CSM_FW_ACL_ advanced deny ip any any rule-id 268442078

crypto isakmp nat-traversal

no object-group network group_311
no object-group network group_433
no object-group network group_6
no object-group network group_2

MREZEBERNBIEARE (FRAREDR )  ARES —ERECHAREFEIIREEREERER
ENMHMAREKE , REMERR?

RRIEEEATR/ITRASR (BERINTLE
, FHBEFSER  BERESERAEERPREMRN P, Bt

o Unit-1: S5
« Unit-2 : HEYIHER, £EFEAEUNt-1HEMNERIP , BFERATRE/RHMACH I,

AR EAMEREN ). ERitER , RREERDR

,REREESR

NMRFHEAYEDSR (RESTHEHRE )  AREFHARE , HEREESRETERR

?

@Fﬁﬁ&ﬁﬁfﬂiﬁ‘eﬂ% , EFRKAEH ( RIFLOREREATHEE  BATEREFERDEET ) .
BRLMEAMETRN AN EMBB/ERHARE , FRAE-EFXNBFLEA N



=461 1. {2CLISHE R E
BB CLISH ETRBIFTSERER., Fit , HEESFISFEEERBAES

<#root>
>
configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and '"NO' if you wish to

YES

Successfully suspended high-availability.

running-config EFAMEEE, ZERBERT , RERNBAMRE , WHTEHEABIRARRE , U
BREB/EAFER:

<#root>

firepower#

show failover | include Fail over
Failover Off (

pseudo- St andby
)

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

startup-config {5 $A R &=t #2

<#root>

firepower#

show startup | include fail over
fail over

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover 1ink FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key *###*%*



%8 CLISH EFMEIKE ( reboot BT )

<{froot>
>
r eboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO':

YES

Broadcast message from root@
Threat Defense System: CMD=-stop, CSP-ID=cisco-ftd.6.2.2.81__ftd_001_JMX2119LO5CYRIBVX1l, FLAG='"
Cisco FTD stopping ...

RERD®R  FEBEESHA , ALRESEARERERSERIBESFAERHES

<tfroot>

User enable_1 logged in to firepower

Logins over the Tast 1 days: 1.

Failed Togins since the last login: 0.

Type help or '?' for a 1list of available commands.
firepower> .

Detected an Active mate

24l 2. 72LINA CLIZEF RS
BB LINA EFAE (reload % ) EERER. Eit , MRZEY (R) K GEFUEREIRD
BEH :

<#root>
firepower#

rel oad
System config has been modified. Save? [Y]es/[N]o:

Y <-- Be careful. This disables the failover in the startup-config

Cryptochecksum: 31857237 8658f618 3234be7c 854d583a

8781 bytes copied in 0.940 secs
Proceed with reload? [confirm]
firepower#



show startup | include fail over
no failover

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover 1link FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key ¥###*%*

RERDR A FEBBESER

<#root>

firepower#

show fail over | include Fai
Fai | over O f

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

N s ERGCERER FRAELBELE  TEETRRTIRDEES.

MHEAE A

« ZBAILETIERFIFRE Cisco Firepower Management Center iR AN AHRERR EHEF
Bifin BB 2 % By AfE B8 B By B2 AR

« BEBETHIEREIFTA FXOS MABEEESMAM CLI (VERRERE !

B|'& Cisco Firepower 4100/9300 FXOSX &

- BRISRFEMZERON(TAC)BIIEZRFERAUTIRERSR , RABMCisco Firepower F — %
2HAT -

Cisco FirepowerBREZBFE(FTD) : T—RKBBEABEINGFW), T—RABBHEZRFZINGIPS ) HEHEEE
LB P (AMP) Y B M S PE PEBR R (E B B2

« BE8Firepoweri T P B B & F M FE HEBR AT 3R BA
CiscoZ £ B K A% & B A0
o B EENH - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
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