B A% F TDRY SR Y #5iR RS
B 8%

REEHS

{FAZEH| — Lina Traceback
FAf5] — Snort{5l|1EEIER

2= 45 TR

5] — MIO-Hearbeat B

HHEAE A
fEr
AR MR R 2 B AR BHR(FTD) LN B HBWREAS

AR

BEREREERELTE/E

« Cisco Secure FTDEY & 0] A M (HA)RRE
o BRI ABEEFONFMC)RIEZA T A

BRI TTAF
AR EARRIRA T KB AERRA

» Cisco FMC v7.2.5
« Cisco Firepower 9300%& %lv7.2.5

ANHHEARBBREEREREANEKEMNEL. XCEIJ{EJ%;ZEUE’JFJ?E FBEERCERR (/R
) BAEREREE) . MRIEHEEREFT |, FRARECEAETAESTRERNTE,

HRAR



BIEERETRR SRR

FIDEESERSEEENEREZERRIANNERENRT. FIDEHTHE , UREBEERENRR
ERN T HERRESEEZENNRE, ERARBEHAY P ESEETHMEHRIE KB |, iSBEW
BEtNEH,

BRI R REH B

fE R R — FEAR R0 RAY &R SErE BA R

HEFTD HAEARBAN HEZRE LR EERERBABNERLT , TEBRTERESSH  BAR
mAERTITENREERAE,

LREGHAEREEREER  ETHREAHEEEE R

Analysis Policies Devices Objects Integration Deploy 2 60 £+ @ adminv gl

5 all notifications

lormal (2) Deployment Pending (1) ® Upgrade (0) @ Interface Status - 10.82.141.171 -4
Interface "Ethemet /3’ |s not receiving any packets
Imerface ‘Ethemet1/3 has no link

Madeal Version Chassis Licenses Access Control Policy Auto RollBack

Firepawer 9300 with FTD 7.25 =] Q'Pfl'r;.fm;;l',;" 1 L M4 Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.25 = SL\{';U_“: Mudui& o i Essentials, IPS (2 more...)

% B% BA B B 4R

CERIVEREBHRENMRE  BEAUTHS
o show falover — BN B BBEEEE *u)l H W ET#EARERN E -

Monitored Interfaces 1 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Waiting)

Interface INSIDE (172.16.10.1): No Link (Not-Monitored)
Interface OUTSIDE (192.168.20.1): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)



Interface DMZ (192.168.10.2): Normal (Waiting)
Interface INSIDE (172.16.10.2): Normal (Waiting)
Interface OUTSIDE (192.168.20.2): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

ENHEAGRES "EESFRF K, EEREFNHERABGRE , B ARREEFET EHEENER
FBERER S,

5% —7E , ARE "No Link(Not-Monitored) s TR EHYIEHERK SR , ERETRBEREHE

1TE

ATEBZPE  RUERETEFHEUERAIPHUNFAEHBRNERRANEETRRERRR,
EEMEH ﬁﬁ%}’g ) %EMEDM%> Device Management > High Availability > Monitored Interfaces.

Ltk B & RMonitored Interfaces B :

Muonitored Interfaces

L ~ Ay

BEERZEENENERIPUUAMRE , FHATATHS
* sowfalover — BRNBRSEZEN HHNRERARENES.

Monitored Interfaces 3 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Monitored)

Interface INSIDE (172.16.10.1): No Link (Monitored)

Interface OUTSIDE (192.168.20.1): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Monitored)

Interface INSIDE (172.16.10.2): Normal (Monitored)

Interface OUTSIDE (192.168.20.2): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)

AH — T EETAR R HE
ERAREEREENMTELRKIhelodER15WE  TAMREERENTEARLRK , BES



—BRELTHE, INERRAKK.

NRBEAMENHREERNRE YETARKENHENESREAKE

o

, et EER

gﬂgaﬁfl\@ Fﬁﬁ 'i ﬂﬁ;:l: Devices > Device Management > High Availability > Failover Trigger Criteria

ACEEEE S (s o0k & 3

Analysis Policies Devices Objects Integration

Normal (2) Deployment Pending (0) ® Upgrade (0)

Model Version

Firepower 9300 with FTD 7.25

Firepower 9300 with FTD 7.28

HEEK BARA R Y MR LIRS

EERITRUNER

® Snort 3 (2)

E ﬁ Security Module - 1

=] Security Module = 1

,EEAUTHS

Licenses

™S Essentials, IPS (2 more...)

Essentials, IPS (2 more...)

\ccess Contr|

Deploy

a “B £+ @ adminv lue

notifications

A Cluster/Failover Status - 10.82.141.169
SECONDARY (FLM1946BCEX)
FAILOVER: bT.-!\'l" STANDEY_FAILED (interface

SECONDARY (FLM1%: )
FAILOVER ST;'\TE ACTIVE (Other unit wants

@ Interface Status - 10.82.141.171 *

Interface "Ethernet1/4° has no link

A Cluster/Failover Status - 10,82,141,171 X
SECONDARY (FLM194EBECEX)
FAILOVER _STATE_STANDBY (Check peer event
for reason)
SECONDA
FAILOVER_ST!
for reason)
PRIMARY (FLM19389L0R)

dBBECEX)
ST4 BY (Check peer event

* show failover state — LA S EER M A B MEIGRERN EXsRENHMERER,

<#root>
firepower#

show failover state

This host - Primary

Active Ifc Failure
Other host - Secondary
Failed Ifc Failure

OUTSIDE: No Link

* show failover history —

L,{&HkuEE&E’JEIXIO

<tfroot>

firepower#

19:14:54 UTC Sep 26 2023

19:31:35 UTC Sep 26 2023

BRI REL SR, HEVIRE S GCEE TR

ERNHREIRAREE R




show fail over history

From State To State Reason

19:31:35 UTC Sep 26 2023

Active Failed Interface check
This host:1
single_vf: OUTSIDE
Other host:0

ER RS — SHREAR
MREAKE LNHKRZEEBIONER , HBRNEBBSMH,
I AR R R e B R £ ARV B 3R

Analysis Policies Devices Objects Integration Deploy @ ﬂo £ @ adminv e op
¥ Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) A\ ClusterfFailover Status - 10.82.141.169 X

PRIMARY (FLM19389LOR)

Model Version Chassis Licenses Access Contre on anging in
gine i
ces-. Peer
failed services-diskstatus))
A Cluster/Failover Status - 10.82.141.171 X
PRIMA (FLM19389L0OR)
FA STATE_STANDEY (Other unit wants me
5t
P (FLM19389L0OR)
1_STATE_STANDEY_FAILED (Detect
s i Srar= ek i
Firepower 9300 with FTD 7.25 E SIuI'.J[ i".MU;'JL.h_' -1 ' Essentials, IPS (2 more...) Inspection engine failure(My failed services

diskstatus. Peer failed senices-))

© Disk Usage - 10.82.141.171 A

F ser 9300 \ T 5 : (3 e A .
Firepower 9300 with FTD 7.25 Essentials, IP5 (2 more...) Inghw using 98%: 186G (4.8G Avall) of 191G

El Security Module - 1

i PR 4T AP D
EERBRUNER , FEAUTES

* show failover hisory — FEREE IR SL TSR, MFRVIIRE RSB T IB XN BRI HIREE K
BARGIR REE SR R R o

<#root>
firepower#

show fail over history

From State To State Reason

20:17:11 UTC Sep 26 2023
Active Standby Ready Other unit wants me Standby
Inspection engine in other unit ha



20:17:11 UTC Sep 26 2023. Standby Ready
Active

* showfailover — FRB T A RBRNHELRARENET.

<#root>
firepower#

show failover | include host|disk

This host: Primary - Failed

slot 2: diskstatus rev (1.0) status (down)
Other host: Secondary - Active

slot 2: diskstatus rev (1.0) status (up)

- of-h —ETACRHERRENEBRES , 2FREKRN, B

o

<#root>
admin@firepower:/ngfw/Volume/home$

df -h /ngfw

Filesystem Size Used Avail Use% Mounted on
/dev/sda6 191G 186G 4.8G 98% /ngfw

£ FA 245 — Lina Traceback
ElinalBHWIBERT , kS HEEREBESH,
LkERBlina BMBEELENER

Failed Detect Inspection engine fa
due to disk failure

Mz, EREDLMEEF



Eries

o @ ¢+ @ adminv

Analysis Palicies Devices Objects Integration Deploy
—
lormal (2) Deployment Pending (0) @ Upgrade (0)
Model Version Chasss  LUcense Control
Firepowes 9300 with FTD 7.25 E i‘i.l‘.f.-.'in.‘:r.'..'-‘;;ﬂlj';‘l i Essentials, IPS (2 more...)
Firepower 9300 with FTD 7.2.5 B ot Mgt K- EISEO.COM  gasartials, IPS (2 more...)
Security M

£ AlinalE Mt REEBE

EERIRUNERR ,

* show failover history —@%ﬁkﬁﬁfﬂmﬁiﬁﬂﬁo

i Cluster[Failover Status - 10.82.141.171 X
PRIVARY (FLM19389LOR)
FAILOVER_STATE_ACTIVE (HELLO nat heard fram
peer]

Interface Status - 10.82.141.171 X
Inerface ‘Ethemet]/ 1 is not receiving any packets
inmterface

Inerace '

Interface "Et

© Appliance Heartbeat - F241.24.04- X
FMC4600
Appllance 10.82.141,169 Is not sending
heanbeats.

Ay Process Status - 10.82.141.169

lina exited 2 time(s)

EERAUTHS

MR MREE RN ERER,

<#root>
firepower#

show fail over history

HBE V) AR S RO SR R B RV R SRR B X

From State To State Reason
8:36:02 UTC Sep 27 2023
Standby Ready Just Active HELLO not

(failover

18:36:02 UTC Sep 27 2023

Just Active

HELLO not
(failover

Active Drain

18:36:02 UTC Sep 27 2023

Active Drain

HELLO not
(failover

Active Applying Config

18:36:02 UTC Sep 27 2023

Active Applying Config

HELLO not
(failover

Active Config Applied

18:36:02 UTC Sep 27 2023

Active Config Applied

HELLO not
(failover

Active

ElinalBHMBERT , ERANAT oS REMZOES

<ffroot>

heard from peer
Tink up, no response

heard from peer

Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

from

from

from

from

from

pee

pee

pee

pee

pee



root@firepower:/opt/cisco/csp/applications#

cd /var/datalcores

root@firepower:/var/data/cores#

Is -1

total 29016
-rw------- 1 root root 29656250 Sep 27 18:40 core.lina.11.13995.1695839747.9z

ElinaBREWERT , MIIERWERHERER, EHZOERIEECisco TACHHK.
45| — Snortf5l38 EAEA

MRFAEE F50%LL ERISnortiTE HIRHMFE | RIS HMFELIHE,
L EFREA Esnortk BBF A AV B3R -

Analysis Policies Devices Objects Integration Deploy Q @ #* @ adminv Il sp
—
iss all notifications

dormal (0) Deployment Pending (0) ® Lipgrade (0) ® Snort 3 (2) A ClusterfFailover Status - 10.82.141.169 <
SECOMDARY (FLM1946BCEX)
FAILOVER_STATE_STANDEY (Other unit wants me
Standly)
SECOMDARY (FLM1946ECEX)

Model W N ct Licenses A Cont

FAILOVER_STATE_STANDEY_FAILED (Detect
Inspection engine failure(My failed services-snort.
Peer failed services-])

€ Process Status - 10.82.141.169 *
The Primary Detection Enging process tarminated
unexpectedly 1 time(s),

Firepower 9300 with FTD 7.25 44 Essantials, IPS (2 more...) ETD HA

3 Fa41-24-04-FPROK-1.clsco.com
=4 Security Madule - 1

FPRIK-2.cisco.c0

Firepower 9300 with FTD 7.25 = :Sggl.lfii\;’.;".oé.t:ibt ; Essentials, IPS (2 more...) FTD HA

fEAsnortEl T AEBE

AT BERMHER , £RAUTHS

* show falover hisory — FEUR R VIR SR FR 8% . BRI LT SR MR IB ML) R B o)
LURRREE iy R

<#root>
firepower#

show fail over history

From State To State Reason

21:22:03 UTC Sep 26 2023



Standby Ready Just Active

21:22:03 UTC Sep 26 2023
Just Active

21:22:03 UTC Sep 26 2023
Active Drain

21:22:03 UTC Sep 26 2023
Active

o show falover — HR/~E BEEE B MV R LI IR B 7.

<#root>
firepower#

show fail over | include host|snort

This host: Secondart - Active

slot 1: snort rev (1.0) status (up)
Other host: Primary - Failed

sTlot 1: snort rev (1.0) status (down)
Firepower-modulel#

Inspection engine in other unit has failed
due to snort failure

Active Drain Inspection engine in other unit
due to snort failure

Active Applying Config Inspection engine in o
due to snort failure

Applying Config Active Config Applied Inspect
due to snort failure

EsnortEHERT , FRAL TS E#crashinfoscorefg =X :

<tfroot>

For snort3:
root@firepower#

cd / ngfw var/ | og/ crashinfo/

root@firepower:/ngfw/var/log/crashinfo#

ls -1

total 4

-rw-r--r-- 1 root root 1052 Sep 27 17:37 snort3-crashinfo.1695836265.851283

For snort2:
root@firepower#

cd/ var/ dat a/ cores

root@firepower:/var/data/cores#

s -al



total 256912
-rw-r--r-- 1 root root 46087443 Apr 9 13:04 core.snort.24638.1586437471.9z

BfEMASnortiE Mt Zhge | MAEBRERHHMER, EHKOER | WECisco TACE#E,
ER R — BEREFRLE

FTDEREZEBEMhelof BELREBEEGRYEE —ERENRRERR. ERXRETHETRE
B ERWEEJ=fFhellodHR , YAEZEZRMTH EWARKKE , JeSB@RREIRESF,

L EFRAA R BRMER RN ESR

Analysis Policies Devices Objects Integration Deploy Q €2 ¥+ @ adminv el o

Normal (2) Deployment Pending (0) ® Upgrade (0) @® Snort 3 (2) © Interface Status - 10.82.141.171 X
Interface "Ethernet1/1" has no link
Interface "Ethernet1/2" has no link

Maodel Version Chassis Licenses Access Cqr A Cluster[Failover Status - 10.82.141.171 b4

CLUSTER_STATE_GENERAL _FAILURE (Failover
Stateful link down)
CLUSTER_STATE_GENERAL_FAILURE (Failover
LAN link down)

PRIMARY (FLM19389LQR)
FAILOVER_STATE_ACTIVE (HELLO not heard from
peer)

1-FPRIK-1

Firepower 9300 with FTD 7.25 =] -‘i.t-'.[l'url-l\;.lh-:lt;dule ! Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.25 Essentials, IPS (2 more...)

I Socuruty ;ﬂ.ociulie.:- 1 o
BAEBRMERA R E TR

AT BERMHER , £RAUTHS

* show falover hisory — FEUR R VIR SR FC 8%, WRYNIRE LTSRN IR XM MR IREE X
L)\&;IkMEE&E’JJ?IZIo

<#root>
firepower#

show fail over history

From State To State Reason

22:14:42 UTC Sep 26 2023

Standby Ready Just Active HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Just Active Active Drain HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023



Active Drain Active Applying Config HELLO not heard from peer
(failover 1ink down

22:14:42 UTC Sep 26 2023

Active Applying Config Active Config Applied HELLO not heard from peer
(failover 1ink down)

22:14:42 UTC Sep 26 2023

Active Config Applied Active HELLO not heard from peer
(failover 1ink down)

* show falover sate — AR TRURM & R B HEE IR BN LR ENHEDRER,

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Failed Comm Failure 22:14:42 UTC Sep 26 2023

EFARH — MIO-Hearbeat¥f&E ( EBEE )
ERARAFRER O EEEE VKA. ERRIORERE , ATUBRREEBEN,
AT BEIAMNER , £RAUTHS :

* show failover hisory — BR/REEYI AR P 5 8%, HIEVRE R LHEBE RBENBETBRREE R
IR AREE R R,

<#root>
firepower#

show fail over history

From State To State Reason

02:35:08 UTC Sep 26 2023
Active Failed MIO-blade heartbeat failure

02:35:12 UTC Sep 26 2023
Failed Negotiation MIO-blade heartbeat recovered

02:37:02 UTC Sep 26 2023
Sync File System Bulk Sync Detected an Active mate



02:37:14 UTC Sep 26 2023
Bulk Sync Standby Ready Detected an Active mate

EMIO-hearbeatk i EF |, sHZIBBWEMPEBBRIER , B RFXOSHEMT A , A% ECisco
TACHE# &

¥ Firepower 4100/9300 , 55U & show tech-supporti# %8 Fshow tech-supporti& 4.

HHFPR1000/2100F1 % £ B5 K #3100/4200 , W EEshow tech-supportF .

MEAE A

- ETDM SR AY

- £ Firepower 5%ff F5% % FTD S n] F 1

« HEBRFirepowertE =4 BRIBIE R E

« BB — WAIEFXOS FERBEREM T ERE
o BT EE 4 - Cisco Systems



/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://video.cisco.com/detail/video/6194332657001
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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