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Min. Supported Managed Device
Version Required

Minimum Supported
Manager Version

Managed Devices

cdFMC/FMC 7.6.0 |FTD in Native Mode/HA/Cluster [+ 7.6.0 Snort 3 only

- BiBHER|Firepowerf BRI IS HKA R , BTalosiRHWEBRAMBRBARNEEN

- BEEEHBIBSSXEESEEATE , WA EHTalosEH,

- SERBESARNFERINAR  FALEMEREEREN -5,

« 51 — * B P HYH B 5548 R (threat_telemetry_snort-unified.log.”) , ARRHEEARBESR
B -0 £ AREH,

- BREESHAINIPSEFEERABENER P ICHKEE,

« EventHandlerft AN ERAEUT LR ENEN (HHFNERE ) BIPS/ERT/NERE
HEERE,

« FMCUIRTERELEH



BRI TR
AXHFTRARTRASERBANERARA

ANAHHEARBBERBEERETREANKEMEL. XHERAINMARESREER (R
) BVHERERRE) . MREHEEREFT | FRARCHEAET[AESTRERNTE,

TheERFAHE RA
FMC Ul

« Talos Threat Hunting Telemetry#y "R#F/EE/ARRKBEEEER ), EH LN EERENS
B

- HR76.0LMFZEURARET6.0MREEF , WEEBERFREAON,

- DhEEMKFER "RRARRIATIEE, o MERRKRA "EIARRAIIER, M TTaosREES
EORL EIE,

- MEMBHYREKA , BI_SSE_ThreatHunting.json consumerF 2 , Y HEE
_SSE_ThreatHunting.json 3R BE 32 5544 36 ji& H # 15 | SSE Connector.

- NEEEFERN TRTEMAA70RESHMESERE.,

THEAFR

Firewall Managemen nter : - ) .
- e a anagement Cente Overview Analysis Policies Devices Objects Integration Deploy Q, &0 9 admin el
Configuration Health Menitoring
Users Manitor Audit
Domaing Policy Syslog
Product Upgrades Events Statistics
Comments on policy change Optional
Content Updates Excludi
- - g - ; 7
Write changes in Intrusion Policy to audit log (& Monftor Alarts Took
i i '
Retain user overrides for deleted Snort 3 rules 53 T — Backup/Restore
Talos Threat Hunting Telemetry Srmart Licanses Scheduling
Classic Licenses Import/Export

Data Purge




L, Firewall Management Center

- . - Dyramic Attributes Connector Insedigence
Cisco Security Cloud Integration ' _
Incidents

ﬂﬂﬂﬂﬂﬂﬂ

2 Settings
Integration i

Select Cloud Region

staging-sse.cisco.com -

After enabiling Cisco Security Cloud. come back to this page to complete the settings, and click Save.

Settings
Event Configurati Clsco Security Cloud Support
Sond ovent lowd
Intrusicn events
el T al
&c E Enable Cisco Success Netwark
B Connection events
Security 1] Enable Cisco Support Diagnostics
» AlQ Clsco XDR Automation

- RERFREFEEFMC LR — /etc/sfithreat_hunting.confd,
« I INAERESSE th {12 B/var/sf/tds/cloud-events.jsonH By Tthreat_hunting, , REESE
Ingfw/var/tmp/tds-cloud-events.json L I ZEEE,
- RRHUBEFEFERESRELRIFTD:
- Ivar/log/sf/data_service.log.
- FTD L &/ngfw/var/log/sf/data_service.log.

Snort 3

- BERBEESENTHT)RAN S REREE RIPSHAK A XERE,

« FTD u2unified loggeri$ B &18 &3& BIPSE 4 £ E Athreat_telemetry_snort-unified.log.*.
It , FIDEAEETRELEHNH, FEZRHEsnort-unified.logfzRE—B #&F, *
- A BREESENEHIEARARFTANIPSETENER.

- ERIPSHE , BEESERRBERSnortimEHBRNIEE, B2 , RinEREELIATHTR
Alft Eevent_filter, RATEMKIIFEFMCH,

EHEEER

« SnortfE#i — 1 R F Ethreat_telemetry_snort-unified.log.*RER AR, BRI MATEH,
- #E FWEventHandleri BB ELEH , WHIBSSXEESRK CMEELRE,
- EEEHMFTEventHandlerffEAE :

- letc/sfIEventHandler/Consumers/SSE_ThreatHunting
- KRB RIEFHITHE — EEBEICPUT AEHETT

THERRX




/ l FTD ) \
EventHandler consumer
SSE_ThreatHunting reads Connector reads
file "threat_telemetry_snort- events from ZeroMQ
unified2.log.*" socket
Snort writes TH events to Writes Fully Qualified Connector sends
threat_telemetry_snort- events to ZeroMQ events to SSX in
unified.log.* file socket g
Snort | EventHandler » | SSEConnector >

N

/

Al 3

EventHandlerti [EHERR — £ E

« fE/ngfw/var/log/messages & F#EventHandler B 5

Jan 11 21:26:01 firepower SF-IMS[39581]:

- fE/ngfw/var/log/EventHandlerStatsiE RHPEHEHEIBHMENA

{"Time": "2024-01-11T21:26:012",
{"Time": "2024-01-11T21:31:56Z2",
{"Time": "2024-01-11T21:31:56Z2",
{"Time": "2024-01-11T21:31:56Z2",
{"Time": "2024-01-11T21:31:56Z2",

[10055] EventHandler:EventHandler[INFO] Consumer SSE_ThreatHun

"ConsumerStatus": "Start SSE_ThreatHunting", "TID": 10055}
"Consumer": "SSE_ThreatHunting", "Events": 9, "PerSec": 0, "CPUSec": 0

"ConsumerEvent": "SSE_ThreatHunting-IntrusionExtraData", "InTransforms
"ConsumerEvent": "SSE_ThreatHunting-IntrusionPacket", "InTransforms":
"ConsumerEvent": "SSE_ThreatHunting-IntrusionEvent", "InTransforms": 3

« WS8R EventHandlerStats KRB REMEH , IRESnonRE EEERREEHEH -

1s -1 /ngfw/var/sf/detection_engines/*/instance-1 | grep unified

. EEEHMUAEAE Mthreat_telemetry_snort-unified.logs FERIRERF
- BRREUTHHEREERETEMESH



u2dump output:u2dump/ngfw/var/sf/detection_engines/*/instance-1/threat_telemetry_snort-unified.log.1704

MERRTIEFNESH , ERE
- eRRAREESEE
- SnortiFER B EEETT

Snortl REXEHEHEAE — KB
- RESnREBRTRARBESENSH

/ngfw/var/sf/detection_engines/

/snort3 --plugin-path /ngfw/var/sf/detection_engines/

/plugins:/ngfw/var/sf/1sp/active-so_rules-c /ngfw/var/sf/detection_engines/

/snort3.lua --dump-config-text 2>/dev/null | grep "sfunified2_logger.threat_hunting_telemetry_g

- RERAFEYRARBERSERNRA

/ngfw/var/sf/detection_engines/

/snort3 --plugin-path /ngfw/var/sf/detection_engines/



/plugins:/ngfw/var/sf/1sp/active-so_rules -c /ngfw/var/sf/detection_engines/

/snort3.lua -Tua "process=nil" --dump-rule-state 2>/dev/null | grep "\"gid\": 6,"

- BERSENRRNISERUS KA EAS, Bt , MRRADERE T KECPUKRE , RlE
FMCE H £ #Rule Profiling statistics# 7] BiE L3 A,
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