Firepower Al I R /EX R (FXOS)2.2: £
TACACS+EBISEX T RIFEENHME S RE
IR

B &

B}
BB
&%

RATH

HXE

18 5% 8 &

=pe-
[ani]
r“"b

Coce

ﬁE%FXOS%ﬁFﬁ
Fi B ISE{H AR 28
B
FXOS# 55 B 5%
ISE 2.088 5%
bad i3z

s

ARERNBUEIR 5 235 5 BR 5 51 2 (ISE)3&R EFirepower O] HE e ¥ R (FXOS) 55 1Y
TACACS+EFE T,

FXOSHEEEUATEREASR

- Administrator — I ZERKEN LB ESH BT TE. ARBELTAEREEERFIELLAE
, 3 B L F
. /\nﬁ—gj%%EEEM/\nﬁmFﬂntFT*g ﬁ{#aﬁ%%ﬂkg‘éMH#TEo
CBRE —ENTPEE., EEFFTHSmart Call HomeBL B AR RE A& ( BIERK B 55 RREFHA
WiE ) WEESBTUE., BRRHERI I WENGRBEFF &,
- AAA —HiFEAE. AENAAAEENEENRE., BRREHST o NEING BT &,
BEBCLIFTAEE , IR

fprd120-TAC-A /security* # show role
y=R=2%
AL BEPriv

daa aaa



{E#& : Tony Remirez, Jose Soto, Cisco TAC TF2Ef,
D E R
=R
ERERECRBAUTEE
- Firepower Al BB E £ R B (FXOS) &

- |ISERBLE &N
. ISEREETACACS+E BEEEH I &

BRA T
A RN ERRRIRA TR EBARA -

. Cisco Firepower 4120&% £ B hx42.2
- ERER S 985 R%5122.2.0.470
ANHHNEARRBREERETREANEEMEL., XPEAZNMELESREER ( K
) BUAERESREREN, MR EEIER , FRARCCEBIMNESTRERNEE,

BB

LAERER BBV 2
- BIBISERREE ARFXOSERWebHIGUIFISSH EA &
- BBISERBEAEACKEEAEZ AFXOSERWebHIGUIFISSH,
- BIBISERREFXOS LM H BB MRERIFR S EFH

A M &



10.88.244.50

b 14

10.83.180.6

vd

——
—

—
—

FXOS chassls
Network admin

L
A EFXOSHE

EVTACACS+RHER
S ER1. BB EPlatform Settings > AAA,

HER2.#% — TTACACSZ 5|12 &K,

= o wows

SSH
SNMP Properties

HTTPS

Tirmeout:= 5 Secs
* AAA
TACACS Providers
Sysleg
DNS @ add
FIPS and Commaon Criteria
' Hostname Order Part

Access List

SRIHREMENEETACACS+RHER (ZZ16EARMHERN ).
3.1.ETACACSRMEX EFHF , &2 — TAdd.
3.2.FR "HBTACACSRRMEN ) BFEARE , MAFTENE,
3.3.% — TOKEAR "#BTACACSIRMER 1 HEFEIT MR,



Add TACACS Provider ?X

Hostname/FQDN(or IP Address): * 10.88.244.50 | @
I Order:* lowest-available
Key: ssssnsns Set:No
Confirm Key: sesssensl
Port:* 49
Timeout: * 5 Secs
OK Cancel

55%41’26__1: rsaveJ )

TP YL macacs |
S5H
SNMP Properties
HTTPS Timegut: = 5 Secs
* ARA
TACACS Provide rs
Syslog
DNS '+ ] Add
FIPS and Cammon Criteria - Ordel Port
Access List
10.88.244.50 1 8
Save | Cancel

S B25.8 8 Z System > User Management > Settings.

5 E86.1E Default Authentication T i#3ZTACACS.

Ovarview Irterfaces Logical Devices Security Engine  Platform Settings L Teols  Help  Pecsadmin

EFACLIRIMTACACS+EHER
SEB1.ERMBATACACSE M ERE , HETUTHS.
fpr4120-TAC-A#ER ISR 4



fpr4120-TAC-A /security # scope default-auth
fpr4120-TAC-A /security/default-auth # set realm tacacs
S ER2 fif Fishow detailds S B FEERE
fpr4120-TAC-A /security/default-auth # show detail
FEREMRE
‘EHEE : Tacacs
#2{EFE1 : Tacacs
WebE5ERIFTERE (%) : 600
Web, ssh, telnet&FEHNESFEER (¥ ) : 600
Web, ssh, telnet&FHNEBESFEERE (¥ ) : 3600
RHEFHESFEER (¥ ) 600
RYEGEEHEFEER (¥ ) 3600
EEESMEEMARSRAE
BRIES M ERERMKRA
FAE-ERE: &
SR EBMETACACSHIREESI® , FETU TGRS,
ford120-TAC-A#HER B R &4
fprd120-TAC-A /security # scope tacacs
fpr4d120-TAC-A /security/tacacs # enter server 10.88.244.50
fpr4120-TAC-A /security/tacacs/server # set descr "ACS Server"
fpr4120-TAC-A /security/tacacs/server* # set key
Ny B
FESRS4g - +wwees
B4 1 Fishow detail & S ER B Eo
fprd120-TAC-A /security/tacacs/server* # show detail
TACACS+faIfR=g :

FHEH . FQDNZIPHbit : 10.88.244.50



iR

H- S

EIRIR:49

FE e

REF:5
AC R ISE{A AR 2%
HEFXOSHT 8 RiEREIR

5B 1.8 8 £ Administration > Network Resources > Network Devices,

Z/FﬁZE_TADDO

‘thith Identity Services Engine Home  » ContextViskilly  » Operations « Administration

» Sysiem  » |dentity Management  ~Network Resources  » Device Porial Management  pxGrid Services  » Fead Service  » Threat Ceniric NAG

= Matwork Devicas  MNebtwork Device Groups  Metwork Device Profiles  External RADIUS Sarvers RADIUS Server Sequences  MNAC Managers  Exlernal MOM  » Location Services

<]
Network devices Network Devices
Default Device
Device Security Settings JEdt Jpadd [Dupbcate  @ulmport o Export ) Generate PAC | 3 Delete

Name - IP[Mask Profile Name Lacation Type Description

Mo data available

SERIMAFTENE (BB, IPithut, RERFFMBMATACACS+HUEFEEE ) , REEERER,



i ey Soeo 900 G vy s iy SRS

b System ¢ ldentity Management = - Network Rescurces  # Device Portal Management  pxGrid Services  » Feed Service  » Threat Cantric NAC

=MNetwark Devices  MNetwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM ¢ Location Services
——

o
Metwork Devices List > FXOS

Network Devices
Default Device
* Name | FXOS
Device Security Settings
i) —

MNatwork devices

*IP Address: [ 10,83.180.6 | /[32_]

= Device Profile &% Cisco = &

MossNare [ ]
o vesion [ 7]

* Network Device Group

Device Type |F>¢05 2] Jl Set To Default |
IPSEC [ng © | [ set To Defaut |
Locatian [a)l Locations © | [ Set To Default |

O |+ RADIUS Authentication Settings

~ TACACS Authentication Settings
Shared Secret [wesssens | | show i
Enable Single Connact Mode [
# Legacy Cisco Device
TACACS Draft Compliance Single Connact Support

O s snmp Settings

[ |+ Agvanced Trustsee Sattings

EX) (Reset |

B SHEMERE
SR ERIEE> S HEE>-E>EHE S 64
5%2 . -Ei - -FADDQ

Identity Services Engine Home ) ContextVisibilty  » Operations  » Policy [ERENLIECCUlN * Work Centers

» System |~ Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identiies  Groups  External Identity Sources  |dentity Source Sequences  » Settings
—

Identity Groups User Identity Groups

& )

GO ow|l . &b, J Edit =bAdd M Delete v @almport (T Export v

» ; Endpoint Identity Groups Name a | Description

» ] Useridentity Groups [J 5 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
O 2 Employee Default Employee User Group
[0 22 GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[0 22 GuestType_Contractor (default) Identity group mirroring the guest type
[0 22 GuesiType_Daily (default) Identity group mirroring the guest type
[ 22 GuesiType_Weekly (default) Identity group mirroring the guest type
O :;'_1 OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group



S ER3. 5 ANamefV{E , A& & — T Submit.

thutlie  Identity Services Engine Home ¢ ContextVisbility  » Operations ~ Administration

» System =~ |dentity Management = » Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

—
Ide o User ldantity Groups > New User Identity Group
[. e ] Identity Group

T . *Name [ FXOS ADMIN |
» ; Endpoint Identity Groups Description [

3 ;Mm@mps

EZ3 | concel |

SRABAAMENERAERACERISRS,

«lali.  |dentity Services Engine Home  » ContextVisbility  » Operations  » Policy [RRd el C -l * Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings

v
Identity Groups User Identity Groups
& L)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v

» : Endpoint Identity Groups Name Description

» | User ldentity Groups 51 ALL_ACCOUMTS drafauiry Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
&R Employee Default Employee User Group
51 FXOS AAA

43 FXOS ADMIN
&2 FXOS OPER
&2 FXOS Read Only

A A IR ASO U IR ITE Cdefe it L L Tt TR SR AU S

SRS B EE>-FREE>-FH>HHE,
5%6 gi - _FADDc

jooooog

ulile Identity Sarvices Engine Home b ContextVisibilty  » Operations  Agminisiration

» System = |dentity Management = » Metwork Resources  » Device Portal Management  poGrid Services  » Feed Service  » Threat Centric NAC

=ldentiies  Groups  External ldentity Sources  |dentity Source Sequences  » Saettings

Users Network Access Users

Latest Manual Network Scan Resulls =
JEdr feadd B change Status B impert O Export 3 Dolete [y Duplicate

Status MName & Description First Mame Last Name Email Address User Identity Groups Admin
No data avallable

SRTBMAMENE (B8, £AEEANER )



‘thuilis  Identity Services Engine Home  » ContetVisbilty  » Operations ~ Administration

» System = ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~Identities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
(<]

Users MNetwork Access Users List > New Network Access User
* Network Access User

Latest Manual Network Scan Results

*Name [ fxosadmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -

Password Re-Enter Password
* Login Passworg | ssessess [ smensene [ Generate Password | i
Enable Password | | [ Generate Password | (i

w User Information

First Name | |

Last Name | |

 Account Options

Description | 4

Change password on next login [

= Account Disable Policy

) bisable account if date exceeds | 2018-03-01 (yyyy-mm-dd)

« User Groups

- {Pxos aDMIN ol

Es (cancel )

SR HATALEERAEEERISRG,

il Identity Services Engine

= Administration » Work Cantars
» Systern | - lgeniity Manggement  » Network Rescurces  » Device Ponal Management  pxGnd Services  » Feed Service  » Threat Centnic NAC
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings
o
Usars Network Access Users

Latest Manual Network Scan Results Jedt dhndd E Status »  @eImport Gk Export v 3 Delete v LyDupheate

Status Name -+  Description First Name Last Name Email Address User Identity Groups Admin
[0 gEnabled g Mxosasa FXOS AR
[ mEnabled g Peosadmin FXDS ADMIN
[} g Enabled ¢ fxosoper FX05 OPER
[J mEnabled § Mosro FXOS Read Only

ABEERAEAGEBYAREREE
SR, EEETHPOL>REEE>RAUTK>ER> TACACSEREME , R&IE—T+ADD,



sluilis jdentity Services Engine Home

+ Context Visibility + Operations + Policy

+ Administration ~ Work Centers

» Metwork Access ¢ Guest Access  » TrusiSec » BYOD ¥ Profiler  » Posture * Device Administration ¥ PassivelD

b Overview  » [dentities  User Identity Groups

+ Conditions

» Network Conditions

~ Results

Allowed Protocols
TACACS Command Sets

TACACS Profiles

Extld Sources v Network Resources  ~ Policy Elements
e

TACACS Profiles

0 Selected

~
=t

Refresh  + Acd Duplicate @ Tresh~ @& Eant

Name Type
WLC ALL WLC
WLC MONITOR wLe
Deny All Shell Profile Shell
Default Shell Profile Shell

HER2. W ATACACSE ERERENE

21 AETE,

TACACS Profiles > New

TACACS Profile

Name

Descriptian

FXOS_Admin_Profile

Task Attribute View Raw View

RowsiPage 4 j 1 &N

Description

WLC ALL

WLC MONITOR
Deny All Shell Profile

Default Shell Profile

22 ERBRBAEEYF |, BLELLTCISCO-AVELH,

cisco-av-pair=shell:roles="admin"

Device Admin Policy Sets  Reports  Settings

Go 4 Total Rows

T Fiter= 4=



TACACS Profiles > New

TACACS Profile

Name FXOS5_Admin_Profile

Description

Task Attribute View Raw View

Profile Attributes

D D

2.3.% — T Submit,



TACACS Profiles = FXOS_Admin_Profile

TACACS Profile

Name FXO0S_Admin_Profile|

Description

Task Attribute View Raw View

Common Tasks

Common Task Type  Shell :]

Default Privilege

O | (seectoto15)

Maximum Privilege

a

i

| (Select 010 15)

Access Control List

o

|
|
l
— Auto Command |
|
|
|

No Escape (] | (Select true or false)
) Timeout o | Minutes (0-9999)
idle Time o | Minutes (0-8999)
Custom Attributes
& Add @ Trash~ (& Edit
Type Name Value
MANDATORY cisco-av-pair shell:roles="admin"

SER3 ERALL T Cisco-AVEL B HERER EABER/ IR,

cisco-av-pair=shell:roles="aaa"
cisco-av-pair=shell:roles="operations"

cisco-av-pair=shell:roles="= "

Custom Attributes

4 Add & Trash» @& Edit

Type Name Value

MANDATORY cisco-av-pair shell:roles="aaa"



Custom Attributes

+ Add [ Trash~ @& Edit o~
Type Name Value
- MANDATORY cisco-av-pair shell:roles="oparations” @ ﬁlﬂ
AV
Custom Attributes
+ Add @ Tresh~ (@ Edit O
Type Name Value
MANDATORY cisco-av-pair shell:roles="read-only" @
TACACS Profiles
0 Selected Rows/Page g :J 1 IR Go 8 Total Rows
2 Refresh 4 Add Duplicate @ Trash~ & Edit Y Filter = o~
I Name Type  Description
o WLC ALL WLC WLC ALL
. WLC MONITOR WLC WLC MONITOR
Deny All Shell Profile Shell Deny All Shell Profile
. Default Shell Profile Shell Default Shell Profile
. FXOS_Admin_Profile Shell
FXOS_AAA_ Shell Shell
= FXOS_Operations_Shell Shell
B FXOS_ReadOnly _Shell Shell

BV TACACSEREE M
SB1ERITEPILCEEETE-HLBEHRIEE,

¢ hatwork Access. » Ot Access  » TrumtBies ¢ BYOD  » Profier  » Posture - Dwecs Admwrataton » Passiily

Click Rar 1 oo wissles Sshup e visibiley st (o ot o i agan
bOverdew v Merses  User loenity Groups  Enla Sources b Metwon Amources b Poicy Ewmens  Deves Admen Poicy Sem Awperis Semngs

Ll . Dieine e ooy Seis By conauing nos based on condSens. Drag nd 0rop 5048 n Ehe lefl nand 5i6e T change e orer
[ Saarch oy riames & cmeriptions. 0 | Por Py Expoan go o Administrarion » System » Backu & Ruaone = Poiy Expon Page
0 X |2 Suns same Descrpaon

Defast Tacaes,_Defwit
Risguinr ") Proaty Saquancs
* Proxy Server Sequence
Prooey sanver ssqusnoe:|

| Summary of Policies

* Authentication Policy

B Dotaust Rule 0 no mavich] Acew Protocis © Dafinsll Darvics Adewn e AN Uner_I0_Siomes B |-

= Austherization Pelicy

» iExceptions (0]
Swns R Nama Conditions (EENy TS Bnd DT Sondtons) Cammand Ses. Shed Profies
B Tecacs Detwn Dursy Al Snal Profie Eat|w

SR RS NBERBIEQANERAEERERAEN S HE,



v Authentication Policy

Default Rule (If nomatch) : Allow Protocols : Default Device Admin

and use : All_User_|D_Stores

TR R-THRRERBRENGE  ARE-T LENBEARR,

= Authorization Policy

* Exceptions (0)

Standard

Swatus  Fule Name Caonditions (identity groups. and ather conditions) Command Sets Shell Profiles

Tacacs_Dedaut Dary AN Shed Profile ﬂ_mmmn
SRAMABRBFESIBNARAE
415 A1E . FXOSEER A,
4.2 154
WR  EAESDEAFXOSEEER
Status  Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles
2B~ | FXOS Admin Rule | Any = |4 | Condition(s) &> [Wen| Comman... <5 | |Select a Shell Profile
Tacacs_Default
|Anv :_) = cpe
User Identity Groups
( L)
ErE- Civ
B FXOS AAA
¥ GuestType_Weekly {default)
B OWN_ACCOUNTS (default)
\ ¥ GROUP_ACCOUNTS (default) —_—

U FXOS ADMIN
& FX0S OPER
2 Employee
¥ GuestType_Daily (default)
¥ GuestType_Contractor (default)

. & FXOS Read Only

Csove JIE
' : B ALL_ACCOUNTS (default)

MKE  KERFEFRABERERBIH#FX0S



Command Sets Shell Profiles

o malhes hen SS9 IR agd All Conditions Below to Library

Condition Name Description
Of | |pevice:Device Ty... ©f [Equals  ~| [AllDevice Typest.. ] &

( =)
a=- &,
¥ Al Device Types

& Al Device Types#FXOS
4D

3 pevice

| InternalUser

| Network Access

(22 Network Condition
[ macacs

AREERER : FXOS_Admin_Profile

Shell Profiles

L L)
@vE- ot
4 Default Shell Profile

(4 Deny All Shell Profile

G4 FXOS_AAA_Shell

(i) FXOS_Admin_Profile

4 FXOS_Operations_Shell

4 FXOS_ReadOnly_Shell

€ wLC AL

4 WLC MONITOR

$EB53—T "Done. -



* Exceptions (0)

Stabus Rue Name Gaonditions (identty groups and other canditions) Command Sets Shell Profiles
“@-~ [ . |5 [ pEVICE-Dewi... |95 setect an item <> | |Peos_dein_profie

Tacacs_Detault

(5o JE=

Deny A1 Shell Prodie

TROHHREREACEESRINIS R | A HEFTHREKR —TSAVE.

+ Authorization Policy

» Exceptions (0)

Standard

Status Rule Name
’ FXOS Admin Rule

# FXOS AAA Rule
& FXOS Operations Rule
r FXOS Read Only Rule

Tacacs_Default

B

Conditions (identity groups and other conditions) Command Sets

FXOS ADMIN DEVICE:Device Type Select an item
EQUALS All Device Types#FX0S

FXOS AAA DEVICE:Device Type
EQUALS All Device Types#FX0S

FX0S OPER DEVICE:Device Type
EQUALS All Device Types#FXOS

FXOS Read Only DEVICE:Device Type
EQUALS All Device Types#FX0S

Deny All Shell Profile

B, LU AESEACRAELREIENERELSE,

FXOS#ERE

Shell Profiles
FXOS_Admin_Profile

EXOS_AAA_Shell

FXOS_Operations_Shell

FXOS_ReadOnly_Shell

1. 8B Telnet=RSSHEFBIFXOSHERE , RAEFEHISELFMEINFEREE A,

{# i & & #8:fxosadmin

75

fpr4120-TAC-A#scope B £

fpr4120-TAC-A /security # show remote-user detail

1= U {5 A & fxosaa:



B
EREAS
#7¥:aaa
=R

iE i fF A & fxosadmin:

auj

R
EAEAG
# #:admin
ER R
IR i 3 A #F fxosper:
R
EREASG
A RE
ER MM
1= i £ A & fxosro:
SR
EAEAR
ER MM
REBBANEREER , FXOSEACIKRERETREIBEERAEACHREDT S,
EEESHAEAE,

fpr4d120-TAC-A /security # ?

FERRHE

gH
34

clear-user-sessions Clear User Sessions
BYEVAEHR

i ERMIBRFEEH R

HRZERARE

R RS AR 75



WABATEYHR
EREERERER
set SetB A
BERERRREA
K IESEBMCIMcE &
fpr4120-TAC-A#connect fxos
fpr4120-TAC-A(fxos)# debug aaa aaa-requests
fprd120-TAC-A(fxos)#
REEREAE®,
fpr4120-TAC-A /security # ?
FEREERERER
set SetB A
BRERRREA
fpr4d120-TAC-A#connect fxos
fpr4120-TAC-A(fxos)# debug aaa aaa-requests
% B AT ERIER
2 BBRIFXOSHFMEIPHAL , WHERISELEMELNERERA,
EEEFEREAG,

Overview Interfaces Logical Devices Security Engine JZETaGT0R-To 4015

1 = ——
DNE Add TACACS Provider » [P o |

FIPS and Common Criteria
Access List -
10.88.244.50 1 Order:® lowest-available &8
Key: Set:No
Confirm Key:
48
Timegut:* 5 Secs
QK Cancel
| Save | Cancel |



Onver e iovaionim seom o [ORCON e ee
we_wows 77

Secn

THiHE

s Carmrms Criners

MifE : X5 , ADDIRHERERR.

ISE 2.0

1.0Operations > TACACS Livelog

Refesh ME = | s -
¥ Fiter = -2
Slatus Details Username Typa Authenbication Policy Authorization Palicy Fallure Riason Malched Comma,..  Shell Profile
= 5 o _—
a o
® s tossdmin -
o oo Authorzation Tacacs_Defaull >> FXOS Read Only FXOS_ReasOnly_S
Y o Defautt == Dek
o -3 pcocs_Defaull >> Dek re

REREGF R

A THABAAAS GRBANIRE | FFEFXOS cliFETA TR,
fpr4120-TAC-A#connect fxos
fpr4120-TAC-A(fxos)# debug aaa aaa-requests
fprd120-TAC-A(fxos)# debug aaa event
fpr4120-TAC-A(fxos)# debug aaa errors
fpr4d120-TAC-A(fxos)# term mon
R ERFOHRER , SREBEIUATEE.
201851 H17H15:46:40.305247 aaa: A & 1758 Waaa_req_process., EiE#AmaHE0

201841 H17 H15:46:40.305262 aaa:aaa_req_process: R HE B EHRAAAFE X : login
appn_subtype:FEE%

201841 A 17 H15:46:40.305271 aaa:try_next_aaa_method
201841 A17H15:46:40.305285 aaa: B BN 5 EEE R , EEHNERN RS A0
201841 A 17 H15:46:40.305294 aaa:handle_req_using_method

201841 A17 H15:46:40.305301 aaa:AAA_METHOD_SERVER_GROUP



201841 A 17 H 15:46:40.305308 aaa:aaa_sg_method_handler group = tacacs
201841 H17 H15:46:40.305315 aaa:fi£ A {EE Z bk B X A sg_protocol

201841 H17 B15:46:40.305324 aaa:IE1E M TACACS R & AR

201841 A 17 H15:46:40.305384 aaa:Bi &/ 5 A B

201841 817 H15:46:40.554631 aaa:aaa_process_fd_set

2018451 A 17 H15:46:40.555229 aaa:aaa_process_fd_set:aaa_q_EHImtscallback
201841817 H15:46:40.555817 aaa:mts_message_response_handler:mts fE
201841817 H15:46:40.556387 aaa:prot_daemon_response_handler

201841 H17 B 15:46:40.557042 aaa:&3E : 0x8dfd68cE fE &7E R0 MR
201841817 H15:46:40.557059 aaa:is_aaa_resp_status_success status = 1
201841817 H15:46:40.557066 aaa:is_aaa_resp_status_success ATRUE

201841 A17 H15:46:40.557075 aaa: A & 38 WWaaa_send_client_response, session-
>flags=21. aaa_resp->flags=0,

2018%F1H17H15:46:40.557083 aaa:AAA_REQ FLAG_NORMAL
201851 A 17H15:46:40.557106 aaa:mts_send_responsefXZh
201841817 H15:46:40.557364 aaa: AR X #Maaa_req_process. Bia#m5E0

201851817 H15:46:40.557378 aaa: £ AR H AR K L T X }aaa_req_process:login
appn_subtype:default authen_type:2, authen_method:0

201841 A 17 H15:46:40.557386 aaa:aaa_send_req_using_context
2018 1A 17 H15:46:40.557394 aaa:aaa_sg_method_handler group = ( %8 )
201841817 H15:46:40.557401 aaa:ff F{EE 2|tk B =X #Ysg_protocol

201841 817H15:46:40.557408 aaa:EN L T X RECAAAER(EE | TEHPEER). BTEE
aaasa >Ry gl A

201851817 H15:46:40.557415 aaa: IETE [ TACACSHR I FE K

201851 H17H15:46:40.801732 aaa: AR E M aaa_send_client_response. session->flags=9.
aaa_resp->flags=0,

201841 H17H15:46:40.801740 aaa:AAA_REQ_FLAG_NORMAL
201841817 H15:46:40.801761 aaa:mts_send_response X I

201841817 H15:46:40.848932 aaa: B 1EHS : accounting_interim_update



201841817 H15:46:40.848943 aaa:aaa_create_local_acct_req:user=, session_id=, log=added
user:fxosadmin to the role:admin

201841 17 H15:46:40.848963 aaa:aaa_req_process AR, E5E#mIR0
201841 H17H15:46:40.848972 aaa:MTSi#ER 5| A AZ, LOCALEES
201841 H17H15:46:40.848982 aaa:i8 ©AAA_REQ_RESPONSE_NOT_NEEDED

201841817 H15:46:40.848992 aaa:aaa_req_process: 2k B # B E HAAAFE R : default
appln_subtype: TE:%

201841817 H15:46:40.849002 aaa:try_next_aaa_method

201851 H17H15:46:40.849022 aaa: R G st ¥R TAREEN &

201841 H17H15:46:40.849032 aaa: ;R B AR LB RV E E

201841817 H15:46:40.849043 aaa:try_fallback_method

201841817 H15:46:40.849053 aaa:handle_req_using_method

201841 A 17 H15:46:40.849063 aaa:local_method_handler

20184 1A 17 H15:46:40.849073 aaa:aaa_local_accounting_msg

201841 A 17 H15:46:40.849085 aaa:update:::added user:fxosadminZrole:admin
BOBRBEARNE , SBREBEIUTEE.

20185 1H17H15:46:17.836271 aaa: AR & 35 E#Vaaa_req_process., EFafmiR0

201841 H17H15:46:17.836616 aaa:aaa_req_process: R HE B EHRAAAFE K : login
appn_subtype:TE&%

201851 817 H15:46:17.837063 aaa:try_next_aaa_method

201851 H17H15:46:17.837416 aaa: B EMN H 2B R1 , BEEXENEN RS R0
201851 817 H15:46:17.837766 aaa:handle_req_using_method
2018%F1H17H15:46:17.838103 aaa:AAA_METHOD_SERVER_GROUP
201851817 H15:46:17.838477 aaa:aaa_sg_method_handler group = tacacs
201841 817 H15:46:17.838826 aaa:fif i {EE F bk B X A sg_protocol

201841 A17H15:46:17.839167 aaa: IE £ EITACACS IR # &% FE R

201841 A 17 H15:46:17.840225 aaa: Bl &/ 5 A B 2

20181817 H15:46:18.043710 aaa:is_aaa_resp_status_success status = 2



201841817 H15:46:18.044048 aaa:is_aaa_resp_status_success ATRUE

201841 H17 H15:46:18.044395 aaa: A & 198 Waaa_send_client_response, session-
>flags=21. aaa_resp->flags=0,

201841817 H15:46:18.044733 aaa:AAA_REQ_FLAG_NORMAL

201841817 H15:46:18.045096 aaa:mts_send_responseX Ih

20181 A 17 H15:46:18.045677 aaa:aaa_cleanup_session

201841817 H15:46:18.045689 aaa:i53KH B Mmts_drop

201851817 H15:46:18.045699 aaa: FEXE Maaa_req.

201841817 H15:46:18.045715 aaa:aaa_process_fd_set

201851 817 H15:46:18.045722 aaa:aaa_process_fd_set:aaa_q_EHmtscallback

201841 A 17 H15:46:18.045732 aaa:aaa_enable_info_config:GET_REQ for aaa& A $&E33H R

201851 H17H15:46:18.045738 aaa: EEE EREWIREE : KARLIR

HBER

BUATACACS/RADIUS BB E#% , FX-0S cli b fEthanalyzerfi S 12 R BTG M A BB, TH
= HIEFRE|EN,
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg87518/?reffering_site=dumpcr
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