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$B1, EFCML , BEZ=System > Licensing > Call Home , #A# i F (i 41t #R 18 F 5% 7 LAY #B 2R AR
iE :

https://[4= 1tk {5] BR 8% 9 FQDN]/Transportgateway/services/DeviceRequestHandler

Smart License Call home Configuration
*» Call Home Protacol: https
Permanent License oy
ress: +/ {CiscoSat?. cscotaclab.com/Transportgat services/Dey
Cisco Success Network hitps:// m/Transpartgateway,services/
Save | Delete

A ith A IR 2R AV FQDN 44 HEEHost #SSMLEER N A B
EMBESSM On-Prem 7EBMENEWARE , FEAZSSMEETHE , AREMILZ2HER.

Smart Software Manager On-Prem

0 o Co—

Certificates
Access Settings
Management Host Common Name
CiscoSat7.cscotaclab.com
0 e
Accounts Support
Center

T LAFEAOpenSSLI Edropenssl s_client -connect [OnPrem server IP]:4435% 3%
SSME#AHER

MCPrT:~ user$ openssl s_client -connect 10.48.23.171:443
CONNECTED (00000003)

depth=2 O = Cisco, CN = Cisco Licensing Root CA

verify error:num=19:self signed certificate in certificate chain



verify return:0

Certificate chain

0 s:/CN=CiscoSat7.cscotaclab.com/0OU=TC/C=US/0O=Cisco

:/C=US/0=Cisco/CN=TG SSL CA
:/C=US/0=Cisco/CN=TG SSL CA

(SR I SR

BiEE : NRERSSM GUIEREHMARS |
AEELEHONPremiEE RS :

:/0=Cisco/CN=Cisco Licensing Root CA
:/0=Cisco/CN=Cisco Licensing Root CA
:/0=Cisco/CN=Cisco Licensing Root CA
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Smart Software Manager On-Prem

Access Settings
Management

[ o Jreee Minor

satellite_server
Accounts Suppont i -

A\ Synchronization
@ Accounts Schedules

. e Name Satellite Name

2020-Feb-03 20:14:21 2020-Mar-04 20:14:21

Search by Name

Alerts Actions

Synchronization Successful I Actions I

Center

APl Toolkit  Synchroniz

Network Users

D

Security

Disable Scheduled Synchronization...

Data Privacy...

Standard Synchronization Now...

I Full Synchronization Now... I

Manual Synchronization... b

Smart Software Manager On-Prem

Synchronization
, @ Accounts Schedules

Access Settings
Managemant
[ o JEeee Mingr Search by Name
_satellite_server _satelli... 2020-Mar-04 20:14:21  Synchronization Successful I Actions |
Accounts Suppon
Canter

5a,
APl Toolkit  Synchroniz

@ i
Users

Network

Security

Disable Scheduled Synchronization...
Data Privacy...
Standard Synchronization Now...

Full Synchronization Now...

Manual Synchronization... 3 Standard Synchronization
Full Synchronization
e
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FPR4110# connect local-mgmt
FPR4110 (local-mgmt) # ping CiscoSat7.cscotaclab.com

PING CiscoSat7.cscotaclab.com (10.48.23.171) from 10.62.148.38 eth0: 56(84) bytes of data.
64 bytes from 10.48.23.171: icmp_seg=1 ttl=53 time=47.9 ms
64 bytes from 10.48.23.171: icmp_seg=2 ttl=53 time=47.9 ms

S ER2. % 48%SSM On-Prem 7 Licensing T/E[E , 3t M F|Smart Licensing > Inventory > General.

Smart Software Manager On-Prem > Smart Licensing

Smart Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account: Default

General Licenses Product Instances Event Log

Local Virtual Account
Description This is the default virtual account created during company account creation.

Default Local Virtual Account: Yes

Product Instance Registration Tokens

New Token... I

The registration tokens below can be used to register new product instances to this Local Virtual Account. For prodcuts which support Smart Transport you must configure th
which still use Smart Call Home, you must configure "destination address http" on the product to use the Smart Call Home Registration URL. The recommended method is §

SRS BE TR ERTH,

Product Instance Registration Tokens

The registration tokens below can be used to register
which still use Smart Call Home, you must configure "

New Token...

SRIBATHENRA, JHRKE  AREERY M.



Create Registration Token

This dialog will generate the token required to register your product instances with your Account.

Virtual Accouwnt Default
Deseriplion token1|
Expire After ol S| S5

Enter the value between 1 and 365 but Clzco recommends 8 maximum of 20 days

Max. Number of Usas

The loken will be expired when aither the expiration or the maximum uses is reached

£ Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

S 5. R ERITRE,

$B6. MMEFCM System > Licensing > Smart Licensefly L 4§ 3&#1¥Register.

* Smart License Welcome to Smart Licenses
Call Horme Smart License ks not set up in this product.To use smart lcense, first register this product with Cisco Smart Software Manager
P smart License Product Registration
Cisco Supcess Network Enter Preduct [nstance Ragistration Token:

1235000 3M0gt 1234567 M0E LW Le Y TCL T ZADCOT JIZG] LLTEXMDOM Ded te0AMjkyNTIBQR SrUZ 1 239IECFQDETN
ONIEIWoIVDREQUIPY Loy MGAzWIt2MUdn:DAd)V 1234567890

If you don't have your product instance registration token, you may copy it from your Cisco Smart Softwang
Manager under the assigned virtual acoount.

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics to Cisoo which are essential for
Cigco to provide technical support. This information alse allows Cisco to improve the product and to make
you aware of unused available features 5o that you can maximize the value of the product in your network,
Click hang to chack ot the sample data thak will b sent to Ci5co,

You can disable the Cisoo Sucopss Network arytime by wisiting the Cisod Sucoess Network prefenenoes pane,

Disconnection of Cisco Sucoess network will not impact the receipt of Updates or operations of the Smart
Licensing; such functions will continue to operate normally.

Enable Cisco Suctess Network

ko

R

B ESystem ( Rt ) B SARERRET o] ARG SR AT BE A >EEFF A& , HEFCM CLILEST
show license techsupport & 9:



* Smart License Smart License Status

Call Home Registration:

Permanent License Status: REGISTERED

Smart Account: _satellite_server

Wirtual Account: Default

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Feb 03 2020 20:50:39 CET
Last Renewal Attempt: None

Next Renewal Attempt: Aug 01 2020 21:50:39 CEST
Registration Expires: Nov 02 2020 09:37:25 CET

Cisco Success Network

License Authorization:

Status: AUTHORIZED on Feb 03 2020 20:50:44 CET

Last Communication Attempt: SUCCEEDED on Feb 03 2020 20:50:44 CET
Next Communication Attempt: Mar 04 2020 20:50:44 CET
Communication Deadline: May 03 2020 21:47:43 CEST

Unregister

FPR4110# show license techsupport
Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: _satellite_server
Virtual Account: Default
Export-Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Feb 03 2020 20:50:39 CET
Last Renewal Attempt: None
Next Renewal Attempt: Aug 01 2020 21:50:39 CEST
Registration Expires: Nov 02 2020 09:37:25 CET

License Authorization:
Status: AUTHORIZED on Feb 03 2020 20:50:44 CET
Last Communication Attempt: SUCCEEDED on Feb 03 2020 20:50:44 CET
Next Communication Attempt: Mar 04 2020 20:50:44 CET
Communication Deadline: May 03 2020 21:47:43 CEST
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/content/en/us/products/software/smart-accounts/software-licensing.html
/content/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271.html
https://www.cisco.com/web/software/286285517/147683/Smart_Software_Manager_On-Prem_7_User_Guide.pdf
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