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SREFEBENEEESE

- EEHBHA
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« DMAR, DKIMFISPFER® ( MR EHRE ) .

- EFHHHUN (FERERRE ) BRULLEER "8H AL (From), TEHEH AL (Envelope-
From)® "EIZWH A L (Reply-To)EBERER

- BUYHAIP

« fEFrom#Reply-ToZEHFHERE T,
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WebUI:

1.8 FMail Security Services > Domain Reputation > Enable,

2.3 — T Enable Sender Domain Reputation Filtering3Z 2 #y1E,

SUMREFRENERECEECEERT , LIRS , FRESTEWNEL : (&), B
T?2%,

ABZWE "REEFHEEERER, . BR—T?2E,

5.7 #Match Domain Exception List based on Domain in Envelope From - Enabled,

6.3 — T TSubmit > Commity , A TFEFFRo.

Domain Reputation

Sender Domain Reputation is currently aisabled

ﬁ Enable... |
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Domain Reputation

Mode —Cluster: test Change Hode. .. E

b Centralized Management Options

Enable Sender Domain Reputation Filtering

Include Additional Attributes: (7 Enable
Sender Domain Reputation Query Timeout: (7 F seconds

Match Domadn Exception List based on Domaln in Envelope From: L7 Enable
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1. THBISNEE ) AR A LB RNZRGASEBIRE,

2HPINBENETRULERR , WEZEEFHR.
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Add Address List

Addresi Lt Name: | [sDR_Exception

Description:  Domain Cxoepticn Liss

Ligt Tyipi Full Email Agaretses only
O Domains onily

[P Addlnesses anly

AN of the above

Addresses e.g.; Bexample.com, §.exampie. com

ERANEHINEENITE

1% 3t 1t 75 BB FE R SDREF M H BN F E

1. Bin 2 %2 £ R#& (Security Services)>13{5 8 (Domain Reputation)>13 £ % & B (Domain
Exception List)>fw &8 5% & (Edit Settings)>15i & % & B (Domain Exception List) ( :Z1EEHEE
) o

2. #%—T "Submity # "Commit Changes. , 1B

Edit Domain Exception List

Domain Exception List: (2 | yress
Tne oo pprion list shows address lists that can contain domaing only.
To create a domain exception list, go to Mail Policies > Address Lists

| Cancel | Submit
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BHBIRER

HEBRSRFHNEHANBTERARNEE/ RGN —ERRESEER,

Mz : B RHIEEdomain_exception_listtE B ZEREHN —ZF 2

1. sdr-reputation(['bad’, 'poor’, 'intained', 'weak’, 'unknown', 'neutral’, 'good'],
domain_exception_list)

2.sdr-age( "X1 , <, 5, domain_exception_list)

3. sdr-unscannable(domain_exception_list)

FEBMHBRREARANELERANTRSE , F2HEESAEREER , BEWT :

- ETFRVEEER A
- REBERBFBRFNRG ASEREREBM

BIYRNBBRHFAYHSDRYENITIRE

1. SDRESE A BHREA,

2. SDRIxEHE R . HEE,
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4. HEEBRMHESE2ETRANKRE , SEAREEEZEEE

- BEADEE
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- BERHEBAADEE
« SNEBEBEIR
- AFERABERTHYARTBFEH ASDRENHEEREETHRME,

N W R E RS R ET LRSS BB TREEE T T REY,

5. HEERFPHHRR —ERERAHINEE.
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, RIRENERANE T ESEH,

7.8 EIMail Policy > Incoming Content Filters > Add Filter > Add Condition > Domain
Reputation,

8. R 1: B AS B IR

- R EE TR ES, RA, P F

- BRBREH=ARRUEREELENEER.

- THERL N TEE. RRBITBRNERE.
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Domain Reputation Help

Doas tha sender domain maich any ono of the
specified criteria?

© Sender Domain Reputation
O Serdor Demaln Bepubation Wirdet df—

Werdict: Awlul to Poor

FF )

Sender Domain Age
Sordar Demain Reputation Urscannablp
Extemnal Threat Fesds
Use 8 Domain Exoeption st None H .

SDR¥ 7 7] 82 £ B /8 B %k o

Verdict: Awful to Good

Awful Poor Tainted Weak UnknowrMNeutral Good
SDR¥IE BB RV STEMIR,
O.{R {4 2: 3 NI HARR

- BNEAFRUEEESHRARIIRBVTEETE,
- FEWPPMIORNENTRENEEES.



Domain Reputation Help
Does the sender domain match any one of the
specified criteria?

© Sender Domain Reputation
Sender Domain Reputation Verdict

© Sender Domain Age f———

{+ Greater than N ] I Day(s) E
Greater than or equal to .
Less than n Unscannable %

Less than or equal to
Ext Equal to

Does not egual

\ Unknown Yy

None E 2

3]

Use a

SHEASMR. BELE  BREA,
1. R EEREBREAREE,

- REESRAEEREIERRIURFRIRIE,

Domain Reputation Help
Does the sender domain match any one of the
specified criteria?

© Sender Domain Reputation
Sender Domain Reputation Verdict

Sender Domain Age
—Jp- O Sender Domain Reputation Unscannable @
External Threat Feeds

Use a Domain Exception list: None B
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SDRAAIZ#

T—. HREAABRER

- SDRIFHTEENHRALATUEABESR TEHNSTIXTAXIRBTETHH.
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Domain Reputation Help

Does the sender domain match any one of the
specified criteria?

~ Sender Domain Reputation

© External Threat Feeds

Does the domain in the header match the threat
information from any one of the selected
sources?

Available Sources: Selected Sources:

Alienvault Add =

beta_taxii p

hat-phish_tank < Remove

Select the headers where the reputation of the
domain must be checked: ¥

~| Envelope Senderﬁ
~| From Header

“| Reply-to
 Other Header @
\ J
Use a Domain Exception list: MNone ﬁ 2
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- ERARARBRRANEFNFTESR ML EBMTEESINET,

Use a Domain Exception list:| + None
SDR_Exception
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13 EEELRGNTRRER/NIER , EBUARREEENABER
14.5|H T —ERZHDHWITE :

- [REt/ERTIRE

» drop

c EEHETEIEXHHEREEEHNES

- BYBAFHAUAREERMBFNISEER. EENE.

BiBE A ERBREEREESDR

1. SA1£EE“HT~E/§ BiBRESEE . EHEMN R BERIR
2. & (EAFM) PESHEE J«)\ﬁHREB#LE%EF?JttE?E{ NWEAUANEMRAR,

- ERABFBRRBRERASGSERREMF
LA TR EESDRIE BB R AR M RAHH

 WRsdr-reputation(['bad’, 'poor'] >>>EW M EETIE : B , B8 , TR, EFH , KA
, P B
- if sdr-reputation(['bad', 'poor], "<domain_exception_list>")>>i8 ‘B I& £ A 6l /LB E
« WRsdr-age(<'unit>, <'operator'> <'actual value'>)>> , 552#& (FERFM) T operator,
ERHo
« if(sdr-age("unknown", "))>> unit = unknown, HE}EHEERE T,
- #if| : if(sdr-age("months”, <, 1,"™))o >>unit=days , months , years, E&¥=
<(PR). BEBE=1
« IR sdr-unscanable(<'domain_exception_list'>)>> As present ( MIEF/R ) , MR HEEEHE
ZRHE. LRFIESEREEFERG
« if(sdr-unscannable("))>>> L ROITNDEFINEE, EFEBRABM™)

FRAAGRE , BRENERERE ETEERE,
R FASDRAR#E & , mail_logs M EB 44+ iR HEBH 1A B RSDR: HEE % B o

1.mail_logs @& W EHSDRERH 2 &,
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2 EREBA R ZH , TEBRPEESD

3HERFIREMNTEREEBHBRNARIBRBREINITER.

New SMTP ICID 5539460 interface Data 1 (10.10.10.170) address 55.1.x.y re
ICID 5539460 ACCEPT SG Production_INBOUND match xxx1.xxx.com SBRS 2.5 cou
ICID 5539460 TLS success protocol TLSvl1l.2 cipher ECDHE-RSA-AES128-GCM-SHA

IncomingRelay (PROD_TO_BETA): Header Received found, IP 172.20

Subject "You\\'ve Been Nominated for inclusion with Who\\'s W

SDR: Domai ns for which SDR is requested: reverse DNS host: Not

SDR: Consol i dat ed Sender Reputation: Awmul, Threat Category: |

SDR: Tracker Header : 5Zr| 76622ZDGPs S6cByUUXq7LTXXS3/ wonoZb5c(

matched all recipients for per-recipient policy DEFAULT in th
interim verdict using engine: CASE spam positive

AMP file reputation verdict : SKIPPED (no attachment in messa

Custom Log Entry: SDR_Verdict_matched_Awful_Poor

<#root>

XXX . COm>

mai | _| ogs sanpl e i ncluding SDR verdi ct

Tue Dec 3 15:22:44 2019 Info:

Tue Dec 3 15:22:44 2019 Info:

Tue Dec 3 15:22:44 2019 Info:

Tue Dec 3 15:22:44 2019 Info: Start MID 3291517 ICID 5539460

Tue Dec 3 15:22:44 2019 Info: MID 3291517 ICID 5539460 From: <customer@xxx.com>
Tue Dec 3 15:22:44 2019 Info: MID 3291517 ICID 5539460 RID 0 To: <owner@xxx.com>
Tue Dec 3 15:22:44 2019 Info: MID 3291517

Tue Dec 3 15:22:44 2019 Info: MID 3291517 Message-ID '<mail>'

Tue Dec 3 15:22:44 2019 Info: MID 3291517

Tue Dec 3 15:22:44 2019 Info: MD 3291517

Tue Dec 3 15:22:46 2019 Info: MD 3291517

Tue Dec 3 15:22:46 2019 Info: MD 3291517

Tue Dec 3 15:22:46 2019 Info: MID 3291517 ready 10011 bytes from <owner@xxx.com>
Tue Dec 3 15:22:46 2019 Info: MID 3291517 Custom Log Entry: MF_URL_Category_all HIT
Tue Dec 3 15:22:46 2019 Info: MID 3291517

Tue Dec 3 15:22:47 2019 Info: MID 3291517

Tue Dec 3 15:22:47 2019 Info: MID 3291517 using engine: CASE spam positive

Tue Dec 3 15:22:47 2019 Info: MID 3291517 interim AV verdict using Sophos CLEAN
Tue Dec 3 15:22:47 2019 Info: MID 3291517 antivirus negative

Tue Dec 3 15:22:47 2019 Info: MID 3291517

Tue Dec 3 15:22:47 2019 Info: MID 3291517 using engine: GRAYMAIL negative

Tue Dec 3 15:22:47 2019 Info: MID 3291517

Tue Dec 3 15:22:47 2019 Info: Start MID 3291519 ICID O

4. fHEMgrepin & , ARREREHRIBERFFE.

« >> grep "Sender Reputation: A 15" mail_logs
« >> grep "Sender Reputation: =" mail_logs



5.5 , ATLAEACLI findevent@s +3E EMIDE R B EUE 4 B 5555408 o

XXX .com> grep "SDR: Domain Reputation.*Poor" mail_logs

Tue Dec 3 11:07:01 2019 Info: MID 3265844 SDR: Consolidated Sender Reputation: Poor, Threat Category: S
Tue Dec 3 12:57:28 2019 Info: MID 3277401 SDR: Consolidated Sender Reputation: Poor, Threat Category: S

xxx.com> grep "SDR: Domain Reputation.*Awful" mail_Togs

Tue Dec 3 10:24:08 2019 Info: MID 3261075 SDR: Consolidated Sender Reputation: Awful, Threat Category:
Tue Dec 3 15:18:27 2019 Info: MID 3291182 SDR: Consolidated Sender Reputation: Awful, Threat Category:

5t S HEAR
AEIRBHNEAHEAREH D AHERE,
1. & SDR:mail_logsZ Message Tracking® Z1EH9 B &,

- WHRAIBBACCEPT Mail Flow Policyf B34 | 148 T LABE/RSDR B &%,
- BRSEBARIEBEVRI R IRA AR,

2. SDREK :

- BESDRNERNEMRERETEHMBETHER.
* v2.sds.cisco.com
o AILAEACLIFEtelnetB1TIEE —AREV AR
® ﬁu%tﬂiﬁﬁnn , /\UTL)\EEWL\EZKE{]—IE’IEO
+ CLI > telnet v2.sds.cisco.com 443 ( E RAEER R ISR B, )
- RERBHMBBN B , UEERBHEER Interneti R F1E B ENBAKE,
« CLI > displayalerts A &R B H HibBABFEH R,
- £13.5M 281 , SDRHMURLIBE#  Fv2.sds.cisco.com,
- MRPERKBEBLESHEE , 458URL Filtering CLIFE %> websecuritydiagnostics A {2t —
LEESSE
« ¥#&Sender Domain Reputation Timeout Setting , ¥ EEZ A LA MN1-10%, EfrE
Security Services > Domain Reputation > Edit > Sender Domain Reputation Query
Timeout:2

FRER2Y , EAKE/10%,

AsyncOSHRA SR 14N EEE#



HiE | FHBv2.sds.cisco.comBAT A |, BEZLZEEHHURLBRIMSDREITHRE

BEBEBABLEAFFEL THMA FMIPHu AR HILTCPIE443FRE,
FHE

+ serviceconfig.talos.cisco.com
+ grpc.talos.cisco.com
* email-sender-ip-rep-grpc.talos.cisco.com

|Pith 31t S5 :

* 146.112.62.0/24
* 146.112.63.0/24
* 146.112.255.0/24
* 146.112.59.0/24
» 2a04:e4c7:ffff.:/48
» 2a04:e4c7:fffe::/48
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