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EHiE X EEE
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EfEDANEE ZEDNSHRER#Tdnssec/DANEE .
ZERIFAESA DNS DANEZNAE , ATEESA CLIZ AZITRERIE.,
CLIfn® "daneverify, #S#{TRMNER , UBFE I B EHBEIBDANERE.
B —# s A AREREHEFENE , IHFIESA#ETdnssecEHRIBEN
Mietf.orgy R22EMEHR, #iTclitvs "daneverify, ASBFDNSENER R A XEDANE,

BROETER : ietf.orgtlI DANEZBEDNSIARES "DANER . &R

> daneverify ietf.org

SECURE MX record(mail.ietf.org) found for ietf.org

SECURE A record (4.31.198.44) found for MX(mail.ietf.org) inietf.org
Connecting to 4.31.198.44 on port 25.

Connected to 4.31.198.44 frominterface 216.71. 133. 161.

SECURE TLSA record found for MX(mail.ietf.org) inietf.org

Checki ng TLS connecti on.

TLS connection established: protocol TLSv1.2, cipher ECDHE- RSA- AES256- GCM SHA384.
Certificate verification successful

TLS connection succeeded ietf.org.

DANE SUCCESS for ietf.org

DANE verification conpl eted.

A : FXEDANEMDNSHEER "BOGUS, #ER ¥ Rietf.org

> daneverify ietf.org

BOGUS MX record found for ietf.org
DANE FAILED for ietf.org
DANE verification conpl eted.

BRAKE : daneverify cisco.com >B i R MHEDANE, &R EdnssecI MBIV ABER.

> daneverify cisco.com

I NSECURE MX record(all n-nmx-01. ci sco.com found for cisco.com

I NSECURE MX record(al |l n-nmx-01. cisco.com) found. The conmand will still proceed.

I NSECURE A record (173.37.147.230) found for MX(alln-nx-01.cisco.con) in cisco.com
Trying next MX record in cisco.com

I NSECURE MX record(rcdn-nmx-01.cisco.com found for cisco.com

I NSECURE MX record(rcdn-nx-01.cisco.com found. The conmand will still proceed.

I NSECURE A record (72.163.7.166) found for MX(rcdn-mx-01.cisco.con in cisco.com
Trying next MX record in cisco.com

I NSECURE MX record(aer-nx-01.cisco.com) found for cisco.com

I NSECURE MX record(aer-nx-01.cisco.com found. The command will still proceed.

I NSECURE A record (173.38.212.150) found for MX(aer-nx-01.cisco.com in cisco.com
DANE FAI LED for cisco.com

DANE verification conpl eted.
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FREEHBENBRIERWBSHEEE "DANEK I, | DANEX B | DANEEER|TLS, "

flgn : w0R 8 E Aexample.comfIMXEE 8 EIZRRSIG |, HIEMER [EHE(.com) A K1R
example.com2 & EBDNSKEY:E &% , #8 ~example.comBH Hig sk ETHE R, BREFRES
()EWERFE , UBRBSHRECEIHELTR , YEARESNSREESATERICE ( ESALNERE
B, ERRFC5011EHEIEH ) -

DANE 4418
MX RECORD A RECORD TLSA CERTIFICATE ACTION
Verify
Secure Secure Secure Success DAME Success
Secure Secure Secure Failed JANE Fe
Secure Secure Insecure DAME Fail
Secure secure MXDOMAIN DANE Fa
Secure Secure Bogus DANE Fail
Secure Insecure Mail will not be delivered for the messages in the box DANE Fa
secure Bogus P | DANE Fz
nsecure Secure Secure Success DAME Fa
Insecure Secure Secure Fail DAMNE Fa
Insecure Secure nsecure DANE Fa
Insecure Secure MXDOMAIN DANE Fail
nsecure Secure Bogus DANE Fa
Insecure Insecure DAME Fa
Insecure Bogus DAME Fa
Bogus \DANE Fail/

DANE 2418

MiEE : DANEM S T BTHRTLSEHIRA R ET. TETHACTIONI 2 EEHDANE
FAIL , & AMandatory=i OpportitionaliZ fit, JEEMSRBEEERKT|F |, BEIFHEFERIBH
, RBEIEK L,

DANE# S =



MX RECORD |ARECORD TLSA CERTIFICATE Verify A ACTION

Secure Secure Secure Success DANE Success

Secure | Secure | Secure Failed — | DANE Fai

Secure | Secure Insecure . | Fallback to opportunistic TLS flow
Secure | secure | NXDOMAIN | | Fallback to opportunisticTLS flow
Secure | Secure | Bogus | ——» | DANE Fail

Secure . Insecure Miail will not be délivered for the marked arrows Fallback to opportunistic TLS flow
secure Bogus —— | DANE Fail

Insecure - Secure -Sec.]re . - Fallback to opportunisticTLS flow
Insecure - Secure - Insecure . - Fallback to opportunisticTLS flow
Insecure | Secure NXDOMAIN | Fallback to opportunisticTLS flow
Insecure - Secure Bogus — DANE Fail

Insecure - Insecure - . - Fallback to opportunisticTLS flow
Insecure . Bogus - . . DANE Fai

Bogus - | - DANE Fai

DANE#E &
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MRRFBSEESARE , AT —ERAREH | 5 —BAREXERBARDANEETEEZERIISN
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DNS Request
DNS Response
RRSIG, DNSKEY, TLSA
Records

ESA ESA 4 Destination Host

Delivery TLS Connection

Internal
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EFE S EDNSHEATRR

MR —EESAEE 7 ZEDNSHEHTER ( DB EDNSSECH #ETaR , D BT X EDNSSECH f##25
) , Cisco2@ A X EDNSSECHEMAREESNELIET (EERNEE ) , UBHLEF—H,
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4. ATLSXE#® , DANEXE | ThHEESE ATEMEE,

5.DANEXE : BEHOE &K, [Her:® 4K,

6. 5 "DANEXE  BER A6 EBRXIERER.

estination: | E:Ir.l'.'lrl'._'l

IP Address Preference: | Default (LPv6 Preferred) [

Limits: Concurrent Connections: Use Delgult (5000
ﬂ Maxirmism n!ihl:ll:} {between 1 and 1,000)
Maximum Messages Per e Default (S0)

Connection: | B Maxirmum u!IbEI (bepween 1 and 1000)

reciplents: | @ Use Default (No Limi)

Maximum of | |
Number of recipients beltween 0 and 1,000, 000,000
pir number of minwtes between 1 angd 60

Apply lirmits: | Per ESA hoStrame:
D system wide
Each Virtual Gabeway
fracamimandad iF Wirtual Galéways ane in usa)

B

pouingd mat yer been configured, Enabling TLS will sufomatically anable the “Cisco ESA
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Mandalory Mo
Yos
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E5#WebUI MDelivery Status. ( EiEARRE ) 3 , BB TEEADANER FEEH NI ENN B EZ
BRI,

ERUARB BT IIRE , RRERMITERUBRRISER .

ESA WebUl >Es#>EiAiRE>10E TEEIEEAL .

BHY4ARE
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B4 B SSHERDANE K I i E B R Y IE B T Ry F6 7R 270

HEH SRR TLSHEK I ERBHESSNEL , LEEZAFKRERESEH.
AFRE&EE "TLSHEIE, , IR Mfor domain.com. MITLSIRA/ZH.
BAHRE Tfory :

nyesa. |l ocal > grep "TLS success.*for" mail_logs

Tue Feb 5 13:20:03 2019 Info: DCI D 2322371 TLS success protocol TLSvl.2 ci pher DHE- RSA- AES256-
GCM SHA384 for karakun.com

B4 AR

FAAB BN B ERE M A FASE R TENDANEMdnssecE ., BENHE., BB/ XMHBRERD
AR I 1R

ﬁ% : KRR AREKREENB4 AR TRANEESALBSHER , ANBRARKR
MEE.

AR B HEENEF BFTREERESALBZNER , ERERRAKEHNEE.
BHARBERTEERERNIRERRERE,

Ak e B ARE e ERERE ALK AEEHMF B

—EE R HER Amail_logs_dZ M FEIMNY BEEET B , 3 ADEBUGERE H FHAC #%o
ZBRETR IEE R Amail_logsW & | I A FFE ARTBIMEER B EBEITRE,
ERFHEVNARE 6 FREEENERMRREABRPHERE , M2-4EER,

Bz, ZRBMIBEHRTKE , BEABR.

AR BIRE B4 BB IEEFAIAIDANER H

Success sample daneverify
daneverify ietf.org

SECURE MX record(mail.ietf.org) found for ietf.org



SECURE A record (4.31.198.44) found for MX(mail.ietf.org) inietf.org
Connecting to 4.31.198.44 on port 25.

Connected to 4.31.198.44 frominterface 194.191. 40. 74.

SECURE TLSA record found for MX(mail.ietf.org) inietf.org

Checki ng TLS connecti on.

TLS connection established: protocol TLSv1.2, cipher DHE- RSA- AES256- GCCM SHA384.
Certificate verification successful

TLS connection succeeded ietf.org.

DANE SUCCESS for ietf.org

DANE verification conpl eted.

debug level mail logs during the above 'daneverify' exeuction.

Sample output from the execution of the daneverify ietf.org will populate the dns lookups within
the mail logs

Mon Feb 4 20:08:47 2019 Debug: DNS query: Q'ietf.org', 'MX)

Mon Feb 4 20:08:47 2019 Debug: DNS query: ON('ietf.org', 'MX, 'recursive_nanmeserverQ.parent')
Mon Feb 4 20:08:47 2019 Debug: DNS query: QP ('ietf.org ,'MX,'194.191.40.84',60)

Mon Feb 4 20: 08:47 2019 Debug: DNS query: Q ('ietf.org', 'MX, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data([(0, 'mail.ietf.org.')], secure, 0, 1800)
Mon Feb 4 20:08:48 2019 Debug: DNS encache (ietf.org, MX, [(8496573380345476L, 0, 'SECURE , (O,
‘mail .ietf.org" ))])

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'muil.ietf.org, "A)

Mon Feb 4 20: 08:48 2019 Debug: DNS query: ON('nmmil.ietf.org', 'A,

'recursive_naneserver0. parent')

Mon Feb 4 20:08:48 2019 Debug: DNS query: QP ('‘mail.ietf.org" ," A ,'194.191.40.84',60)

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org', "A, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data(['4.31.198.44'], secure, 0, 1800)

Mon Feb 4 20: 08:48 2019 Debug: DNS encache (mil.ietf.org, A [(8496573380345476L, 0, ' SECURE',
'4.31.198.44")])

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org', 'AAAA)

Mon Feb 4 20:08:48 2019 Debug: DNS query: ON('mail.ietf.org , 'AAAA

'recursive_naneserver0. parent')

Mon Feb 4 20:08:48 2019 Debug: DNS query: QP ('mail.ietf.org',' AAAA','194.191.40.84', 60)

Mon Feb 4 20: 08:48 2019 Debug: DNS query: Q ('mmil.ietf.org , 'AAAA, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Warning: Received an invalid DNSSEC Response:

DNSSEC Error('mail.ietf.org , 'AAAA | '194.191.40.84', 'DNSSEC Error for hostnanme nail.ietf.org
(AAAA) whil e asking 194.191.40.84. Error was: Unsupported qtype') of qtype AAAA | ooki ng up

mai |l .ietf.org

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org , 'CNAVE )

Mon Feb 4 20: 08:48 2019 Debug: DNS query: ON('nmail.ietf.org , 'CNAME ,

'recursive_naneserver0. parent')

Mon Feb 4 20: 08:48 2019 Debug: DNS query: QP ('mail.ietf.org',' CNAME ,'194.191. 40.83', 60)

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org', 'CNAME , '194.191.40.83")

Mon Feb 4 20: 08:48 2019 Debug: DNSSEC Response data([], , 0, 1800)

Mon Feb 4 20: 08:48 2019 Debug: Received NODATA for domain mail.ietf.org type CNAME

Mon Feb 4 20: 08:48 2019 Debug: No CNAME record(NoError) found for domain(rmail.ietf.org)

Mon Feb 4 20:08:49 2019 Debug: DNS query: Q('_25. tcp.mail.ietf.org', 'TLSA')

Mon Feb 4 20:08:49 2019 Debug: DNS query: ON('_25. tcp.mail.ietf.org', 'TLSA',
'recursive_naneserver0. parent')

Mon Feb 4 20:08:49 2019 Debug: DNS query: QP

("_25. _tcp.mail.ietf.org ,' TLSA ,'194.191.40. 83", 60)

Mon Feb 4 20:08:49 2019 Debug: DNS query: Q ('_25. tcp.mail.ietf.org', 'TLSA", '194.191.40.83")
Mon Feb 4 20:08:49 2019 Debug: DNSSEC Response
data(['0301010c72ac70b745ac19998811b131d662c9ac69dbdbe7cb23e5b514b56664c5d3d6'], secure, O,
1800)

Mon Feb 4 20:08:49 2019 Debug: DNS encache (_25. tcp.mail.ietf.org, TLSA, [(8496577312207991L,
0, 'SECURE', '0301010c72ac70b745ac19998811b131d662c9ac69dbdbe7cb23e5b514b56664c5d3d6')1)

fail sample daneverify

[J> thinkbeyond.ch



INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found for thinkbeyond.ch

INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found. The command will still proceed.
INSECURE A record (104.47.9.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
Trying next A record (104.47.10.36) for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
INSECURE A record (104.47.10.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
DANE FAILED for thinkbeyond.ch

DANE verification completed.

mail_logs

Sample output from the execution of he danverify thinkbeyond.ch will populate the dns lookups
within the mail logs

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond.ch', 'MX)

Mon Feb 4 20:15:52 2019 Debug: DNS query: QN('thinkbeyond.ch', 'MX,

'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond.ch',' MX ,'194.191. 40. 84", 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond.ch', 'MX , '194.191.40.84")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data([(10, 'thinkbeyond-
ch.mail.protection.outlook.com.')], insecure, 0, 3600)

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond.ch, MX, [(8502120882844461L, O,

"I NSECURE' , (10, 'thinkbeyond-ch. mail.protection.outlook.com))])

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outlook.com, '"A)
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail.protection.outlook.com, 'A",
'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mail.protection.outl ook.com ,'A ,'194.191.40.83', 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com, 'A",
'194. 191. 40. 83")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data(['104.47.9.36', '104.47.10.36'], insecure,
0, 10)

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond-ch. mail.protection.outl ook.com A,

[ (8497631700844461L, O, 'INSECURE , '104.47.9.36'), (8497631700844461L, O, '|NSECURE ,
'104.47.10.36")])

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outl ook.con,

" AAAA)
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail. protection.outl ook.com,
" AAAA' | 'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com ,' AAAA' ' 194.191. 40. 84", 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
" AAAA' | '194.191.40.84")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data([], , 0, 32768)

Mon Feb 4 20:15:52 2019 Debug: Recei ved NODATA for donain thinkbeyond-

ch.mai |l . protection. outl ook.comtype AAAA

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outl ook.con,

' CNAMVE' )
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail. protection.outl ook.com,
"CNAME', 'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com ,' CNAMVE' , "' 194. 191. 40. 83' , 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
"CNAVE', '194.191.40.83")

Mon Feb 4 20:15:53 2019 Warning: Received an invalid DNS Response: SERVER FAILED to |IP
194. 191. 40. 83 | ooki ng up thi nkbeyond-ch. mail . protection. outl ook.com

Mon Feb 4 20:15:53 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com ,' CNAVE' , "' 194. 191. 40. 84' , 60)

Mon Feb 4 20:15:53 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
"CNAVE', '194.191.40.84")

Mon Feb 4 20:15:54 2019 Warning: Received an invalid DNS Response: SERVER FAILED to |IP
194. 191. 40. 84 | ooki ng up thi nkbeyond-ch. mail . protection. outl ook.com

Mon Feb 4 20:15:54 2019 Debug: No CNAME record() found for donain(thinkbeyond-

ch. mail . protection. outl ook.com
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