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2. 818 "/etc/ssh/sshd_configs LA##RAuthorizedKeysFilei&E. EIERSSH#ES
authorized_keys , Y 7£ A & # E B $&F &7 LL.ssh/authorized_keystE Rim B fkey_name=F
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AuthorizedKeysFile %h/.ssh/authorized_keys
B ECHNWBE SR, ZUREEFTXTE . ¥ "SHOME, MEFIHEEREAT55,
FSHOME/.ssh, EHIFF AR EAT55, "$HOME/.ssh/authorized_keys, LHIFFOJHERE
A600,
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BA=EABINHRERS

Permission Action chmod option ====================================== read (view) r or 4 write



(edit) w or 2 execute (execute) x or 1

ER=EERNERERS

User ls output ================== owner -rwx------ group ----rwx--- other ------- rwx

BRI/ B HFT R

Permission Action chmod option ===============================================================

read (view contents: i.e., ls command) r or 4 write (create or remove files from dir) w or 2
execute (cd into directory) x or 1
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Symbolic Notation Octal Notation English

S e e EE L EE L L e e E L EEEEEEEEEEEEEEEEEEEESS ittt 0000 no permissions ---
x--x--x 0111 execute --w--w--w- 0222 write --wx-wx-wx 0333 write & execute -r--r--r-- 0444 read
-r-xr-xr-x 0555 read & execute -rw-rw-rw- 0666 read & write -rwxrwxrwx 0777 read. write &
execute
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1. 1T CLI#n T logconfig.

2. EEnewiEE,

3. AFTEILEERAFERER , ¥RllronPort X AREH A , ZBRKA "1, , AELEENE
AE A B FFERER,

4. WA BFBERNERE,

5. BEBENBREL., BE K BFEEE "3, A "EFAL A, IEFLEENTAHEHMEA
ikl

6. X HIEBT TChoose the method to retrieve the logs, B , BSCP Pushi&#E 3, ,

7. B IPH#b 3 SDNS =4 A LU B 55 EE F,

8. M AEERIZIHEM EAVIE,

9. WA RImER LMY B SZRUUME B &,

10. M A AR BFERNESR,

M. MREE  BEBENRRHKE—ZRBIRSE | ShostnameF $serialnumber , LAK INE| B 5548

o

12. £ & # 2 §1 5 EMaximum filesize,

13. B AFERNERSENZSEN (WREA ).

14. E5 "Do you want to enable host key checking? 1 B , BA TYJ o

15. RIEFEEIERET "FHEAF U TSSHEMM A B authorized_keysfERH , AME R LA LE B FE

%oJ

16. ERZ LR AL EENSSHE®MIESyslogfAARET LK Mauthorized_keys #ERFP, #
logconfigH iR it #Y & 8 AL _E FSyslogfa] AR 88 £ KISHOME/.ssh/authorized_keysi& R+,



17. RESAE{TCLIf Scommit A EFE R B EE X
BENEBRILUBBGUIRE | REETE>HITHE

Bk - i (ESAERAFM) B "Rk, —F  BETENFMERAMFEET.

e
Hostkeyconfig

#1179 Slogconfig > hostkeyconfig, ZEZEEEIBESR "ssh-dssi WRKBFEMRRSBNEE
, ZRETREEERETRENSBMEUNEST B,

myesa.local > logconfig
[1> hostkeyconfig

Currently installed host keys:
1. 172.16.1.100 ssh-dss AAAAB3NzaClkc3MAAACBAMUQUBGztOOT...OutUns+DY=

Fircek

REAREHEUTARS : 5| EEHA. EREBEEFTHBHER. DNSREEFAUREREEH
commitif TR AR, REAFTHRERKENERNREHEIFEEA,

#CLIIE1Ttail system_logsin = #% F & B R AR R ARG,

BB A LUEECLIG  Srollovernow , ARIEIZFHE AR ERBAHANRIE. £ Esystem_logsF EEIH
WE;\EESCPEIJIL;\E’J%\I L %ﬁ{ﬂﬂﬁ% .

myesa.local > tail system_logs

Press Ctrl-C to stop.
Thu Jan 5 11:26:02 2017 Info: Push success for subscription mail_logs: Log
mail_logs.myesa.local.@20170105T112502.s pushed via SCP to remote host 172.16.1.100:22

AR HE R

MR EHAE FAsshiBRBIRFK AGFARFGEELEERE |, 55817 "ssh testuser@hostname
-vo MFHBENRREEAESE. EFMRAETHRIESRR , B RsshiEHRRRINZE.

$ ssh testuser@172.16.1.100 -v

OpenSSH_7.3pl, LibreSSL 2.4.1

debugl: Reading configuration data /Users/testuser/.ssh/config
debugl: /Users/testuser/.ssh/config line 16: Applying options for *
debugl: Reading configuration data /etc/ssh/ssh_config

debugl: /etc/ssh/ssh_config line 20: Applying options for *

debugl: Connecting to 172.16.1.100 [172.16.1.100] port 22.

debugl: Connection established.

debugl: identity file /Users/testuser/.ssh/id_rsa type 1


/content/en/us/support/security/email-security-appliance/products-user-guide-list.html

debugl: key_load_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_rsa-cert type -1

debugl: identity file /Users/testuser/.ssh/id_dsa type 2

debugl: key_load_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_dsa-cert type -1

debugl: key_load_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ecdsa type -1

debugl: key_load_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ecdsa-cert type -1

debugl: key_load_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ed25519 type -1

debugl: key_load_public: No such file or directory

debugl: identity file /Users/testuser/.ssh/id_ed25519-cert type -1

debugl: Enabling compatibility mode for protocol 2.0

debugl: Local version string SSH-2.0-OpenSSH_7.3

debugl: Remote protocol version 2.0, remote software version OpenSSH_6.6.1pl Ubuntu-2ubuntu2.8
debugl: match: OpenSSH_6.6.1pl Ubuntu-2ubuntu2.8 pat OpenSSH_6.6.1* compat 0x04000000
debugl: Authenticating to 172.16.1.100:22 as 'testuser'

debugl: SSH2_MSG_KEXINIT sent

debugl: SSH2_MSG_KEXINIT received

debugl: kex: algorithm: curve25519-sha256@libssh.org

debugl: kex: host key algorithm: ssh-dss

debugl: kex: server->client cipher: chacha20-polyl305@openssh.com MAC: <implicit> compression:
zlib@openssh.com

debugl: kex: client->server cipher: chacha20-polyl305@openssh.com MAC: <implicit> compression:
zlib@openssh.com

debugl: expecting SSH2_MSG_KEX_ ECDH_REPLY

debugl: Server host key: ssh-dss SHA256:c+YpkZsQyUwi3tkIVIFXHAstwlkdewO1G0s7P2khV7U
debugl: Host '172.16.1.100' is known and matches the DSA host key.

debugl: Found key in /Users/testuser/.ssh/known_hosts:5

debugl: rekey after 134217728 blocks

debugl: SSH2_MSG_NEWKEYS sent

debugl: expecting SSH2_MSG_NEWKEYS

debugl: rekey after 134217728 blocks

debugl: SSH2_MSG_NEWKEYS received

debugl: Skipping ssh-dss key /Users/testuser/.ssh/id_dsa - not in PubkeyAcceptedKeyTypes
debugl: SSH2_MSG_SERVICE_ACCEPT received

debugl: Authentications that can continue: publickey,password

debugl: Next authentication method: publickey

debugl: Offering RSA public key: /Users/testuser/.ssh/id_rsa

debugl: Authentications that can continue: publickey,password

debugl: Trying private key: /Users/testuser/.ssh/id_ecdsa

debugl: Trying private key: /Users/testuser/.ssh/id_ed25519

debugl: Next authentication method: password

testuser@172.16.1.100's password: <<< ENTER USER PASSWORD TO LOG-IN >>>

debugl: Enabling compression at level 6.

debugl: Authentication succeeded (password).

Authenticated to 172.16.1.100 ([172.16.1.100]:22).

debugl: channel 0: new [client-session]

debugl: Requesting no-more-sessions@openssh.com

debugl: Entering interactive session.

debugl: pledge: exec

debugl: No xauth program.

Warning: untrusted X11 forwarding setup failed: xauth key data not generated
debugl: Requesting authentication agent forwarding.

debugl: Sending environment.

debugl: Sending env LANG = en_US.UTF-8

debugl: Sending env LC_CTYPE = en_US.UTF-8
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