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- FIEBESAXEEEHEKAsyncOSIRA ( B FEMEETARA ) .

N orE . mesHEAT  EREELRTESE  MNBGTETE , AT RAsyncOSHE
BATHEE,

- MREBVEHUERE22 (ESREE ) , FRAE22RE ENRE BN FER XK
EHF‘%TE&O

- MREBETEFRERE2222 ( EHBARY )  FERABHIBRIAFLELNREESR
WA BRI T A A,

- BERBEREXAAFEBESALNCLITER , Y BEEEGUIREILISHMA,



- MREECEATHBETENR , FRARRKE LRENDNSH IRZREESHFFAT R PR FTE Hite
KE , WAFTHEABTNIPHIU S BRGEEAERMMBBFARNNE.
- BEAERENE EBAFRENEMERE (SSHECCS ) .

BRA T
RXHFRABTRA S EREBNRERA,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERKR (HER
) AEREREE . MREHEREFT , FEAREEAEAESTRERNTZE,
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BEER , SEFTEEP L —HEESACEANEEYRBRIE K BEFTESEEE LFEETER
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ESAEMBEIE

ESARHEEYRACRAREERNRESZEERE  URSHEBIEYE. BEMENTERM, ER
AFEEETA RN ERETEREE,

spH—EAAEARERANENER. EHEENN  KETUE-—SHHASEEME =
i — & I — R LR — B

SHENBRBERERTER  RETEXRERR, SUUEANEMERUEFHNEEREREN
#Hil, EVEEEEAERSHE. HEHEXSHEEL  RBEEXRGNEERERRERENT
EhpES

BURsE
MEFMTEERER  EEVER K SFERE—ERENGTH(CL)FHLA,

P Er REERCY  BEAELBLHEAENESE. EGUI% | KKEESystem
Administration > Configuration File, BUH 12 A & i Y 25 B 4E JE A% Bt & 2 it R 7 2 B PC,

C370.7ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 2

Enter the name of the new cluster.



[J> NameOfCluster

Should all machines in the cluster communicate with each other by hostname or
by IP address?

1. Communicate by IP address.

2. Communicate by hostname.

[2]> 1

What IP address should other machines use to communicate with Machine C370.1ab?
1. 10.1.1.11 port 22 (SSH on interface Management)

2. Enter an IP address manually

[1>1

Other machines will communicate with Machine C370.1ab using IP address
10.1.1.11 port 22. You can change this by using the COMMUNICATION subcommand
of the clusterconfig command.

New cluster committed: DATE

Creating a cluster takes effect immediately, there is no need to commit.

Cluster NameOfCluster

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

ZEIBCCSEURE

C370.1ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 2

Enter the name of the new cluster.
[]> Test

Should all machines in the cluster communicate with each other by hostname or by IP address?
1. Communicate by IP address.

2. Communicate by hostname.

[2]1> 1

What IP address should other machines use to communicate with Machine C370.Tab?
1. 10.1.1.1 port 22 (SSH on interface Management)
2. Enter an IP address manually



[1> 2

Enter the IP address for Machine C370.1ab.
[]> 10.1.1.1

Enter the port (on 10.66.71.120) for Machine C370.71ab.
[22]> 2222

TERLSRER  BRBERT —ESEH  YAMARESNSRERBINBDINERH KRG, ERMAH
fb BRSTE N A B 2 AR BB

EIBSSHH CCSMA E R & &

REN B 2 SR AE L AR ER MBI ER LR, FREA-ELREMAZRNESR
M EHEEEL - TRCERCCSEREUTHEANT RS RER TR , ARFEHERR
MRS,

ZEBSSHA

N ors EEgASSHERBERU TS B URBERNES | SREHCCSRARE.

<{froot>

C370.1ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 3

While joining a cluster, you will need to validate the SSH host key of the remote machine to which you
To get the public host key fingerprint of the remote host, connect to the cluster and run: Togconfig ->
-> fingerprint.

WARNING: A11 non-network settings will be lost. System will inherit the values set at the group or clus
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e
settings)

Exception: Centralized Policy, Virus, and Outbreak Quarantine settings are not inherited from the clus
These settings on this machine will remain intact.

Do you want to enable the Custer Communication Service on C370.|ab? [N] >

Enter the IP address of a machine in the cluster.
[1> 10.66.71.120

Enter the remote port to connect to. This must be the normal admin ssh port, not the CCS port.
[22]>

Enter the name of an administrator present on the remote machine
[admin]>



Enter password:

Please verify the SSH host key for 10.66.71.120:

PubTlic host key fingerprint: d2:6e:36:9b:1d:87:c6:1f:46:ea:59:40:61:cc:3e:ef
Is this a valid key for this host? [Y]>

BER , REREIMARFE.
FEBCCSMA

EMAEEL  E—HNERR K FREAFFTREEAENHEZN , EEEZAZNHEFENE
BRENEE.

HEHETREBREL .

(Cluster test)> clusterconfig
Cluster test

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

[1> prepjoin

Prepare Cluster Join Over CCS

No host entries waiting to be added to the cluster.
Choose the operation you want to perform:

- NEW - Add a new host that will join the cluster.

[1> new

Enter the hostname of the system you want to add.
[1> ESA.Tab

Enter the serial number of the host ESA.Tab.
[I> XXXXXXXXXXXXXX=XXXXXA

Enter the user key of the host ESA2.lab. This can be obtained by typing
"clusterconfig prepjoin print" in the CLI on ESA.lab.
Press enter on a blank 1line to finish.



Efﬁﬁﬁﬁﬁ El’f) 'f‘%ﬁ% /T_\ﬁu ':F' ﬁASSH}Eﬂ(%@’éA %“EEUJH l%ﬁﬂ’g %Eﬁﬁﬁﬁ clusterconfig prepjoin printan
RES) WM AZITER , ETRERMA,

% AR MERELT PREPIOIN &1E |, BIEERHEIESA iE1T clusterconfig WS E B M AFE B ER 2 IR XY EESAR
B, WREBEIHBEISRBFE—H  EFFELASHBLEBMAERE  BEAKHENK | BT dusterconfig >
prepjoin>new @ , WA T —EFMER , AEE commit BRI ER.

RE , B EEAMANEE LRBRMABRE , 60, SEBRESA2|ab R —FSHWSRITE,

N 1w T ERbIRBSSH-DSS .

ESA2.lab> clusterconfig Do you want to join or create a cluster? 1. No, configure as standalone. 2. Create anew cluster. 3. Join an existing cluster over SS
To get the public host key fingerprint of the remote host, connect to the cluster and run: logconfig -> hostkeyconfig -> fingerprint. WARNING: All non-ne
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e.g. dnsconfig settings) Exception: Centralized Policy,
These settings on this machine will remain intact. In order to join a cluster over CCS, you must first log in to the cluster and tell it that this system is being

On amachinein the cluster, run "clusterconfig -> prepjoin -> new" with the following information and commit. Host: ESA2.1ab Serial Number: XXXXXX
not the normal admin ssh port. [2222]>
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BERARTRBENESR

« KETHIHE,

« CEEIPTH,

- EBERERHR.

o AN EBARHEERE.

o KRR, HENBERREHERE

« @ %lHwebsecurityadvancedconfig R THIERE (EARKRAESSRESRAE ) .



AR MREEASIATEENRRENATBRS  MEER LEEM I ANKRERRME A , ELBRIFH RN,
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AR E TEREL BREINEESESRN TEE) BRERE,

TRV, BRESACLIRME. ERKEE , BEMA®S clusterconfig --> ADDGROUP :
(E B esalab.cisco.com)> clusterconfig

LR sERR TRE#H BX. RERVRE "85, BX 2 (Y>>

BEEIITHER

- ADDGROUP -1 in& 548,



- SETGROUP -3% & E fa P B 948 o

- RENAMEGROUP -E #idn & #¥ &£ 4.

- DELETEGROUP - BR B 548

- REMOVEMACHINE - B s IBR B i

- SETNAME -RREE LB,

- LIST -3 HBF S PV E B

- CONNSTATUS - RSB B i 2 B ERAR &
- BA-REMRERETEANST K,

- AR E G B AL B S R R AR

- EFEAR- B R LA CERA R B AER.

- PREPJOIN -2 #£ CCS_L 18 M B K

[]> ADDGROUP

BAZBUMNFMEERESRE,

[1> New_Group

2RI B ENew_Group.
ERESAREREFEMIBIMNNE , FEAFHSETGROUP
(ZE Fiesal ab.cisco.com)> clusterconfig

HaHERR TH£E# BX. RERVERE "E#5, BX 2 (Y>>

BEEHTHEE

- ADDGROUP -1 in&¥ 548,

- SETGROUP -:X E B Fr B Y#H.

- RENAMEGROUP - E#i s & & 548,

- DELETEGROUP -MBRB¥ 5248 o

- REMOVEMACHINE -f B 52 P i BR E B
- SETNAME -BREBEE R,

- LIST -



KBS PHER,

- CONNSTATUS -B RSB B il 2 FR R E,

- BA-REMBERETEAN SR,

- FENER- TS B E R P ENER,

- EFTEAR-R 18 5 e 1 2 B Y BRE AV IE AR

- PREPJOIN -ZE{B#ECCS L i E .

[I>ExE#

EREREHMBENMSE. EAERIRZAEM.
1. esalab.cisco.com ( #EESA_Group )

[1]>1

1#1Zesalab.cisco.com A BRI BHH

1. ESA_Group

2. New_Group

[1]> 2

esalab.cisco.comz% E A New_Group#
ESENMBBRESARBTNERE , FEM RENAMEGROUPE %5
(ZE Fiesal ab.cisco.com)> clusterconfig

HaHERR TH£E# BX. RERVERE "E#5, BX 2 (Y>>

BEEHTHEE

- ADDGROUP -1 in&¥ 548,

- SETGROUP -:X E B Fr B Y#H.

- RENAMEGROUP - E#i s & & 548,

- DELETEGROUP -MBRB¥ 5248 o

- REMOVEMACHINE -f B 52 P i BR E B
- SETNAME -BREBEE R,

- LIST -



KBS PHER,

- CONNSTATUS -B RSB B il 2 FR R E,
- BA-REMBERETEAN SR,

- FENER- TS B E R P ENER,

- EFTEAR-R 18 5 e 1 2 B Y BRE AV IE AR

- PREPJOIN -ZE{B#ECCS L i E .
>EfFwaiE

EREEHGANME,

1. ESA_Group

2. New_Group

[1]>2

WA ENTERE,

[New_Group]> Cluster_Group

Group New_GroupE E#in & ACluster_Groups
ERESAKFTMIRERE , FEMDT DELETEGROUP
(ZE Fiesal ab.cisco.com)> clusterconfig

HaHERR TH£E# BX. REERVERE "E#5 BX 2 (Y>>

BEEHRTHEE

- ADDGROUP -1 in&¥ 548 .

- SETGROUP -:X E B s Fr B #Y4H.

- RENAMEGROUP - E#i s & # & 48,

- DELETEGROUP -MBRB¥ 548

- REMOVEMACHINE -f#£ B &£ i BR B i
- SETNAME -RREEEE .

- LIST -3 HEF SR P Y E B,

- CONNSTATUS -



FREE P B SRR,

- BIA-RREMBEREPEAN SR,

- RENEAR- RS B A B S R EE AR

- ETEAR- IR B S 5 2 BB BV ELR
- PREPJOIN -%{B7ECCS L8 s B

[]> DELETEGROUP

BEEBRNEE,

1. Cluster_Group

2. ESA_Group

[1]>1

B2 S ARCluster_Group BB B FIA94E.
1. ESA_Group

[1]>1

4B Cluster_GroupB B K.
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