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- ERE LRAHTTPSERE , AEBBHTTPSEAREGUI,
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- LA EF & B BRivest-Shamir-Addleman(RSA)Enterprise Manager for Data Loss
Protection(DLP) 2 Y R £ B

- AT AMREEIRNSRESHKEHEAMP)Threat Gridk B 2 BRI R £ EH.
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o

. PEMESEEAERFC 1421ZFRFC 142447 TE— P EH. PEMR— E‘e‘%ﬁ*ﬁt \
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iR, BAIBRE, BWPEMRBEZREEFHHNAMSGZE  BEFEANESIEINER
SEENRAE | I HEX.509 ASN. 1€ 81 base-64E 1,

HPEER

ESARRMEALEHCHEENRIE ; BERBERAPKCS#12#K. XN ENER, SEEEE
BAEULERNEHNZE, Bt , ERNEZEHEESALEREE | YHCAEREE,

EMEEE
NMREREFENRECEY  FUBANENHFEFEGHEEZETND  LEFEZREREFENES.

BT BEEEFAENR K B2EREB4LZLEE HEFTEE (Renew a Certificate on an Email
Security Appliance Cisco)3 &,

HEEERER

FENMBUAEREREFENTFEESFER(CSR), HEEEARERMUBCAETER. KEER
& LEFESA, EEARESARBHNES AR EHREEREENES,

SR EERV/EAMCSR
EEFEBCLIZL BEAREE , 75 AcertconfigiE &
RGUIERLIBEHERE
1. 1R EGUIE i ZINetwork > Certificates > Add Certificate.
2. ¥ — T Create Self-Signed Certificate T~ $i/i2 2,
BURER SRR AZHERNENERBCE  HEEIGHNEH EHE T,
listening " T = 12 %% 2 7£Network > Listeners TEL B EEREXNN N HE. BRIEFEH
deliveryconfigin T H{ECLIEXNELE , B RIS B EiEEFE delivery/N Ho
R ARBHAUER , RBUT=EHEE LR :
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1. APEM#& X Network > Certificates > Certificate Name > Download Certificate Signing
Requesti§ CSRE#FEI At B,

2. BERNREEER TRBNCAETES,

3. 5B RX.509/PEM/Apachel s X BEURPREFE.
EE  CARE4APEMEBRANER.

AR BREACARMENEE K F2RAREHBUEHERNXE,
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TLSER—EEM,

ERCHBNWEE LERESA |, BHTUTERE

1. BREARKINZEELRBEFSHAPEMER , REUUESH LEIREZERAPEMA
BXo BR : EULUEHOpenSSLTES ( HHEEREN ) REREN,

2. LEEEBENESE
iE'E = Network > Certificates.
BE—TEAZCAEITEENEENERE,
A E KRR EERNER,
B LEFREN  KBEEETRE, EUMULISHAXZRENBRNPEEE
AR BERSLEEZZRERRTARRENR,

e ARESARREFHY 8 &

R, RECEY. LY LEIESA , TAREEREEANRY,
AMLTLS

ERUATHR , UESBEARABTLSREY -

1. E'E ZNetwork > Listeners.
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2. BR—TEREXERE,
3. Certificate FHIRE P ZEFE LM,
4. #—T "Submit, .
5 RBFEEHEIMHETCERRXNEELSR1Z24,
6. BRE K,
HISTLS
FTRUTHER , ERSEE AN HMETLSR !
1. B2 B4 SR RE> B RS,
2. £ Global Settings# % # & — T Edit Global Settings...(#RESHMHRE. ... .
3. # Certificate THIBEHEEZEREE R,
4. #—T "Submit, .
5 #RXE K,
HTTPS
FTRUATEER , B8 EEARHTTPSR !
1. BB ENetwork > IP Interfaces,
2. B—TMHEEH.
3. ##HTTPS Certificate T RLIZEFIZEBEE R,
4. #—T "Submit, -
5. RFEEHEMETCNHEELSR1E4,
6. BRXE X,
LDAP
TRUTESR , UEEALDAPHREE
1. B RHEEE> LDAP,

2. T£LDAP Global Settings&B 5 # 1% — T Edit Settings... ( iEBE...... ) o



3. & Certificate FRIREHFZEZEF LB,

4. #—T "Submit, .

5 BXEN,
URL &3
AR EETURLIBIR

1. Z£CLI ¥ Awebsecurityconfigai 5

2. R TR REERE. EDNETRE  FRABEEY:

Do you want to set client certificate for Gsco Veb Security Services Authentication?

3. BEFHEEEEBAES.
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BRUKHREFRERS., %
TRUTSRURBEFRER

EESSCBEBrEMRNRERANETHRESE TE.

mh o

ES
1. BRI RAEE-ERER-KERTRIF L REARA ST
2. BEHEE

5 ¥ = Network > Certificates.

#—T TExport Certificate.

BEEEHNES.

WARENES.

BAREERNER.

#—T TExports o

BERBEI A RBR B,

BRI NEHAEMREE R - TEHAREEAE>-RELE.
AR IEBEUPKCSH2ZEARERE  MEVIRFERTRABNESR,



RAAYETLS

EEZAFREALSEBATLS , S5 EHEIWeb GUI , AEEE N AWEER N ZEiEMail Policies >
Mail Flow Policies , AEBTHRUTTER :

1. BELAB IR ERERX,
2. B—THREEBNERTHLETHRE.

3.1 "Z2IEE, Eoh | iBIBLLUT Encryption and AuthenticationiZI8 2 — | LARREZ AR
NMEBH R TR TLSAR A

Off — BIFIEIBER , REATLS,
B — BEREBER  TLSTULURIBRRMTABEZIESA. ER , MRERIRMTAR BHE(EE
W220&fE 2H) , BISMTPEBAAUBXFERNEE (KNE ) ., REFRIBBRERESREZE
R ERRREEN, MREWTI220EERFEERR , AISMTPER T2 EIREIBA IR,
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6. % —T "Commit Changes, LAfEZEE,
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TEATSR , ARR—EBRENEHIENAUEFZMATLS:
1. B EIWeb GUIE 2 EMail Policies > HAT Overview,
2. 1§84 A IP/FQDNTIE B M8 FERY B 44 A 4H.,
3. IMEBEMMEMMTLSRE , AERMEE L — TP IShry R4 AEAERIH
4. #—T "Submit, .
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1. ¥ — T Add Destination....

2. ¥i8 B &,

3.7 "TLS#E) HoH , ZF—TFHREWRBEUT BB — , LEBAERENTLSAE S :
None — ZiZLiRIFER K F2ARNEREBHMTARN HILEFHETLS,
B — BIEFMWRER  TLSRESANHIGEAFEHMTA, B2 , RTLSHE KK ( FEER
2202281 ) , BISMTPEKSUBEXERNEE (RXINEE ), REHARBEERAREZE
FHCA, MREWRF2208EZR LR , AISMTPERAEEIERAXARRE,

H® — BENEER  TLSERESATHIBEABHIMTA, REEARTENTSE. MR
BMAK , ITEBREREEEFEHMH. MRISKY , MEBHIEEBNESHEE,

Preferred-Verify — iZ{Z L8185 % , TLSERESAHGEEIEMMTA , Y BEBSEHARFTEF
E, HEEBRT , EZERREBETEEHR

BETLSERER S, B BRMESHEE,

HiHETLS , EFRERE. BHABRBNZS

HEIX,

REVUTLSER , YARREIFRE, ETHBHURNFERENEE, Required-Verify — &
BIRIAR  TLSRESAHBEABMMAMTA , THFERTHAETE, EEERBRT K EZEHER
HETREHR

BE—ETLSERLBEBRE. XEFHHARBBNBESEEIEMN,

TLSERREBIHEN , EREREZFEECARE, BHFRILE,

TEHETLSER , EFSEEEBN,
4. WEBREN B EZHETARENEME S ER,

5.#%—T "Submit, -
6. #&— T Commit ChangesiZift, MR FE , AT AR ETE,

7. % —T "Commit Changes  LAfEZEE,

ESAR #BC B &5 FRAEAR
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EELRBRAT , BRER "BE, —HPNISRRIFSE

B

fEAWebBINESEETLS
ATRBECAKENEE  HIEHEEAIESA GUI HTTPSIR.

A&, EWebBIERPEMEESABIGUl, MREEShttps://youresafF HIREE , AUBE W REEEE
TIERE |, BlNRD P ERE.

FERE=FTERRETLS
ERARz , FRAREREREPAEBANEREN LERAZAENRES.

F=HTE#HIINCheckTLS.comFSSL-Tools.net) 7] AR FH E /) IEHEER,

CheckTLS.com TLS-Verify Successk s i 7R 5

CheckTLS Confidence Factor for "postmaster@cisco.com": 100

alin-mx-01.ciscocom ,, OK OK OK| Ok Ok | OK OK
[173.37.147.230:25] (41ms) (422ms) (50ms)| (48ms) (450ms) | (58ms) (41lms)
rcdn-mx-01.cisco.com 20 OK OK OK | OK OK OK OK

[72.163.7.166:25] (41ms) (260ms) (42ms)| (4lms) (446ms) | (43ms) (42ms)
aer-mx-01.cisco.com 30 OK OK OK | OK OK OK OK
[173.38.212.150:25] (80ms) (484ms) (8lms)| (79ms) (548ms) | (80ms) (8lms)

Average 100% 100% 100% | 100%  100% | 100% 100%



https://youresa
https://www.checktls.com/
https://ssl-tools.net/mailservers

JL“S /f email / test To: visi
| email | cloud | help | subscripon | fag | B8 | Q | @ |

250 STARTTLS
[000.344)  He con use this sscves
[000.344)  TLS is an option on this server
[800.344] =-->STARTTLS
[000.384)<== 220 Go ahead with TLS
1900.385) STARTTLS command works on this server
(000.558)  Conmection convested ta SSL
28L¥ersion in use: TLEwL 2
Cipher in use: ECONE-RSA-AESIS6-GOH-SHAES
Cortificate 1 of 3 in chain: Cort VALIDATED: ok
Cert Hostname VERIFIED [rodns=mx=01.cisco.com = rodn=sx=01.cisco.com | DES1rodne=mx=01.cisco.com | DHS:rodn=inbound=a.cisco.com | D¥Sirodns-inbound=b.cisco.com | DHSircdnsinbound-c.cisco.com |
OKS:redn-inbound-d.cisco.com | ONS:redn-inbound-e.cinco.com | DNS:redn-inbound-f.cisco.ccm | ONS:redn-inbound-g.cisco.com | ONG:redn-inbound-b.cisco.com | DRS:redn-inbound-i.cimco.com |
DNE:redn-inbound-}.cisco.com | DNG:rodn-inbousd-k.cisco.com | DHS:redn-inbousd-l.cisco.com | DHS:rcdn-inbound-m.cisco.com | DNS:redn-inbousnd-n.eisco.ccm)
Bot Valid Befores Oct 3 12:35:32 2018 GHT
Hot Valid After: Oet 3 12:45:00 zo:a HT
subject= J/C=US/ET=CAfL=San Inc./CH=rods 1.cisco.com
ipmeer= (C=ug/O=lydrantil (Avalanche Cloud Corporaticn)/CR=Mydrantil SSL ICAh G2
Certificate Z of 3 in chain: Cert VALIDATED: ok
Hot Valid Before: Dec 17 14125110 2013 GHT
Not Valid Afear: Dee 17 14:25:10 2023 GNT
subjects /=05 /pe Hyuru:\t.ID (Avalanche Cloud Corpor ation)/CH=HydrantID SEL ICA 02
fnssac= L QueoVadis Root CA 2

Cortificate 3 of 3 in chain: Cort VALIDAFED: ok
Bot Valid Before: Wov 24 muz‘no& 2006 GHT
Bot Valid After; Wov 24 L8:23:33 2031 GMT
subject= /C=BM/O=QucVadis Limited/CH=QuoVadis Root CA 2
inguer= fC=BM/O=QuoVadis Limited/CH=QuoVadis Root CA I
000.831) =->EHLO winré . ChiekTLS . com
[000.874 )<=~ 250-rodn-inbound-o.oisco. com
TST-UITTHINE
250 SIZE 33554432
1900.874) TLS uuw“u(uny -:n—:ud on this server
(000, 874) ~{=HAIL FPROM:<testichos
[000.915)<—{_250 gecder géchecktln. cops ok
1900.915] Sender is OF
000.916) —->QUIT
[806.987 )<=~ 221 rodn-inbound-c.cisco.com

8, com>

TLSER® X BB CheckTLS.comii i =l
TestReceiver
CheckTLS Confidence Factor for "ij N : 50
Con-| All- | Can | TLS |Cert| TLS
EE
OK

[ {121lma} {ERIma] J407ma; {23 Ema] J .I!' f2.12F=ma) flZIma) flIE=ma)

5 OK OK Ok 2, Ok OK OK
- (135mE)  (T1Sma). (l130me) {li3ma) U pLoecEms]  (128mE) (12 7mE)

Average 100%  100%  100%  100% 0% 100% 100%  100%

& I M2 T B (mailC.example.com != gvsvipa006.example.com)
BT

AR MREAREERE A "RELEE. JPHNBEBERS TR .

MREEFEACAEENESE , L HTLS-verifyB AKX , FRIFUTERRE TR
HELAR.

. E#E ( LR GUI > Network > Interface ) »
- MXEEEEE#E : B RTestReceiveriRHHIMX ServerFl,

MRLZRTCARBWEE , BLBIER  FRET -2 , RESBUNMARLEENES.
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AR T ESA LR AR TL SRR /T B HERR
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EHEENTEES  AHREENENEEMARBUNRER, PARSUTHRCER , EE
ERER, YEBETALRT SEFEESE. EUAes RERNEANRENE.

RATRNTLSER X MBAEA
ETLEBESA , MEESELEAITETLSERNEAN  NRATLSHA AN , WEAER, &

HHE LB RMNTLSHEN B EENEE. ESAKBEREEBEGIERERBURRERE ?J
HY B B E AR B BER AT A A

2 ER—E£EMERE , RILERRERE.
FTERATZRUBMATLSERER
1. B T B4R > B R E
2. ¥ — T Edit Global Settings.

3. B EMSBATLSER X B MOE &S .
R ; &t T LUE A destconfig > setup CLIG S ECEILERE.

ESAESREEFTRTLSEARERH AFFEEEANGIE, RMEATE—REBSREESER
o

 RIEMTAT X EBESMTP(HI0 , ©ETBEMESABREEHLOMT ),
RIBMTAXEESMTP |, BSTARTTLSH S A EHEHLOEEFBENIERBFE F,

- IRIEMTABE STARTTLSIER , (BEESAEIXSTARTTLSt SR AT ERIEITEIE,

EBH AR EMRINTLSEAREE

TLSEMRS R AR A ERRE—BICEEERHAFET |, fIMERIRE, BHRESMBLLRE

HHEAREIEER, MRTLSERAZ , RESHAFFESHERTLS successtkB . Ef , KK
MTLSEMREERTLS K BRAYIRE - QD%H;‘EE?EIJ/QEEEWE’JTLS{I%E , AIZE R R BBTLSE
mEE,

By EREBRGER  F2RESAREEH#E CiscoXX &,

LT RREERERE (K ) BTLSIERKIN RE]

Tue Apr 17 00:57:53 2018 Info: New SMIP | Cl D 590125205 interface Data 1 (192.168.1.1) address
10.0.0.1 reverse dns host nmmil.exanple.comverified yes


https://www.cisco.com/c/zh_tw/support/docs/security/email-security-appliance/117853-technote-esa-00.html

Tue Apr 17 00:57:53 2018 Info: |Cl D 590125205 ACCEPT SG SUSPECTLI ST match sbrs[-1.4:2.0] SBRS -
1.1

Tue Apr 17 00:57:54 2018 Info: 1CI D 590125205 TLS success protocol TLSvl ci pher DHE- RSA- AES256-
SHA

Tue Apr 17 00:57:55 2018 Info: Start M D 179701980 | Cl D 590125205

LTRREERERM (UK ) NTLSER KK RE]

Mon Apr 16 18:59:13 2018 Info: New SMIP | CI D 590052584 interface Data 1 (192.168.1.1) address
10.0.0.1 reverse dns host nmil.exanple.comverified yes

Mon Apr 16 18:59:13 2018 Info: |Cl D 590052584 ACCEPT SG UNKNOWALI ST match sbrs[2.1:10.0] SBRS
2.7

Mon Apr 16 18:59:14 2018 Info: |Cl D 590052584 TLS failed: (336109761, 'error:1408A0C1: SSL
routines: SSL3_GET_CLI ENT_HELLQO no shared ci pher')

Mon Apr 16 18:59:14 2018 Info: ICl D 590052584 | ost

Mon Apr 16 18:59:14 2018 Info: | Cl D 590052584 cl ose

LT RADERIEREENTLS R (X )

Tue Apr 17 00:58:02 2018 Info: New SMIP DCl D 41014367 interface 192.168.1.1 address 10.0.0.1
port 25

Tue Apr 17 00:58:02 2018 Info: DCID 41014367 TLS success protocol TLSv1.2 ci pher ECDHE- RSA-
AES256- GCCM SHA384

Tue Apr 17 00:58:03 2018 Info: Delivery start DCI D 41014367 M D 179701982 to RID [ O]

LT REEREMMNTLSER KK (F1X ) R :

Mon Apr 16 00: 01: 34 2018 Info: New SMIP DCI D 40986669 interface 192.168.1.1 address 10.0.0.1
port 25

Mon Apr 16 00:01:35 2018 Info: Connection Error: DClI D 40986669 donwmin: donamin |P:10.0.0.1 port:
25 details: 454-'TLS not avail able due to

tenporary reason' interface: 192.168.1.1 reason: unexpected SMIP response

Mon Apr 16 00: 01: 35 2018 Info: DClI D 40986669 TLS failed: STARTTLS unexpected response

HBRA

. Cisco Email Security Appliance — B& 5 F
. B 2EERE — Bi& i
- i Z BB ¥ - Cisco Systems



https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/index.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



