iﬁAMPE@ESAlBZEIJ MERCEEIRK LR
B R

B &

N
HEIFAMPWZEIM "The File Reputation service is not reachable  $5E2
SRE AR

msr

AEENBREAACRAERESHENBAVMPWENEFTHHRLHEBESANER , HHRHK
REBEFIR32137TRA4IBAEREE,

EIFAMPWEIA "The File Reputation service is not reachable |
$HRR

AMP7TEAsYyNncOSHRA8.5.5F B IR ErZ 4, EESALFTIRAAAMPE , EBEGWEINT
HE

The Warni ng nessage is:
The File Reputation service is not reachable.
Last nessage occurred 2 tinmes between Tue Jul 26 10:17:15 2015 and Tue Jul 26 10:18:16 2016.

Version: 12.5.0-066
Serial Nunber: 123A82F6780XXX9E1E10- XXX5DBEFCXXX
Ti mestanp: 07 Cct 2019 14:25:13 -0400

AMPRRFETTREC A , BT E T2 BBEREEMNE3I2137EHE LEA.
MRIREEREN , ESAEEEN N EEZEEREERBIE4IETEHN.

EEHITIIRE , FEECLIETampconfig > advanced , i #4% & Do you want to enable SSL
communication(port 443)for file reputation ? ( BEEARAERFEEAMASSLIEMR (#443) ? ) N>

(Cluster exanple.con > ampconfig

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set values for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTI NGS - Configure the cache settings for AW.

- CLUSTERSET - Set how advanced mal ware protection is configured in a cluster.

- CLUSTERSHOW - Di spl ay how advanced mal ware protection is configured in a cluster.

[]1> advanced



Enter cloud query tinmeout?
[15] >

Choose a file reputation server:

1. AMERI CAS (cl oud-sa. anp. ci sco. com

2. AMERI CAS(Legacy) (cloud-sa.anp.sourcefire.com
3. EURCPE (cl oud-sa. eu. anp. ci sco. com

4. APJC (cl oud-sa. apj c. anp. ci sco. com

5. Private reputation cloud
[1]>

Do you want use the recomended anal ysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15] >

Do you want to enable SSL communication (port 443) for file reputation? [N> ¥

Proxy server detail:
Server

Por t

User

Do you want to change proxy detail [N >

Do you want to suppress the verdict update alerts for all messages that are not delivered to the
recipient? [N >

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com

2. EURCPE (https://panacea.threatgrid. eu)

3. Private anal ysis cloud

[1]>

WmERFEAGUI , F5iEEFESecurity Services > File Reputation and Analysis > Edit Global Settings >
Advanced ( THIRE ) , ¥RHFBHUse SSLEEAHE , MWTATR

S5L Communication for File Reputation: Use SSL (Port 443)

Tunnel Proxy (Optional):

Server: l Port: I_

Username: [

Password: l @

Retype Password: [ (]

| Relax Certificate Validation for Tunnel Proxy -.’E‘ff'

3% L B P Y PR B S
B , RRERNAMPER , REREAERN KK BAISUEIB R MK R HECLITT K ULIRE

¥tampconfig > advanced £ TR E 2 ] , LEZCRKEAMPHFEHREEILUTASR :

Mon Jan 26 10: 11:16 2015 Warning: anp The File Reputation service in the cloud
i s unreachabl e.
Mon Jan 26 10: 12: 15 2015 Warning: anp The File Reputation service in the cloud



i s unreachabl e.
Mon Jan 26 10: 13: 15 2015 Warning: anp The File Reputation service in the cloud
i s unreachabl e.

¥fampconfig > advancedi 1T E® , LA LIEAMPREREIUTAR ;

Mon Jan 26 10:19:19 2015
Mon Jan 26 10:19:22 2015
i s reachabl e.

Mon Jan 26 10:19:22 2015 Info: anp File reputation service initialized
successful |y

Mon Jan 26 10:19:22 2015 Info: anp File Analysis service initialized
successful |y

Mon Jan 26 10:19:23 2015 Info: anp The File Analysis server is reachable

Mon Jan 26 10:20:24 2015 Info: anp File reputation query initiating. File Nane =
"anp_wat chdog.txt', MD =0, File Size = 12 bytes, File Type = text/plain

Mon Jan 26 10:20:24 2015 Info: anp Response received for file reputation query
fromCoud. File Name = 'anp_watchdog.txt', MD = 0, Disposition = file unknown,
Mal war e = None, Reputation Score = 0, sha256 = a5f28f 1f ed7c2f e88bcdf 403710098977
fal2c32d13bf bd78bbe27e95b245f 82, upl oad_action = 1

Lt s EEREYamp_watchdog.txtiE RAE 100 BT —)X , WEAMPHFEPHETRKE, LERE
AMPHIkeep-alive ) —E8 4o

nfo: anp stunnel process started pid [3725]
nfo: anp The File Reputation service in the cloud

AMPREHEHHEREFENERS MEEERER N HENEREHFLRNUTAR

Wed Jan 14 15:33:01 2015 Info: File reputation query initiating. File Name =

' securedoc_20150112T114401. htmi', MD = 703, File Size = 108769 bytes, File

Type = text/htm

Wed Jan 14 15:33:02 2015 Info: Response received for file reputation query from
Cloud. File Name = 'securedoc_20150112T114401. htm', M D = 703, Disposition = file
unknown, Malware = None, Reputation Score = 0, sha256 = claf d8ef edeeb4e04551a8a0f5
533d80d4bec0205553465e997f 9c672983346f, upl oad_action =1

ERL BFER , EE S EXEEHRABIE A B S EHIDMID).

RER: AR
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443 TCP 4H& gﬁ "ZeR%, > TEREBENSMN. . TEH HoPE SEERBIEITES
mE TRER®E, > "TEREENSN. . "TEK B2, T SAERBLIERUES

S2NTTCP AT mp, e, "EAREL, JBTRE. :

BRI LUEIBTelnet AIFH R ESATI443 A EERBHEAELR | URRRER & B8 K 055 EAMPAR
%, BREBNERD M.

A EREENERS MVt F£CLI L FHampconfig > advancedBit & , & EGUI L
FiSecurity Services > File Reputation and Analysis > Edit Global Settings > Advanced ( F#
BE )RR,



Bt MREESANEREEMARFZBAEABERE TS ERAKERERENZEER
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10. 0. 0-125.1 ocal > tel net cloud-sa. anp. sourcefire.com 443

Trying 23.21.199.158. ..

Connected to ec2-23-21-199-158. conput e- 1. anazonaws. com
Escape character is '""]"'.

"

tel net> quit

Connecti on cl osed.

BRI RA

10.0.0-125.1 ocal > tel net panacea.threatgrid. com 443

Trying 69.55.5.244. ..
Connected to 69.55.5. 244,
Escape character is '""]'.
"

tel net> quit

Connecti on cl osed.

WMRESABEStelnetB B REEBMRT , YW ERERZEFEN EBARE | AINEEEE M Threat GridE
HiIMmeEE, EESACLILE , E—EEREANSRD :

10. 0. 0- 125. I ocal > di agnosti c

Choose the operation you want to perform

- RAID - Disk Verify Uility.

- DI SK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Wilities.

- RELOAD - Reset configuration to the initial manufacturer val ues.
- SERVICES - Service Utilities.

[1> anpregister

AVP registration initiated.

HERA

- ESAE ARk = R Bk 18 B S (AMP) Rl 5

- ESAfE A F

. ESAX BB : {HEERE EID(MID), 3 AERID(CID) sk 4R ;2R 1D(DCID)?
. T B NMMIBESALNEBH AT ?

- BifirZ BB ¢ - Cisco Systems



https://www.cisco.com/c/zh_tw/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/zh_tw/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_tw/support/docs/security/email-security-appliance/118552-qa-esa-00.html
https://www.cisco.com/c/zh_tw/support/index.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



