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Secure Email Gateway Is getting a new look. Try it !
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URL Filtering

URL Filtering Overview

URL Filtering is currently disabled.
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Secure Email Gateway is getting a new look, Try it !
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URL Filtering

URL Filtering Overview

Enable URL Category and Rep ion Filters
Use a URL allowed list: (F) | nNone @
b Web Interaction Tracking: @ Enable Web Interaction Tracking
= Advanced Settings: URL Lookup Timeout @ | |5
Maximum Number of URLs scanned in | 400
Message Body
Maximum Number of URLs scanned in | 300
Message Attachments
Rewrite URL text and HREF in Message Yes
Select the "Yes' option to display the
rewritten URL in the message body.
O No
Sefect the 'No' option to display the
rewritten URL in the HREF part of the
HTML message.
URL Logging (7 © Enable
Disable Q
]
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Content Filter Settings

Name:

Currently Used by Policies:
Description:

IURL_QUARANTINE__UNTRU STED

Default Policy

|Quarantine messages with known Untrusted URLs. (Includes messages with attachments.)

Conditions

Add Condition...
Order Condition Rule Delete
1 URL Reputation url-reputation(-10.00, -6.00 , "bypass_urls", 1, 1) i

Add Action... I
Order Action Rule Delete
1 Quarantine quarantine("URL_UNTRUSTED") =]

FRALARBIRSER K BENLX2EFBHREEBUntrustedE2 (-10.008/-6.00 ) BWURL , A%
A BB EURL_UNTRUSTED, LK 2mail_logsH #R 4

<#root>

Tue Jul 5 15:01:25 2022 Info: ICID 5 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unite
Tue Jul 5 15:01:25 2022 Info: ICID 5 TLS success protocol TLSv1.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 15:01:25 2022 Info: Start MID 3 ICID 5

Tue Jul 5 15:01:25 2022 Info: MID 3 ICID 5 From: <test@test.com>

Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Domains for which SDR is requested: reverse DNS host: example.
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:01:25 2022 Info: MID 3 ICID 5 RID O To: <end_user>

Tue Jul 5 15:01:25 2022 Info: MID 3 Message-ID '<20220705145935.1835303@ip-127-0-0-1.1internal>"'

Tue Jul 5 15:01:25 2022 Info: MID 3 Subject "test is sent you a URL => 15504c0618"

Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Domains for which SDR is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:01:25 2022 Info: MID 3 SDR: Tracker Header : 62c45245_jTikQ2TV2NYfmrGzMwQMBd68fxqFFueNmETw
Tue Jul 5 15:01:25 2022 Info: MID 3 ready 3123 bytes from <test@test.com>

Tue Jul 5 15:01:25 2022 Info: MID 3 matched all recipients for per-recipient policy DEFAULT in the inbo
Tue Jul 5 15:01:25 2022 Info: ICID 5 close

Tue Jul 5 15:01:25 2022 Info: MD 3 URL https://ww.ihaveabadreputation.conl has reputation -9.5 mat chec
Tue Jul 5 15:01:25 2022 Info: MD 3 quarantined to "Policy" (content filter: URL_QUARANTI NE_UNTRUSTED)
Tue Jul 5 15:01:25 2022 Info: Message finished MID 3 done
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<#root>

Tue Jul 5 15:19:48 2022 Info: ICID 6 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unite
Tue Jul 5 15:19:48 2022 Info: ICID 6 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 15:19:48 2022 Info: Start MID 4 ICID 6

Tue Jul 5 15:19:48 2022 Info: MID 4 ICID 6 From: <test@test.com>

Tue Jul 5 15:19:48 2022 Info: MID 4 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:19:49 2022 Info: MID 4 ICID 6 RID O To: <end_user>

Tue Jul 5 15:19:49 2022 Info: MID 4 Message-ID '<20220705151759.1841272@ip-127-0-0-1.1internal>"'

Tue Jul 5 15:19:49 2022 Info: MID 4 Subject "test is sent you a URL => 646acal3b8"

Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Domains for which SDR 1is requested: reverse DNS host:ip-127-0-
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N/
Tue Jul 5 15:19:49 2022 Info: MID 4 SDR: Tracker Header : 62c45695_mgwplhpxGDgqtgUp/XTLGFKD60hwNKKsghUKAI
Tue Jul 5 15:19:49 2022 Info: MID 4 ready 3157 bytes from <test@test.com>

Tue Jul 5 15:19:49 2022 Info: MID 4 matched all recipients for per-recipient policy DEFAULT in the 1inbo
Tue Jul 5 15:19:49 2022 Info: ICID 6 close

Tue Jul 5 15:19:49 2022 Info: MD 4 interimverdict using engi ne: CASE spam positive

Tue Jul 5 15:19:49 2022 Info: MD 4 using engine: CASE spam positive

Tue Jul 5 15:19:49 2022 Info: ISQ: Tagging MID 4 for quarantine

Tue Jul 5 15:19:49 2022 Info: MID 4 URL https://www.ihaveabadreputation.com/ has reputation -9.5 matche
Tue Jul 5 15:19:49 2022 Info: MID 4 quarantined to "URL_UNTRUSTED" (content filter:URL_QUARANTINE_UNTRU
Tue Jul 5 15:19:49 2022 Info: Message finished MID 4 done
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Content Filter Settings

Name: ' |yRL_UNKNOWN

Currently Used by Policies:

Description:

Order:

Default Policy

Log messages with Unknown URLS. (Iﬁérﬂdes messages with attachments.)

2 @8 (of2)

Conditions
Add Condition...
Order Condition
1 URL Reputation

Delete

Rule

url-no-reputation(" , 1, 1)

Add Action... l
Order Action
1 Add Log Entry

Delete

Rule

log-entry("<<<=== LOGGING UNKNOWN URL FOR MAIL_LOGS ===>>>") @

EALARBRRER K TRRLETBHREFRHEARNEENURL , Xi§ HFFITE Amail_logs.

LA 2mail_logs B R

<#root>

Tue Jul 5 16:51:53 2022 Info: ICID 20 ACCEPT SG MY_TRUSTED_HOSTS match 127.0.0.1 SBRS None country Unit
Tue Jul 5 16:51:53 2022 Info: ICID 20 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES256-GCM-SHA384
Tue Jul 5 16:51:53 2022 Info: Start MID 16 ICID 20

Tue Jul 5 16:51:53 2022 Info: MID 16 ICID 20 From: <test@test.com>

Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Domains for which SDR is requested: reverse DNS host:ip-127-0
Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N
Tue Jul 5 16:51:53 2022 Info: MID 16 ICID 20 RID O To: <end_user>

Tue Jul 5 16:51:53 2022 Info: MID 16 Message-ID '<20220705165003.1870404@ip-127-0-0-1.1internal>"'

Tue Jul 5 16:51:53 2022 Info: MID 16 Subject "test is sent you a URL => e835eadd28"

Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Domains for which SDR is requested: reverse DNS host:ip-127-0
Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Consolidated Sender Threat Level: Neutral, Threat Category: N
Tue Jul 5 16:51:53 2022 Info: MID 16 SDR: Tracker Header : 62c46c29_vrAqZZys2Hgk+BFINVrzdNLLn81kuIf/K6o
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Tue Jul 5 16:51:53 2022 Info: MID 16 ready 3208 bytes from <test@test.com>

Tue Jul 5 16:51:53 2022 Info: MID 16 matched all recipients for per-recipient policy DEFAULT in the inb
Tue Jul 5 16:51:53 2022 Info: ICID 20 close

Tue Jul 5 16:51:54 2022 Info: MID 16 interim verdict using engine: CASE spam negative

Tue Jul 5 16:51:54 2022 Info: MID 16 using engine: CASE spam negative

Tue Jul 5 16:51:54 2022 Info: MD 16 URL http://nytest.exanple.comtest url_ 2022070503 has reputati on nc

Tue Jul 5 16:51:54 2022 Info: MD 16 Custom Log Entry: <<<=== LOGG NG UNKNOWN URL FOR MAI L_LOGS ===>>>

Tue Jul 5 16:51:54 2022 Info: MID 16 queued for delivery

Tue Jul 5 16:51:54 2022 Info: Delivery start DCID 13 MID 16 to RID [0]

Tue Jul 5 16:51:56 2022 Info: Message done DCID 13 MID 16 to RID [O0]

Tue Jul 5 16:51:56 2022 Info: MID 16 RID [0] Response '2.6.0 <20220705165003.1870404@ip-127-0-0-1.1inter
Tue Jul 5 16:51:56 2022 Info: Message finished MID 16 done

Tue Jul 5 16:52:01 2022 Info: DCID 13 close

URL mytest.example.com/test_url_2022070503;8 5152 BB =% noscore.
URL_UNKNOWNRA BB E 2R EE M B 5178 Amail_logs.

HERNLZLETIHHREET TaosEEERBNHBABRERE , URLEBERLIEEATAES, T
# "Trace., RBIMWECSHFHEIEEREBR :

Tue Jul 5 16:54:42 2022 Debug: ECS: Finish polling
Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation service notified.
Tue Jul 5 16:55:42 2022 Debug: ECS: Initiating remediation
Tue Jul 5 16:55:42 2022 Info: ECS: Initiating message remediation:
{'from': ['test@test.com'], 'URL': 'http://mytest.example.com/test_url_2022070503', 'message ID':
'<20220705165003.1870404@ip~-172-31-43-120.us-east-2. compute.internal>', 'MID': 16, 'verdict':
'MALICIOUS', 'message UUID': 'e9@dec74-f50b-4a63-9ab2-6addadfcfa22'}
Tue Jul 5 16:55:42 2022 Debug: ECS: Unprocessed Remediation Data : [{'url_hash':
'8c6915e2ebbc9225f8958db@6db33beb4e932ae9e@d8c5b35805a2 Fxxyyxxyy', 'message_details': '{"mid": 16,
"birth_time": "1657039913", "from_addrs": ["test@test.com"], "recipients": ["m wm m i s un'"l,
"delivery_status": 1, "remediation_req_status": 3}', 'created_at': '2022-07-05 16:52:42.04515',
‘verdict': '{"url": "http://mytest.example.com/test_url_2022070503", "verdict": "MALICIOUS"}',
'message_uuid': 'e9@dec74-f50b-4ab3-9ab2-6addadfcf422', 'message_id':
'<20220705165003.1870404@ip-127-0-0-1. internal>"}]
Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation records: [
[

16,

"<20220705165003.1870404@1ip-127-0-0-1. internal>",

1657839913,

"delete",

3,

"[{\"url\": \"http://mytest.example.com/test_url_2022070503\", \"conviction_timestamp\":
\'"2022-87-85 16:52:42.04515\", \"url_hash\":
\"8c6915e2ebbc9225f8958db@6db33beb4e932ae9e@d8c5b35805a2 f xxyyxxyy\" ",

"test@test.com"

]

Tue Jul 5 16:55:42 2022 Debug: ECS: Remediation initiated.
Tue Jul 5 16:55:42 2022 Debug: ECS: Successfully recorded remediation initiation status into datastore.
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Tue Jul 5 16:55:42 2022 Info: Message 16 containing URL "http://mytest.example.com/test_url1_2022070503"'
Tue Jul 5 16:55:55 2022 Info: Message 16 was processed due to URL retrospection by Mailbox Remediation !
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Reputation:



URL Reputation Help

What is the reputation of the URL in the message body, subject or
the message attachments? This rule evaluates the URL using
either the Web Based Reputation Score (WBRS) or using
information from the External Threat Feed engine.

Matching Condition

O URL Reputation
Untrusted (-10.0 to -6.0)

Questionable (-5.9 to -3.1)
Neutral (-3.0 to 0.0)
Favorable (0.1 to 5.9)
Trusted (6.0 to 10.0)
Custom Range (min to max)

© Unknown

External Threat Feeds
This option is currently unavailable because no threat feed

sources have been configured. To create one, go to Mail Policies
> External Threat Feeds Manager.

Use a URL allowed list: MNone a

Check URLs within 7
Message Body and Subject

Attachments
© All (Message Body, Subject and Attachments)

Action on URL within the message body and subject:
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Content Filter Settings

Name: | [URL_REWRITE_QUESTIONABLE

Currently Used by Policies: = Default Policy

Description: | | Re-write URLs on the cusp of Untrusted reputation to be scanned again at click time, very small
|subset of URLs

Order: 38 (of3)

Add Condition...
Order Condition Rule Delete
al . URL Reputation - url~reputation(-5.90, -3.10 , "bypass_uris", 1, 1) . &
Add Action... I
Order Action Rule Delete
1 . URL Reputation url-reputation-proxy-redirect-strip(-5.90, -3.10,"",0) . ]

FEURL

it REETARETANURL, A8 , SHitET TG, B, RURLERNRBEXNER. R
b, ERAMBBNIIRNER,
BERRFE ERRESIZEREUABEEMETEERS.

EEETUKEI RENFHURLRARE, REENHEFTAEEHMPHURLAHTRAE, &
BAEHRRAURLAN AT ERURLAF B RESURLEZE T ER 22 RBEL , AUZEEHRHURLEZ
ENeutralRHFENEEREE, HEFHBERERILEARNRERF[NEFERHEHEURL:

Content Filter Settings

Name: ' |yRL_NEUTRAL

Currently Used by Policies: | No policies currently use this rule.

Description: | |send questionable Neutral URLs to be scanned again at click time. (Includes messages with
|attachments. )

Order: a4 (of 4)

Add Condition...
Order Condition Rule Delete
1 . URL Reputation url-reputation(-3.00, -0.50, "", 1, 1) . |7 |

Add Action... |

Order Action Rule Delete
1 URL Reputation url-reputation-proxy-redirect-strip(-3.00, -0.50,"",0) I |
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BIZEMIDEBMURLMEARENEE, A , URLTER &2 Imail_logs , BT LAE TR
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— Email and Web Manager

M300V

Email = Service Status Monitoring Tracking Quarantine

< Back to Summary
Message Tracking

Message |D Header <20220706024922828218@kncefd.top>

Processing Detai

Summary URL Details

05 Jul 2022
18:49:58 . Message 342164 URL: https://www.mobilesuica.jp-ui.buzz/ , URL reputation: -7.1, Condition: URL Reputation Rule.

18:49:58 . Message 342164 URL: https://www.mobilesuica.jp-ui.buzz/ , URL reputation: -7.1, Action: URL redirected to Cisco Security proxy.

BHREESEFSURLENEBN A RESRIESIER !

—, Email and Web Manager

anlialis - I
Email = Service Status Monitoring Tracking Quarantine 1 ? L3 anes SECURE
M300V

> DLP Violations | [} Messages with Malicious URLs I | In Spam Quaranting
5 DMARG | | Messages with Neutral URLs I Suspect Spam

* External Threat Feads ~ Qutbreak Fiters ~ URL Categories

[CJ URL Rewritten by OF Al Select

» Forged Email Detection

) Adult

[CJ VOF Threat Category | Achvertisements

[} Alcohal

(| Animals and Pets
Arts

[ InOQutbreak Quaranting _A_.:roloqy

[ Auctions

(] Business and Industry

» Geo Location

> In Palicy or Virus Quaranting S »
1 Virus Positive

> Remediation
~ Web Interaction Tracking

URL Clicked
Mailflow Direction

| Inbound
] Outbound

HE R EMEER D ERYURL

URLERTUBEAREEEN D, EF —LURLDHEER, ERGHELURLER | B
TalosE&+ /0 XEEMH LA Cisco TalosHIWeb $E5EK,
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<#root>
myesa.local>

websecurit yadvancedconfi g

Do you want to enable URL filtering for shortened URLs? [N]>

Y

For shortened URL support to work, please ensure that ESA is able to connect to following domains:
bit.ly, tinyurl.com, ow.ly, tumblr.com, ff.im, youtu.be, tl.gd, plurk.com, url4.eu, j.mp, goo.gl, yfrog
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Mon Aug 27 14:56:49 2018 Info: MID 1810 having URL: http://bit.ly/2tztQUi has been expanded to https://
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https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-release-notes-list.html
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/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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