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FEEESARIAsyncOS 8.5% i , AMPHBIITIRREBIFHANERDN , SRR P ESHKE,

ThReke

EERAMP , £ BREEARESALNEREERNER S TNERN I TSR, FEHE
GUI L RHEEE>ThEed® K SRECLILEFAThAER  LIBREThEER,
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EERGUIBAZIRT , FEE M EISecurity Services > File Reputation and Analysis. &7 A 7E
CLIF#4Tampconfig. X ERAKHIREREEE,
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1. BfinEIMail Policies > Incoming Mail Policies.

2. RBEEREAREMABEREN R, SR TEABHRE ELH "TSREEKBE S
| 5“0

3. B E S Disabled:E#E , A% 2 E H LiE{FEnable File ReputationFlEnable File Analysis.

4. A URBEEHEMHRHE, THURENINERFEURCERER N EFATE —SHEEE
o

5 RRERWARHRERERE

A

L, ERAZNEBEABA4RBIUREIRIZERR., SXA88ARAIENEEESHRR I
o MREFBERNYRY , FHBEBUNERLHEE TS (eicar) THEMH,

A EELERIENAVEHESREELERESEASH SN ERIEBRREER TR
Ty, BRTAREAELE, THELERTEGRRR, EECELAAVIRHEEE. SRR
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FREMNERES FEM4IRE , BBEESAEEMA L HTIERERIE, &0 L HESAKCLIFTtaIl
mail_logs 2R EX 1= B {4 IR IR B TR, S B BT HAWEAID(MID), BE EBBERECET
A

Thu Sep 18 16:17:38 2014 Info: New SMIP I CID 16488 interface Managenent
(192.168.0.199) address 65.55.116.95 reverse dns host bl u004-ont3s20. hotnail.com
verified yes

Thu Sep 18 16:17:38 2014 Info: 1CID 16488 ACCEPT SG UNKNOWNLI ST match sbrs
[-1.0:10.0] SBRS 5.5

Thu Sep 18 16:17:38 2014 Info: Start MD 1653 1 CI D 16488

Thu Sep 18 16:17:38 2014 Info: MD 1653 ICID 16488 From <joe_user @otmail.conr
Thu Sep 18 16:17:38 2014 Info: MD 1653 ICID 16488 RID 0 To:

<any. one@yl ocal _donmmi n. con»

Thu Sep 18 16:17:38 2014 Info: M D 1653 Message-1D ' <BLU437- SMTP10E1315A60354F2
906677B9DB70@hx. gbl >'

Thu Sep 18 16:17:38 2014 Info: M D 1653 Subject 'Your Daily Update''

Thu Sep 18 16:17:38 2014 Info: M D 1653 ready 2313 bytes from

<j oe_user @ot nai | . conr

Thu Sep 18 16:17:38 2014 Info: M D 1653 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Thu Sep 18 16:17:38 2014 Info: 1CID 16488 cl ose

Thu Sep 18 16:17:39 2014 Info: MD 1653 interi mverdict using engine:

CASE spam negati ve

Thu Sep 18 16:17:39 2014 Info: M D 1653 using engi ne: CASE spam negative

Thu Sep 18 16:17:39 2014 Info: MID 1653 AMP file reputation verdict : MALWARE
Thu Sep 18 16:17:39 2014 Info: Message aborted MID 1653 Dropped by amp

Thu Sep 18 16:17:39 2014 Info: Message finished MD 1653 done

F—EgFER , AMPERAIZIZSREMH | WARBTHEKRTE , KdroppedF BHKEIE,


http://www.eicar.org/85-0-Download.html target=

RGUINEMHIRMEPIE W LR DR FMAEN

18 Sep 2014 21:54:30 (GMT -04:00)  Message 1655 containg attachment "aicar.com’ (SHAZSE 275202 100M6489e5444 7 1B dLId 1663 EI5ecEla 2a o4 53820 bIGE 1 ra0r),
18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 scanned by Advanced Malware Protection engine. Final verdict: mabcous

18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 attachment 'eicar.com’ scanned by Acvanced Malwane Protection engine. Verdict: Positive

18 Sep 2014 21:54:30 (GMT -04:00) Message ID 1655 rewritten ta new message 10 1656 by aMP.

MREBRER TEABGER, PEECHNBZERRIAMPEEFHNWHEHMASHIER , BRESE
BT R REE R

Thu Sep 18 21:54:30 2014 Info: MD 1655 AWP file reputation verdict : MALWARE
Thu Sep 18 21:54:30 2014 Info: MD 1655 rewitten to MD 1656 by AW

MERTR , $HFEMALWARENEBHERRMABIE. ERRFEIUANRBHEIRENERE - B3
RN,

FRERSEERABIABSHENERSIRUHERABHA

Thu Sep 18 21:58:33 2014 Info: MD 1657 AWP file reputation verdict : CLEAN

AMP-+5 3T Y 1 25 3T IR it

A EGUIR | FH TESHIRME, (Message Tracking)fl "&#% . (Advanced) FHIiEEER | AT LA
IR 0 B S A S B B S M E Y
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ArBEhmENt: | ame | BagissWith 3| [

Fila SHAZ5E: |
SHATSE chackenm & anly it for ke athac orendssed by Advanced Malwanr Prodachion.

MESISgE Evant! | Sohcting musth's Sndiiis Wil exnind your Seach I MOLds MEessaies D Mol ot e [rind. HOWEWET, CovPiaibag o il Brod whith olfidr Sasvol

crtere wil marrow the seeh,
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LEUES N 0 £

EESA GUIAR | iR LUBIBAMPR R B IEHER B R4 AV ¥R 5 BR Mt . B & = Monitor > Advanced
Malware Protectlon RELBEECUREEE, BELSFINELAR , i EEH A RS



Advanced Malware Protection
Clﬂﬂ'ﬂ‘.'—u—-—

1T Sep 2014 22:00 to 18 Sep 2014 22:21 (GMT -04.:00) Data in time range: 29.55 % complete

Top Incaming Malware Thraat Files Trend: Incoming Malwars Thraat Files
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Malware Threat File SHAZSE Threat Name File Type Infected
Messages
275a02Lb.. FBS LTd0f EMCAREICAR Test file not a_virus-tpd | textiplain 3

RER: AR

MRERBRICEH, EENAMPERENESHBRESR , FRAB4 AR  UBRKEAMPEHE
2wl , HA BRI R A B4 M/ M AITERE.

R EEANRGIRE , MASophosPmE®R , THER LS MEMALE EHTIRE

Thu Sep 18 22:15:34 2014 Info: New SMIP I ClI D 16493 interface Management

(192. 168. 0.199) address 65.55.116.95 reverse dns host bl u004-ont3s20. hot mail.com
verified yes

Thu Sep 18 22:15:34 2014 Info: ICID 16493 ACCEPT SG UNKNOWNLI ST match sbrs
[-1.0:10.0] SBRS 5.5

Thu Sep 18 22:15:34 2014 Info: Start MD 1659 I CI D 16493

Thu Sep 18 22:15:34 2014 Info: MD 1659 ICI D 16493 From <joe_user @otmail.conr
Thu Sep 18 22:15:34 2014 Info: MD 1659 I1CID 16493 RID 0 To:

<any. one@yl ocal _domai n. com>

Thu Sep 18 22:15:34 2014 Info: MD 1659 Message-1D ' <BLU437- SMIP2399199FA50FB
5E71863489DB40@hx. gbl >'

Thu Sep 18 22:15:34 2014 Info: M D 1659 Subject 'Daily Update Final’

Thu Sep 18 22:15:34 2014 Info: M D 1659 ready 2355 bytes from

<j oe_user @ot nai | . conp

Thu Sep 18 22:15:34 2014 Info: M D 1659 nmatched all recipients for per-recipient
policy DEFAULT in the inbound table

Thu Sep 18 22:15:35 2014 Info: 1CID 16493 cl ose

Thu Sep 18 22:15:35 2014 Info: M D 1659 interi mverdict using engine:

CASE spam negati ve

Thu Sep 18 22:15:35 2014 Info: M D 1659 using engi ne: CASE spam negative

Thu Sep 18 22:15:37 2014 Info: MID 1659 interim AV verdict using Sophos VIRAL
Thu Sep 18 22:15:37 2014 Info: MID 1659 antivirus positive 'EICAR-AV-Test'

Thu Sep 18 22:15:37 2014 Info: Message aborted MID 1659 Dropped by antivirus
Thu Sep 18 22:15:37 2014 Info: Message finished M D 1659 done
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