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CLI:

MRS ) HMRFENRE. RONBHEW TR

Connecting to myl dapserver. exanpl e.com at port 3268
Bound successful | ywi t hDNCN=ESA, CN=User s, DC=exanpl e, DC=com
Resul t: succeeded

AR -4RERLDAPESEH, UTROBBEEREM (B "mail 5 "

proxyAddresses. ) BEUH Attbit : BTE

:PublicL DAP.acceptQueryString: (/(mail={a})(proxyAddresses=smtp:{a})) &I LAMER TRARE
L RIMRREBEESEHRSREERRFNGER. BSREIRStur ™
esa.admin@example.com ; B X Tha H I T AR

Query results for host: nyl dapserver. exanpl e. com

Query (mail =esa. adm n@xanpl e. com) >to server PublicLDAP (nyl dapserver.exanpl e.com 3268)
Query (mail =esa. adm n@xanpl e. com) | ookup success, (nyl dapserver.exanple.com 3268) returned
1 results

Success: Action: Pass

. #EltFTMacceptEHERA N AMERRER ( "Rk, > TERENX, ). REFIEELDAP

Queries > Accept , AZIRIZEENEHPublicLDAP.accept,
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B % , R ldapconfigin T RAERENRBEBLDAPRIRR , YEEBBHFAES

( |dapacceptF#® ) . BEH ( IdaproutingFi+ ) A% (REFHS ) &M,

mai | 3. exanpl e. con> | dapconfig

No LDAP server configurations.

Choose the operation you want to perform

- NEW- Create a new server configuration.

[1> new

Pl ease create a nane for this server configuration (Ex: "PublicLDAP"):
[1> Publi cLDAP

Pl ease enter the hostnane:

[1> nyl dapserver. exanpl e. com

Use SSL to connect to the LDAP server? [N> n

Pl ease enter the port nunber:

[389] > 389

Pl ease enter the base

[ dc=exanpl e, dc= coni >dc=exanpl e, dc=com

Sel ect the authentication nmethod to use for this server configuration:
1. Anonynous

2. Password based

[1]> 2

Pl ease enter the bind usernane:

[ cn=Anonynous] >cn=ESA, cn=User s, dc=exanpl e, dc=com
Pl ease enter the bind password:

[1> password

Name: Publ i cLDAP

Host nane: nyl dapserver. exanpl e.com Port 389

Aut henti cati on Type: password

Base: dc=exanpl e, dc=com
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2. HR , BREEREHHRIBEERNLDAPRRSFZMITHES.
Choose the operation you want to perform
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/ dropped.
- LDAPRQUTI NG - Configure nessage routing. - MASQUERADE - Configure donai n masquer adi ng.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMIPAUTH - Configure SMIP aut henti cati on.
[1> | dapaccept
Pl ease create a nanme for this query:
[ Publ i cLDAP. | dapaccept]> Publ i cLDAP. | dapaccept
Enter the LDAP query string:
[ (mail Local Address= {a})]>(| (nuil={a}) (proxyAddresses=sntp:{a}))
Pl ease enter the cache TTL in seconds:
[900] >
Pl ease enter the maxi num nunber of cache entries to retain:
[ 10000] >
Do you want to test this query? [Y]> n
Name: Publ i cLDAP
Host nane: nyl dapserver. exanpl e.com Port 389
Aut henti cati on Type: password
Base: dc=exanpl e, dc=com
LDAPACCEPT: Publ i cLDAP. | dapaccept

3. BLELDAPE##% , FEMLDAPEZ RBEAIIALERREN,
exanpl e. con> |istenerconfig
Currently configured |isteners:
1. Inboundmail (on PublicNet, 192.168.2.1) SMIP TCP Port 25 Public
2. CQutboundreil (on PrivateNet, 192.168.1.1) SMIP TCP Port 25 Private
Choose the operation you want to perform
- NEW- Create a new |listener.
- EDIT - Mdify a listener.
- DELETE - Renobve a listener.
- SETUP - Change gl obal settings.
[1> edit
Enter the nane or number of the listener you wish to edit.
[1>1
Name: | nboundMai |
Type: Public
Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol : SMIP
Def aul t Dommi n:
Max Concurrency: 1000 (TCP Queue: 50)
Domai n Map: D sabl ed
TLS: No
SMIP Aut henti cation: Disabl ed
Bounce Profile: Default
Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None
LDAP: O f
Choose the operation you want to perform
- NAME - Change the nane of the |istener.
- I NTERFACE - Change the interface.
- LIMTS - Change the injection linmits.
- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Tabl e.
- RCPTACCESS >- Mdify the Recipient Access Table.
- BOUNCECONFI G - Choose the bounce profile to use for nessages injected on this |istener.
- MASQUERADE - Configure the Domai n Masqueradi ng Tabl e.
- DOVAI NMAP - Configure donai n mappi ngs.
- LDAPACCEPT - Configure an LDAP query to determi ne whether a recipient address shoul d be
accepted or bounced/ dr opped.
- LDAPRQUTI NG - Configure an LDAP query to reroute nessages.
[1> | dapaccept Avail abl e Reci pi ent Acceptance Queries
1. None



2. Publi cLDAP. | dapaccept

[1]1> 2

Shoul d the recipient acceptance query drop recipients or bounce then?
NOTE: Directory Harvest Attack Prevention nay cause recipients to be
dropped regardl ess of this setting.

1. bounce

2. drop

[2]> 2

Nane: | nboundMai |
Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol : SMIP

Def aul t Dommai n:

Max Concurrency: 1000 (TCP Queue: 50)

Domai n Map: Di sabl ed

TLS: No

SMIP Aut henti cation: Disabl ed

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: | dapaccept (Publi cLDAP. | dapaccept)

4. ERRBERENMENESR , FRXEXR.
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