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AXHNEARBRBREERERRANKENREL. XHEAINMERESRCER (R
) AEREREE ., MREHEREEER , FRACCHEBIMNES TRERNEE,
HREA

ESALRELIBRERS, KENFEHBRERENIHTUENIRRHES , [RFREELEHUIREE—
S, EREERT , #ACHESVMALEREE TPVOXBFEAT "EBEE,,  EBUFEERE
ESALRAPVO, HEESALBANINENIZBBENMAZINEE T , K AESAE L ELRTIE7025
HSMA,

Lh |

HESAL , "RAR. REBERGBET.

Policy, Virus and Qutbreak Quarantines

Policy; Virus and Outbreak Quarantines Setting

The Palicy, Virus and Qutbreak (PY0) QGuarantines senvios is nol enalbieg,

There are multiple $teps o centralizing Policy, Viruws and Ouibraak (PVO) Quarantings, béfore yow can énable senvice on this £SA...
= To configure migration of PYO Quaraatimes, go bo SMA > Management Applisnce > Centralized Services > Policy, Wirns and Outbresk
Quarantines),
= After you enable service and configure migration on the SMA, refum here bo enable Centralired Policy, Winus and Outbreak (PYO) Quarantines
for this ESA,

Enabde...

SMARRERISIEE R HFEEBRIE

Multiple steps are required to completely configure the Centralized Quarantine servioe and to migrate existing quarantines messages from the Email
appliances,

Service Migration Steps and Status

Migration Steps Status
Step L. On this SMA, select ESA applianoes (o use the centralized 1 Email Appliances {ESAs) have the Centralized Quarantines service selected
Palicy, Virus, and Outbreak Quarantines on the SMA.

To select additional ESA appilances, go to Management Appiiance =
Centralized Servioes » Securify Applisnces,

Step 2. Configure migration of any messages curmently quarantined Migration iz configured for all appliances.
gn the ESAS
Lse the Migration Wizard to configure how quarantined messages will be
migrated.
Launch Migration Wizard... |
Step 2, Log into gach ESA to start migration and begin using My Service ks not active on 1 out of 1 selected ESAs,

centralized quarantines,
Log infto each ESA as roguired to enable the service (so status below),

Emall Appliance Status

Selected Email Appliances (ESAs) Statug

| Salek Al Action Required: Log into ESA to enable Centralized Quarantine.

BRRTR

BEESR , TR,
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HESMAL , #ECLI LB Tstatustn & AR KR ERPBERE, MRSMARRBHEMRRE | RISEE
ESALRAPVO , RAERKK.

sma. exanpl e. con> status

Enter "status detail" for nore information.

Status as of: Mon Jul 21 11:57:38 2014 GVI

Up si nce: Mon Jul 21 11:07:04 2014 GMI (50m 34s)
Last counter reset: Never

System st at us: Offline

d dest Message: No Messages

MRSMAR R BERRAREE |, BB Tresumemn T EE EF B |, iEA& B cpq_listener,

sma. exanpl e. con> resume

Recei ving resuned for euq_listener, cpg_listener.

=B 2

ESMALEAEBRBER K SARXER, WRFRERIXENR , ESALW[Enable.. IR BHERIFRE

o

1. f£ A Administratorif 5= & ASMARIESA , T 8E{E A Operator ( S H AR F R R ) Al ABITER
7E , {BESAIRK[Enable. iR 1% £ IR B R

2. ESMA L , i#i#Management Appliance > Centralized Services > Policy , Virus , and
Outbreak Quarantines.

3. B—TREEREE K RRBEFEEBBL X,
4. BRI E Ko

=43

MR 2 & EiBdeliveryconfigin T AESAELE T FEREENH , Y EMRZBEZNHERBEEETE
Y F Ak MBS M BESMAR BE#R |, BISEEEESAERUAPVO,

UTREEEFEREENEUNEINBESA:

nx. exanpl e. con> deliveryconfig

Default interface to deliver mail: In

LT ENAHEINFEISMAELFE70250 ESAERRBIE



nx. exanpl e. con> telnet

Pl ease select which interface you want to telnet from
1. Auto

2. In (192.168.1.1/24: nx.exanple.com

3. Managenent (10.172.12.18/24: ngnt.exanpl e. com

[1]> 2

Enter the renpte hostnane or | P address.
[1> 10.172.12.17

Enter the renote port.
[25] > 7025

Trying 10.172.12.17. ..
tel net: connect to address 10.172.12.17: Operation timed out
tel net: Unable to connect to rempte host

RTHERILEE  FEARNARESAR , EFESASABFERAERNNE,

nx. exanpl e. com> deliveryconfig
Default interface to deliver nmail: In

Choose the operation you want to perform
- SETUP - Configure nmail delivery.
[1> setup

Choose the default interface to deliver mail.

1. Auto

2. In (192.168.1.1/24: nx.exanple.com

3. Managenent (10.172.12.18/24: ngnt.exanpl e.com
[1]> 1

E ]

BARERT , REPREHENERRERE L (TLS)MEN . MRERFESALNEHHFERYL

B ESMALRIE7025/ X ERID(DCID) , BB RITLSAMERR , MTAR :

Mon Apr 7 15:48:42 2014 Info: New SMIP DCI D 3385734 interface 172.16.0. 179

address 172.16.0.94 port 7025

Mon Apr 7 15:48:42 2014 Info: DCI D 3385734 TLS failed: verify error: no certificate
from server

Mon Apr 7 15:48:42 2014 Info: DCI D 3385734 TLS was required but could not be
successfully negotiated

FEESA CLILEfTtisverifyls |, 2 E MBI R,

nx. exanpl e. con> tlsverify

Enter the TLS domain to verify against:
[]> the.cpg.host

Enter the destination host to connect to. Append the port (exanple.com26) if you are not
connecting on port 25:
[the.cpg. host]> 10.172.12.18:7025

Connecting to 10.172.12.18 on port 7025.
Connected to 10.172.12.18 frominterface 10.172.12.17.



Checki ng TLS connecti on.

TLS connection established: protocol TLSvl, cipher ADH-CAMELLIA256-SHA.
Verifying peer certificate.

Certificate verification failed: no certificate from server.

TLS connection to 10.172.12.18 failed: verify error.

TLS was required but could not be successfully negoti at ed.

Failed to connect to [10.172.12.18].
TLS verification conpleted.

HRAK , ARESMARGEADH-CAMELLIA256-SHAB TE S EHSMAE ZIRMHHERE, #—5
PBERE K MEADHEBYHEAEZSMNRE K MEZFNRITRAVSERE, MRAERHERK
EBEZFR. ALt , FEEHREFEE X AHIGH:MEDIUM:ALL:-aNULL:-SSLv2,

nx. exanpl e. con> sslconfig

sslconfig settings:
GUI HTTPS nmet hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP net hod: sslv3tlsvl
Qut bound SMIP ci phers: RC4- SHA: RC4- MD5: ALL

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit |nbound SMIP ssl settings.

- OUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher |ist.
[1> ouTBOUND

Enter the outbound SMIP ssl nethod you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4., SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]>
Enter the outbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > HIGH:MEDIUM:ALL:-aNULL:-SSLv2

sslconfig settings:

GUI HTTPS nmet hod: sslv3tlsvl

GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL

I nbound SMIP met hod: sslv3tlsvl

I nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL

Qut bound SMIP net hod: sslv3tlsvl

Outbound SMTP ciphers: HIGH:MEDIUM:ALL:-aNULL:-SSLv2

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit I|nbound SMIP ssl settings.

- OUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher |ist.

[1>
nx. exanpl e. con> commit

R A EFE-SSLV2 , RABLEEREEREFTRZEM,
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EERAPVOY B REER BN ERER.

Unabl e to proceed with Centralized Policy, Virus and Qutbreak Quarantines
configuration as hostl and host2 in Cluster have content filters / DLP actions
avai |l able at a level different fromthe cluster Level.

ZEERVEERER REP —EEXHAREMADLPINEE SR , WEDLPEZA, MRAAXNENEREAN
Thee il  WHERHEER T HAESRNEIMMEENDLPERE. WINAESBT —HseHR%IBIEES
. SophosPhimEMEMINEESBEEMRFE,

=ple

MBEHEERBEEDEFEHHAR. BH4iBEEE. DLPAMDMARCEREN EMIMAREE , BIPVOK
MARMKEREET. A THREEE , AEB4ENASBREXARERHIERNBEEESE
& Bl , URDLPHIDMARCERE., HE , A A tBHEFTLMBREGEREIREN T, WA
CLIfs = clusterconfig > removemachine , AEMEEHMMABFEUBETEERE.
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