Bl EZEE FEFHEEHEMTA-STS
B 8%
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AXHREEL LS EFH4ERBSEG) Hi B4 ERAE — BEERZE(MTA-STS)NITE,

B R

=R
BNRLEFEMHEBI(SEC) ERREME BM — A,
BRA T

UEEBAEE

+ Cisco Secure Email Gateway(SEG)AsyncOS 16.05 &E & MR A
- BERFIREER,

ANHHEARBBEREERTRFEANKEMEL. XHEAINAMERERRERKR (HK
) BVAERERRED . MRV EET | FBHRARCHEAETAE S TRERNTE,

BrE
Mail Transfer Agent - Strict Transport Security(MTA-STS)R — R E , MElFERA TG ML RE

BHRZETLSER. MTA-STSERERERZE, MENEEEAEFHA , BB IEHEARE
MR,



SEG AsyncOS 16 I iAo L1 1T HWEMTA-STSH EEE E B BB AIMTA-STS#E T

BA#% , SECERERERFIERERERNMTA-STSERE. SEGRIEBIMTA-STSHERZAEE, BF M
JERERMCHNEKE , EMEBRBEBTLSVI 2B ESRAZ £ HhERIEBMTA,

BUBEMEERERY. BMAMERDNSRKEHNMTA-STSERE.
MTA-STS A £ SEGH E1T

o BEWBUEHEMTA-STSEIEAMTA-STS DNSX A28,
o FIXEMTALEZEEHFANT B EBEMTA-STSHE I B HETIRIENMTA-STS,

Receiving Email Domainfi g & BiBDNS# #iMTA-STS txtics&k , TR :

o XGRS MR SEGREMTA-STSEKRE , RRBFAEEMAHTTPSHIWebf fRES L.
- REGIEE AR EEERAN I,

- FBEEEWHIMTA-STS MXE#,

- BREEAAHAEX S AHEN

. BETLSVI2HE SR,

« MTA-STSHEFIDNS TXTEC&IETREERIE, SHRHTTPSEMERMTA-STSEKE,
o ETLSEFHIE , HTTPSAMREF A ARM "MTA-STS1 DNS-IDHIBERX.509% &,

Sending Email Domain A :

. ESEG (BEMTA ) BIMTA-STSHE/EREF AR  CeH AREWEABMTA-STSERK,

- MRRBEEAEHFEN , IEEZEFB4RARB[SEABRZVEFBHMARES (ER
MTA ) BiZ2, BN ER, NMREEZEIRZSER (S, MRTLSHREENIIERME
MABTEZEWHE ) , IS FEUEELEE  WAKXBUBAZREA,

RFC8461

E—

AaxX AE
ZHERBEFEESREVTSIERE

1. ERESECEERHEEER 2T , BXEEEREEE EHEEANMTA-STS DNSEC &M K AE
Fo8%,

- ERBIBHEMTA-STSHESMEEHITHRE NIVIRE,
- Google# & TEREMTA-STSHH
- RESERPIBERERL,
- A BEH,

- EERBERETRZEREEE.

2. TEA B EHIERRR LEAMTA-STS,

- REAFAMTA-STSHEE B RRHEELERSASEGEMR/ I ERE, MREKEFEH
RBGEE TMTA-STS , mABREE , A e ESEGHRH.



WebUIELE

- BB B4 REE> B ERFIE,
- JZ{ZAdd Destination Controls= fmEE 35 B ZEH B EE R,
- TLSEEREATREBEZANTMRE  HHP BB ETLSEREIE,
- FIEEDANE Support Options‘@3#EMandatory, OpportationalziNone,
- MTA-STSX B E=%
- BERR , ARBERXUEAER,

N W MR ERMTAR B Gsuite OG5 LB RIS | BISHEBHTLSEEATLS
Required-Verify5t & 13,

Destination Controls

Destination: | |mytestdemainl968.com

IF Address Preference: | | pafault (IPvd Praferred) «

Lirmits: Coancurrent I:." Use Default (500}
Lonnectsons: | (e) Maximum of |5f:'3 (between [ and 1,000)

Maximum Metsages Per I.C:' Use Default (50}
Connection: | (&) Maximum of |50 (betwesn 1 and 1,000)

Recipients: | () Use Default (Mo Limit)
':-" Maximmuim of | |
Number of recipients between O and 1,000,000, 000
per numbar of minutes between 1 and 60

Apply limits: = Per Secure Emall hostname
(&) System Wide
) Each Vir tual Gabeway
(recarmmatded iF Virtud! Galeways ard in use )

TLS Support: | | Dafault (Preferred) v | -

Certificate: | pefault (ciscossi_signed_cert) ~

DANE Suppart: B | pefault (None)

MTA 575 Support: ) Default (Na)
Y o

@ves o

Baunce Werification; Perfarm address tagging: @ Default (Mo)
) o
Q Yis
Appiies anly f bounce wvenfication address tagging is in use, See Mall Palicies » Bownce Verification

Bounce Profile: | | pafault ~

Bounce Profile can be configured at Nedwork > Bounce Profiles

Node: DANE angd MTA STS will nal be enforced for domaing that have SMTP Routées configured.

EE [ Submit

BRIk ERER

BEBEMIEEIE
DANEXX EE KX RMTA STS , X AlpE XL EPTEREVVIRE -

- WMERDANERI , Al BBMTA-STSIE EE E 4,
- MNRDANERFIAE , AIFSEEEH4,

- SR DANE Opportunity kBt , 36 H IR ELE R MBKIBMTA-STS , BISEGEERERAEEN
TLSEX EHEITEIX,

- MRAEEETSMTPERE , AIFEAMTA-STS,



CLIERE

+ destconfig
- FE/imEE
- WAEREE , EFETRTLSEREEIE,
- TLSIEIH2-6ZEMTA-STS,

RREAEERSETLSERE ? [N]>y
EREFERATLSXE?

1.5

2.8HI#

3.NIE

4. 8512 — B
5.4E — By
6.4F — REAET
[2]>2

e RERATLS. A Acertconfigh THEREE T HRNESE.
EAERBDANEXE ? [N]>

EEEMEMTASTSXE?[N]>y

REEFEAMTASTSXE?
1.E3RR

2.1

[1]> 2

AEEEREESMTPEHAIEERMTA STS:

1. ERRIEHBIEU RIS EEERHRERR,
2. fE FASubmit > CommitfE A E X,

i

EFA#L BImail_logs:

Thu Sep 26 15:23:39 2024 Info: Successfully fetched MTA-STS TXT record for domain(mta-test.domain.com)
Thu Sep 26 15:23:40 2024 Info: New SMTP DCID 834833 interface 10.1.1.2 address 10.1.1.3 port 25

Thu Sep 26 15:23:41 2024 Info: DCID 834833 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA384 s
Thu Sep 26 15:23:41 2024 Info: MTA-STS policy for the domain (domain.com) Successful.

Thu Sep 26 15:23:41 2024 Info: Delivery start DCID 834833 MID 5444 to RID [O0]

Thu Sep 26 15:23:44 2024 Info: Message finished MID 5444 done

debug level mail_logs:



Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

EIMSEG EMTLS v1.3:

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

26
26
26
26
26
26
26
26
26
26
26
26
26
26

15:
15:
15:
15:
15:

15

15:
15:
15:
15:
15:
15:
15:
15:

23:
23:
23:
23:
23:
:23:
23:
23:
23:
23:
23:
23:
23:
23:

39
39
39
39
39
39
39
39
40
41
41
41
41
44

2024
2024
2024
2024
2024
2024
2024
2024
2024
2024
2024
2024
2024
2024

Debug:
Debug:
Debug:
Debug:

Info:

Debug:
Debug:

Info:
Info:

Debug:

Info:
Info:
Info:
Info:

Wed Jan 17 21:09:12 2024 Info:

DNS query: Q(_mta-sts.domain.com, 'TXT')
DNS query: QN(_mta-sts.domain.com, 'TXT', 'recursive_nameserver0.parent
DNS query: QIP (_mta-sts.domain.com,'TXT','10.10.5.61",15)
DNS encache (_mta-sts.domain.com, TXT, [(131794459543073830L, 0, 'insec
Successfully fetched MTA-STS TXT record for domain(domain.com)
Valid cache entry found for the domain (domain.com).Thu Sep 26 15:23:39
DNS query: QIP (domain.com,'MX','10.10.5.61"',15)
Applying MTA-STS policy for the domain (domain.com)
New SMTP DCID 834833 interface 10.1.1.2 address 10.1.1.3 port 25
DNS query: Q(domain.com, 'MX')
DCID 834833 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA384 s
MTA-STS policy for the domain (domain.com) Successful.
Delivery start DCID 834833 MID 5444 to RID [O0]
Message finished MID 5444 done

ICID 1020089 TLS success protocol TLSvl.3 cipher TLS_AES_256_GCM_SHA384

2024 9H24 H EHI—=09:13:52 2024 FF5, : DNSEF : Q(_mta-sts.domain.com, 'TXT')
20249824 H EHI—09:13:52 2024 FF5, : DNSEF : QN(_mta-sts.domain.com, 'TXT',
'recursive_nameserver0.parent’)

20249824 H EHI—09:13:52 2024 FF5, : DNSEF : QIP(_mta-
sts.domain.com,'TXT",'10.10.5.61',15)

2024F9H24H EH1—09:13:52 2024 F 75 : DNSIREY(_mta-sts.domain.com, TXT ,
[(131366525701580508L , O, 'insecure',('v=STSv1;id=12345678598Z2;',)])

20245 9H24H 28 —09:13:52 2024 &5 : E B ThEEUH (domain.com)IMTA-STS TXT&E #
20245 9H24H 281 —=09:13:52 2024 F A : BEUBKIMTA-STSZK B (domain.com)
20245F9H24H EH1=09:13:52 2024 F 785 : BIBREFERMTA-STSEKEEIEE
20245F9HA24H EH=09:13:52 2024 FE : AR ERER | FREISTSHE KK, HRE
domain.com
2024F9H24 H EHI—09:13:52 2024 &7 : BEUHAIMTA-STS K BE B i& 2 # FE (domain.com)

2024F9A19H:EM13:04:50&F : 2R ZhEERUE (domain.com)IMTA-STS TXTac &%
20249 A 19H:EM13:04:5055, : BEUHKIMTA-STS K E& (domain.com)

20249 A 190 EM13:04:50F85 : BB EFE RMTA-STSKEEER

20245 9A19H:EM13:04:50585 : HAEMRBER , FFEREESTSHKEE XM, ¥RBdomain.com
2024F9H19H:EM13:04:50& 7 : BEUHKIMTA-STS XK BX B8 2 ¥ f& (domain.com)

2024598 19HEM13:04:50& & : MID 5411 HEB &3+

%S AE

1.0 RSEGHE

LEEIE | WHIR Tpeer cert does not match domain.com . #8535,



EXRTEEAEERE , G Suite®hM365, F kDestination Controls Profile TLSERE>EETLS
— BEIEE:

Tue Sep 24 10:02:52 2024 Info: DCID 831556 TLS deferring: verify error: peer cert does not match domain
Tue Sep 24 10:02:52 2024 Info: DCID 831556 TLS was required but could not be successfully negotiated

QMR EEFEPFERETEERIBHY , BAZ KK

3. SEGHRERFHEMRUEFETREFELENERETHIESNRES,

4 fESEG cliTEIEMNTelnetlIE , MABRFDNS AT & Kt Web R 25 H B ARG FERIE.
« fcli > dig _mta-sts.domain.com txt#1TDNSZE :

CERED
_mta-sts.domain.com. 0 ( &ETXTH ) "v=STSv1;id=12345678598Z;"

« EiBTelnetfcli > telnet mta-sts.domain.com 4438 3% E A Web A PR 25 AT 55 14
- FAERWebBERMBEMTA-STSEKEE,

- https://mta-sts.domain.com/.well-known/mta-sts.txt

version: STSvl

mode: enforce

mx: *.maill23.domain.com
max_age: 604800

MEAE A
- ENZSETHAENAD EENELE


https://mta-sts.mar-esa.com/.well-known/mta-sts.txt
https://www.cisco.com/c/en/us/support/security/email-security-appliance/series.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



