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BARMEERE (FKRBNER ) BRETLENHUES, ELRELAHIEENCARE , I #E
BAERELIEREM  WEMAZENIKEV2EESHRE.
ERSEPERKMR LEMESE  FTHUATESR .

1.f A crypto pki trustpoint <Trustpoint Name>ar SR EENEEETH.

<#root>

Hub(config)#

crypto pki trustpoint myCertificate

Hub(ca-trustpoint)# enrollment terminal
Hub(ca-trustpoint)# ip-address 10.10.1.2
Hub(ca-trustpoint)# subject-name cn=Hub, o=cisco
Hub(ca-trustpoint)# revocation-check none

2.{# Fcrypto pki authenticate <Trustpoint Name>f S ¥ EEHETE M EE.

<#root>
Hub(config)#

crypto pki authenticate nyCertificate

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a 1ine by itself

~ EE : #Hcrypto pki authenticatedn & , X AR LREBEFBMBCANESE K ZFEH
REXEREHTER, EP O XBBB[ LBBEIETMa , KTBEREREN
CAREEIEEEREE,

3.fF A & crypto pki enroll <Trustpoint Name>4% KT EFE EH B FER(CSR).

<#root>
Hub(config)#

crypto pki enroll myCertificate

% Start certificate enrollment ..

% The subject name in the certificate will include: cn=Hub, o=cisco
6 The subject name in the certificate will include: Hub

6 Include the router serial number in the subject name? [yes/no]: n
% The IP address in the certificate is 10.10.1.2

R X X



Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

MIICsDCCAZgCAQAWSjEOMAWGATUEChMFY21zY28xDDAKBgNVBAMTAOhVQ]jEQMBAG
CSqGSIb3DQEJAhYDSFVCMBYGCSqGSIb3DQEJCBMIMTAUMTAUMS4yMIIBI jANBgkq
hkiG9w0OBAQEFAAQCAQ8AMIIBCgKCAQEA0/M40+1vsqIhpFOPRUxdCGSUVgLQUhzQ
cwnuMtSbfdn5fMKIj7w06Qa7Gvx2rjrdoyxH9IgXjTEMzMv6HP9/EuN20+gKzR/+
CNzMUDJobb01BNbeOWKL4IAQjbvNTOYAS5iuUzHZCgMrCFG30U7v+a2tMiSZihvdu
+m2JSDNXn5cXyewQbQsEaELAOOyosi2t6BQyzM3FRU23dCwnFVwY1VAADC7CrNh3
044Si fYW5HtWq1ltUlcLTY4sjNf6XIQxjmHPudbUpl164RDfUS037Zjvjt7S8000LU
+XUBrE3aRD1w]+Ug2D031ZWzfc+rBZ1BsKWT1YFB1Lk3mL9RA1nf3eQIDAQABOCEwW
HwYJKoZIhvcNAQkOMRIwWEDAOBgNVHQ8BAf8EBAMCBaAwWDQYJKoZIhvcNAQEFBQAD
ggEBAEKUQURWZ+YeCx9T7kuzIaDw]53vMqq6rITDIcNFIFI4Ig]7PsxFOCWXm7MM
0301i1yqlK/4X7Mb5Iz6C]jtdyXVqakgcEPY7WINoO3X0o8Nxb4pFfel9E02Xuj8fxm
GTqi7UAw8Zs1232jrS7bXasVMb533jr39cqQkrXfNIAwF1Sw6IA30KfTelg8/iCJlu
TEjFOD8S12PWziuxJVS4Adjg5GxbIpd/tDKrKUuvgD2z4HD3M400GVvoBWQOtjhB
4gx1g2D209K0OnMCvVZrOfp/PFd6+cYc57E73ZPVSGQpHIiiWCYtuRKAKArN6vRcP
iiugceU2F3L14CI7wXMYqCxQOGU=

---End - This Tine not part of the certificate request---

Redisplay enrollment request? [yes/no]:

o
7

 EHBEFEANLRRIRARERNARLR, B2, ORFE  WXEERAEESR
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4. EHCSRE , BEBEXI RRRBEM(CAETESR,
5% ZX/ER , BT crypto pki import <Trustpoint Name> certificate [ A B2 % 37 K915 11 ZHEA B Y
BERE,

<#root>
Hub(config)#

crypto pki import myCertificate certificate

% You must authenticate the Certificate Authority before
you can import the router's certificate.

6.UAPEM#& R B FCAZKEBNRE,
INZRIKEV2HIPSeckl &

7 X MEEHRET LRV INEIKEV2HIPSecVEL E R AMEE, ERAABRBARNEANERSETRLA
WMREFTERE LICE |, LRI UKIIEIRRE, E-—BMEAIHARDMVPNEIRERRETNE
BRIFMENMEZEBA.

1. B EIKEV2ER &,



crypto ikev2 proposal ikev2
encryption aes-cbc-256
integrity sha256

group 14

2. BIKEV2EL BRE SR,

<{froot>

crypto ikev2 profile ikev2Profile
match identity remote address 0.0.0.0
identity local address 10.10.1.2

authentication renote rsa-sig

authentication |local rsa-sig

pki trustpoint

nyCertificate

N o hEESETPKRESARBENARSARBNELY,

3.BLEIPSechi EfE R MEHE,

crypto ipsec transform-set ipsec esp-aes 256 esp-sha256-hmac
mode tunnel

crypto ipsec profile ipsec

set transform-set ipsec

set ikev2-profile ikev2Profile

BN BERBNEFRNEERE |, 155 EDMVPNERE E3REE

1. R 0RRERE.

interface Tunnell0

ip address 172.16.1.1 255.255.255.0
no ip redirects

no ip split-horizon eigrp 10

ip nhrp authentication ciscol23

ip nhrp network-id 10

ip nhrp redirect

tunnel source GigabitEthernetl



tunnel mode gre multipoint
tunnel protection ipsec profile ipsec
end

2. Spoke1FREELE

interface Tunnell0

ip address 172.16.1.10 255.255.255.0
no ip redirects

ip nhrp authentication ciscol23

ip nhrp map 172.16.1.1 10.10.1.2

ip nhrp map multicast 10.10.1.2

ip nhrp network-id 10

ip nhrp nhs 172.16.1.1

tunnel source GigabitEthernet2
tunnel mode gre multipoint

tunnel protection ipsec profile 1ipsec
end

3. Spoke2BREHL &

interface Tunnell0

ip address 172.16.1.11 255.255.255.0
no ip redirects

ip nhrp authentication ciscol23

ip nhrp map 172.16.1.1 10.10.1.2

ip nhrp map multicast 10.10.1.2

ip nhrp network-id 10

ip nhrp nhs 172.16.1.1

tunnel source GigabitEthernet3
tunnel mode gre multipoint

tunnel protection ipsec profile 1ipsec
end

B

EFIDMVPNESR BB RBERET , FERANUTHS

k=1 UJ]]
K

» show dmvpn interface <Tunnel Name>
» show crypto ikev2 sa
» show crypto ipsec sa peer <peer |IP>

{5 Fishow dmvpn interface <Tunnel Name>3#8+ , R ] LLE IR S MEB R 2 BV /ER P IEXEREER
o MESpoke1MNAERE , i TURMEL 2EIHNELR,



<tfroot>
SPOKE1#

show dnmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

T1l - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add
State

UpDn Tm Attrb

1 10.10.1.2 172.16.1.1
upP
1wed S
1 10.10.3.2 172.16.1.11
upP
00:00:04 D

show crypto ikev2 safn T HREER R LR 2 B R HIKEV2PRIE |, R E 1R B E R,

<#root>
SPOKE1#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
St at us
1 10.10.2.2/500 10.10.3.2/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:19, Auth sign: RSA, Auth verify:

RSA



Life/Active Time: 86400/184 sec

Tunnel-id Local Remote fvrf/ivrf
St at us
2 10.10.2.2/500 10.10.1.2/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:19, Auth sign: RSA, Auth verify:

RSA

Life/Active Time: 86400/37495 sec

IPv6 Crypto IKEv2 SA

f#£ Fshow crypto ipsec sa peer <peer IP>@5 % , A SUBRFEE 9 X SRS 2 B E LY IPSechzi@
, BRDMVPN#ERE AN R &R EH,

<#froot>
SPOKE1#show

crypto ipsec sa peer 10.10.3.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 10.10.2.2

protected vrf: (none)

local ident (addr/mask/prot/port): (10.10.2.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (10.10.3.2/255.255.255.255/47/0)
current_peer 10.10.3.2 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0O

local crypto endpt.: 10.10.2.2, remote crypto endpt.: 10.10.3.2

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet2
current outbound spi: OxF341E02E(4081180718)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox8ED55E26(2396347942)

transform: esp-256-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn 1id: 2701, flow_id: CSR:701, sibling_flags FFFFFFFF80000048, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607999/3188)

IV size: 16 bytes

replay detection support: Y



Status: ACTIVE(ACTIVE)
inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxF341E02E(4081180718)

transform: esp-256-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn 1id: 2702, flow_id: CSR:702, sibling_flags FFFFFFFF80000048, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607999/3188)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

5E S HEAE
B TREHR , TUEAUTARS |

« debug dmvpn condition peer [nbma/tunnellP] , & B ¥ %8 AINBMASFZE P 11t 435 7E #Y
DMVPNEFER ARG A , BEIRREZH SRAEANEE,

« debug dmvpn all , FADMVPNFIE S EHINN£EFAR , BENHRP, INHIKE, IPsec, RFER
BNMEEET, BERSLSTREMBRSRESER  WE2BSHAAEABERHR.

» show dmvpn , EREFDMVPNIREE , TIEFBENE. NHRPEHMRMEH EREA,

- show crypto ikev2 sa , BRIKEV2RZ £ BBV ARRE | HRRFEE1EBRVPNIHEREH.

» show crypto ipsec sa, Displaying IPsec Security Associations , showing Phase 2 tunnel
status and traffic statistics,
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