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« Cisco Firepower® &/ £ (FTD)

» Firepower Management Center (FMC)
- AEBBRTREE(CA)

+ Cisco DUO Premieritk F

« Cisco DUOER R

- BRZ2FEAEIW®CSC)

BREBREEMUT EE

« EZRVPN,
+ SSL/TLS
- NESRERREE



- EAFMCHIKER

- BRZREFEAER
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« Cisco DUOERH LI
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« BRIFTD(7.3.1)

« BRIFMC(7.3.1)

- BNZR2EAEIR5.0.02075)
« Cisco DUOER#{LEE(6.0.1)

* Mac 0OS(13.4.1)

* Active Directory

ANHHEARBBERBEERETRFEANKEMEL. XHEAINAMBERELRERR (HR
) BVHERERRE) . MREHPEEREFT | FRARCHEAETAESTRERNTE,
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AEHNMEEECisco DUOE—F A(SSO)WL R, Rk rl , FRARECERS HBENE,

EE MRS AERSOREARE , WEEASISHEHWIERE. DUO Authentication
Proxy3EFg

BIYRAENRERR
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https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
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Easy, Flexible
Cybersecurity
Solutions for
Everyone

Jump to:  Our Products  Wirecutter Picks Duo  Security Solutions  News & Updates

Authenticate Once and Work : ®

Welcome To Duo &

By Commiusng 12 use 0ur e, You BTOMAD the USe of caoes. - Duo Editions: Strong Security That
TSI (LT ST Powers High Productivity

Cisco DUOB B
SE2 B FEsmk>-ERAEN>-REEAER,

S+ , A "Cisco Firepower Threat Defense VPN, , #3212 MProtect. o

<

] I‘= a Search for USSNs, Qroups, appications, of davice E Cisco | IO

Dashbaard
Dashboard > Acclications » Probect 4n Apgication

Dwevice Insight

Protect an Application

Policies
Applications Gisco Firepower Theeat Defense VPN
Frotect an Application
Application Protection Type
Single Sign-On
Users
Uil Glsco Firepower Threat Defense VPN 2FA Documantation Cf Protect
Endpaints
) T 2FA with S50 hosted by Duo . - .
2FA Dovices cisen  iseo Firepawer Threat Defense VPN i o Documentation O3 Pratect

Administrators

Trusted Endpoints

Trust Monitor

Reports

REEARXERBE




BEZBEEHRERB| T2FA with SSO hosted by Duo, HJiEIE,
TR IERBRENTERLURLE-R,
- ERERMEXERD

+ SSO URL
- AE#EURL

See the Clsco ASA 550 documentation Cf to integrate Duo into your SAML-enabled service provider.

Metadata
Entity 1D /;-"_P:‘\ <}
A
Sign In URL /C:-p:\ =}
| N
Sign Out URL @ <}
ZERNEA L

N wEnERo K TER.

S ER4 521 "Download certificate; T8 "Downloads. T #YIdentity Provider Certificate.
SR IERRBRHABEN

Cisco FirepowerE#URL — AR BFTDAYFQDN

EREEEREE — RBEAES

B EARNRE

S ER 1:E&EPolicy TE3ZApplication Policyi®# "Apply a policy to all usersy , R&#EE "Or,
create a new Policys , B0 FEFT R

Policy

Policy defines when and how users will authenticate when accessing this application. Your global policy always applies, but you can override its rules with custom policies.

Group policies Apply a policy to groups of users

Application policy Apply a policy to all users

By RARA R RE



Apply a Policy X

Policy

Select a Policy -

Or, create a new Policy

Apply Policy

B RARA R RE)

S BR2 £ Policy name T , BIAFTEN B , FEUsers TiE##E "Authentication policys , AZIRE T
1 BiE2FA, o RERFERA "BUEKK, ETRE




Create a New Policy

Policy name

MFA

Users

Mew User paolicy

IG Authentication policy I
User location

Devices

Trusted Endpoints
Device Health application
Remembered devices
Operating systems
Browsers

Plugins

Networks
Authorized networks
Anonymous networks

Authenticators

Risk-based factor selection
Authentication methods
Duo Mobile app

Tampered devices

Screen lock

Full-disk encryption

Mobile device biometrics

B RARA R RE)

SE3HET—EHREFEA "Apply Policy, ERXE, RERXBIEEKIIREZE "Saves BTTHK

DUOELE

FMCHYEL &2 BR

Authentication policy

@ Enforce 2FA

Require two-factor authentication or enroliment when applicable, unless there is a superseding policy

configured.

Bypass 2FA

Skip two-factor authentication and enrollment, unless there is a superseding policy configured.

Deny access
Deny authentication to all users.

When enabled, this affects all users,

Choose another rule on the left to add to this policy.

Create Policy




%5 9 BRERBRIFTD

FENANMARESHORSALSENEIFTD (FESNREMEN ) . FARZH , FRAEIER
BERE.

$E1, BEZEDevices > Certificates , A%EIBIEBAJD , M TEAR.

HER 2:(tdevices TRLEEFEEFEFTDRE., B—T+ERAIHEFNESEMS A,

Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
HA v

Cert Enrollment*:

Select a certificate entrollment object v || <+

WEHMEENERRR

SEBRIIEEFREIB "Enroliment Type) EREHENMBFBEN HESFENEE , WTEMR.



Add Cert Enrollment

Name*
FTDO4-16

Description

CA Information Certificate Parameters Key Revocation

Enroliment Type: PKCS12 File

pKCSl? Flle* tESIp12 was|

Passphrase: oes

Validation Usage: & IPsec Client SSL Client & SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

MREEMEENEREE

p R ATAIBIEEHE : Self Signed Certificate — EAR M ERFEE , SCEP — FHME
HEFMIBERCABERESE , Manual — FBIRERNSHESE , PKCS12— LEEE
B, FRANLBHMEZSEM D,




A IDPREEFEZIFTD

BN BB ELASIDPEEIBEIFTD. HBZE , FHLBEMERE.

S 1. ¥ EDevices > Certificate , R%&ZIEAI, _

S8 2: % devices THLEE FIBIBFTDEE., R—T+E UM EFNFERMS %

83L& THEEERM, A8 WAMENES (MEFRR) , AR TREFEL (WEFR )
- BEWYERNEHE
- EMEB:FE

- BREUT S ERURERCA
« CARZ BENPEMAEN



Add Cert Enrollment

Mame*

duocert

Description

CA Information Certificate Parameters Key Revocation

Enrollment Type W ETIVEL

» CA Only
Check this option if you do not require an identity certificate to be created from
this CA

CA Certificate: 0C957DUcTicd
b79bVzOXugz5ZpaJHqtXVEfLOH
elPYblyYBwSstXB+k75VHs0Voz
AkeySJCWRQXF
ISSRGuBDpUIKzKu22d55322 +wd
fleyyWMXUJWmSXKKnnHEsOgL
GCxmfkd+50sWilo
ICCMGabgYgEvBEHF3Y++sFg=
END CERTIFICATE

Validation Usage: & IPsec Client SSL Client & SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

By R EEMYRNRE

AR WMRFE , TUER "CABEERNWRPWCARRHB ., . FEEERAXEE,

B 4.7 "Cert Enrollment* : J TIZEEFEVYWRETIMER , REBIZEE "Addy , WTFEMR.




Add New Certificate

Add a new certificate to the device using cert enroliment object which is used to
generate CA and identify certificate.

Device*:
HA

Cert Enrollment*:

| duocer v| +

Cert Enroliment Details:

Name: duocert
Enroliment Type: Manual (CA Only)
Enrollment URL: N/A

MHENESEMERNRENESEE

BiEE . EEER , LEIEE,

E Y SAML SSO¥ %

AENMRBBFMCE ESAML SSONFZER, Firznl , FRAMEBEMEEE.

S E21. 8 FObjects > AAA Server > Single Sign-on Server , A% i##E "Add Single Sign-on
Servery o



ezt | [ ETEGETTaT (T i
Firewall Management Center Overview Analysis Policies Devices s Integration Deploy Q ¥ 1 @ Tooutdew | W cecuRE

Single Sign-on Server Add Single Sign-on Server | . Filier

. based authentication, These 0 authenticate ing in through Remaote

* External Attributes

File List

Displaying 1 = 2 of 2 rows
Route Map

B HSSOH R R

HER2 1t "TBRNEAEAREBERE BARENEE
"o BETREEE , FERE TFMF

- BRHRNER

- BRRMUEXERIDFEILSHNWEEID

« SSO URL*: ¢ T ERIEHR I E AURL

« FFSEURL: e ERIERMETHURL

« ERURL:FRELSEB5HH MCisco Firepower Base URL, #HE#FQDN
- BHRRMUEXRES CHBNIDPESE

s RERUBEE . FTDOASBNELHEE



New Single Sign-on Server

Mame*
duosso
Identity Provider Entity ID*

SSO URL*

Logout URL

Base URL

}"Ittps:f;"bipn.ciscue:u'.a mple.com

Identity Provider Certificate*
duocert

Service Provider Certificate
FTDO4-16

Request Signature
--No Signature--

Request Timeout

Use the timeout set by the provide

Enable IdP only accessible on Internal Network
» Reguest |dP re-authentication on Login

Allow Overrides

#HSSOHRM RHA

Mist  BEBETPE TEEID, SSO URLMEHBURLEL



B IR UGB E RS A ERE(RAVPN)ELE
REN AR A BELRERAVPNI S B,
S ER1. 8 E FDevices > Remote Access Select "Add."

SR EZBED | WAFHRAVPNERBEBEN SR , EVPNIGE : MEEERETEESSL, W
-Fﬁﬁ/—.r_\o ;Taﬁi'fﬁ y ig]% r-F_*/FJ )

RAVPNEE M 515

SER2HNEREERER  FREEER (WTHR)  TREEE "T—-F.
- EREERERE . ERUERAGRERBENSERSHERABERRRE.
BRE. RERCIRAAA):

. BHRBFE . BSREEASAML
. SHRBAKSESREE TRISAVML SSONR ., BT HSSOHR,
B i R

- EAAAARBRER(Z R MEIHFRADIUS)- Radius5LDAP
« EADHCPAR #5257 — DHCP{alBRas
- EAIPAIHE- FTD LRy AS#Et



Firewall Managoement Cenber

Remote Access VPN Policy Wizand

RAVPNEE 524

5 =5 AEREHDHCPAKE.

FSRIEE T+, L ELEETEBNCiscoRE T FimAIWebIPBMR G, RE , BPFEIFBHCSCHE
E"J,@Hﬂjj_iﬁo yu-ltﬁﬁ-/j_‘o %Ejz'fﬁigg rNeXt_l )

Firewall Management Canter

Remote Access VPN Policy Wizard

Brdcy kgt Conrwcton Prodis

S EB3:RAVPNEE
TRAIBRTEELHR (WMEFTR) . RRZREE "T—F.
NEB/ZL B : ~HNBNE




"Certificate Enrollment:*": EA 5K "B HHELBEIFTD, B HBRINEHRE

Firewall Management Center

Remote Access VPN Policy Wizard

Brdcy kgt Conrwcton Prodis

RAVPN#EE Y 5545

SO ER NBNABRTMNS  BEBEE T+ FEFHBEIMYSR.

SROWE
REMAES. R—UIER , AREHIT "X -

Firowall Management Center

Ramote Access VPN Policy Wizard

Pty Asgm Cowvsbiton Prosis




SR7 BB IENEE,

EusE

AREIMB MM B ESRERRSTRI,

B RXCisco Secure Clientdz# AFTDEYFQDNIE #E1TIE AR o

HESSOH L& A /IR,

Ciseo Secure Client - Login

Single Sign-On I

axample@cises.com edt

Cisco Secure Client

AnyCannect VPN:
[ Ploase complote the authontication process in the
rl AnyCannect Login window,

s

ISE Posture:
Ma palicy sorver detected.
Defauilt notwork sccess is in effect. Sean Again

Umbrella:
Umbrella bs active.

Log in

Please eomplete the suthentication process in the
AnyConnect Login window.,

Group: DUD

J&iBCisco Secure ClientfISSOE H

EZDUOH AGEMEE,



[ ION ] Cisco Secure Client - Login

Check for a Duo Push

Verify it's you by approving the notification...

Sent to "i0S"

-

Other options

Need help? Secured by Duo

DUO#H# %

EHRA o

@ Cisco Secure Client

AnyConnect VPN:
Connected to https:f/vpn.ciscoaxampla.com.

Disconnect

ISE Posture:

Bypassing Cisco Secure Client scan.

Your network is not configured to use.. Scan Again

Umbrella:
Umbrella Iz active,

EIEREIFTD



FEAUTHTBREBEFTD LAEL : show vpn-sessiondb detail anyconnect

|:£¢utr_t ftd2# show vpn-s iondb detail anyconnect

Session Type: AnyConnect Detailed
1916
L5=Tunnel

DTLS=Tunnel:
Tunnel: (1)5}

sl fone

OTLS TH nll -UﬂHL L

AnyConnect-Parent:

Hash
TCP

e and SAML
Idle TO

5E S HF AR
B R B T A RO R,
MEIRESARB AL,

BAREFTDLEREREE ;
FEAUTHEA :

debug crypto ca 14
debug aaa shim 128

debug aaa common 128
B RE2: SAML &

A LARR A B LA R T I PR HEBR



debug aaa shim 128
debug aaa common 128
debug webvpn anyconnect 128

debug webvpn saml 255
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