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High-Level Flow Diagram

Manufacturing Device Cisco Cyber Vision ISE PAN ISE pxGrid  ISE PSN with pxGrid Probe

@ © 0 0 @

CCV pxGrid Registration

o=

Bulk Download of endpoints via https://<CCV hostname=>:8910/pxgrid/ind/asset/

If new endpoints are detected, ISE
will create those endpoints

Endpoints are created/updated in ISE
database (Oracle)

8 New Endpaint is discovered on CCV

N Endpoint asset data is shared via pxGrid
» Connections at Steps 1 and 5 are {
protected by ISE pxGrid certificate

+ Connection at Step 2 is protected by
CCV cenrtificate

wia pxGrid Probe

Endpoints are created/updated in ISE
database (Oracle)

Endpoint gets profiled. CoA can be automatically sent
to change the authorization context if configured

SEHFEIEE
FBEEISLROMNE | BTAREHEFRECAEEE — 5
RERERE

- ERFRENRAEREERE?
« CyberVision@ B E e F FISE ?

k] ﬁ‘%systemctl status pxgrid-agent# 25 pxGridBR iR 88

c  ISERBUSTRAMEITXGrid?

- HERAEBALUBEBECH K EENREEBRBDRLET HERL?

ERRMEBE  FEAERBRYEIRSR
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BA| , ERHEISEE # A 18 i F Center P #Y/dataletc/hostsig R o

root@Center:~# cat /data/etc/hosts
127.0.0.1 localhost.localdomain localhost

# The following lines are desirable for IPv6 capable hosts
2zl localhost ip6-localhost ip6-loopback

—~

fel00::0 ip6-localnet
ff00::0 ip6b-mcastprefix
f£f02::1 ip6-allnodes
ff02::2 ipb-allrouters
127.0.1.1 center
60.131 ise3l-tm2.cisco.co

SR IBERE[E,




##CyberVision Center#ii A fi 3 openssl s _client -connect Y ourl SEHostname: 8910,
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BERENER

BB REE

BRPOMISEC ENELFHMETN A RIERR

« BXERA

. THEEREH
. BEEE
«  VLANEE

o FREISERIEEWENAE :

AR EFOZEERRALR  UBEERER.

System statistics  tast2Hours = Sensors

£ GENERATE DIAGNOSTIC

«® SYSTEM HEALTH PeEE————
CPU RAM DISK

ARBEFEAUTERNEPORBAER
1EE B3R I W B4 2R/ dataletc/sbs,
F—ARENADE Blisener.conf , BBETIAR ;

(FFEEAFRABIEA R EERE, )

root@Center:~# cat /data/etc/sbs/listener.conf
configlog:

loglevel: debug

root@Center:~#



E - ERRMSED S Bpxgrid-agent.conf , BBETIAER :

root@Center:~# cat /data/etc/shs/pxgrid-agent.conf

configlog:
loglevel: debug

Restart service using the command:
#systemctl restart shs-burrow
#systemctl restart pxgrid-agent

REWEpxGridBEFE (ERAEREATARPOLELRE ) .

root@Center:~# journalctl -u pxgrid-agent > /datalitmp/pxgridLogs.log

W Etcpdumpii g , AR 2 MO RISEZ BHERATR.

, mEMBE PO, REEH R E sbs-burrowF pxgrid-agent iR 7

root@Center:~# tcpdump -i ethO -n host CCV_IP and host ISE_IP -w /data/tmp/ccv_ise.pcap

«  KISELRARAFRLKEERBE,

ATEISELRBARAR ,

S5 B Administration > System > Logging > Debug Log Configuration. 508 EHRBRES :

ae BT B EREHES
shab .
PAN (Z ) AL e ’;‘i;‘ﬁ I
B R pHGrORAIES |y e o g WAL AT T A

PSN




EE UL

pxgrid

B pxgrid-

server.log

LG ERE - SiE =

HLHpxGrid-agenttV B B RS EE BB A E, DEEMBYARTE. Cisco Cyber Vision (CCV)ERISER M fEE ( il ) XAEEEE
WE(STOMP)EE , UREHXEE/ TN ERIRE

<tfroot>

Jul 11 13:05:02 center systemd[1]:

Started Agent

for interfacing with pxGrid.

Jul 11 13:05:02
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03

center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:

Account activated

[caller=pxgrid.

go:58]

pxgrid-agent Center type: standalone [caller=postgres.go:543
pxgrid-agent RPC server listening to: '/tmp/pxgrid-agent.soc
pxgrid-agent HTTP server Tlistening to: '169.254.0.90:2027' [
pxgrid-agent Request path=/pxgrid/control/AccountActivate bo
pxgrid-agent

Jul 11 13:05:03 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceRegister bo

"asset Topi c":"/topic/com cisco. endpoi nt. asset"

,'restBaselr1":"https://Center:8910/
Jul 11 13:05:04 center pxgrid-agent[5404]: pxgrid-agent

Service registered

, ID: ¢514c790-2361-47b5-976d-4alb5ccfa8b7 [caller=pxgrid.go:76]

Jul 11 13:05:04 center pxgrid-agent[5404]:
Jul 11 13:05:05 center pxgrid-agent[5404]:
Jul 11 13:05:06 center pxgrid-agent[5404]:

Websocket connect ur

=wss://labise. aaalab .com:

8910

/pxgrid/ise/pubsub [caller=endpoint.go:129]

pxgrid-agent Request path=/pxgrid/control/ServicelLookup body
pxgrid-agent Request path=/pxgrid/control/AccessSecret body=
pxgrid-agent

Jul 11 13:05:07 center pxgrid-agent[5404]: pxgrid-agent

STOVP CONNECT host

=10.48.78.177 [caller=endpoint.go:138]
Jul 11 13:06:59 center pxgrid-agent[5404]: pxgrid-agent

STOVWP SEND destination

=/topic/com.cisco.endpoint.asset body={

"opType": " UPDATE"

,'asset":{"assetId":"01:80:c2:00:00:00","assetName":"LLDP/STP bridges Multicast 0:0:0","assetIpAddress"
Jul 11 13:10:04 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceReregister



BB EEIENE SRR MassetGroupBHE R MR EE , MTAR ¢

<{froot>

Jan 25 11:05:49 center pxgrid-agent[1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","a

{"key": "asset G oup",

val ue":""}

,{"key":"assetCustomName","value":"test"}, {"key":"assetGroupPath","value":""}],"assetConnectedLinks":[]

EHWAERER ( EGEMNassetGroup , MMFFTR ) o ISR T CyberVision Center EFE X B , MRISERREE - RMELB M
, %A —SHEISE—RAE,

<ttroot>

Jan 25 11:09:28 center pxgrid-agent[ 1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","as
{"key":"asset G oup", "val ue":"test group"}

,{"key":"assetCustomName","value":"test"},{"key":"assetGroupPath","value":"test group"}],"assetConnecte

HHEREF

« JERISEFICCV

o |SEEESIER


/content/en/us/products/collateral/security/cyber-vision/ise-cyber-vision-working-together-so.html
/content/en/us/products/collateral/security/cyber-vision/ise-cyber-vision-working-together-so.html
/content/en/us/products/collateral/security/cyber-vision/ise-cyber-vision-working-together-so.html
/content/en/us/products/collateral/security/cyber-vision/ise-cyber-vision-working-together-so.html
https://youtu.be/mlEc0NgO8gI
https://youtu.be/mlEc0NgO8gI
https://youtu.be/mlEc0NgO8gI
https://youtu.be/Pc4T8M3uI4g
https://youtu.be/Pc4T8M3uI4g
https://youtu.be/Pc4T8M3uI4g
https://youtu.be/Pc4T8M3uI4g
/content/dam/en/us/td/docs/security/cyber_vision/Integrating-Cisco-Cyber-Vision-with-Cisco-Identity-Services-Engine-via-pxGrid_3_1_1.pdf
/content/dam/en/us/td/docs/security/cyber_vision/Integrating-Cisco-Cyber-Vision-with-Cisco-Identity-Services-Engine-via-pxGrid_3_1_1.pdf
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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