AESAFISMAZEIEH ESAML SSONI & 14 B 3%
H 8%

=| AR A7 1

BB & {r iR FE X (1dP) ABEESA/SMAK BE & H
FEESA/SMA L AL EIDPEETE

EESA/SMA L SAML H #F

BN BOABESANISMAR FEEBEESAML 2.0 SSONHBH BB,
B

- B BIBHRLEBEESA). RLEEEE(SMA)

- HAR : ESAFISMARRER

. BETR  EERESIREREEEESP)NMIPRERE | ERERNEBASSHREY
B,

EARAF

« HESA/SMA Web7EHY & 2 54 4
« X509 E AL EAPKCS #12(PFX)SPEMIER ( BE B HCAZK S ) 1211
- BEE=SFEHEMER(IP)ERAERXRHESAMLEFRE F/SSO URL



HAEREZRE R

- REEESANVBERENEENEEHE/FQDN;H#EFTE S A ERBACS)URLEE Z #
AT,

- MRREBEHED , FEBMASAMLARSHRE <A , FTEEFTEREAASEKEEE
SAML.,

- BEIPPREERBERER —BEBNEAENHE,

- WEIFTENEENS| AT,

- HFIPEIXESA/SMAR BHMENENAEEMY.

AR WMERE AR K IR E A & REE(EUQ)SAML SSO.

BREMN
+ Cisco TACTRHE=HIPPRERHEMLE, AYRIPRETRESERA,
SSO SAML IdPs

« Duo Access Gateway(DAG)I8iN T =t B3 5=E , EASAML 2.0BE XN EAERK.

« Active DirectoryB& 5 19 B2 BR#E(ADFS) — £ HADFS 2, 3. 4. Azure Active
Directory(Azure AD). SecureAUTHFIPingFederateit 1T RI&%

« MRIPHESAML 20EHBEARRIXEEMERNZS0RE  MUUEALEERZS 058
o

. OktaziEfF X EIRISHIdPHEST B B ERE,
EESA/SMARLE ARIEIRET
B BIRFESE> SAML > ( BIEEE ) >8R,
N Wi ERESAMLZ B BERMESAE B HRENFIAREETEKREE.

- IRBETHEERSNEFSETNEMREHALEEREE , AN THREER
- RTHESEAEBEURLZI , BRI BERRIEFRE.
- BEEAEURLEEDHEEN TN ERBERAACS,



- FRARAZHESBEIMNREZTETFIRETSEH , SIWCESFEEMNEE.
- BEERE  AAEESASSMAN EFZEBSPHIEN BB,
- BERIDIPEEINANSPHIIENBR, LEBEIIPARRKRISPHER., AIUREESR
78 , HIInESA_SPE{ESA _SSO,
. BBDENX:-FUEEHNBEAL,
- BISFEREURLEES 5 ERIACS):IdP AR EELESA/SMAE #E AR URL,
- SPEE:
« Format:PFX/PKCS12E,PEM#& I HIX.509/ A/ ERARE,
o BIE 1:RFEBFEFIRE ENetwork > Certificates® , #fESALEBRYMNEFE S
HITIERE,
« BIF 2 LERBENLES: LEPEMBRANFENSE,
« J2IF 3: EEPKCS #12: L EPKCS #1218 X,
- Ti# : EESAISMALEBSAMLE— R ABRY HEZRE,
- MRFE , THABETHRBRE,

N W nREAPEMERNEE  BESERENLRETETENEES,



SAML Settings
Service Provider Settings
Profile Name: __ESD

[Configuration Settings:

Entity 10: (&) [

Name I Format: :T-l:' urnioasis: names:tesSAML: 1.1 nameid-

format: unspecfied _,..-_"'/_;_:

Assertion Consumer

wre: @ | itps:dhllll-esa2 example.com

-
SP Certificate: _
® Select from Certificate List: [?) Select a Cerificate,,, ¥

Upload Certificate and Key: (7

Upload PRGCS #12: (7)

Uploaded Certificate Details:

Issuer: C=US\CN=SAML_S50\L=Raleigh\0=Cisco\ST=NC
‘emailaddress=]| NG ov-:s0_17¢

Subject: C=US\CN=SaML_SSO\L=Raleigh\O=Cisca\ST=NC
vemailAddress=|| NG cv-cs2_7ac

Expiry Sep 21 16:16:12 2022 GMT
Date:

Sign Reguests
Sign Assertions

Make sure that you configure the same settings on your fdentity Provider as well,

Organization Details:

Mame: |r:h|-i:.' corp

Display Name: ||:|., s

URL: |h:tps:.n’.n’{|scu.{-:sm

Technical Contact: Email: _—

Duplicates all settings except the
_ ‘ . — = R .
Share this configuration across machines in cluster :I,-' Assertion Consumer URL

TRFRHEERE. B

TRIBRMERE B

HBFERARNEBEEZIIPHESA/SMA SAMLEFARIEIE,
EEB S REERIIPHEEFIESA/SMANEEH®ITHER,
AR ER TAEREEN A SERESR,
RBRMRERERAMREERE,

£ TSAMLECE ; B THSPRFRER.,

BB 5 IR RER(IdP)ABEESA/SMAZ BB & £ A

N W REPERSEESATEBNERERRNEE. (H1 : DUO)



ELERBERMFRMR T ZEIPHEE RS,
Cisco TACT RE=FEmEHREMN<E., ELRIELASEZERM.

EESA/SMA L EIDPERE

1%1_\-25%\1 b%qﬂ> SAMLO
2.J##Add Identity Provider,

- AMETWAEE :

- EAIPEFREHR

- FPRRETH:
- BHRRID: LR ARERIIPHEMAE
* SSO URL:SPE H{FIASAML & 17 B B FERAIURL
- BARMAHFTE LEITRNERSF

SHEBETHNERCEAHALEKE  UEEHETWIEESACHEREE !

SAML Settings
Identity Provider Setting

Profile Name: I My _1dP

Lonfiguration Settings: | ) Configure Keys Manually

Entity ID: (2) |: ESA_IdP_cluster
550 URL: (7 https:Mogin.myidp.com/ R
I o _csa
Y
Certificate: Browse... Mo file selected.

Uploaded Certificate Details:
Issuer: C=US\CN=SAML_SS0O'\L=Raleigh\O=Cisco\ST=NC
\emailAddress = {J ] ] .C=ESA_TAC

Subject:  C=US\CN=SAML_S550\L=Raleigh\O=Cisco\ST=NC
\emailAddress = ENGNGTcNINNEGIG o -c54 TAC
Expiry Sep 21 16:16:12 2022 GMT
Date:
Import IDP Metadata

No file selected. Duplicates all settings

Share this configuration across machines in cluster (2) [0 Cluster Members

FHRAIIPAS

FHEAIPPRA



4.9¢1dP L HEBREHR

- EEEANIIPEREHR,
- BEIRIIPRENRREMEREFFEE.
- MERBERAREE , ARMEREREPNER AR LEENRE,

SAML Settings
. Identity Provider Setting

Profile Name: Ip,zu RE_IDP

Configuration Settings: Cenfigure Keys Manually

Entity ID: () |

5SSO URL: (2)

Y
Certificate: Mo file selected.
© Import IDP Metadata
Browse.. Mo file selected.

Uploaded Metadata Details:

Entity ID: https://sts.windows.net/eabt0t&daa- 28e1f3%e0b/

S50 URL: https://login.microsoftonline.com/eat064aa- ) '2Belf3%elb/sami2

Duplicates all settings to

Share this configuration across machines in cluster 'ﬁ:‘ Cluster Members
fRidp L EBFRER
#Ridp L&EBRER

FEESA/SMA L fEFSAMLELA A5 & 10 58 7%

B2 DAP/NER S D ERIBIELL , SAMLE — B A S EHMBEI RREEAR,
1ERERGER-EAE (EREI ) >HBEHRE>-HA,

23212 Authentication Type:SAML.,

SARCEABERNBUERRE (I ) BAAZREHRPESNBHERRE.

N HiE  BESBIARASAVLER TR RN 5 HEHRAREN B, EESRE TAHR
S MUAPEENBEESAMLEETESEEBUEZ BN TEKRE, MRREELRAL , KE
ERBEREN "HAHMR, MUESSAMLERHFENFEBMY,



ARBRERIEEREAEAG , WAESAMLE P ERNEEBM.

« Group Mapping®{u 4B @SB, TJLAETE Unspecified Groups B 14 3R 5k & SAMLET S =

a8,

+ Enable External Authentication
Authentication Type: | samL  *
SAML Profile: | SaML profile has been configured ot System Administrabon = SAM|
Attribute Name for Matching the Group Map: (2 membergf

Group Mappeng: Group Name in Directory Rele (7

ESA_Admens Cloud Admimstrabor ¥

Add Row

External Authentication Settings

SNERE 1P BR TR RRE

SNERE 1P BR R RRE

SRIXMEREN

BEKD® , BEARHAKBSER —E#HER. ESASMARBAREBRNMEAE -—BEANER , 28R

HEESEEMI QA HRHER(dP).

BiER  EEESREEOILESAMLEARH,

loud Email Security Appliance
ersion: 13.0.0-392

Usemame: | |

Passphrase: | |

Use Single Sign=-0n

ERE—E NEREREERESAML

fERAE—& N EFEERZESAML



5E S B AR
EAELERAREREL RS BREERIIPERERN.

SSOEEMEZEIASHERNEEAERL ( "TERE—F A, )

2 B BLiE System Administration > Users > External Authentication > SAML,

EEMEE®E TEREASMREAK ! J WESASMAR A EHFEBBENERE
éo i

§RER —ZEABORERR | FHBENEES,

- SRRFEIIPKE,
- ERTEBEEIEIZE —ABRASHEBEE EENESRIBNE AL,
« HEEERARIIPEEMERN , W HEEEHIIPREETHMERE,

EEMRE®HE "REAK ! 0 WESASMARAEFBHRENEES, |
$RER ¢ TREXM | BEIRENEES, |

- BERFEEIB , (BEESA/SMALIZEEKE,
« BB #8Users > External Authentication > SAMLFHIERE .
- BMEE., HEBNEHM,

MHEAERA

+ Cisco Email Security Appliance — &5 F i}
 Cisco Content Security Management Appliance — {f A F
« Cisco Web Security — {# i F



https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/web-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_tw/support/security/web-security-appliance/products-user-guide-list.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



