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Linux®MacfF &

AR A an Al EE R S5 B H Cloud Email Security(CES)CLI,

BERE

Cisco CESEFEHEFEASREMNRBBIBSSHREFEHEESAFISMAKICLI, HEETEEEMCLIFZH
BAERREBTINERAE,

LinuxMMacfER &

¥ Cisco CESEF :
BRAFEASSHEIBCESKEH#ITCLIZ BN RIESBARA,

LERAF

ERCESEF |, 84 ZAEACES On-Boarding/Ops=Cisco TACHEA , FTRER A KESSHE ]

1. ERFE//NERSAE R,
2. M ERHEHZHPUbIicCRSAE S,



3. & Ciscoff FY BAZ LN LB R FERCESEFIRF,
4. BRI & Hconnect2ces.shiE &,

AR FE//AERSALIR ?

CiscoBZ 1 AR Unix/Linux/OS XK #&im/CLI LM Mssh-keygen. . fEMssh-keygen -b 2048 -t

rsa -f ~/.ssh/<NAME> i 5o

S

MiEE : BRAGEMEFA , 5555 Bhttps://www.ssh.com/academy/ssh/keygen,
RSB ITMREBERSATASRAIZI AL,

BN FAIREIX BCisco , REE LN (.pub).
BENABERGERNE  FRIZSBNE FBH4 /& F/H K,

AR AR X EER R HTRA 2] 2

e BRI TAL

IR ERASSREBB "Cisco CES Customer SSH/CLI Setup %,

HERE

EEFM , FEHopencopyREM KA , WRHP—EREEIMABEEIHERE,

BRER/MENEZEZFEENREER , WREREECESEF , AT I EFMERPLTERE

FAf4-ssh.iphmx.com, MREZBMNCESEF , EEBEIDCHEEHRE , BEMAMT-
ssh.eu.iphmx.com, )

E Bttt (ap.iphmx.com)
f15-ssh.ap.iphmx.com
f16-ssh.ap.iphmx.com

CA(ca.iphmx.com)
f13-ssh.ca.iphmx.com
f14-ssh.ca.iphmx.com

%23 (c3s2.iphmx.com)
f10-ssh.c3s2.iphmx.com
f11-ssh.c3s2.iphmx.com

BB (eu.iphmx.com) ( £2EIDC )
f17-ssh.eu.iphmx.com
f18-ssh.eu.iphmx.com

3 B (iphmx.com)
f4-ssh.iphmx.com
f5-ssh.iphmx.com
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MREEFIZEBHLRELEBESARZTLEEEE(SMA) , ZEERH 2

BRI F1Fconnect2ces.shiy 5 — @ &|Z , fl@connect2ces_2.sh,

MizE : BAEFH LA "cloud_host, REBAZFHEANHMEE,

B Ei local_port fREE A2222 AN AR, B, BigKE —@HER . "85 EnIEH
BEeEER !

W{A it BESAHSMAZ A T N ERE AR 2
B A IS,
SERERIEHER  EERMTERF?

joe.user@my_local > ~ ./connect2ces

[ EEE EARENE W IR 7] IR 88 (f4-ssh.iphmx.com), ..
[[REBEFERI, RECEZEEIM4-ssh.iphmx.com,
[-][#EPID LIESTHIKE : 31253
[[([EEEAREICESE & (esal1.rs1234-01.iphmx.com), ..

ERBEAER : 201948228318 —11:33:45 , §10.123.123.123
EAMCisco C100VAEBMR 407 1#IAsyncOS 12.1.0

EUDfEMCisco CIOOVE FEH R ERKE

e : MRMEIE1440088 , WEFERBH, FARRERINEEERAHRER, — BETTREEXR
, U AIRRELE K,

£ fesa1.rs1234-01.iphmx.com)>
Efesat1.rs1234-01.iphmx.com)>iB H

2 EFAZEI127.0.0.189:E£Ro
[[EERIFAEELR. ...
[-];Taﬁio

connect2ces.sh

~
i BAREAMELEZRZERNNAEER , MREREXBCESEF , /7 FEF4ERH O

MEE , FEMAM-ssh.iphmx.com, MREREBNCESEF , EEEDCHEERE , FEA
f17-ssh.eu.iphmx.com, )

#!/bin/bash
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#--imEE A T E
HIEZ O REECESE Y LT A .

# cloud_user="username"

# cloud_host="esaX.CUSTOMER.iphmx.com"=}"smaX.CUSTOMER.iphmx.com"
# [FERECHE RN EEMECESERFORE ! ]

# private_key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"
# proxy_server="PROXY_SERVER" [{&iZ{Z—1& ! ]

#

HHEA Tproxy_servery , LR RSSHREE :

Hi

##E B+t (ap.iphmx.com)

## f15-ssh.ap.iphmx.com

## f16-ssh.ap.iphmx.com

Hi

## CA(ca.iphmx.com)

## f13-ssh.ca.iphmx.com

## f14-ssh.ca.iphmx.com

HH

#8128 (c3s2.iphmx.com)

## £10-ssh.c3s2.iphmx.com

## f11-ssh.c3s2.iphmx.com

Hit

##EUM (eu.iphmx.com) ( EEEIDC )

## f17-ssh.eu.iphmx.com

## f18-ssh.eu.iphmx.com

H

##3% B (iphmx.com)

## f4-ssh.iphmx.com

## f5-ssh.iphmx.com

cloud_user="username"
cloud_host="esaX.CUSTOMER.iphmx.com"
private_key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"
proxy_server="{{I {7 Bk 28"

#--{R BB LE R
# 'proxy_user' T FEE K

# 'remote_port'{R$F22(SSH)

# 'local_port AI AR IBZEEREATRNE

proxy_user="dh-user"
remote_port=22
local_port=2222

TR i - S

proxycmd="ssh -f -L $local_port:$cloud_host:$remote_port -i $private_key -N



$proxy_user@$proxy_server"

printf "[-] IE1E B AR EI R R fR 88 ($proxy_server), ..\n"
$proxycmd >/dev/null 2>&1

W% nc -z 127.0.0.1 $local_port >/dev/null 2>&1; R %
printf "[[[VEREARK T, REERE$proxy_server, \n"
Hty

printf "[[[XEERAK, EFERHE......

exit
fi

#E K EsshiEfE

proxypid='ps -xo pid , % | grep "$cloud_host" | grep "$proxy_server" | head -n1 | sed "s/A[ \t]*/" |
cut-d""-f1'

printf "[-[ X 7EPID LE1T : $proxypid\n"

printf "[-]IE1EE AR EICESZE & ($cloud_host)o ..\n\n"
ssh -p $local_port $cloud_user@127.0.0.1

printf "[-] IE7£ B BRCERELR.....\n"
FFESproxypid

printf "[-] M. \n"

#--18 35 G2 IR R A\ RS0 2
#--352:B : https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118305-
technote-esa-00.html

#--EEHEZEESARSMA?ER RIS T BIL EFH @B Aconnect2ces_2.shE B LLE T,

Eﬁﬁj{t‘ﬁ::htt s://github.com/robsherw/connect2ceso

WindowsfE &

ERAPUTTY R EASSHUEIBCESKIEHETCLIFA R A,

BB
EACESEF , B4 AEEFCESHAEMEE , TR TACRKR MK ESSHER !

1. £ERAB//NBERSATIR.

2. A ERREHEN NARSAER.

3. EFCisco FLBHMNEEN SMEREFRENCESEFIRS.
4. BBULT RARNFEEAREPUTTY,

WA E S FE//NERSAEEE ?

BRIEZEHWindowsfFHPUTTYgen(https://www.puttygen.com/).



https://www.cisco.com/c/zh_tw/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://github.com/robsherw/connect2ces
https://www.puttygen.com/
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~
MiEE : RSB ARTURBEHRSATMBNRE.
BN EFLBEIA B Cisco , REE L8 (.pub).
BENNBIEZGERE  FRANESBNE FE4ibi/E F/IHK,

TR BRI T B E SRR R AT R 2
i B,

R IEFESSRIZRE A "Cisco CES Customer SSH/CLI Setups %
WA AL BEESARSMAR A M AR R A ZTE ?

BRI,

PuTylt &

EEHE , FEMPUTTY LA TREISS — AR EME:

BREA/MELEZEFEERHAEE , RERXBCESEF , AT EFIERFLMEKE ,

FAf4-ssh.iphmx.com, MREREBINCESEF , EEBEDCHEHEE , FFEAMT-
ssh.eu.iphmx.com, )

ZE B4t (ap.iphmx.com)
f15-ssh.ap.iphmx.com
f16-ssh.ap.iphmx.com

CA(ca.iphmx.com)
f13-ssh.ca.iphmx.com
f14-ssh.ca.iphmx.com

B? B8 (c3s2.iphmx.com)
f10-ssh.c3s2.iphmx.com
f11-ssh.c3s2.iphmx.com

%23 (eu.iphmx.com) ( #ZEIDC )
f17-ssh.eu.iphmx.com
f18-ssh.eu.iphmx.com

% Bl(iphmx.com)
f4-ssh.iphmx.com
f5-ssh.iphmx.com
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i PUTTY Configuration

Categony:
= S_essiu:un | B azic optionz for pour PuT T zezzion |
= T L.Dglglng — Specify the destination you want to connect to
—J- Termina
- Kephoard Host Mame [or [P address] Port
- Bell |F4-ssh.iphms. com |22
- Features Connechion bpe:
- Window " Raw  Telnet ©© Rlagin & S5H  Serial
- Appearance }
- Behaviour — Load, zave or delete a stored sezsion
. Tranzlation Saved Sesszions
- Selection
& I:"" E':'l':'t!‘m Default Settingz Load |
=] Connection
- Data S ave |
- Prosy
- Telnet Delets |
- Rlogin
[+-55H
- Seial Cloze window on exit:
© Alwaps Newer  (* Only on clean exit

About |

B-TERENEAFMET  E£ABBEAEAESBEILE Adh-user,

2 PuTTY Configuration

Open I

Cancel

Categany:
=- S_essiu:un [rata to zend to the server |
L.Dggmg Login detailz
=~ Terminal
- Keyboard Auto-login usernanme Idh-user
- Bell ; _
.. Features ~ Terminal details
= W irdions T erminal-type zting I:-:term
- Appearance :
Ezﬁaviuur Terminal zpeeds |384EIEI,384EIEI
;ri'm?hm — Environment wariables
- Selection
- Colours Wariable | #dd
[=- Connection
Value I Remove |

- Prowx
- Telnet
- Rlogin
[+-55H
- Senal

About |

Open I

Cancel

ZIESSHiE FDon't start a shell or command all,




i PuTTY Configuration

Category:
- S_ESSiDn | Options contralling 55H connections |
'''' L.Dgglng Data to gend to the server
=~ Terrmninal Rernot "
- Keyboard emote command:
- Bell I
- Features
= Window
- Appearance v Don't start a shell or command at all
. Behaviour [" Enable compression
- Tranzlation Prefered S5H protocal version;
- Selection T tonly 1 v 2 2 arly
- Colours . .
- Cannection — Encruption optionz
- Data Encryption cipher selection policy:
- Pramy AES [S5H-2 only]
- Telnet Blowfish Up
Ene ADES _|
- warn below here - D
Archour [S5H-2 anly) o |
DES
[~ Enable legacy use of zsingle-DES in 55H-2

Aot |

Open I

Cancel

¥ — T Authand for Private key file for authentication , BIE I iR{ZEHIFLER

f."{ PuTTY Configuration

Categony:
- K.eyboard ﬂ | Options controling S5H authentication |
o Bl
.. Features I™ Bypass authertication entirely (SSH-2 anly)
= Wlninw —Authentication methods
- hppEarance
Ezﬁavinur v Atternpt authentication uzing Pageant
- Tranzlation [ Atternpt TIS or CryptoCard auth [S5H-1]
- Selection ¥ Attermpt "'kepboard-interactive” auth [SSH-2)
B E;;S::Dt;-grﬁ — Authentication parameters
- Data I~ Allow agent forwarding
- Prasy [T Allow atterpted changes of username in S5H-2
- Telnet Frivate key file for authentication;
- Rlogin I Browse... |
[=l- 55H
K
..... TT%
..... 511
----- Tunrels
..... Bugs |
- Serial |=

Ahout |

#®—T "TunnelsJ »
B A SRFUEAR IR

Open I

Cancel

ERESRENERE ( RAIERA2200) .




# A aDestination;iE 2

BHIESAEISMA + 22 ( 38 ESSHERR ) -

% PuTTY Configuration

Categaory:
- K.eyboard ;I | Optione cantraling S5H part fansarding |
- Bel — Part fonwarding
- Featurez :
5 Window [ Local ports aceept connections from other hosts
. Appearance [~ Femoate ports do the same [S5H-2 only
. Behaviour Fonwarded ports: Blemiawe |
- Tranglation
- Selection
- Colours
= C i
= lfl_r_-lgl::;:h Add new fonwarded port: {
- Prawgy Source port |22EIEI Add |
- Telnet - - .
- Rlagin Destination Iesa'l -youLiphrnz. com: 22
f* Local i~ Remate i~ Dynamic
' Auto £ |Pvd i |PvE
»

Open I

Cancel

B—TAdd#& , BEM TR,

2 PuTTY Configuration

Categony:
- K.epboard ﬂ | Options controling S5H part fonaarding |
- Bell — Part fonwarding
- Features .
- Window ™ Local ports accept connections from other haosts
- Appearance [ Remate ports do the same [SSH-2 anly)
- Behaviaur Forwarded ports: Bemave
- Tranzlation : _
. Selection L2200 esal.yvouiphms.com 22
- Colours
=-C fi
= ?_h;?;m &dd new fonwarded port:
- Prany Source port I
- Telnet o
- Rlagin Destination I
= 55H % Local i~ Remote " Dynamic
o Kew + Auto  IPvd 1P
- Auth
TTY
=11
b Tunnels
..... Bugs |
- Serial =
Ahout | Open Cancel




ERRMTEBUMBRER , R — T Session,
WA TRENEE. NEE  RRE-TRE

2 PuUTTY Configuration x|
Category:
= - | Bazic options for your PuT T seszion |
] — Specify the destination you want to connect to
= Terrmninal
Hozt Mame [or IP address] Puort
- Kepboard -
— Bel Ifd-ssh.lphm:-:.c:n:nm |22
- Features Connection wpe:
- Window " Raw © Telet © Rlagin & S5H  Serial
- Appearance B i
. Behaviour Load, save or delete a stored session
- Translation aaved JEsII0Ns
- Selection [Fy Saved Session
Enlnyrs Defaulk Settings Load
= Connection
Data SEI"\."E
- Prowy
- Telnat Delete |
- Rlogin
- 55H
Kex i Cloze window on exit:
Auth © Alwaps Newver  (* Orly on clean exit
L TTY
R ;I
Abot | Open I Cancel |

BEBF |, AT BA#R — T Opent RAEN V&R,
TEHREMEARBDTRRI . BE

ERREESAS SMAN EE —EPUTTY &,

5 85 127.0.0. 10 £ SIE PRI BB ELE A F R EE,

EARRHBIHR | 2200
B —TOpenblEHREEE,



2 PuTTY Configuration x|
Categony:
=l S.essinn | B azic options for your PuT T zeszion |
L_u:ugglng pecify the destination you want to connect ko
[=I- Terrminal
Host Mame [or IP address] Purt
- K.evboard
- Eell [127.0.0.1 2200
- Features annection tpe:
= Window " Raw © Telet £ Rlogin ™ 55H ¢ Serial
- AppEarance B i
.. Behaviour Load, zave or delete a stored session
.. Tranzlation Saved Seszions
- Selection
I::::I::u_urs Drefault Settings Load |
[=]- Connection
- Data Cave |
- Prosy
- Telret Delete |
- Rilogin
[+- 55H
-~ Serial Cloze window on exit:
 Alwaps Mewver & Only on clean exit
Ahout | Open I Cancel |

ERGRETH , FACNKEERAESBNESR , REAVISREEER.
5E Bt HE AR

MRENSSHEME REAOpenSSH ( FEPUTTY ) KT , RIS ELER , YSHE &
PEM#E . §ER.



PuTTY Fatal Error

(server sent: publickey)

Disconnected: No supported authentication methods available

oK

BRPUTYy S84 RS-
E—TLoadinBIBEMMAREFAR,
BEER-TTEELBREFREER(), XEREITLES,
KEZHFEEE , ] — T Opening,
Puttygeni& 1= 38 LUtk B #y B Al



https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa A
AAAAB3NzaC1yc2EAAAADAQABAAACAQDBI1R657syE4AMM7WDEZWNGHSDbRptJsq
XLdYO0iW70r1thQWCZ9drKaezW8aVXgSTwiKvpldoyP7JNyLTA6HzXEJGR

+5598zsl ) 'm0
ovPinryp| PuTTYgen Notice X bV o
Key finger e

Key comnm 0 Successfully imported foreign key

(OpenSSH SSH-2 private key (old PEM format)).
Key passy

To use this key with PuTTY, you need to
Confirm p use the "Save private key" command to

save it in PuTTY's own format.

Actions
Generate e
Load an e OK
Save the gemerarsuwey T SdveE PUDNC KEY T oave privae key
Parameters
Type of key to generate:
(® RSA (O DsA (O ECDSA (O ED25519 (O SSH-1 (RSA)
Number of bits in a generated key: 2048

- B—TREFNLER,
« EPUTTYERES , ERALKBENALRIRFSHE.
- EREAERNALREINER,

BN ERHBERGTIIHBERE,
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