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1.& AZICisco Domain ProtectionEE &M F , REEMEIAdmin > Organization, EEEdit
Organization DetailsiZ#ht , 0 BT :

Edit Organization Details Audit Organization Activity

2EMEFEHBIRERES D , ARIR—TEnableSingle Sign-OnEH F R, RFELERAL , W
TEFR:

User Account setlings

Single Sign-0n: [7] Enable Single Sign-On o

Enabling Single Sign-On For your organization will change
how existing users authenticate.

Upon successful configuration, users will have to bind with
the identity provider to gain access to the system.
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https://www.cisco.com/site/us/en/learn/topics/security/what-is-saml.html
https://www.cisco.com/site/us/en/learn/topics/security/what-is-saml.html

« E8ID:dmp.cisco.com
- BTS #EAERBURL:https://<dmp_id>.dmp.cisco.com/auth/saml/callback

Microsoft Entra ID

1.EfEIMicrosoft Entra IDEE AL , ARIE— TAddIZE, i#EEnterprise Application , RERES
Microsoft Entra SAML Toolkit , #1 FEIFfR :

Browse Microsoft Entra Gallery

Create your own application 2 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (550) and automated user provisio
your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the }
process described in this article

SAML Toolkit : Single Sign-on : All User Account Management : All Categories : All

—:>) Federated 550 () Provisioning
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2HEAEESNETERT , RER—TEIL, W, HEREEA,
IEMEEEI D THABIEMR, & —TSingle sign-on , AREESAML,

Manage . .
’ Select a single sign-on method  Help me decide

1! Properties

& Owners

R ® Disabled {3 SAML

s LIE el rine Single sign-on is not enabled. The user Rich and secure authentication to

3 single sign-on won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol

P Provisioning O

L))

Self-service

4.7 "EARSAMLEE ) AT , R—THE K AREZ5|8 .
« BBIFFSE (EEEID) : dmp.cisco.com
- EIZURL ( iS#EAERIURL ) : https://<dmp_id>.dmp.cisco.com/auth/saml/callback

« & AURL:https://<dmp_id>.dmp.cisco.com/auth/sami/callback
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5. "BMNES) ERY , BH—THE.
#£Required F , #&— T~ Unique User Identifier(Name ID)E & LA H TR EE

« #%Source attributet@ {1 5% i Buser.userprincipalname, &R &%user.userprincipalnamefJ{E 3k
TERNEFEHFibit, WMRFR , B Sourceik E Auser.primaryauthoritiveemailo

« ¥EAdditional ClaimsE#R T , & — TEdit , 23 Microsoft Entra IDfEFA & B4 MSAMLEM 2

A E AR,
zZ8 Z2BE[ B
EEHhE ] user.userprincipalname
B2F &E user.givenname
HEK &E user.surname

BRI EREEE S Namespacet@ L , M TFFIR :

P ETHE | E il

6.—BiEEET "BYHMNRE, B0, AFEERE —HOSAMLEZRERS,
. FEEE AURL,

You'll need to configure the application to link with Microsoft Entra ID.
Login URL https:/flogin.microsoftonline.comy

- E1EHEE(Baseb4),

Certificate (Basetd) A Download

BREEARE ( 2882 )
IR [E Cisco Domain Protection > Enable Single Sign-On Z8 %

- ZREBBIFFRMER: urn:oasis:names:tc:SAML:2.0:nameid-format:persistent
« SAML 2.0#8%E25 (HTTPEEM ) : Microsoft Entra IDIR £ HY & AURL
« NHFEE :Microsoft Entra IDIRHY & & (Base64)
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FAML 2.0 Endpod [(HT TP Redirect]:

Public (ertificate:

m Ttk S tnngs

BR—THHERE. cHEEEQIENFHREEINNEAR. FRENSSOBREE A,
I EAE , LB E. &—T "Save Settings. o
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Error - Error parsing X509 certificate

. FBIRFBE([IMABaseb4H,

Error - Please enter a valid URL

« FE{RMicrosoft Entra IDI2 Y& AURLIEHE,
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