n4r] 458 A 9 28 8 28 R (L SPFER BB R 4 2
B 8%

kAN
SPFERFE X 7 B i 2R ok ¢+
HHEEF

msr

AR ER A A04A] B B RT A4 B0k B IR R SR 18 (SPF) B i A R ERE R Mo
PR THEREEBRARETNXENAEERBLOSHRA (10XRESRAE ) .

SPFERRE A A BB 2R R

SPFR—EMENEFHARIRS , SHEBRBRHA —BRHIRRUETEBAHRE  XHET TR
BEBARRBERERAFNEABHET EHZEEESRENETREL

EERBAZ2KEESA) L , BEAREKE ENEABERASPF. AIUET AR ENERHER
HISPFEUREITIRIE , EXREBFEERBENEZRBH.

Add Condition... |

Order Condition Rule

1 SPF Verification gpf-status == "fail"
Add Action... |

Order Action Rule

1 Quarantine quarantine"Policy")

B AR EBARBEBERUTHAER

Sat Feb 20 17:27:37 2021 Info: MID 6153849 SPF: helo identity postmaster@example None
Sat Feb 20 17:27:37 2021 Info: MID 6153849 SPF: mailfrom identity

user@example.com Fail (v=spfl)

Sat Feb 20 17:28:15 2021 Info: MID 6153849 SPF: pra identity user@example.com

None headers from Sat Feb 20 17:28:15 2009 Info: MID 6153849 ready 197 bytes

from <user@example.com>

BE=EABINSPFIRESHDIRE -



1. spf-status("mailfrom") & %

2. spf-status("pra") & 12

3. spf-status("helo") 2%
EBERE (9.7TRESEE ) £, RBBRJ[ETHPRAGR , BLEFRECSCuws673 T 4 IR #E
, S#EAsync OS 9.7. 2R BB M4 L #1818,

EFFEBHRAF , ARBRF[ENTREZHNERENRE = ESPFER.

Hit , ARBIBREFFhspf-status = Tfaily BREME=ESH , URERBEEASPFAMHER
R,

Edit Condithan L

Metsage Body of ATLSChPERS

Help
Metsage Body SPF Verification

URL Category What are the SPF Verification resulls 1o match?

LIRL Reputation

Hessage Sice SPF verification:

Hedfaga Language
Mo Detection

in ] Mone
Fass

ASTRChmang Conten HNewtral
Artachmenk Fike Irdo el
Artpchmant Profection B Eail
Subjest Hopdes TempError
it Hesder FermError

Envelaps Sender
Envelope Recipeend

REBRBNFAFHEBASOETRHERE At , IREEESREEBREBHMIRRE
SAMEERH , AIFEEABFBIRERS.

REHHBIRIBRILEE "HELO, . "MAILFROM, f "PRA. E# 5 BIMESPFARAER A,
B BRERSNTAR :

if (spf-status("pra") == "Fail") AND(spf-status("mailfrom") == "Fail") AND
(spf-status ("helo") == "Fail")

i E%ETLXEFEEMEEIE{E}%%EEI‘@%&E’JSPFWEJ AR BBERR A RESHEE,

ERKE (AsyncOSEMRERFM) FEIMNEFBIREE , CHETERNF D ERATRENSPFRER
Al

[=—N

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail"){

# completely malicious mail

quarantine ("Policy") ;

} else {

if (spf-status("mailfrom") == "SoftFail") {


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw56673/

# malicious mail, but tempting

quarantine ("Policy") ;

}

}

} else {

if (spf-status("pra") == "SoftFail"){

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy") ;

HERER
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http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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