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Policy, Virus and Outbreak Quarantines

Virus Antivirus

Add Policy Quarantine... || Search Across Quarantines |
Quarantine Name Type Messages | Default Action La:
File Analysis Advanced Malware Protection 0 Retain 1 hour then Release
?:éi;aekby Rule Summary] Outbreak e igi?:ﬁmr?e::a:?
Policy Centralized Policy 0 | Retain 10 days then Delete
Unclassified Unclassified 0 Retain 30 days then Release

0 | Retain 30 days then Delete

Available space for |

R 3% A ¢ ¥ DKIM/Domain-based Message Authentication , Reporting &
Conformance(DMARC)/Sender Policy Framework(SPF)BR#G R 4: EFR s, BEBE T —1E,

fEPolicy ( KB ). Virus ( A& ) #MOutbreak Quarantines ( FEFMIRZIFHE ) B , EIZFAd

Policy Quarantine:
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Add Quarantine

Quarantine Name:
Retention Period:

Default Action:

Local Users:

Externally Authenticated Users:

|40 Hours |

O Delete

Release
Free up space by applying default action on meassages upo
Additional options to apply on Release action {when used
Modify Subject
Add X-Header

Strip Attachments

No users defined.

External authentication is disabled. Go to Sysfem Administrat
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E R ZIESA > Mail Policies > Incoming Content Filters > Add Filters,

- By BULEERRRNEE. RANEE:

Add Incoming Content Filter

Content Filter Settings

Name: I

Currently Used by Policies: | No policies currently use this rule.

Description:

Order: | 6 & (of 6)
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Authentication-Results expected and insights:
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Add Condition

Message Body or Attachment

Message Body DKIM Authentication

URL Category Is DKIM Authentication Passed?

URL Reputation

IR e DKIM Authentication Result:

Message Language Is

Macro Detection Neutral (message not signed)
Attachment Content Temperraor (recoverable error occurred)

Permerror (unrecoverable error occurred)
R Hardfail {authentication tests failed)
Attachment Protection None (authentication not performed)

Subject Header
Other Header
Envelope Sender
Envelope Recipient
Receiving Listener

Remote IF/Hostname

Reputation Score

DKIM Authentication
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Add Action

| Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass DKIM Signing
Send Copy (Bee:)
Notify

Change Recipient to

Deliver from IP Interface
Strip Header

Add/Edit Header

Forged Email Detection
Add Message Tag

Add Log Emtry

Encrypt and Deliver Now (Final
Action)

Bounce (Final Action)
Skip Remaining Content Filters

(6] S8 4 370 5 W SR 0 ¥ B 2R

Bypass Outbreak Filter Scanning

Send to Alternate Destination Host

S/MIME Sign/Encrypt on Delivery

S/MIME SignfEncrypt {Final Action)

Quarantine Help

Flags the message to be held in one of the system quarantine
areas.

Send message to guarantine: BRI ERELE

Policy

Duplicate message
Send a copy of the message to the specified quarantine, and
continue processing the original message. Any additional actions
will apply to the original message.

BiiBRARR. HESAF , HEEIRHZKREEREDKIMN SEEF R REHEBRE. EEE
ESA>E K> A BRI , T EATR

Incoming Mail Policies

Find Policies

Email Address: © Recipient Find Policies

Sender

QOrder | Pelicy Name Anti-Spam
1 Allow_only_user [use default)
2 Tizoncito {use default)

Default Folicy IronPart Anti-Spam
Positive: Quarantine
Suspected: Quarantine

Add Palicy...

Anti-Virus Advanced Malware Pratection  Graymail Content Filters Outbreak Filters | Delete
{use default) {use default) {use default) | (use default) {use default) ﬂ
{use default) {use default) (use default) | (use default) {use default) W
Sophas Disabled Mot Available | File_Test Retention Time:
Encrypted: Deliver Virus: 1 day
Unscannable: Quarantine Other: 4 hours

Wirus Positive: Quarantine

% — T Content filters %!l #1Mail flow policy1T -
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R ESA CLIELEFTEHERIBIRES. W AT Filtersit % FRERA R

ESA. com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> NEW

Enter filter script. Enter '.' on its own line to end.
DKIM_Filter:

If (dkim-authentication == "hardfail" )

{

quarantine ("DkimQuarantine") ;

}

1 filters added.
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From ESA CLI:

ESA. com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file



- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.
- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
[1> list

Num Active Valid Name

Y DKIM Filter

Y
ZEERETNBRRRAEEEARNEERMRE,

RER R
ADHRHEHERT AR ERRGET R
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- B R R G Hdkim: B
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- MRRRBBIRER |, FREXBRSE S EBMREH
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- DKIMBR IV R |, 0 : permfail

- BENBFKE (WREBRE )

- ERMERRSS (B BANBTHRE)
RESAIRME -

interim verdict using engine:

AMP file reputation verdict

<user@domain.com>

<userb@domainb.com>
'<3903afs2r@mgt.esa.domain.com>Fri Apr 26
[final]

"Let's go to camp!"

ready 491 bytes from <user@domain.com>
matched all recipients for per-recipient policy

CASE spam negative
CASE spam negative

interim AV verdict using Sophos CLEAN

UNSCANNABLE
GRAYMAIL negative

Custom Log Entry: The content that was found was:

Outbreak Filters: verdict negative

"DkimQuarantine" by add-footer filter

Fri Apr 26 11:33:44 2019 Info: MID 86 ICID 98 From:

Fri Apr 26 11:33:44 2019 Info: MID 86 ICID 98 RID 0 To:

Fri Apr 26 11:33:44 2019 Info: MID 86 Message-ID

11:33:44 2019 Info: MID 86 DKIM: permfail body hash did not verify
Fri Apr 26 11:33:44 2019 Info: MID 86 Subject

Fri Apr 26 11:33:44 2019 Info: MID 86

Fri Apr 26 11:33:44 2019 Info: MID 86

Allow_only _user in the inbound table

Fri Apr 26 11:33:46 2019 Info: MID 86

Fri Apr 26 11:33:46 2019 Info: MID 86 using engine:

Fri Apr 26 11:33:46 2019 Info: MID 86

Fri Apr 26 11:33:46 2019 Info: MID 86 antivirus negative
Fri Apr 26 11:33:46 2019 Info: MID 86

Fri Apr 26 11:33:46 2019 Info: MID 86 using engine:

Fri Apr 26 11:33:46 2019 Info: MID 86

DkimFilter

Fri Apr 26 11:33:46 2019 Info: MID 86

Fri Apr 26 11:33:46 2019 Info: MID 86 guarantined to
'DkimFilter

Fri Apr 26 11:33:46 2019 Info: Message finished MID 86 done
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/content/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
/content/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://tools.ietf.org/html/rfc4871
https://tools.ietf.org/html/rfc8301
https://tools.ietf.org/html/rfc8463
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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