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SRIRBEN, RANREEREER

ASDMiB%E

1. B—TEE , RERE—TBM,

2. R BDevice Administration , A% iE1ZClock,

3. BBIHNEFEEER, Date. TimeFITime Zonekd H 24 8 X FE
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ciscoasa

ciscoasa#show clock

11:02:20.244 UTC Thu Jul 19 2007

S BR2. £ R RSANY

£ HRSALNIREEASAK B R EAB SRR APKCSHI0REF R, LEXEAREEUSHREN
EENAREESRER,

ASDMia#=

1. #&— T Configuration , A #1%— T Properties.
2. B Certificate , A% E1EKey Pair,
3.#%—T "TAdd. »



E:a el Certrhcate

th [E3 Butnertication
By Ervofrent =
HAT = B Pair Hame U
! 4] Import Cerlificate | By =
“j‘j AR g et el
PN =l =
= TUFIpoeg
=
& ﬁé::i;uim & Add Key Pair x|
CED Marager Iy
- -l Device Aocsss
*ﬁh ii gl}ew.': Admirisiratnon
i gy o DHC IGES
- mt?
é‘icj, gl Hgh Asvadiabity snd Soal
Global Objects | il Fadover s [ 02
(g Fragment
[j:‘];:l £ rastory Metrics Ussge = GeneralPupose  ( Specal
P tics i HTTRHTTRS
IRy P Auc
w1 Leggng
I Pricuity Grisus l Ciererabe Mow | Canoel Feip |
I SLUNAFC Sarvr
I TCP Options
[l T ks

Fafresh

1l

4. MATREE | BEERAD  RREECEAREE, ME  ZBHNZR/YEKNR1024,

5.#%—T "Generate, . BEVNEIRBEZIE "SWRHEHE, 5d,

R SR Al

ciscoasa

ciscoasat#tconf t

ciscoasa(config) #crypto key generate rsa label
my.verisign.key modulus 1024

! Generates 1024 bit RSA key pair. "label" defines the
name of the key pair. INFO: The name for the keys will
be: my.verisign.key Keypailr generation process begin.
Please wait... ciscoasa(config)#

SREBVUEEN

FEGEHMREEENASAKE RN FE SHEMIB(CA).

|mi

ASDMi72

1. ¥ — T Configuration , A% 1% — T Properties.
2. R BCertificate , A7 & FTrustpoint.
3. i##F Configuration , A% FiEAdd.



Configuration = Propedies = Cedificate = Trustpaint = Canfiguration

i Startup Wizand

= aRP

[l Auto Updats

{2 Chent Upoiate

=HET certificate
' Authentication
— Sty Enrolmert
] bnpart Cedificate
858 Koy Poir

- at Import
E—gnwb&km

{ - Configuration

Configure a Certificabe: Authority (CA]) s & trustpoint.

Trustport Name | Device Certiicate Subject | 4 Certiiate Subiect | ([ aas ||

4. BBUTE  EENS GEEEBEREHAEEEE. (LkRAEI6EHmy.verisign.trustpoint,
VWY RESRONERNSWE . (my.verisign.key)

5. fRED TFEIFM. .

6. #&—T TCertificate Parameters. . R H R Certificate Parameters¥17& /5 .,

7. —TEdit, AEBETRFIHNEMY  EEREELE , B "B THXBFEPIEE

—fB{E , MARKE A6 RRE—TAdd.

x

~ DM Attribude to be Added
Aftribwde: |- Select Attribute .. - Al ==
Walie: [eiete
Ok Cancel

Aftribute Value |
Cormman MName (M) swEbvEnLGISC0 Com
|Deparirment (0L TSWEE
Cormparry Marmes (0 Cizoo Systems
State (50 Motk Caroling
State (S us
fLocation (L) i Raleigh

Help

8. MBEENER , B—THE.
0.7 "BESIH, HEARP , £ "HEEFQDN, WA HBWAFQDN, WEEEARNAR

(CN)RYFQDNAEE,



@& Certificate Parameters

Erter the walues for the parameters that are to be included in the cedificate.

=uhbject DM: vatems, St=Morth Caroling, =t=U% L=Raleigh Edit...

~FzDn

i Use FQDM of the device

{* Specify FQDM ywelvpn CiSco.com

i Use none

E-rnail:

P Address:

|_ Include device serial numkber

4 Cancel Help

10. #E__F r()KJ ( EEE ) o
1. BRETEETERENEBY | REBIE—TUse manual enroliment& &z R,
12. %&—T TOK. , AR&EZE—T "Applys o




= Add Trustpoint Configurakion

Trustpoint Kame: |I‘|13.-'.'|rerﬁig‘|.truspni1t

[ Generate & seli-signed cerificale on enroliment
If this oplicn iz enakled, only Key Pair and Cerlificate Parameters can be specified,

Enraliment Setlings I Reyvoostion Check I CRL Rsrizyal Pni-:',rl CRL Retriawval HB‘thnﬂI DCEP RLiEBI Advanced

Key Palr: try werision key | % Shover Details | Mesw Key Pair .. |
Challenge Confirm Challenge
Pazaword: Paz=wward: |

Enrollment Mode can only be specified if there are no certificales associated with this trustpoint,
‘Enraliment kade-

* Usze manual enroliment

" Use sutomalic srraliment

Enroliment LIRL: it ff
Retry Period: 1 minutes
Fetry Count: ] (Uze 0 to indicate unlimied retries)
| Cerlificate Parameters... |
(8], 4 Cancel Help
wHRIRA
ciscoasa

ciscoasa(config) #crypto ca trustpoint
my.verisign.trustpoint

! Creates the trustpoint.
ciscoasa(config-ca-trustpoint) #enrollment terminal
! Specifies cut and paste enrollment with this
trustpoint. ciscoasa(config-ca-trustpoint) #subject-name
CN=wepvpn.cisco.com, OU=TSWEB,

O=Cisco

Systems, C=US, St=North Carolina,L=Raleigh

! Defines x.500 distinguished name. ciscoasa(config-ca-
trustpoint) #keypair my.verisign.key

! Specifies key palr generated in Step 3.
ciscoasa(config-ca-trustpoint) #fgqdn webvpn.cisco.com

! Specifies subject alternative name (DNS:).




"ciscoasa(config—ca—trustpoint)#exit ”

SRA4. & B WL
ASDMiR 2

1. 2 — T Configuration , 2% 1% — T Properties.

2. [R M Certificate , A& 1ZIZEnrollment,

L MERSCERISRIFEIMNGMER , ARE—TEnroll, HIR—EHFELR , HPSEHTHE
EMBER (LBAREEEHEKR) -

B= Enrollment Request x|

To complete the enrolliment process, please paste the following PKCS10 enrallement reguest into the
management interface of the CA,

You will need to install the cerificate after receiving it

o to Configuration = Properties = Cedificate = Import Certificate to do o,

Cedificate Reqguest:

CFhtDaxNib0OFTQ25
AQEEBEQAD gTOAMTIGIAGZEL
psMEFPTDeEPIN+RdthalB=
wiAH4 001 1 3BEHE
AgMBALGY
ghtDaNb0F T
cmoBnS PinL0ogyDt
JEJWABVHLE 1G]k
gontnlkGTI1l1vE

—-——End - Thi=s line not patrt

Ik

4. #EPKCS#10GEMEAEREREIXAER , AR BCSRERGHENE=HtERE, EE=H1
i IJCSR& e H B R EEUEITRE,
w5 REB

o ey

ciscoasa(config) #crypto ca enroll my.verisign.trustpoint

! Initiates CSR. This is the request to be ! submitted
via web or email to the 3rd party vendor. % Start
certificate enrollment .. % The subject name in the
certificate will be: CN=webvpn.cisco.com,OU=TSWEB,
O=Cisco Systems,C=US,St=North Carolina,L=Raleigh % The
fully-qualified domain name in the certificate will be:

Q

webvpn.cisco.com % Include the device serial number in




the subject name? [yes/nol]l: no ! Do not include the
device's serial number in the subject. Display
Certificate Request to terminal? [yes/no]: yes

! Displays the PKCS#10 enrollment request to the
terminal. ! You will need to copy this from the terminal
to a text ! file or web text field to submit to the 3rd
party CA. Certificate Request follows:
MIICHjCCAYcCAQAWgaAXxEDAOBgNVBACTBl1IhbGVpZ2gxFzAVBgNVBAGT
Dk5vcnRo
TIENhcm9saW5hMQswCQYDVQQGEwWIJVUZEWMBQGA1UEChMNQ21zY28gU31z
dGVtczEO
MAWGA1UECXMFVFNXRUIxGzAZBgNVBAMTEMNPC2NVYXNhLmNpc 2 NvLmNv
bTEhMB8G
CSAGSIb3DQEJAhYSY21zY29hc2EuY21zY28uY29tMIGEMAOGCSQGSIb3
DQEBAQUA
A4GNADCBiQKBgQCmM/2VteHnhihS1u0j0+hWa5KmOPpI6Y/MMWmggBaB
IM4yTx5b
Fm886s8F73WsfQPynBDfBSsejDONBpFYzKsGE7TUMQOB2m2RFagfyNxYt
30MXSNPO
ml1dZ0xJVnRIp9cyQp/983pm5PEDD6/ho0nTktx0i+1cEX01uBMh70Kar
gwIDAQAB
oDOWOWYJK0ZIhvcNAQKOMS4wLDALBgNVHQ8EBAMCBaAwWHQYDVRORBBYwW
FIISY21lz
Y29hc2EuY21zY28uY29tMAOGCSgGSIb3DQEBBAUAALAGBABrxpY0g7Se0
HZf3yEJqQ

pPobwG+0o0ZpsvpYI/HemKUlaRc783w4BMO51ul IENHgRgAXrToQnO0B7JPI
bkc2ykkm

bYVRt /wiKc8FjpvPpfOkjMKOT3t+HeQ/5Q1Kx2Y/vrgs+Hg5SLHpbhj /
Uol3yWCe 0Bzg59cYXqg/vkogZV/tBuACr ---End - This line not
part of the certificate request--- Redisplay enrollment
request? [yes/no]:

ciscoasa(config) #

SRS MEEER

WEIREE=HREEN S AEER , ATURERTLS R,

ASDMiB7E
1 K HHREREFISBEN,
szﬁfﬁmm%mﬁﬁ%%$%¢kﬁﬁﬁﬁm,%%ﬁ@%m%mﬁgﬁ%ﬁﬁtﬂi
3%2%2%@ RcerBIfE. I : ERCoBRBENDERRE  BRETEBTAR

4. WM THERR, HIE Certificate ( BE ) 1 HEFEH B,



General | etails | Certification Path |

'.'.e-.-@i-.
! =-1 Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

*Ensures the identity of a remote computer
*Proves your identiky ko a remote computer
«2 16.840.1.113733.1.7.21

MR’
Generaly BE&F# T "Windows does not have enough information to verify this certificate
JHE , BIX AL BRE=GREFRCAKPECARE , AE T FEABEIIAE, FHIKENE
ZHERERSCAEES , SIEREENBCARPRECAES.,

5. ¥ — T Certificate PathE &,

6. B—TNREEERSNEE L FWCAEE , A% IE— T View Certificate,

General | Detais Certification Path |

— Certification path

VeriSign Trial Secure Server Test CA

YWiew Certificate

Certificate staktus:

This certificate is CK.

Ik

R RECARE



ENFHHEN. WG TECEUSRILESHR (ELE ) BE, EUTBPRAFEIR, KRR
CARE, 57 (£E ) BRELEELBGH,
7. —T "Details. »

Certificate ed o
General Details |CertiFicatiDn Path I
Sha:
Field YWalue -
E'u'ersinn W3
(=] serial number 63b1 aScdcSaf 7880 1d a0 ...
ESignature algarithirm shalRsh
Elssuer YeriSign Trial Secure Server Te.., =
E'u'aliu:l From Tuesday, February 08, 2005 8.,
E'u'aliu:l to sunday, February 08, 2015 7.,
Eﬁuhject Yerigign Trial Secure Server Te...
S Public key RSA (2043 Bits) ~|
Edit Properties. .. Zopy ko File, .. |
ok |

8. #%—T "Copy to File »

9. 7 "Certificate Export Wizard ( H#EEHEBE ) , F , R —T "Next( F—F )1 »

10. £ TEHERERN, WEEHB S | & — T Base-64 encoded X.509(.CER)RiBi%4R , Rk
—FTF—-%.



Certificate Export Wizard

™ Include Al certifizates in the cerbifization AL I A

- Persanal Information Exchange - PRES #12 [ PEA)

[rclide: Al certficates in e cerbification patn i possible

Enable strong protechion (requires IE S0, W4 05FE o ahover

eleke bhe Sl

_ <eack | _ Cencdl |

M. AAEREFCARENEBRNNE.
12. #— T Next , A% & — T Finish,



Certificate Export Wizard x|

File to Export
Specify the name of the file wou want to export

File name:

I n::'l,intrn:u:utn:a| Erowse, ..

= Back I Mexk = Zancel

13. 1 TEEH I, HESRPR—THRE,

14. BB ERIFCABENMNE.,

15. FRAXFRES (HIMREER ) BABER, B-—TAEEER , RBEE EX3, >R
B , )Baseb4imiSHI T B EZ AR I B Ay B E L



File Edit Format ‘Wiew Help

F—————BEGIN CERTIFICATE-———-
MIIFS]%CBDHQAWIBAQIQCECQ#?aTd]6EtFIEDXVTEEANngqhkTGQWDBAQUFADCE
Y ZELMAEGATUEBNMCOWWMxF 2AVEBONVBADTD 12T cm 1 TawduLCE JbmMUMT Awl gy DVOOL
Eydch3T _cleGVE dCBadIwh3n 1 cyBPbm) SLTAGTMEGY XMz ThbmM T Cyd xQ ] BABGNY
BASTOVR | CMlzIGOMIHVZZSBhdCBodHRwCZoVL3d3dy 322 Ipc2 Tnbi S b 0wy 3Bz
L3IRTC3R]vsaoyykwNTETMCsGALUEAXME VM Y AVNPZ 24 gvHIp Y wwgU2v] dx 2 TIFN]
cn21ciBUEKNDIENBM54KDTAEMDcyNzAwMDAWMFDEDTAEMD?xMDIzNTklOVuwgzdx
|czAJBgNVBAVTATVTMRCWFQYDVQQIEwﬁobajﬂacanvxjubs LY TEWMEDSATUEC hoN
Q21zvzaﬁu31szVtczEOMﬁmGﬁiUECxQFVFNxRUIxﬂjAdagmvansumva1cmlzIGgm
IHVZZSBhAdCE3d3 cudmvyaxMpZ 24 uy 2 9T L2 MwCy S 0ZxN 0y 2 EQRGMPMDU X E ] AQE QMY
BAMUCWHNS awvUudHZwh JCBnzANBgk ghk 1G9wOBAQEF AADE] QAW Yk CgYEALVSARZSM
SZ7Uwos ov+yL /SMzULWE T gvigw=lavi4d UwgpUgSTgal EnSwhvrZ2mIdoT /ucIwbkla
TiajzxxSocuvAKUI7CcnoxS ] +K THIBNU] Z8Ey3r26nLastBCOK Sy SZ6T ATz imMap
RWMazEUDFaiiT+EDG?KAiWCPTdE?FHEINFECAWEAAaGCAdcwg gHTMAK GAL I EwCC
{MAAWC WY DVR OPEAQDAGWIMEMGE AT UdHwBMD owkAZ 0D SGMMhOdHABL STV ITZWHN1
CmUtTEJSLﬂ21Cm12awduLmNUb59TV1JUCm1hbDIwMDUuYEJSMEDGﬂlUdIARDMEEW
Py kY IZ1AYhd ROEHFTAXMCBGCCsGAQUFBWIBF I NOdHRwWCZowL3d3dy 522X 0pc2n
biEjbEDUYEEELERWCERjYTAdEgNUHSUEFjAUEggFBgEFBQCDAQYIHWYBEQUHAWIW
Hw DWR O] BEgwF 0ALUZ T KOgeaxwd0gT et exTvCEnAnhLoweay I Kwy BEQUHAQEERDE]
MCOGCCsGASUFEZABhhhodHR WO I Byh2NZCC5 22 Ipc2 Tnbd 5§ b2 Owd gy I KwyBEQUH
MAKGNMhOdHAGLy STV ITZWNLlcmutvwThinzZ Toml zawdulmivbsSTv T Jucm ThhD Dw
MDULYWThimi1C]BUBQgr EQEFBQCBDAR TMGCHAGE CMF owwWDEWF O T phwF nZS SN awyw
ITAfMACGESsOAwWI ABERLAY kO] g¥MUSESOIsprESHIWEFGDAMF 1ROdHRWD T 8vhE5n
bESEEKJpC21Hb15]bEDUdHNSbEdUMS5ﬂaWVWDQYJHDEIhUCNAQEFBQADggEEACdk
SwooGantmd 1r Ihw8TSGs jdPpospLseBFxULEZ 1 THGRrCTOs AL rghlFELA Ky
1;Ea]]dteeVTgIurIclawwa+RHCCTqu1zFvaumDmmzegdQsmzaGaMersByEE
Lbl/3+]z8skIak1ZP7OpmgMEECZ+cUmLlOrk 631 cd 6yBCs IMZVvhGEsZ TNSI BORRWE
hakDsfufvsirHcBCONIdOECOB05 I ZUTrES S w1 xz2 ] 101 51FhaemCox /UBT 2w 3 2C
th412+T§Fy23z?thnu1uhMa?bczTEmmquSkCEHEzzkALﬁuGNpryE1?TLHyja
TdTLIFmBwT02gazsas4 0=
————— EMD CERTIFICATE--——-

16. EASDMHA , #Z— T Configuration , A% % — T Properties.

17. BB Certificate , #A7%iZFAuthentication.

18. ¥ — T Enter the certificate text in hexadecimal or base64 format& #E %,
19. A FEEIEF G baseb4 B NWCAR E B LRI X KEHE,

20. #—T "Authenticate, .



Configuration = Properties = Cerificate = Authentication

_|_ Startup vizard | Authentication
R
I %M Sﬂuf.-.g Suthenticate a CA cerificate. Az the result of suthentication, the CA caertificate will be associated with a
! "
SPody Irustpoint and instaled onthe device,
iw-Ed AP
o8 Auto Updste
*;; Clert Uodat Truztpoint kanme: Irn'r.vcrisi;mlrmpu... > I Edit... g
EHED Cerdificate
N A dherdicadion Fingerprint (optionall: |
- 8y Enrcliment
i g'mﬁf’fif'ﬂﬂ The certificate text can be specified if the selected frustpoint iz configured for manual enroliment.
Ky Pair
ey Manage Cerificales ~Certificats Text
[=-Eh Trustpoint
_Ea Configuration " nport from o fis: I Broviae
—iB Export
L Fnport (¥ Enfler the certificate text In hexadecimal or bazesd formal:

Z-ré—ﬁ' Device Access

B Device Admintstration
b DHCP Services

B DNS

! Hioh Availabity and Scal
ﬁ Faiaver

{ig Fragment

T History MWetrics

“Ha HTTPMTTPS

o IRy, 1P At

#- 3 Logging

&5 Priority Gusue
S ss @ The irustpoint mry werisign truspoint has been authenticated.
SUNRPC Server
—mid TOP Colions
—2) Timeouts
— & URL Fittering

Hgl WoCP
21.%—T "OK.y (HE ).,

1I.E.ﬁ.xl-.'lp"-"mWn\l'hk:-l?-igMWQUWMJ?T’HMIIUEJIMNDIE‘;MA
CColEThgglew TagTiadhnwDa v o ZiwveNAGEF BRADGYEASTSvES 3
234 Y RO ST I51 1 1oL 2MANpSHabrwd 1 2GSsnD Dk SRmH SBATSLUGE
NvRICDSEOmMB MO IB 2aB T OlsiHSIM A JeOig A +O9 3 e+ peLid Al
FHF B w3+ TgBukFMARYENg=

eensEND CERTIFICATEmee

1| | ¥

@& Authentication Successful x|

w5 IR

ciscoasa

ciscoasa(config) #crypto ca authenticate
my.verisign.trustpoint

! Initiates the prompt to paste in the base64 CA root !
or intermediate certificate. Enter the base 64 encoded
CA certificate. End with the word "quit" on a line by
itself ----- BEGIN CERTIFICATE-----
MIIEwDCCBCmgAwIBAgIQY7GlzcWfeIAdoGNs+XVGezANBgkghkiG9w0B
AQUFADCB

jDELMAKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcml TaWduLCBJbmMuMTAw
LgYDVQQL
EydGb3IgVGVzdCBQAXJwb3NlcyBPbmx5LiAgTM8gYXNzdXJThbmNlcy4dx
MjAwBgNV
BAMTKVZlcmlTaWdAuIFRyaWFsIFN1Y3VyZSBTZXJ2ZXIgVGVzdCBSb290
IENBMB4X
DTA1MDIWOTAWMDAWMFOXDTE1MDIwWODIzZNTk10VowgcsxCzAJBgNVBAYT
Al1VTMRcw
FQYDVQQKEW5WZXJpU21lnbiwgSW57jLjEwWMC4GA1UECXMnRm9yIFR1c3Qg
UHVycG9z

ZXMgT255eS4gIESVIGFzc3VyYW57 ZXMuMUIWQAYDVQQLEZ1UZXJtcyBv
ZiBlc2Ug
YXQgaHROCHM6LY93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNOY2EgKGMp
MDUxLTAr
BgNVBAMTJFZlcmlTaWduIFRyaWFsIFN1Y3VyZSBTZXJ2ZXIgVGVzdCBD




QTCCASIw
DQYJKOZIhvcNAQEBBQADggEPADCCAQOCggEBALSXGt1M4HYjXwA+ /NAu
wElv6IJd/

DV8zgpvxuwdaMv6 ENQBHSF4eKkFDcJLJVNnP53ZiGcLAAWTCS5ivGpGQE6
1BBD6Zqgk

d851P1l/6XxK0EAmrN7 gVMmvBMGRsmOjjelop5 £ 0nKPQVONK2gNUB6n45
1P4goygs
EObdrul6équz+II2cGFAGloSYRy4wvY/dpVHUZOZQYcIKK08yGotR2xAl
D/OCCmZO
5RMNQLLKSVWYHhJ25EskFhgR2qCxX2EQJAnDXuTw0+4t1qj97ydk5iDo
xjKEfVv6sb
tnp3TIY6S07bTb9gxICk4pGbcf8DOPVOfGRUlWPpEUUZC8v+WKC20+sK6
QMECAWEA
AaOCAVwwggFYMBIGA1UJEWEB/wQIMAYBAf8CAQAWSWYDVROgGBEQwQ]jBA
BgpghkgB
hvhFAQcVMDIWMAYIKwYBBQUHAGEWJGhOdHBz0i8vd3d3LnZlcmlzaWdu
LmNvbS93j

cHMvdGVzdGNhLzAOBgNVHQ8BAf 8EBAMCAQYWEQYJYIZIAYb4QgEBBAQD
AgEGMBOG
Al1UdDgQWBBRmMIO6B4DFZ3Sp/q0bFNgIGcCeHWjCBsgYDVROjBIGQMIGn
OYGSpIGP
MIGMMQswCQYDVQQGEwWJVUzZEXMBUGA1UEChMOVMVyaVNpZ24sIEluYy4x
MDAuBgNV
BASTJ0ZvciBUZXNOIFBlcnBvc2VzIE9ubHkuICBObyBhc3N1cmFuY2vz
LjEyMDAG
AlUEAXMpVmVyaVNpZ24gVHIpYWwgU2VjdXJ1IFN1cnZlciBUZXNOIFJv
b3QgQ0GC
ECCol67bggLewTagTia9h3MwDQYJKoZIhvcNAQEFBQADgYEASZz5v8s3/
SjzRvY21l

Kgf234YROiL51ZS1110UZ2MANp2H4biwdit £sG5snDD1wSRmiH3BW/SU
6EEzD90i
Ai9TXVRIcD5qOmB+nyK9£fB2aBz0iaiHSiIWzAJeQjugA+Q93jNew+peu
j4AhdvGN

n/KK/+1Yv61w3+7g6ukFMARVBNg=

----- END CERTIFICATE-----

quit

! Manually pasted certificate into CLI. INFO:
Certificate has the following attributes: Fingerprint:
8de989db 7fcch5el3b fdde2c42 0813ef43 Do you accept this
certificate? [yes/no]: yes Trustpoint
'my.verisign.trustpoint' is a subordinate CA and holds a
non self-signed certificate. Trustpoint CA certificate
accepted. % Certificate successfully imported
ciscoasa(config) #

SR6. RERR
ASDMia#E
ERAE=AHEFRHNSHRENTUT SR

1. ¥ — T Configuration , A% 1% — T Properties.

2. R M Certificate , & 1#1FImport Certificate.

3. ¥ — T Enter the certificate text in hexadecimal or base64 formatEiEi% i , A% H&base64 5
PRE EBIXABALA,
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----END CERTIFICATE-----
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4. ¥ —TFImport , A% E—TOK,
wRHIRA

ciscoasa

ciscoasa(config) #crypto ca import my.verisign.trustpoint
certificate

! Tnitiates prompt to paste the base64 identity
certificate ! provided by the 3rd party vendor. % The
fully-qualified domain name in the certificate will be:
webvpn.cisco.com Enter the base 64 encoded certificate.

End with the word "quit" on a line by itself ----- BEGIN
CERTIFICATE-----
MIIFZjCCBE6gAWIBAgIQMs/oXuu9K14eMGSfOmYjfTANBgkghkiG9w0B
AQUFADCB

yzZELMAKGA1UEBhMCVVMxXFzAVBgNVBAOTD1Z1lcml TaWduLCBJbmMuMTAwW
LgYDVQQL
EydGb3IgVGVzdCBQAXJwb3NlcyBPbmx5LiAgTm8gYXNzdXJhbmNlcy4x
QjBABgNV

BASTOVR1cmlzIGO9mMIHVzZSBhdCBodHRwczovL3d3dy52ZXJdpc2lnbi5j
b20vY3Bz
L3R1c3RjYSAOYYKkwNTEtMCsGA1UEAXMKVmMVyaVNpPZ24gVHIpYWwgU2V]j
dXJ1IFN1
cnZlciBUZXNOIENBMB4XDTA3MDcyNjAwMDAWMFoXDTA3MDgwOTIzNTk1
OVowgbox
CzAJBgNVBAYTAl1VTMRcWFQYDVQQIEw50b3J0aCBDYXJVbGluYTEQMA4G
AlUEBxQH
UmFsZW1naDEWMBQGA1UEChQNQ21zY28gU31zdGVtczEOMAWGA1UECxXQF
VFNXRUIx




0jA4BgNVBASUMVR1cmlzIGIMIHVzZZSBhdCB3d3cudmVyaXNpZ24uY29t
L2Nwcy90
ZXNOY2EgKGMpMDUxHDAaBgNVBAMUE2Npc2NvYXNhMS5jaXNjby5jb20w
gZ8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBALS6EVOrHH1sIB/VRKaRl1JeJKCrQ
/9kER2JQ
9UOKUP3mMVPZJIt YN63ZxDwACeyNb+1iIdKUegIJWHIOMz3GHqcgEKKW1EC
ro+6a¥YlR
TIaUE8/LiAZbA70+k/9Z/UR+v532B1nDRwbx1R9ZVhAJzA1hJTxS1Egry
osBMMazg
5IcLhgSpAgMBAAG] ggHXMIIB0ZzAJBgNVHRMEAjAAMASGA1UADWQEAWIF
ODBDBgNV
HRSEPDA6MDigNgAOhjJodHRwOi8vU1ZSU2VjdXJ1LWNybC52ZXJpc2ln
bi5jb20v
UlZSVHIpYWwyMDA1LmNybDBKBgNVHSAEQzBBMD8GCMCGSAGG+EUBBXUW
MTAvBggr
BgEFBQCCARYjaHROcHM6Ly93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNO
Y2EwHQYD
VRO1BBYWFAYIKwYBBQUHAWEGCCsSGAQUFBwWMCMBS8GA1UAIWQYMBaAFGYi
joHgMVnd
Kn+rRsU2AgZwJ4daMHgGCCsGAQUFBwWEBBGwwajAkBggrBgEFBQCWAYYY
aHROcDov
L29jc3AudmVyaXNpZ24uY29tMEIGCCsSGAQUFBzACh]jZodHRwOi8vU1ZS
U2VidaxJl
LWFpPYS52ZXJpc21nbi5jb20vU1ZSVHIpYWwyMDALLWFPYS53jZXIwbgYI
KwYBBQUH
AQwWEYjBgoV6gXDBaMFgwVhYJaWlhZ2UvZ21mMCEwHzAHBgUrDgMCGgQU
S2u5KJYG
DLvQUjibKaxLB4shBRgwJhYkaHROcDovL2xvZ28udmVyaXNpZ24u¥Y29t
L3ZzbG9n
bzEuZ21mMAOGCSQGSIb3DQEBBQUAA4 IBAQANYM4GVThPIYL/9y1DBASN
7/yw30v3
bIirHfHIYEPJ1znZQXyXdObpZkuA6Jyu03V2CYNnDomn4dxRXQTUDDSQS8
6ZiKyMIj
XM2VCmcHSajmMMRyjpydxfk6CIADMtMGotCavRHDIT12tvwgrBock/v/
540021kB
SmLzVV7crlYJEuhgqu3Pz7gNRA8NOUN6c9sbwQlBuM99QxzIzdAo89FS
ewy8MAIY
rtab5F+0iTc5xGy8w7NARAENGFXihgnLgWTtA35/0oWuy86bjelIWbeyqg
j8ePM9TA
0LAAW6kUU1PNimPttMDhcF7cuevntROksOgQPBPx5FJSQMiUZGrviu50

INFO: Certificate successfully imported

ciscoasa(config) #

SR7.ERWebVPNIUEAFLZEHBR
ASDMiBE
1. #&—F TConfiguration, , #&—T "Properties; , A#%iE1E 'SSL, .

2. FETrustpoints @BiFi & | BIEMSAAKIEWebVPNEFEN N E. (M RAERNSINE. )
3. % —T TEdity . RS REdit SSL Trustpoint¥i5E 5 #,
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E Frageent
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— S HTTRHTTPS Fleriace: outskie
-l 1P A
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Specily which enrolled brustpoints, if any, should be uZad 1oF 531 suthenication on sach nlerace. Tha falkack
brustpoint will be used on inferiaces nob associted with & inestpoint of their 0w,

4. ftRegistered Trustpoint THIBEH | BELETRIPEINETH.

5. #—T TOKy , R&E—T "Apply. -

BT BNFTRERZANKLIREENENIBWebVPNERE, BEMARREKRIRENESR

, MERAXETNRELD .

wHFIRE

ciscoasa

ciscoasa(config) #ssl trust-point my.verisign.trustpoint
outside

! Specifies the trustpoint that will supply the SSL !
certificate for the defined interface.
ciscoasa(config) #write memory

Building configuration...
Cryptochecksum: 694687al £75042af cccbaddf 34d2cb08

8808 bytes copied in 3.630 secs (2936 bytes/sec)
[OK]
ciscoasa(config) #

! Save configuration.
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A MBNARASASHEZRRNBEEESE.,
1. [ VerisignZ B E R B AR, R VerisignBBERPWEBER , JUBEZEER —EERHTRE,
2. 8 ALLT &% : crypto ca enroll Verisign RS IR R G E & R,

3. HRKRIRERFERER , W Ayes , Wik X FVerisigno
4. —BMEEREHRRE  FRALTHS : crypto ca import Verisign certificate

BARENRR
ASDMiB7E

1. ¥ — T Configuration , A% 1% — T Properties.
2. R BCertificate , A% &#EManage Certificates. AR TrustpointF P EBRFBHICAR S ME =5 1it

FERSEEE M) B 17 3% E FEFE /R EManage Certificates E15+
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ciscoasa

ciscoasa(config) #show crypto ca certificates

! Displays all certificates installed on the ASA.
Certificate Status: Available Certificate Serial Number:
32cfe85eebbd2b5e1e30649fd266237d Certificate Usage:
General Purpose Public Key Type: RSA (1024 bits) Issuer
Name: cn=VeriSign Trial Secure Server Test CA ou=Terms
of use at https://www.verisign.com/cps/testca (c)05
ou=For Test Purposes Only. No assurances. o=VeriSign\,
Inc. c=US Subject Name: cn=webvpn.cisco.com ou=Terms of
use at www.verisign.com/cps/testca (c)05 ou=TSWEB
o=Cisco Systems 1l=Raleigh st=North Carolina c=US OCSP
ATA: URL: http://ocsp.verisign.com CRL Distribution
Points: [1] http://SVRSecure-
crl.verisign.com/SVRTrial2005.crl Validity Date: start
date: 00:00:00 UTC Jul 19 2007 end date: 23:59:59 UTC
Aug 2 2007 Associated Trustpoints:
my.verisign.trustpoint ! Identity certificate received
from 3rd party vendor displayed above. CA Certificate
Status: Available Certificate Serial Number:
63blabcdc59£78801da0636cf975467b Certificate Usage:
General Purpose Public Key Type: RSA (2048 bits) Issuer
Name: cn=VeriSign Trial Secure Server Test Root CA




ou=For Test Purposes Only. No assurances. o=VeriSign),
Inc. c=US Subject Name: cn=VeriSign Trial Secure Server
Test CA ou=Terms of use at
https://www.verisign.com/cps/testca (c)05 ou=For Test
Purposes Only. No assurances. o=VeriSign\, Inc. c¢=US
Validity Date: start date: 00:00:00 UTC Feb 9 2005 end
date: 23:59:59 UTC Feb 8 2015 Associated Trustpoints:
my.verisign.trustpoint ! CA intermediate certificate

displayed above.

ffEFWeb I MR B WebVPNII Z 5L 8 i
EEMBEWebVPNREFEAFIER B UTEER :

1. BiBWebBIE 2 EREIWebVPNI T Ho. £ Ahttps:// LA K & 2RERFBEEAFQDN(HI 40
https://webvpn.cisco.com), MRKEIUTLZLERs — , FHTHEHAERYHENBRE .

EENEBENRRLNE BT TR R G E A E#IFQDN/CNLUEREIASARIWebVPNST
H, HAFREERRENEEREERNFQDN/CN, &1 LL{EHshow crypto ca certificates
trustpointname @ T EREEEFQDN/CN, &R EBHARBREEENATNER..... . THATS
B O BE=ABERERLREIWebBIERR T : £ "RLB®R, HEARD  B—TRIREER
o E TRE, HEIRY  B-TREEEEER, EEUNECEZRNSHREE LFNCARS
, R#E IR — T View Certificate, & —T TlInstall Certificate, . £ "HSLEBE | HEFEHR

B, & —TT—%, :#EFAutomatically select the certificate store based on the type of
certificate B i##% & , & — TNext , A& IE — TFinish, E& W FInstall the certificate

confirmationi®2REF , | —TYes, £ "EARERII, BT , B—TOK, REIk— T

Yes, XX : AR TRAIEA Verisignid A E , Rt HBEREVerisignFABCAREE
RfEAEERRHERBES,

2. M TWebVPNEAEEA FTABETHNEEBR R, BETRENIZEEN.

. RMEAS , MRRHEREENE= A HEMBEEMETE.,



General | petails | certification Path |

'.'.e-.-@h
! =—-1 Certificate Information

This certificate is intended for the following purpose(s):
*Ensures the identity of a remote computer

* Refer ko the certification authority's skatement for details.

Issued to: webwvpn.cisco,com

Issued by: Yerigign Trial Secure Server Tesk CA,

valid from §/14/2007 to &/29/2007

Install Certificate. .. Issuer Skatement

] 8

EMSSLERN TR
RN T & BRE T MTSSLBR :

1. BESEETNETH.

2. 1E¥Zenroll, HIRUTHEE | WREXKZFM , BIEF CERBITERE,
3. EEyes, EEEEFMMCSR,

4. #ECSREXZEICA , REELELFIDERRSHE A,

5 MR EFEYSEEHERAINTN@E,

BEe
FEASAL |, BELEG S Y E A% Eshowdn & RERF R SHAMEE,
- show crypto ca trustpoint — B R BB BRI ST 2.

. show crypto ca certificate — BRRKE L ZENFIERSE.
. show crypto ca crls — BRREVAIFEE H $#H/FE(CRL),

EEEHEE ?



- show crypto key mypubkey rsa — B RFTE £ RN INZ SR,

RERE G
ARG T A A R 1T SRR
T R AT EIBEIN — L T AESEES

- %WE  RRBICATEE., EANBETBET Rusable.INFO:ERIIEABBCAR S RIEHRRE
» £ show crypto ca certificate trustpointnamefm T UABRBCAR ER B ERE ., SHIUCAR
HEENIT. WRLTRTCARE K FRIBCRESIATEENEER.

CER BRSNS RBEANRERE S NBEY AR EARBNEERETINRIBNER
WA IRCAEBENRF , R RIIERR, BXEBRYFEH ERNPECARBCARSENiE
TEMERE. FEEANE=SHESBE , URFEIBWE T ERHNCARE.

- BETOEEALRELESK BN EREZNERNETHR , THESRELER, £5HE
ZERBBUNEHNES  IEEETHRHNSBYHESGHEERTI SN LB T TE, £MHshow
crypto ca certificates trustpointname s BB LN EHEERCCLEIEENETE. &
#ERBA Associated Trustpoints: SR 5 HEERNEEE , BEARXXEPNMBHIBEUMBRILE
MREINEENETH  ARRESHREBENCSRURRERER.

- FBREUE R : %PIX|ASA-3-717023 SSLE&E R EEM[trustpoint name] R EXE BB BELABE
EEEREEEFEURBSSLERE , SETRILEE . ESSLERME N , SERRTERE
FAMEBERE, MRBEWE  AlFRH—RERES  HPEARBARERENCHE
EEYRMNBERR, trustpoint name - SSLIEZXBARTELEZFENEETEHEE, BRNRE
 ERBERSREMERNEE. BREECNETHRCEMULEFLERE. BREERSE
B¥. MRFEE , EFfTMETH.

HBER

. In{a]{E A ASA_t B ASDM#EMicrosoft Windows CATEER 8 {7 58 B
- R ERBEEA

- EREE (RFC)
- BT B # - Cisco Systems



/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/71050-ASA-cert.html
/content/en/us/support/web/tsd-products-field-notice-summary.html#Security
http://www.ietf.org/rfc.html?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/index.html
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