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nat, global, static, conduitflaccess-listétp SFIEEEM ((E ),

LB R
=R

AARRFADNSHMESEEERERE LHITDNSIEE, FHRIFRAT , DNSBREERERGIRE, MRS
AEHEE  F2EAXERENEBONSEAHS UEHMBAT. MADNSRER , K2 REKH
TTLT R -

- IRIRfE AstaticHinatas & ( DNSEE ) TRNEEEHDNSIE#K. BIREEANRDNSEZEFH
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A ERER255EM A , EERE A63ENMTE,

- INRDNSHEHEFEEIBMEERS , AIRIBESESIANEENTEM,
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i

ERESEF  BEFIRMNEFHERPBENWWWE RS EFMLAASAHNRINE L, BREPATEE A
REEFiweFBInternet. EAFREIBENTFTENATEE S AT AREEFHBInternet , AR AEF
Internet = # 55 BWWW1R BR 25

172.201.0 /24 172.22.1.0 /24

Client

192.168.100.0 /24

DNS
Server

WWW
S'E.‘I"'.I'EI‘.EKEII"I'Ip|E.‘.ECII'I'I
Mapped: 172.20.1.10

WEREEE RN —@ERE, EAGIG | 1A192.168.100.28F F i % L {F Fserver.example.com
URLZREA R 214192.168.100. 10l9WWW R fREF . & FiwEYDNSHRIE )R 172.22.1.16 1K 7\ 5P
DNSfAlfREg 1R Ait. HMDNSHIAREBRMNA S — B MR £, ik FHMEWWWE ARESH EH P
i, MR, BEEWWWE RS SR HE172.20.1.10, itk , DNSHARSSS
server.example.com%/172.20.1.1089 1P it 1t F & FEEIBR,

B . 5 iR 0% Eh MWWW 1R IR 88

MRAEWBERTARBMADNSEEREMEERFE , BIINRE FimEiL ¥ server.example.comiy Pt
HHIDNSEER |, EEEFBRAWWWERSS. ERRAFZFRKESEYM/A A AT
:172.20.1.10, EEFmEHMBLIPHE K ZL£EEBEERERNE , RACTTARER—IE
FEEMERE, UTRAMADNSISER | BENNATIOHINE

ci scoasa(confi g) #show running-config
. Saved

ASA Version 7.2(1)
!

host nane ci scoasa

!-—- Output suppressed. access-|ist OUTSIDE extended permt tcp any host 172.20.1.10 eq ww /---
Output suppressed. gl obal (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100. 10 net mask 255. 255. 255. 255 access- group OUTSI DE
ininterface outside !--- Output suppressed.

REAFADNSIEIER: , ASDMAREE M TR
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Coeierl Sty Dl a2 ER 100
ﬁ ‘- B 1azieg 10z
=D Marimger
Fotding
Gkl Objects
[:_:l i I i
Frigeriies Fuds Flosy Dimgram -
¢ +——r—
Sourncs Aadress Al mm e o] o MAT Topee A = m mm Destinaion Addrass
I Erchiefraific twough the firessll wimot eddness frersition
e Q Reses I
| [ 3 W | | & 11iz0e 2eacepm Ut
~ = .
AT RARBFIDNSIS ERFEHR T REE
Ll Ay =
1. B FimEIADNSE M.
No. Ti me Sour ce Desti nati on Protocol Info
1 0. 000000 192.168.100.2 172.22.1.161 DNS Standard query

Frane 1 (78 bytes on wire, 78 bytes captured)

Et hernet Il, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f

(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161

(172.22.1.161)

User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)

Dormai n Narme System (query)

[ Response In: 2]

Transaction |ID: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queries

server.example.com: type A, class IN

Name : server.exa.mple.com
Type: A (Host address)
Class: IN (0x0001)

A server.example.com

2. ASAHIDNSEMHTPATH EREN, Fis , ERSNREL EERBASARNAIINTH,

No. Ti me Sour ce Desti nation Pr ot ocol

1 0. 000000 172.20.1.2 172.22.1.161 DNS

Franme 1 (78 bytes on wire, 78 bytes captured)

Info
St andard query
A server. exanpl e. com



Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domai n Name System (query)
[ Response In: 2]
Transaction | D: 0x0004
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)

3. DNSrI AR 85 52 F WW\W R] AR 28 9 % AR it 31t HE 1T FE S
No. Ti me Sour ce Destination Protocol Info
2 0. 005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:1le
(00: 0a: b8: 9c: c6: 1e)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domai n Name System (response)
[ Request In: 1]
[Ti me: 0.005005000 seconds]
Transaction | D: 0x0004
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanpl e.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

4. ASASERRDNSEEMN BN ER  WiEHEERINEFiK, BIi=  RIE/A
DNS{£1E , RIFEZ HHIADdr{h 2 WWW1a] AR 25 #Y 3 BR 3tb 1t

No. Ti me Sour ce Desti nation Protocol Info
2 0. 005264 172.22.1.161 192.168.100.2 DNS St andard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2



(192. 168.100. 2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domai n Name System (response)
[ Request In: 1]
[ Tinme: 0.005264000 seconds]
Transaction | D: 0x0004
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

5. Il , BRF IR ERBBEMIEA172.20.1.100WWWRIBRER. ASARLLBAE L EREE, B2
, HREFAFFRERATRENE , HIERER. ASAHFRKER

YASA- 6- 302013: Built outbound TCP connection 54175 for
out side:172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20.1.2/1024)

YASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80 to
i nside:192.168. 100. 2/ 11001 duration 0:00: 30 bytes 0 SYN Timeout

BRER : "dns"BHRF

Mdns @7 {TDNSIEIE

£ AdnsBAR FEITDNSIE EFE R R ERHBENERONSARKLEI T FRHAR, ERE
BER , RE2EBEUERARE , UEEEE . EFREEHEWWWIRF R0 EITER, HERE
BRT , BUADNSIEER , ReRESEFALH T FIREME192.168.100.10 , A2
172.20.1.10, #&dnsEI&EFH#HERFENATE AHE , DNSIEIEERA. UT REAADNSHEIER

, EEERINATER D I SNER

ci scoasa(confi g)#show run
Saved

ASA Version 7.2(1)
!

host nane ci scoasa

!--- Output suppressed. access-|ist OUTSIDE extended permt tcp any host 172.20.1.10 eq ww /---
Output suppressed. gl obal (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168. 100. 10 net mask 255. 255. 255. 255 dns

!-—— The "dns" keyword is added to instruct the security appliance to modify !--- DNS records
related to this entry. access-group OUTSIDE in interface outside !--- Output suppressed.

TR TEHER , LAMEHEASDMHEEDNSHELE
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A% Edit Static NAT Rule

—Real Address

Interface:; inside

P Address |EPRICRITRIE =] J

Netmask:  [255.255.255.255 R

—Static Translation

Interface: Iu:uutside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T

Drigitrsl Port: LI Translsted Port: LI

MAT Options... Cg

2k Cancel | Help |

3. i Translate DNS replies that match the translation rule 2B 5 3 .



DME Revvrite

IV Tranzlate the DS replies that match the translation rule

Maxirmum Connections

Zet the maximum number of connections permitted through this static at the same time. 0 means unlimited.

Maximum TCP Connections: II:I

Maximum LUDP Connections: |0

Maxitmum Embryonic Connections

Zet the embryonic connection limit. &n embryonic connection iz one that has started but not vet established, like a TCP
connection in 3-way handshake state. & positive number will enakble the TCP Intercept feature. O means unlimited.

Maxitmum Embryanic Connections: IIII

Rahdomize Sequence Mummber

Randomize the zequence number of TCRAP packetz. Dizable this festure only if ancther inline 454 iz also
v randamizing sequence numbers and the result iz scrambling the data, Disakling this festure opens a security
hole in ASA4

8.4 Cancel Help

4. #E— T OKEABEBRINAT Optionsti & . & — TOKEABERIEdIt Static NAT Rulefi &, #H—T
ApplyS Bl EFx B R L EE,
LAR 2R FADNSE E & S4 /Y H S REER

1. B FiREIADNSEM,
No. Ti me Sour ce Destination Protocol Info
1 0. 000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frane 1 (78 bytes on wire, 78 bytes captured)
Et hernet Il1, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Domai n Narme System (query)
[ Response In: 2]
Transaction I D: 0x000c
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

2. ASAHIDNSEHFITPATY EHREH, FIE  EREN Rt EERAASAH NI E.



No. Ti e Sour ce Destination Protocol Info
0. 000000 172.20.1.2 172.22.1.161 DNS St andard query
A server. exanpl e. com

[EnY

Frane 1 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 1035 (1035), Dst Port: domain (53)
Domai n Name System (query)
[ Response In: 2]
Transaction | D: 0x000c
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)

3. DNSr] AR 85 52 F WWW R] AR 28 19 % AR it 31t HE 1T FE S
No. Ti me Sour ce Destination Protocol Info

2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: 0a: b8: 9c: c6: 1e)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)
Domai n Name System (response)
[ Request In: 1]
[Ti me: 0.000992000 seconds]
Transaction I D: 0x000c
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanpl e.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

4. ASAEFEERDNSE R B Bt (VB | YK ERIEBIETFin, FE5 , BMADNSEER
, EEFHAIIEER SWWWRBREZA B it

No. Ti me Sour ce Desti nation Protocol Info

2 0.001251 172.22.1.161 192.168.100.2 DNS Standard query response
A 192.168.100.10



Frane 2 (94 bytes on wire, 94 bytes captured)
Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 52985 (52985)
Domai n Name System (response)
[ Request In: 1]
[Tine: 0.001251000 seconds]
Transaction | D: 0x000c
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 192.168.100.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 192.168.100.10
l-—-172.20.1.10 has been rewritten to be 192.168.100.10.

5. LB, FFIREREBA2192.168.100. 100 WWWRIARSR. EMRMIN. HREFimHME R
BRIRE—F#F , REASA LT EHBEMRE.

£/ "dns, BARFHRILEE

ERMEAdnsER F MM ENAT E#TDNSIEMAIASARN R EE

B#ASA7.2(1)E R

ci scoasa(confi g) #show running-config
Saved

ASA Version 7.2(1)

!
host nane ci scoasa
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
nanmes
dns- guard

!

interface Ethernet0/0

narei f outsi de

security-level O

i p address 172.20.1.2 255.255.255.0

!

interface Ethernet0/1

namei f inside

security-level 100

i p address 192.168.100.1 255. 255.255.0
|

interface Ethernet0/2




shut down

no nanei f

no security-1Ieve
no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

managenent - onl y

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive

access-list OUTSIDE extended permit tcp any host
172.20.1.10 eq www
!--- Simple access-1ist that permits HTTP access to the
mapped !--- address of the Www server. pager |ines 24
| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i mage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tinmeout 14400 global (outside) 1
interface
nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100.10
netmask 255.255.255.255 dns
!--- PAT and static NAT configuration. The DNS keyword
instructs !--- the security appliance to rewrite DNS
records related to this entry. access-group OUTSIDE in
interface outside
!--- The Access Control List (ACL) that permits HTTP
access !--- to the WWww server is applied to the outside
interface. route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
usernane cisco password ffl RPGDSQIh9YLg encrypted http
server enable no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication
i nkup |'inkdown col dstart telnet tineout 5 ssh tineout 5
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns MY_DNS_INSPECT MAP

parameters

message-length maximum 512
!--- DNS inspection map. policy-map gl obal policy class
i nspection_default inspect ftp inspect h323 h225 i nspect
h323 ras inspect rsh inspect rtsp inspect esmp inspect
sql net inspect skinny inspect sunrpc inspect xdncp
i nspect sip inspect netbios inspect tftp inspect dmns
MY DNS_INSPECT_MAP
!--- DNS inspection is enabled using the configured map.
i nspect icnp policy-map type inspect dns
m grated_dns_nmap_1 paraneters nessage-| ength naxi num 512
I service-policy global _policy global pronpt hostnane
context Cryptochecksum a4a38088109887c3ceb48lef ab3dcf 32
: end

fiEiE AR 5 . DR
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E—RTE BA. FR7.2(NE , BEARENEHRETEERINE,

ERAZRINEE , FETENATES , LB SEDNSEEMENME., LA ETFSEREDNSHAR
%ﬁﬂilﬁl B & FimIDNS AnEﬁE'JW@o Rz , EFEREEE (FNAERMERNEE)  FHF
Tuﬁmmwﬂmﬁﬁﬁmwmzormmmﬁ TiER.

LT REAEEMBENATERDNSIEEMRE  RENMEEN2HNINE, SUEBERN G SESR
WHAREREFMAYRS

ci scoasa(confi g)#show run
. Saved

ASA Version 7.2(1)

!

host nane ci scoasa

!-—- Output suppressed. same-security-traffic permit intra-interface

!--- Enable hairpinning. ¢l obal (outside) 1 interface !--- Global statement for client access to
the Internet. global (inside) 1 interface

!-—- Global statment for hairpinned client access through !--- the security appliance. nat
(inside) 1 192.168.100.0 255.255.255.0 !/--- The NAT statement defines which traffic should be
natted. !--- The whole inside subnet in this case. static (inside,outside) 172.20.1.10

192. 168. 100. 10 net nask 255. 255. 255. 255 /--- Static NAT statement mapping the WWW server's real
address to a !--- public address on the outside interface. static (inside,inside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255

!-—-- Static NAT statment mapping requests for the public IP address of !--- the WWW server that
appear on the inside interface to the WWW server's !--- real address of 192.168.100.10.

. same-security-traffic — Wi S AFRLMAERHNRESH L £%E, permit intra-
interfaceB@#F AFFHRELZEREEANBFEMERE T , KtBAEEIE, X . F28
same-security-traffic , BXf# 7 B8E & 2 #7 Fsame-security-traffici T FHAE .

. global(inside)1 /M H — BB LS EBNWFTEREH L EETNAT, LS FEALELEBNRI

NEtb , AFEEARTFNEAREERERADBNEERERFETPAT,

. statlc(|n5|de , inside)172.20.1.10 192.168.100.10 netmask 255.255.255.255 — Lt BRRENAT %
B ABWWWRIBREEHI A HIP#b it 22 7 58 —E¥MR, ER , HE—1E ’“ﬁENAT{I‘zETﬁ ISR M
1£172.20.1. 108 B L2 BN AT N E. EF , RLLERTUEEEASNMELEENL
utFER. RE bﬁﬂﬁ%H—rL‘L“Eﬁ'ﬁEEHiUWWWﬂHE%ﬁH’JEI‘%i&iﬂ:O

SERUATEER , UMEEASDMA 5 TR RENAT B & 308 55 ik

1. BE ZConfiguration > Interfaces,
2. EHRBIKEP , i Enable traffic between two or more hosts connected to same interface 28 HY
iR,
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Fia Opfone Took: “Szards  Hals Sueap i Find =

= Cisco Svineus

4 | @ U 0 o 4 |& J 3

Pkl Tracar

Hiia Coanfigiaration oo Rard: Forwiaris Rl iz Sava Heip

Configaralicn = MAT
@, o o @ Ex ﬁ:.d,,“ 4 L Ram vllERJ:Dhqun 7 Packet Trace Ankrezses | savicss | ciobsl Poos |
Ikt foc s | Flne |Chest Rule Query... A - EE --"“' OF
‘—l:i] 33 A Cymamic NAT Rue.. — e Tupa [ an =1
Semiaiy Py B3 add AT Exemps Fube . TS Rersritar | e prepe [
i1
ﬁ;’, A3 Add ity AT Fide... = 1P Address Unects
8 Add Staic Paicy HAT Fie... T
ulal i Add Cynasic Polcy HATRue . [PERTRE @ ey [putsiis Bl ozl Ha Wil e ) iz retocrsze
:}ﬁ & nzet. 1~ ) ik nstreorki24
= - BTz
W & e Lt 5 i 1rzE e
E S 1T222 195
Trend Mo s il nudeetwor ki
Corlerl Secirly ol e 1000
B t- B o1ariesime
LD Mareger
2
g
Gickal Objects
E% 1| | |
Frogeities Fus Flowe Disgran =
- insid autskde
1216220010 Ay
14216810000 172.20140
-iﬂ-----h-ﬂ-mm Ceo
T Erebietraific b ough e Aresil winot addeess trarsiation:
ek | Feses I
Divices configaration kadsd succassiuty. | b | k| | & 112006 25328 Pt
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A& Add Static NAT Rule x|

—Real Address

Interface: Iinside ll
IP Address: [192.165.100.10 R4 J
Netmask:  [255.255.255.255 ~|

—Static Translation
Interface: Iinside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T
Drigitrsl Port: LI Translsted Port: LI
MAT Options...

2k kl Cancel | Help |

6. 3 — T OKLABEBIAJd Static NAT RuletR &,

7. BEH BN BEPATEER A& X — TEdit,
Fla Opfons Took Wesds el s | Fid +

an s 3 Ciseo Sreteus
= s sl B (]

Conligaralicn = MAT

@J % add vﬁ l:-dmel + 4 LEE v||ERJ=Dh:nm 7 Packes Trace Bckiresses | Seevicss | kel oo |
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.{_.';;__] - e el Traristales Tyos [ an [
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8. #&Interface T HI4E & Finside.
A= Edit Dynamic NAT Rule x|

~Real Address

Interface:;  inside

[P Address: |1 92.163.100.0 | J

Mettnask: lEES.ESS.ESS.D -

~Dwvnamic Translation

Interface: Iu:uutside ;I

T

e Add
oLt=icle
~elect |

VM o1 B3 outside

MAT Options... |

Ok I Cancel Help




A= Edit Dynamic NAT Rule

~Real Address

Interface:  inside

IP Address: [192.168.100.0

Metmask:  [2332.2252330

~Dynamic Translation

Interface: g=kE

W Add| @B Edit [ Delete

SelE Poal IT

Addresses Pool

MAT Options. ..

Ik

Cancel

| Help |

9. #%—T TAdd. .

10. EFEZ BPort Address Translation(PAT) using the IP address of the interfacefy &% .

#E__F rAde o

g% Add Global Address Pool x|

Interface: Iinside

[

Pool ID; i

P Addresses to Add
" Range

Starting [P Address: I

Ending I[P Address: I

Mettmask (optionsl): I

" Port Address Translation [FAT)

P Address: I

Metrmask (optionsl): I

5 Port Address Translation (PAT) using IP
Addrezs of the interface

Q.

== Delete

Cancel

‘ Addrezzes Pool |

Helg




1. I —TOKLUBRH T$igemMibibih, 88, &— TOKEABEREdit Dynamic NAT RuletR &
o B—TApplySBiEEXTZEHEE,
UTREEERKFZENEHF., BREAEFRSEHDNSMHMRSS , W FI172.20.1.1089
WWW1R] BREF L 11k

1. ZEF iR ERB & 5172.20.1.10B9WWW R BR 25 -
YASA- 7- 609001: Built | ocal-host inside:192.168.100.2

2. R R ESFIXBEREERBIWWWIE AREFH /A 192.168.100.10,
9%ASA- 7- 609001: Built | ocal-host inside:192.168.100.10

3. BERKEBATFRENBHEPATER, EFHERENRAETRERLEENAIBNE
:192.168.100.1 .

%ASA- 6- 305011: Built dynamic TCP translation frominside:192.168. 100. 2/ 11012 to
inside:192.168.100.1/1026

4. REKEBBBHFEFFRMWWWRIRER BRI TCPER, FESIEIF SEEHAEIR
ik,

YASA- 6- 302013: Built inbound TCP connection 67399 for inside:192.168.100.2/11012
(192.168.100.1/1026) to inside:192.168. 100. 10/80 (172.20.1.10/80)

5. R&%E Fshow xlateir T ARBREEFHRERT BB RS REHE,
ci scoasa(confi g) #show xlate
3 in use, 9 nost used
d obal 172.20.1.10 Local 192.168.100. 10
d obal 172.20.1.10 Local 192.168.100. 10
PAT Global 192.168.100.1(1027) Local 192.168.100.2(11013)

6. 2K E FHshow connfi THERZEREMWWWARSRZERBERIRRE FinETiE
o EREMPETEFmANER L,

ci scoasa#show conn
TCP out 192.168.100.1(192.168.100.2):11019 in 192.168. 100. 10: 80
idle 0:00:03 bytes 1120 flags U OB

{5 A ER AR ENATH RS AL

ERASANRREE , EEAEENFENATEBMENAT T EERDNSEERR.

BI&ASA7.2(1)EE

ci scoasa(config-if)#show running-config
. Saved

ASA Version 7.2(1)

!

host nane ci scoasa

enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
nanes

dns-guard

!

interface Ethernet0/0

nanei f outside

security-level 0O

i p address 172.20. 1.2 255.255.255.0
!

interface Ethernet0/1

nanei f inside

security-level 100




i p address 192. 168.100.1 255. 255.255.0
|
interface Ethernet0/2

shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

managenent - onl y

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

ftp node passive

sane-security-traffic permt intra-interface

access-1ist OUTSIDE extended pernmit tcp any host
172.20.1.10 eq ww

!--- Simple access-1list that permits HTTP access to the
mapped !--- address of the Www server. pager |ines 24

| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i mage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tinmeout 14400 gl obal (outside) 1
interface !--- Global statement for client access to the
Internet. global (inside) 1 interface /--- Global
statment for hairpinned client access through !--- the
security appliance. nat (inside) 1 192.168.100.0

255. 255. 255.0 !--- The NAT statement defines which
traffic should be natted. !--- The whole inside subnet
in this case. static (inside,outside) 172.20.1.10

192. 168. 100. 10 net mask 255.255. 255. 255 !--- Static NAT
statement mapping the WWW server's real address to a
public !--- address on the outside interface. Static
(inside,inside) 172.20.1.10 192.168.100. 10 net mask

255. 255, 255. 255 !--- Static NAT statement mapping
requests for the public IP address of the !--- WWW
server that appear on the inside interface to the WWW
server's real address !--- of 192.168.100.10. access-
group QUTSIDE in interface outside !/--- The ACL that
permits HTTP access to the WWwW server is applied !--- to
the outside interface. route outside 0.0.0.0 0.0.0.0
172.20.1.1 1 tinmeout xlate 3:00:00 tinmeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ngcp- pat 0: 05: 00 tineout sip 0:30:00 sip_nedia 0:02:00
sip-invite 0:03: 00 sip-disconnect 0:02:00 timeout uauth
0: 05: 00 absol ute usernane cisco password

ff1 RPGDSQIh9YLg encrypted http server enable no snnp-
server location no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console timnmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
MY_DNS_| NSPECT_MAP par aneters nessage-| ength maxi mum 512
pol i cy-map gl obal _policy class inspection_default

i nspect ftp inspect h323 h225 inspect h323 ras inspect
rsh inspect rtsp inspect esntp inspect sgl net inspect

ski nny inspect sunrpc inspect xdncp inspect sip inspect
netbi os inspect tftp inspect dns MyY_DNS_| NSPECT_NAP

i nspect icnp policy-map type inspect dns

m grated_dns_nap_1 paraneters nessage-| ength naxi num 512
I service-policy global _policy global pronpt hostnane




cont ext Cryptochecksum 7c9b4e3af f 085ba90eel94e079111eld
: end

X : 5ZF ¥ FHair-pinning on Cisco ASA (ZEREMEF) , BEER U LUERERNTES
RWFMEN

ECEDNS#: A

EMADNSHRE (MRZAEEA ) , BETUTER, EARGF , DNSREFHIEEFER L
MREREF |, ZRE B Bservice-policytn 2= MER | BRASAL TSR E BRI L— . SRR
BEMARENHEET , A2 REAEERRRIEL,

1. ADNSE I BRI EIR,

ci scoasa(confi g) #policy-map type inspect dns MY DNS_INSPECT_ MAP

2. ERMEMEEERT , EASIHEEEAUIEERESIZBNIH.

ci scoasa(confi g- pmap) #parameters

3. ERMEME | HEEREAT , KONSHENEXNEEREEEARS12,

ci scoasa(confi g- pmap- p) #message-length maximum 512

4 BHERBEHRE| BRERANREHREERN,

ci scoasa(confi g- pmap- p) #exit
ci scoasa(confi g- pmap) #exit

5. BN ERBREEEUMERKHIR,

ci scoasa(confi g)#show run policy-map type inspect dns
!
policy-map type inspect dns MY_DNS_| NSPECT_NMAP

par anet er s

nessage-| engt h maxi mum 512
|

6. £ Aglobal_policy#Y 5% & ¥ ik i A = .

ci scoasa(confi g) #policy-map global_ policy
ci scoasa(confi g- pmap) #

7. ERBEMREEREXT |, I8ETEKEI4EEE Winspection_default,

ci scoasa(confi g- pnap) #class inspection_default
ci scoasa(config- pmap-c) #

8. ERMHMEREERT , EEREASR1-3HEINBEREHMMEDNS,

ci scoasa(confi g- pmap-c) #inspect dns MY DNS_INSPECT MAP

9. B H B MER ERE X MR HMEEEK,

ci scoasa(confi g- pmap-c) #exit
ci scoasa(confi g- pnap) #exit

10. Bz global_policy R M 2B ERBFEERE

ci scoasa(confi g) #show run policy-map

!

!--- The configured DNS inspection policy map. policy-map type inspect dns

MY_DNS_| NSPECT_MAP par anet ers message-| ength maxi mum 512 policy-map gl obal _policy class

i nspection_default inspect ftp inspect h323 h225 inspect h323 ras inspect rsh inspect rtsp
i nspect esntp inspect sqlnet inspect skinny inspect sunrpc inspect xdncp inspect sip

i nspect netbhios inspect tftp inspect dns MY DNS_INSPECT_MAP

!--- DNS application inspection enabled.

11. B&F¥&global_policy 2 & HRE KL H R,
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ci scoasa(confi g) #show run service-policy
servi ce-policy global _policy global

4 DNSEL &

EHERMEEEN T 2 Hisplit-dnstn & , LB ABBHFHIRBERTNEEE, FRALTTHNFR
o] BRI EE

MRRBHFIBEFFE , ERAESEEARGARKPEFENEMIEE. #Hsplit-dns noneds %7
Br LR 0 BIBRE B E

FHERZESBEFEFNEREEE. FEBRERE , EREFERETHBIB255EF T,
REEFERAFEETF L. EFRC)MTH(). TH5IEHno split-dnsis SAEMERFIEERIE , HF
‘BIETE 183 Hsplit-dns nonefi B IFE M I Z2E,

It 7RI ER B8R N4 Bl B 3§ Domain1, Domain2, Domain3FDomain4 , SA{EiEiB & AFirstGroupfy il
REWIF D PREE TR

host nane( confi g) #group-policy FirstGroup attributes
host nane( confi g- group-pol i cy) #split-dns value Domainl Domain2 Domain3 Domaind

ERAAEHAR , BEIENEERE EEER.

WHERRTS(EHREEMREFER)OIT)XERE Eshowin &, £AOITRHshowds T it #Y 2 47

HMDNST A

RERLRERTEMERDNSEKEHEN T EZZ —REEEBENERNE , MEHIMMR, TRATE
R, UEHEASALIRE :

1. ARRVNESEREMNREYFHRFE, ACLEEEEHRENRE, EHEHP , EEYWE

ACL. SEBNHE LREBACL:

access-|ist DNSOUTCAP extended pernit ip host 172.22.1.161 host 172.20.1.2

!-—- All traffic between the DNS server and the ASA. access-|ist DNSOUTCAP extended permit
ip host 172.20.1.2 host 172.22.1.161 !--- All traffic between the ASA and the DNS server.
REBSTE LRERACL:

access-1ist DNSI NCAP extended permit ip host 192.168.100.2 host 172.22.1.161

!--- All traffic between the client and the DNS server. access-|ist DNSI NCAP extended
permt ip host 172.22.1.161 host 192.168.100.2 !--- All traffic between the DNS server and
the client.

2. B HHEHIE

Ci scoasat#capture DNSOUTSIDE access-list DNSOUTCAP interface outside

I-—— This capture collects traffic on the outside interface that matches !--- the ACL
DNSOUTCAP. ci scoasa#fcapture DNSINSIDE access-list DNSINCAP interface inside

I-—— This capture collects traffic on the inside interface that matches !--- the ACL
DNSINCAP.

3. BAHE, UTR—LEDNSHREEBEMENESFIHNETF
ci scoasa#show capture DNSOUTSIDE
2 packets captured


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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1: 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36
2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: wudp 93
2 packets shown
Ci scoasat#fshow capture DNSINSIDE
2 packets captured
1: 14:07:21.346951 192.168.100.2.57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168.100. 2.57225: udp 93
2 packets shown

4. (L&) LlpcapE NS HEERITFTPRARES , LEEHEMERAREXNPETIN. TS
pcapt& N ERBX TUE R EMEFMER , HIADNS AR A B BHIPHb L,

Ci scoasaf#fcopy /pcap capture:DNSINSIDE tftp

Ci scoasat#fcopy /pcap capture:DNSOUTSIDE tftp

REREHERE

A ETR L0 L FI A SR A 17 5 AR
KHI{TDONSER

RRERSEE LEE TONSHE, FSMEBEDNSHRAES .

BREVEAYK

MREEEE FimMWWWRAIRREE 2 BEIER , AITRERRANATEBEER. BEX2REBEAR
, BERETHERZBEBLZERER BTN HE. MBHBIEEE , B ERE CHERER
BEE TNAT , BURR A T IER,

%ASA- 3- 305006: portnap translation creation failed for tcp src
i nsi de: 192. 168. 100. 2/ 11000 dst dnz: 10. 10. 10. 10/ 23

BBRxlatefR B , A% M ERILE R R ANATEE T A RILIER,

ERUDP DNS[E &

HADNSH TIEE , B e ST LERAR

%°1 X| ASA- 4- 410001: UDP DNS request from source_interface: source_address/source_port
to dest_interface: dest_address/dest_port; (label Iength | domain-nanme | ength)
52 bytes exceeds remnmi ni ng packet |ength of 44 bytes.

1 1hn512-655352 RIDNSE R 8 K E U R I ERE,
g1l -

ci scoasa(confi g) #policy-map type inspect dns MY_DNS_INSPECT_ MAP
ci scoasa(confi g- pnap) #parameters
ci scoasa(confi g- pnap-p) #message-length maximum <512-65535>

HEEA
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