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A BiER L2 % 28R (ASDM)5.XE ASA 7.x

ERELSR  SEBEEAEESAFEAEHENFTDEE.

1. i&#ZConfiguration > VPN > General > Group Policy , fA% %12 Z RR A A< LANGS B B A SR B
o %?ﬁE_TEdito

Filz  Ophors  Toclz:  Wizerds Help Ea:arr_'h'l FAnd -
& - ; Coses Sraneus
o i
& H @0 O <@ & Jd ?
Home Configuration  Moribarirg Beck Farward Packst Tracer Redrezh Save Hek -
Corfigueratian = ¥Fi = Genersl = Groug Policy
i
Ej [ 45 VPN Wzard J-Grove Patey
- [0 Gmneral
R 81 ven Sestem Opeors:
\ Chan Upes Manese wF grou polcies. & 9P groun polcy |5 & colection of user-orietes attriutersa e pars tha
_é_-?. 1 - may bestanad intamaly on the @evice or axdernally on & RADILS Sarvar. The group policy' information i
"'l =GRS referanced by VRN funnel grogpe enod user sccous
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T KE
ﬂﬁ I!I;J% Poan CrikGrpPalioy [Syztem Defa.. | bdernal  LETPAPSec PSec -- hliE - Exit [:
VEH = P fodass Mansoerent
[ Delate
E‘;a B [ weetremn
BB E-misil Praxy
Irs = !
CED Manager
-
°z,
RoiRing
Globel Shiacts
Pragerles
AEls Resst |
T I |
] )
Corfiguration chenges saved suczesshily, cisco 2 i [ |E'| EAUOG #2838 P UTC

2. B3 "EFREE. ER.



@& Edit Internal Group Policy: hillvalle yypn

3. BUHEZE A Split Tunnel Policy#InheritiE , #A####Tunnel Network List Below,



@& Edit Internal Group Policy: hillsalleyypn

4. BUHZE A Split Tunnel Network Listf9InheritiE , & — TManage A B{EACL Manager,



@& Edit Internal Group Policy: hillvalleyspn

5. Z£ACL Manager® , i#12Add > Add ACL... LA M #HIRAREEE,



7. EIUACL#E , ##EAdd > Add ACE... .A# 835 2 % B (ACE).



& ACL Manager 1

Stenderd ACL | Extandes acL |
#odd -|@Ec o # 4| % B -

% Add ACL drass ition Diezcripian

o Irrser]

dk Innoit Sfor.

~Ruke Floew Disgram
ine outsHdE

------* wdeny memeEm *-

O I Carcel | Fep |

8. ERHEASARHHILANEEMWACE, FEAHIH , BEE10.0.1.0/24, EEPermit, EIFIPibut

10.0.1.0;# #8281 15255.255.255.0, ( A/:i# ) RHELHRA, #H—T "OK, (HBE).

Stendard ACL |Emnm .-J:Ll

x|

dadd - @ [fockee| + & % Bl -

] AorasE Action Ceacription

x

Bction
elion |¢ Pl --I
Hostil=twork

IF Address: (1010 ;lJ

Hetmash: 155 255 285.0 =l

Dieserifian
The corparebs netweork berind 1he A58

Fule Flewy Disgram

9. #%—T TOK., LURHHACL Manager.




El-spit_Tunnal_List . . {
1 aBi0010md o Permil  The corparsbs netwark behind e 434,

10. RS BIRBERERFERE 7 SR AIZEIAACL,



= Edit Internal Group Policy: hillvalleywpn

11. #H—TFTOKLUR BB R EL & .



= Edit Internal Group Policy: hillv alleywpn

12. B —TApply , AEZ—TSend ( MRFE ) , LW SEIZEIASA,



Fnd =

File Options Tools  Wizerds  Help Saarch: |
@ [ % 00 O < & ua 32 o
Homs Configuration  Morboring Beck Forwand Packst Tracer Felrezh Save Hela -
Conrfiguratian = ¥FH = General = Group Folicy
E] [ VRN Wezard : ~Group Policy
- = Ganeral
hinge E1 wPn Symtem Cypoons
; Clon Lipsate Mz e WP oo podeizs O WP o polcy 15 & calection nf user-orissien attinuteraaie pars e
_l_,‘.] ={L;haIGrj b may ke storad irtamsly onthe device or exdernsly on s RADIUS sarver. The group polcy information i
ety Pricy =i = referanced by VRN furrned oroups anc user Bccounis
&;E *i"* Diedmuk Turms Gafesr
paT +3+ foneLabs inteorty Tunn=ling Frotocol Asf Server Group S| W
i T KE hh ......
@j Hf—lﬁ Psan CrikrpPolicy [(Sysiem Defa.. | ernel  L2TP4PSec [PSec Eifl I
WPH P Aoklrass Mansoesert
Mo Delale
E;, B webvon
s H }ﬁ E-mal Prawxy
C5D Mananer
-
4
=5
RiolRirg
Global Shiscls
Properliss
Hpaky | Rzzs |
! il b
cizrn 2 i E P05 13320 P UTE

£/ BB 4 % B EEER(ASDM)6.XEL BASA 8.x

TERELSR , KEBEEMEEE

RAFFEAERAENFDEE.

1. i Configuration > Remote Access VPN > Network(Client)Access > Group Policies , A&

BEREH

R AN LANGS B RV A SR B . AR 4R — T Edit,

Configuration > Remote Access WPH = Hetwork (Clhent) Access > Group Policies

Manage YPH group policies. & YPH group policy is & collection of user-orented attribute/value pairs that may be stored inkernal
externally on a RADIUS/LDAR server, The group policy information is referenced by VPN tunnel groups and user accounks,

P Add 'l ﬂDeletaI

Narme | Type ] Turneling Protocol [ &
DfitGrpPaolicy (System Default) Inkernal LZTP-IPSec, IPSec, webwpn — N4 --
Defaultgroup Inkernal — Inherited -- — W4 --

alleywpn

2. ¥ — T Split Tunneling.

Inkernal




% Edit Internal Group Policy: hivalleyvpn

---aeners
SErvers
= Advanced

Splt Tunineling
IE Browwser Procoy
[ 551 WPN Chent
IPs&c Cienk
~—Chert Access Rule
Chert Frewal
Hardweare Cient

F

J | 2

General

- SETVErs

= Adveanced

[E Browises Prowy

S5 WPN Clisnk

= IPsec Client
Clienk fccess Rule
Client Firewal
Hardware Clienk

H+

Split Eunneling network ists distinguish networks that require traffic bo go throwgh the tunnel and those that do nol
resquire kunneling, The secunbty apoliance makes split tunneling decisions on the basis of a network list, which is an
ACL that consists of list of addresses on the private nebwark.

DNS Mames: [ Inherit |

Palicy: ¥ Inheri: |

Metwork List: [ Inferit |

Intercept DHCP Configuration Message from Micosoft Clients E

DHCP Intercept lakbs Microsoft %P chenks use split tunneling with the security appliance. For Windows disnts
prior ko ZP, DHCP Intercept provides the domain name and subnet mask,

Inkercept: [ Inhert Yoo O Mo

ulret Mask (0ptisnal: [0.0.0.0

Help |

| O, I Cancel I

3. BUEE R Split Tunnel Policy&YInheritiE , & #i##ZTunnel Network List Below.

% Edit Internal Group Policy: hivalleywpn -

Splk tunneling nebwecek ists distinguish networks that require traffic ko go through the tumnel and those that do nc
reguire tunmeling, The sscurity appkance makes split tunnelng dedsions on the basis of a network list, which is an
ACL that consists of list of addresses on the private netwark,

DNS Names: [ Inhert |

Palicy: (I_ Inhcri | Turevel Netwark List Belovs |
| &ll Metwnrks
Netwark List: [ Inherk e —— Ma
' Tunne| Metwaork List Gelow
wchude Metwork List Below

Intercept DHCP Configuration Message from Micosolft Clients &

DHCP Intercept lebs Microsoft %P chients use split bunneling with the security applance. For Windows clients
prior o ¥P, DHCP Intercept provides the domain name and subnet mask,

Intercepk: [v Inhert  Yes € flo
Subriet Mask (Optinall; [0.0.0.0 =]
O, I Cancel Help




4. BUHIZ A Split Tunnel Network ListBdInheritiE |, A% &k — TManagel«XEiEJJACL Manager,

g% Edit Internal Group Policy: hivalleyvpn

Ganeral Splic tunnelng networt: lists distinguish nebwarks that require traffic to go theough the tunnel and those that do not
Eorvars require bunneling. The security appliance makes splt bunneding decisions on the basis of a network kst, which is an
51-advanced ACL that consisks of list of addresses on the private network,
Eplit Tunnedng
_IE Browwser Proxy DS Mames: | Inherit |
& -S5L VPN Client
- 1Psec Client Palicy: [~ Irdesic i'l’unnel ekt Lisk Below ll
- Clenk Aresss Rule Network List: [T Fher (Fanege..)
- Clienk Firevsall o Q! _Nane -~ = _I
“-Hardware Chenk
Intercept DHCP Configur ation Message from Micosoft Clients =

DHCP Inkercept leks Microsoft ¥P clienks use split tunneling wich the security appliance, For Windows chiants
priar ko ¥P, DHCP Inkercept provides the domain name and subnet mask.

Inkercept: [ Inherk © Ycs  Ro

Subnet Mask {Cptonal): IU 0.0 ;i

J | +

ok cancel | e |
5. £EACL Manager® , 1#1Z2Add > Add ACL... AT FHREEE,

standard ACL | Extended ACL |

g0 Add

4

4

& Edit ﬁDelete| + 4 | & Ea @

Ackion Descripkion

d Add ACE..

i Insert...

W Insert After,,,

6. REACLWERE , REE—TOK.




= ACL Manager

Standard ACL | Extended AcL |
g add - B Edit iDeIetE| + + ‘ s BB -

Mo Address Ackion Descripkion

B Add ACL : |

ACL Mame: [Split_Tunnel List|

oK, Cancel Help

[ S 1l errsl FEE |
7. BMACL#E , iE#EAdd > Add ACE... DURT 38 55 R #2 &l f% B (ACE)o

B ACL Manager

Standard ACL | Extended ACL |
d add | [ Edi ﬁmelete| + 4 | & B2 @ -

g AaddacL.., 3 Ackion Description

4

A

g Insert...

| Insert After..

8. EREEASAREIAILANE FBRYACE, ARSI |, #858210.0.1.0/24, ¥ — TPermitsEiZ#% .
BIERIFA10.0.1.02409 @8kt uk, (R ) BHERA. B—T "OK, (HE ).



= ACL Manager

Stwdudnﬂlfxmml
$add - @ea ffoeete |+ | % @ -

i Address Actian Description

I

Actian (v Parmit (" Deny

Address: [10.0.1.0/24 -]

Description:
Irhe Carporate netveark behind the AS4

[ ok | coneel | e |

e | el s
9. %&—T TOK. BURHACL Manager,



g ACL Manager

Standard ACL | Extended AcL |
f add ~ [ Edit ﬂmelete| + + | dh ® -

Mo Address Action Drescripkion
[=] 5plit_Tunnel_List

The Corporate netbwark behind the AS4

£ Permit

K (a4 j I Canrel I Heln I
GRRRADEIRBEREFERE T ERBZEIAMACL,



§% Edit Internal Group Policy: hivalleyvpn

r-General
-Servers
= Advancad

L IE Browser Prowy
S5 PN Client
= IPsec Clisnt
i Clignt Access Rule
~-Client Firepsl
Hardware Client

Split tunneling nebwork lists distinguish netwarks that require traffic bo go through the tunnel and those that do e
require tunneling, The security spplisnce makes split tunneling decisions on the basis of a network lisk, which is an
ACL that consists of list of addresses on the private nebwork,

DHS Marnes: [ Inherit |

Policy: [ Inherit | Tunrel Netweek List Below =
Metwork List: [ Inherit |Split_Turnel_List | Manage...
trcest ot oo EDTTI T -
DHCP Irtercept lets Microsaft 5P cherrs use split turnelng with the sscurty applance. For Windows clients
prior to #P, DHCP Intercept provides the domain name and subnst mask,
Intercept: [« Inberit & Y=s o Ao
Subret Masl (Optenal: [0.0.0.0 =l

11. i — FOK BB/ E A E.,

= Edit Internal Group Policy: hivalleyypn

r-aeneral
o hervers
= Advenced

~IE Browser Proxy
- 55L VPR Client
#-TPsec Client

Spdit turniekng nebwark lists distingush networks that require traffic bo go throwgh Bhe kunnel and Ehose that do nat
require turneling, The security apphance makes split tunneling decisions on the basis of & nebwaork list, which is an
ACL that consists of kst of addresses on the private network,

DNS Names: [& Inherk |

Policy: [~ Inherit [TL.meI Mebwiork Lisk Below EI
Nekwork List: [~ Inherk  |Spiit_Tunnel_List x| Manage...
| Intercept DHCP Configuration Message from Micosoft Clients &

DHCP Intercept bets Microsoft P cientsusespﬁt turmedng with the security appliance. For Windows dients
prior ko ¥, DHCP Intercept providas the domain name and subnet mask.

Inkercept: [ Inherk @ Vo5 o

subiniet Mask (Optanal); ||:.:J 0.0 =

12. &2 — T Apply , R%EIZ—TSend (MMRFE ) , U S EIEEIASA,



Configuration > Remote Access YPH > Hetwork (Client) Access = Group Policies

Manage YPM group policies. & YPMN group policy is a collection of user-oriented attributefvalue pairs that mayw be stored intern.
externally on a RADIUS/LDAFR server, The group policy information is referenced by ¥PM tunnel groups and user accounts.,

% Add |v| Ef Editi Deletel

Mame l Type ! Tunneling Protocol I 1
DFlbGrpPolicy (Syskem Default) Inkernal LzTP-IP3ec, IPSec, webvpn - A -
Defaultgroup Inkernal -- Inherited -- -- A -

hivalleyvpn | Internal ____ lsvo IPSec

( Apply )I Reset I
JEIRCLIA MASA 7.xB E B R4

&I LAFEASA CLIFSTERA TS8R | BMEHEASA L AFFFDRRE , A 2EMAASDM:

BE : ASA 7.xFI8.xMICLIF o R EE B HEE

S G-
1. EABEET,
Ci scoasa>enable
Password: *****xxx
ci scoasat#configure terminal
ci scoasa(config)#
-4 = 4 = ==
2. B ERASARBEAHEEE,
ci scoasa(confi g)#access-1list Split_Tunnel List remark The corporate network behind the ASA.
ci scoasa(confi g)#access-1list Split_Tunnel List standard permit 10.0.1.0 255.255.255.0

3. EAEMBUNRIENBARBEERN,

ci scoasa(confi g) #group-policy hillvalleyvpn attributes
ci scoasa(config-group-policy)#

4. BEFIRBEXR, TIERBERT , K& Atunnelspecified.

ci scoasa(confi g-group-policy)#split-tunnel-policy tunnelspecified



5. BEHPREEMHBBE. EERBRT , BRBEASplit_Tunnel_List,

ci scoasa(confi g- group-policy)#split-tunnel-network-list value Split_Tunnel_ List

6. BHELUTHS :

ci scoasa(confi g)#tunnel-group hillvalleyvpn general-attributes

7. 4B 3R e B A E A B

ci scoasa(config-tunnel -i psec)# default-group-policy hillvalleyvpn

8. RHEMEE BRI

ci scoasa(confi g-group-policy)#exit
ci scoasa(confi g) #exit
ci scoasa#

9. IS HERER T 23S RERAMNVRAM)H | I 7 RifE1R R IFHE TEnterbUE ERIFIER B,

Ci scoasat#fcopy running-config startup-config

Source filenanme [running-config]?
Crypt ochecksum 93bb3217 0Of 60bf a4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ci scoasa#

BIBCLIE MPIX 6.x

AT T HER

1. B EBPIXBERABAEE

PIX(config)#access-1list Split_Tunnel_ List standard permit 10.0.1.0 255.255.255.0

2. B3I vpn#Bvpn30003t 15 E HF 2 BEBACL , WA :

Pl X(confi g) #vpngroup vpn3000 split-tunnel Split_Tunnel_ List

B : ARPIX 6. RIHEFEVPNE BN EEAHER , 5B Cisco Secure PIX Firewall 6.xF1Cisco
VPN Client 3.5 for Windows with Microsoft Windows 2000#12003 IAS RADIUS
Authentication.

B

AIRUT ZEHPRNSRIRAE | IBREENRE,

. HIEVPNE F i

. BIBVPNEFig A6

- FAPingBIEE A | ANES RS
HARVPNE F i

BVPNE FimEREVPNER R BB ENEE.

1. RBFEBIEEZMKE |, A%%E— T Connect.
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=10l %]

# ¥PN Client - Yersion 4.0.5 (Rel)
iConnecton Entries  Status Certificates Log Options Help

o, ¥ _ Cisco Svstems

Connec M Irnpost I odify Delete iy
Connection Eriries | Cartificates | Log |
Cornection Entry  *

hiilbe slleyvpn

Transpart
IFSec/UDF

172221160

Mot connected, |
# ¥PN Client | User Authentication for “hillvalleyypn®

Cisco SYSTEMS Usemname: |marty

Bttt

. Pazzword:

aF. ,\J Cancel
2. WA EE Y
3. i#1EStatus > Statistics....AF R "Tunnel Details; 18E , B ERREFHRERENFAE
AR TRETR




# ¥PN Client | Statistics 2 x|

Tunnel Details: |F||:|ute Dretails | Firewall |

Addressz In&rmatiun Connection Information

Clignt; 10.0.1.50 Entry: hillwalleyz

Server: 172221160 Tirme: 0 day(=), 00:00.25
Bytes Crypto

Receved: 0 E ncryption: 163-bit 3-DES

Sent: 1434 Authentication: HiAC-5HA1
Packets Transport

Encrypted: 3 Tranzparent Tunneling: Inachive

Decmpted: 0 Local Lak: Dizabled

Dizcarded: 0 Comprezsion: Maone

Bypazzed: 159

Reszet
Cloge

4. B ERoute DetailsEE , URIRAVPNE FinREEIASANKER, EAREH , VPNEFIKIEE
{RE¥10.0.1.0/240955F8 , MAFE HMREERNE | th KRB BFSEEIE,

x
Tunnel Details | Eﬁéﬁﬁtﬁ%ﬁiﬁ%ﬁtﬁéii%kl? Firewal |
Local LAMN Routes Secured Routes
MHetwark, Subnet b azk Metwark: Subnet b azk
10.0.1.0 285 255.255.0
Cloze
BIBVPNEFix A&

BEVPNEFHBRN , TURERERE TEERIPBEMNSIE., EREARE , FEEVPNES
mHA M LogE#, A%IE—TLog Settings AHAEEHKNAR., EAXRRHIF |, IKEFREAS - High , ™



FIEHMBFAETREZERT - Low,
_Ioix

Conneckion Entries  Status Certificates Log Opkions Help

Dizable Clear Log Sefting: Log ‘% indow
Connection Entries | Certificates | LE'EIJ

Ciseo Systems WPH Clent Yersion 4.0.5 (R el

Copyright [C] 1958-2003 Cisco Systemsz, Inc. AN Rights B eserved.
Client Type(z] Windows, WinM T

Running on: 51,2600 Service Pack 2

Cisco SvsTems

Mot connected, y

Cisco Systens VPN Cient Version 4.0.5 (Rel)

Copyright (C 1998-2003 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Wndows, W nNT

Runni ng on: 5.1.2600 Service Pack 2

1 14:20:09.532 07/27/06 Sev=Info/ 6l KE/ 0x6300003B
Attenpting to establish a connection with 172.22.1. 160.

!--- Output is supressed 18 14:20:14.188 07/27/06 Sev=Info/5 | KE/ 0x6300005D Cli ent sending a
firewall request to concentrator 19 14:20:14.188 07/27/06 Sev=Info/5 | KE/ 0x6300005C Firewal |

Pol i cy: Product=Ci sco Systens Integrated Cient, Capability= (Centralized Protection Policy). 20
14: 20: 14. 188 07/ 27/ 06 Sev=Info/5 | KE/ 0x6300005C Firewal | Policy: Product=Ci sco Intrusion
Prevention Security Agent, Capability= (Are you There?). 21 14:20:14.208 07/27/06 Sev=Infol/4

| KE/ 0x63000013 SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.22.1.160 22 14:20:14.208

07/ 27/ 06 Sev=Info/5 | KE/ 0x6300002F Recei ved | SAKMP packet: peer = 172.22.1.160 23 14:20: 14. 208
07/ 27/ 06 Sev=Info/4 | KE/ 0x63000014 RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from
172.22.1.160 24 14:20:14.208 07/27/06 Sev=Info/5 | KE/ 0x63000010 MODE_CFG REPLY: Attribute =

I NTERNAL_| PV4_ADDRESS: , value = 10.0.1.50 25 14:20:14.208 07/27/06 Sev=Info/5 | KE/ 0x63000010
MODE_CFG REPLY: Attribute = | NTERNAL | Pv4_NETMASK: , val ue = 255.255.255.0 26 14:20:14. 208

07/ 27/ 06 Sev=Info/5 | KE/ 0x6300000D MODE_CFG REPLY: Attribute = MODECFG UNI TY _SAVEPWD. , val ue =
0x00000000 27 14:20:14.208 07/27/ 06 Sev=Info/5 | KE/ 0x6300000D MODE_CFG REPLY: Attribute =
MODECFG UNI TY_PFS: , val ue = 0x00000000 28 14:20:14.208 07/27/06 Sev=Info/5 | KE/ 0x6300000E
MODE_CFG REPLY: Attribute = APPLI CATI ON_VERSI ON, value = Cisco Systens, Inc ASA5510 Version
7.2(1) built by root on Wed 31-May-06 14:45 !--- Split tunneling is permitted and the remote LAN
is defined. 29 14:20:14.238 07/27/06 Sev=Info/5 | KE/ 0Ox6300000D MODE_CFG REPLY: Attribute =
MODECFG UNI TY_SPLI T_I NCLUDE (# of split_nets), value = 0x00000001 30 14:20:14.238 07/27/06

Sev=I nfo/5 | KE/ 0x6300000F SPLI T_NET #1 subnet = 10.0.1.0 mask = 255.255.255.0 protocol = 0 src
port = 0 dest port=0 !--- Output is supressed.

{8 A Ping R BA 2 4th L AN B

AEVPNE FifE R EEREIASARRREE A2 EIRREMN 5 — &5 LR EWindowsin 51 £
ping@ . VPNEF kI LANRZ192.168.0.0/24 , Ti#BEE F1F1EIP# i 5192.168.0.30 B — &




EH,

C \>ping 192.168.0.3
Pi nging 192.168.0.3 with 32 bytes of data:

Reply from 192. 168
Reply from 192. 168
Reply from 192. 168
Reply from 192. 168

byt es=32 tinme<lns TTL=255
byt es=32 tinme<lns TTL=255
byt es=32 tinme<lns TTL=255

0. 3:
0. 3:
0. 3:
0.3: bytes=32 tine<lns TTL=255

Ping statistics for 192.168.0. 3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip tines in mlli-seconds:

M ni mum = Ons, Maxi rum = Ons, Average = 0Ons
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