£ ACLIMASDMEITIRERE 5 10 BB B HYPIX/ASAE
AR uxVPN{r IR BR AV i I R B

Im
=

S (o
8 =
=3
&

Bl
%

B
I
&

fii]
B
it
a0

w
g

&5

S5

i
]

]

] 7008

{# FAASDMASASA/PIXEL B 5% 3% VPN & iR 25
{5 FI CLIASASA/PIXEL & A= ik VPN @ AR 85
Cisco VPNE Fin RIBH#ZE B
ERERSDRF

B

badi3z]3:

INZBRACLTF [E7E

tHERE A

s

2R 3 RE A 48 2047 {5 A Adaptive Security Device Manager(ASDM)E;CLI#& Cisco 5500% 5 BB L £
#BASABLEARWVPNfIRES. ASDMEBESH S ANERWeb EENMMIEMHER —RNZE
+EEMEE, Cisco ASAERLETT#& , AJAEMACisco VPNE FinE TR

A2 B £ Windows 2003 IAS RADIUS (_$t¥tActive Directory ) BIPIX/ASA 7.xFICisco VPNE F
w4 xZ B BE B =P , LAFECisco VPNE F i (4.x for Windows)FIPIX 500R 3 Z £ HB7 . x2 [
RERWFEVPNELR, EixVPNE FinfE H & £ A Microsoft Windows 2003 Internet & 15 5 3% AR
#%(IAS)RADIUS{a] AR 28 ¥t Active Directory# 1T & 1758 3% o

52 BE AR CiscoZ £ ACSHPIX/ASA 7.xHCisco VPNE Fimd xF B ERERE , UMEAER
R B E RS ( ACSHAS3.2 ) EITIER & /8 (Xauth) , #£Cisco VPNEF % (HEAR
WindowsHJ4.x ) FPIX 500 5L £ £ B7.x2 B M IRFHEAVPNELR,

DB R
=R

AXEREASAC L ERETHEIE R LFFCisco ASDMECLIEITE B E Ko



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00806de37e.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00806de37e.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008080f2d1.shtml

i B2 B AZFASDMEIPIX/ASA 7. xBIHTTPSEA R: AEF M A SR T E L WISSHELE R , AFFEIR
ASDMEZ £ A R(SSH)RIRE BEE,

5 i P
AN AHHEFARRIFA T SR ANE LR

- BN EEERSEBRERA7 XERESRAE
BEERA R EEIEES RN E & RS
. Cisco VPN%E Fifd. xhR &% & & R4
AXHHEARRBREEEREREANEEMEN., XPFEAINFELZEBRREER ( B Y
) VA RESREREY, MNREWHER EEER  FRAECEEBIMIET TRERNELE,

HBER

WA BIE A LA Cisco PIXZ £ HB7 xR ES RAE S FER,
1R 5

MEXHEFNFHENR , BSHIER IR REH
HEEA

EimahBHEE ACisco VPNE Fin ( SIMNBEFERAE ) REZEMNERIB, EixEVPNEERR
FERERAREHHEERNMEEIR, Cisco VPN ClientfF&IPSectiiE , BFIERFTAREREHE
%ﬁEAEFﬁ BR , R REAUEFSHEHENEFIREUIPSeciELR, HEIPSecHFFHER
) Flﬁ EZ ﬁASAEﬂEj:Eﬁo

HENMEMAERVPNZEEENLZEREREFHNR OB, EMAEERREEEMEHVPNIEIE
ATAENEANEE. AREASEAERNEAERS, FRASMEARKENEBE, BEER
A EERNERE, MRKROEREDESEERRE EU@FH@%?H’Q%EE%E%W&

B2IE 4E FfE TE PR E AR R M AV — M FC Sk AE A . IELERCERREE T BB AL A B 0 HEE 17 5 17 B % Y (7 AR
2, UAREREAEEIENCIRARSR (WRE ) . EMAEERERNARERK  XEEMHE
SHENBENESIB, BEASLRRYBERS BN BEY. BEELEERNTSEER
ERENBENARERNER.

=3 EZIKB'ZEE’\J/T%EEEEF AiERERFARS HRE. WRBEAEMRS (Hlu
LDAPHIRADIUS ) , &% Bﬂm%%ﬁBRADIUSﬂEE%ﬁRLﬁ&E*ﬂE’fﬁ%ﬁ%

InternetZ £ BRI M M E R 5 E (ISAKMP) ( B AIKE ) B EMF WA IPSeck £ BHHE K 1
ENHEHE. SEISAKMPIHRE S BB , F1RERME2RER, F1RRENFE —ERREUR
EBIRMISAKMPIGEE S, Phase2ZiIf2iE , MREBEBLZLERERNER ., BEBISAKMPH

SMER na,ﬁﬁﬁﬁﬁ*\cuﬁ HISAKMPR ISR,

HELRE
£ I ASDMASASA/PIXEL B & & i VPN IR 28



//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/products/ps6120/products_installation_and_configuration_guides_list.html
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html#wp1543772
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/ike.html#wp1066879

SERUTESE | LIEFEFAASDMAECisco ASAERLE B

1. R 18 & 812 Wizards > VPN Wizard,

EiwVPNAERES :
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= YPN Wizard
VPN Wizard

YPH Tunnel Type (Step 1 of .0

Lise this wizard 1o configure nenwy sile-to-site YRR tunnels or new remote access
WP funnels. Atunnel between two devices is called a site-1o-site tunnel and is
bidirectional. Atunnel established by calls from remote users such as
EBlecammuters s called remote actess wnnel,

Thiz wizard craates basic unnel conngurations that you can edit later using the

ASDN.

WEM Tunnel Type!

" Bite-to-Bite

________________

e

Sale-fo-Sile VPN
Local ? e
= I BTt
—— .2 [T 117
VPN Remole Access
Local Remuots

YEMN Tunnel Interfaca: outside

=

F'ri:r*l Darlr.:all Help |

‘-Elfllril Mext.>
P

 EREHE-TANVPNEFRER, & "Nexts (T—% ).



& ¥PM Wizard %]
VPN Wizand Remaote Access Client (Step 2 of ..}

Remote access usars ofvarious types can open VPN lunnals to this ASA, Select
the type of WPR client for this tunnel.

WEN Client Tvpe!

* Clsco WPM Client, Release 33 or higher,
or other Easy VPN Remole product

iEIankI Meut > Fri:r*l Darlr.:all Help |

Lz
4. WMARBEEESBNER. RHECANSORIBEN. EHRATRETRAASR,



& YPN Wizard %]
VPN Wizard VPN Client Tunnel Group Name and Suthertication Method (Step 3 of ..)

The ASA allows you 1o group rermote access unnel users based on cormrmon
connection parameters and client atiributes configured in the following screens.
Use the same tunnel group name for the device and the remote client. Selact the
trpe af authentication: shared secret or cefificate, If certificate, selact tha certificzta
name and the cerificate signing algarithim.

Tunnel Group Mame: Ihillwallewpn

Buthentication

&+ Pre-shared Key

Pre-shared Key: Iflﬂflﬂ 23

i Cedificate
Cerificate Signing Algorithrm: raa-sia |
Trustpoint Mame: I 3

iEIankI Meut = Fri:r*l Darlr.:all Help |

|5

AR BEEBERE/MBASDMENTEL A8, FERASDMREHREBASANAERGEIEF
EITHEENAEFER,

5. BEREHAMFEAEENEERNBAAMARFERBERERE, & BUUELSR6H

BERAEFEIXAMEREERE, T : EENTEBASDME B FTAAARRESHELEA
, B2 EEIBASDMAVPN{E A BB EPIX/ASA 7.x5 45 E N IZ A RESERE R,
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& ¥PN Wizard %]
VPN Wizard Client Authentication {Step 4 of ...}

To autheniicate remote users using local device user database, seleci the first
option below. You can creale user accounts in the nest screen.

To use exdernal A%4 semers inslead, select the second oplion. You can selact an
existing AAA server group or create a new one using the New button below.

To manage all other 44 sefiings, use Conflguration = Fealures = Properies = A48
Setup category in the main ASDRE window.

i Authenticate using the local user databasa

" Authenticate using an AAA SErEr group

AAA Senvar Group I '| ey

tEIan:kl Mmdrhg'r-':l' | Canl:al| Help |

6. MEMLE , BEAEMEIAHERNE, IB : TERKREFMBRBEEERE, FEASDME
#7% FhiEZE Configuration > Device Administration > Administration > User Accounts , LA #m%E

ERETFHRAFREIREREFMRELRE



& YN Wizard %]
VPN Wizand User Accounts  (Step 5 of 11)

Enter a new usernamelpasswornd into the ugar authentication database. To edit
existing entries in the database or to remove them from the database, go to
Configuration = Device Administration = Administration = Lser Accounts in the main

ASDM ward o,
Uszerto Be Added
Llsemame: UsEmame
admin
I Add == | ginstein
rriarty
docbrown
Paz=word (optional): Caleta | ennifer

Caanfirm Fassword (oplionaly:

iEIackl Nartrﬂér'ri:r*l Darlr.:all Help |

7. ER— AR | EERVPNEFimEREIEEBDREIBEEEM.



0% YPM Wizard %]
VPN Wizard Address Pool  (Step 6 of 11)

Enter a pool of [Gea addresses 1o be used far assigning dynamic IP addresses (o
rernote WP clignts.

Tunnal Group Name: hillealleywpn

Fool Mame: Itp npool ;I

Range Start Address: |1?2_1 6.1.100

Range End Address: |1 7216.1.199

Subnet Mask (Optional): [255.255.2650 = |

iElackl derrls-'lnisl'l Gannall Help |

i
1

8. IiZ : EEEHIETRIKVPNEFIHHDNSHIWINSEIREFE AU R FERITE .



[ ¥PN Wizard

corresponding feld blank.

Tunnel Group:

Primary DME Server.

Secondary DNS Serear:

Friman WIS Sener:

Default Domain Mame:

Secondand WINES Server:

VPN Wizard Attributes Pushed to Client {Optional) (Step 7 of 11)

Altributes vou canfigure below are pushed to the YPM clientwhen the client
connects to the ASA [fyou do notwarnt an atiribute pushed fo the client, leave the

hillvalleyvpn

tEIan:kl der[“&-'nlcl'l Gannall Help |

F
a5

9. EEIKER G| R , LERIKERR1., BEMRBHNRELETEMEAF, ER , Cisco VPNEF iR
SEDHAECEFLRNKE. Rt , FFRPCLEFHEITIKERE.




i ¥PM Wizard .EI
VPN Wizard IKE Policy iStep 8 of 11)

Select the encrplion lgarithm, authentication alaorithm, and Difie-Hellman araup
forthe devices to use to negotiate an Intemet Key Exchange (KE) security
association between them. Confgurations on both sides orthe connection must
match exacthy

Encryption:

Authentication: | SHA =l

DH Group: |2 j‘

tEIan:kl der§-'nlcl'| Canl:al| Help |

10. I5XEIPSec ( tt BB ABIKERE2 ) W5, BEMKARESATEMEA. B2 , Cisco VPNEF
FingBBABCREERNEE. Rt , FFHRPCLERETIKERE.



[ ¥PN Wizard [ |
VPN Wizard IPSec Encryption and Suthertication (Step 9 of 11)

Select the encryption and authentication algarithms for this IPSec YPH unnel,
Zonfigurations on both sides of the connection must match exacthy.

Encryption: |3DES =l
Authentication: | SHA =
tElan:k| Mext = [{-\' mish | Canr:al| Help |
P

1. EEEEERVPNER E L FBLEATEMRM (NRE ) . WRBHBEFE |, AliELR

VPNfE & T A RIASARY BB A ERMEE . SEREMRRE FRA D EIRRE, 7 HIF8E ™ 0
BROLBENHERENERNAE  YEBTHZREBETRRESHREHY —KRBKRE
BRAVARMBAE. WRRMAFLEEE , AFFEREERVPNERENREDSEIBREEE
BEIASA, BRIFENEE K ESHARBATNEERSR,



& ¥PN Wizard x|
VPN Wizard Address Translation Exemption and Split Tunneling (Optional) (Step 10 of 11)

Hetwork Address Translation (MAT) is used to hide the intemazl netwaork from oulside
ugers. fou can make exceptions to NAT to expose the entire or par of the infemal
nebwork o authenticaled remole users prolected by VPR,

To expose the entire nateork behing the most secure interface to remote VPN users
without NAT, leave the selection list Blank

HostMetwork to Be Added Selecled HostsMNetworks:
i |P Address " MNamea = Group
Interface: linside =]
Add :-=-|
IF address: [n 0.0.0 . |
[He|ate |
Mask nooo -]

[T Enable split tunneling to let remote wsars have simultaneous encrypted access to the
resources defined above, and unencrypled access to the internet,

-fEIar:kI Naxth[f}.-'l'i:’l Danr.:all Help |

WHRERRE RN R ENREE., NRHEERE , 5% — TFinish.

Summary (Step 11 of 11)

You have created a Remaote Access YPH tunnel with the following attributes

YMEK Tunnel Intemace. oulsida

Tunnel Group Mame: hillvalleygpn

Pool of IP addresses for VPN clients: vpnpool
(17216.1.100-17216.1.199)

lIser authentication using local user database

Mew users creatad inthe local database: marty docbrown jennifer bif

|IPEec authentication uses pre-shared key:
clscol 23

IKE Palicy Encryplion MMuthenticationfDHGroup: 30ES FSHA S Group 2

|PEec ESP Encryption f ESP Authentication: JDES / SHA

Imemal network alements exposed (0 remole YEN users withoul MAT,
Ay

Splittunneling: disablad

tEIan:I{| = | Finishﬂ} Canr:al| Help |
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ERATESR  LERGTIIEEERRKRVPNRBRERSSR. ﬁﬁﬁﬁﬁﬁﬁﬁ ME@EaTHFRER , 72
BB B iR i 55 B VPN Cisco ASA 5500 R J HEELR L #EE — T2 E,
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1. 2B EE N T & Aip local pooldi T , LAELEARVPNEIHSEBRER Pttt Z M
BRIty , FFRAL BTN, T2 REFAERNERBEEN I, WRAREHE
EZEtut  REREKREEIEFFEAEM. BHtas , LB TARMERARE
VPNZE F i 2 Bt B A& tth 1t B9 2R b 3t 1t 5th

ASA- Al P- CLI (confi g)#ip local pool vpnpool 172.16.1.100-172.16.1.199 mask
255.255.255.0

2. BHUTHS :

ASA- Al P- CLI (confi g) #username marty password 12345678

3. BHIBGSUREHREEIE : ASA-AIP-CLI(config)#isakmpX Bk 1 BB BB FEIL FHASA-AIP-
CLI(config)#isakmp policy 1 encryption 3desASA-AIP-CLI(config)#isakmp 3 kg 1§ %shaASA-
AIP-CLI(config)#isakmpSR B 1#12ASA-AIP-CLI(config)#isakmp ik B 14 £ 814 3200ASA-AIP-
CLI(config)#isakmp enable outsideASA-AIP-CLI(config)#crypto ipsec transform-set ESP-
3DES-SHA esp-3des esp-sha-hmacASA-AIP-CLI(config)#crypto dynamic-map
outside_dyn_map 10 set transform-set ESP-3DES-SHAASA-AIP-CLI(config)#crypto
dynamic-map outside_dyn_map 10 set reverse-routeASA-AIP-CLI(config)#crypto dynamic-
map outside_dyn_map 10 set security-association lifetime seconds 288000ASA-AIP-
CLI(config)#crypto map outside_map 10 ipsec-isakmp dynamic outside_dyn_mapASA-AIP-
CLI(config)#crypto map outside_map interface outsideASA-AIP-CLI(config)#crypto isakmp
nat-traversal

4. mE  MREFLERRBEARNENFIEE , FREUATHT

ASA- Al P- CLI (confi g) #sysopt connection permit-ipsec

X WSS HEART.2Q)ZETNT XBE, WREFEAMRBRT.212) , B Hasa APr-
CLI (confi g) #sysopt connection perm t-vpnﬁi’%o

5 BHEUTHD

ASA- Al P- CLI (confi g) #group-policy hillvalleyvpn internal

6. BHLUTHSUERBER FimERIRE : ASA-AIP-CLI(config)#group-policy hillvalleyvpn B i
ASA-AIP-CLI(config)#(config-group-policy)#dns-server value 172.16.1.11ASA-AIP-
CLI(config)#(config-group-policy)#vpn-tunnel-protocol IPSecASA-AIP-CLI(config)#(config-
group-policy)#default-domain value test.com

7. BHEUTHD

ASA- Al P- CLI (confi g) #tunnel-group hillvalleyvpn ipsec-ra

8. BHUTEHS :

ASA- Al P- CLI (confi g) #tunnel-group hillvalleyvpn ipsec-attributes

. BHEUTHD :

ASA- Al P- CLI (confi g-tunnel -i psec) #pre-shared-key ciscol23

10. BHEUATHS :

ASA- Al P- CLI (confi g) #tunnel-group hillvalleyvpn general-attributes
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1. Btk S, US| AAMEREERELETHORRE.

ASA- Al P- CLI (confi g-tunnel - gener al ) #authentication-server-group LOCAL

12. #&48 3R i B2 PR IE AH BE Bk

ASA- Al P- CLI (confi g-tunnel -i psec) # default-group-policy hillvalleyvpn

13. *Ehillvalleyvpn tunnel-groupfigeneral-attributestE X, T2 H it &5 |, MERSBIFEIN
vpnpool 7 B & hillvalleyvpnii

ASA- Al P- CLI (confi g-tunnel - gener al ) #address-pool vpnpool

HASAKR FETER

ASA- Al P- CLI (confi g) #show running-config
ASA Version 7.2(2)

|

host nane ASAwAI P- CL
donai n- nane corp.com
enabl e password WnXYvt Krnj XqGoul encrypted
nanmes

|
interface Ethernet0/0

namei f outside

security-level 0O

i p address 10.10.10.2 255. 255.255.0

nterface Ethernet0/1

nanei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nterface Managenment 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
|
passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- nane corp. com
pager lines 24
nt u outside 1500
ntu inside 1500
ip local pool vpnpool 172.16.1.100-172.16.1.199 mask
255.255.255.0
no failover
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e




arp timeout 14400
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
group-policy hillvalleyvpnl internal
group-policy hillvalleyvpnl attributes
dns-server value 172.16.1.11
vpn-tunnel-protocol IPSec
default-domain value test.com
username marty password 6XmYwQOO9tiYnUDN encrypted
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-
sha-hmac
crypto dynamic-map outside_dyn map 10 set transform-set
ESP-3DES-SHA
crypto dynamic-map outside_dyn map 10 set security-
association lifetime seconds 288000
crypto map outside_map 10 ipsec-isakmp dynamic
outside_dyn_map
crypto map outside_map interface outside
crypto isakmp enable outside
crypto isakmp policy 10
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400
crypto isakmp nat-traversal 20
tunnel-group hillvalleyvpn type ipsec-ra
tunnel-group hillvalleyvpn general-attributes
address-pool vpnpool
default-group-policy hillvalleyvpn
tunnel-group hillvalleyvpn ipsec-attributes
pre-shared-key *
telnet tineout 5
ssh timeout 5
consol e tineout O
1
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
paraneters
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp




i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdncp
|
service-policy gl obal _policy gl obal
pronpt host nane cont ext
Crypt ochecksum 0Of 78ee7ef 3c196a683ae7a4804cel192
: end
ASA- Al P- CLI (config)#

Cisco VPNEF i ZEHFHRE

MR EEZECisco VPNEFin , AIREIEEFMIEVPNEFIGEAEZBNZRE, EXEVPNEF iR
BT REEZE | FREBAEHFHREEASA/PIXFVPNE Fik,

ASA/PIX

iy il EE X T £ Agroup-policy attributes@i  :

group-policy VPNusers attributes
password-storage enable

Cisco VPN 1 /i & i
fmEE.pcf RIS UL T 5| &

SaveUserPassword=1
UserPassword=

EHIRE SRR
EREHEERT , MALTH I UZAPIXASA7TXENERSNEHRE (BRBEATRA)

asa(confi g) #tunnel-group client ipsec-attributes
asa(config-tunnel-ipsec)#isakmp ikevl-user-authentication none

ZRERSMREER , VPNEFKEAEEHAR S MRFEXauth)WER&EBRB/ZE. Rt
, ASAIPIXTEEFHERBANZBO EREIZVPNEF ik,

B

B EHCisco VPNE EimE#R ZICisco ASA , LUEBRTBASAEERE R,



1. 1Z#Z£Connection Entries > New,

# YPN Client - Yersion 4.0.5 (Rel) =10 x|
Connection Entries  Status Cestificates Log Oplions Help
Conneck bo my_remote_wpn  Cerl+0 = ﬁ Cisco SYSTEMS
Disconnect CErD ﬁl
pify Delete
Create Shorkouk
odify. ..
e | Heost I Transpart -
Delete
Duyplicate
Set a5 Default Connection Entry
Import... | !
Exit VPN Chenit Chri+0
-
4| | v
Mot connected. | y

2. EHRERNFMET . Host BT E LB ERICisco ASARIIPHEN SR EME . FHIERE
BARESBATEANEAKNE, SHEER—TSave,

# ¥YPN Client | Create New ¥YPN Connection Entry

Connection Entry: | rmy_remate_wph

D ezcrphion:

Host:|10.10.10.2

Authentication ITranspnrt Backup Servers I Dial-Up |

' Group Authentication ™ Mutual Group Authentication
M ame: kiill alleyypr
Pagzword: i

I:erﬁfl'l'l Pazzword: x:-cxx:-cxx,.1

= Certificate Authentication

M arme: I ;I

[T Send C& Certificate Chain

Erase zer Faszword | Save @ Cancel

3. REFEWMEBIUMER , ARER K — T Connect,



# YPM Client - Yersion 4.0.5 (Rel)

Connection Entries  Status Certificates Log Options Help

=10 x|

< & - A
23 '@ _

Connect Meaw Irnpsort Modify Deleta
Connection E niries IEurﬂicHas I Log I

Cisco SvsTems

Connection Ertry * Host

my_remole_vpn 1010.10.2

1|

Transport
IPSec/UDP

|»

Mot connected, |

# ¥PN Client | User Authentication for “my_remo

Enter Uzername and Password.

BARREBERESORIFNEAESBIER. HEARRSRNePIEENEABT.

o

Cisco SYSTEMS Usemame: |marty

HEXHEEEE

« Pazzsword:

k. %J Caricel

5. (IR MERE , {EStatusiBE F1EF Statistics A BB R ER FHAEF . tRERRREN I
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Addrezz Information
Client: 172.16.1.100
Cerver: 1010102

Bytes
Receised: 240
Sent: 46816
Packets

Encrypted: 332
Decmpted: 4
Digcarded: 137
Bupazzed: A1

# YPN Client | Skatistics

Tunnel Details: IFI::uute Dretails | Firewall |

Connection Information

Entry: my_remote_vpn

Tirme: 0 day(=), 00:01.31
Crypto

E ncryptian: 168-bit 3-DES

Authentication: HiAC-5HA1
Transport

Tranzparent Tunneling: Inachive

Local LAaM: Dizabled

Comprezssion: Maone
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