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TR SSH

AR ESSSHESE
BR N HRSAS IS
SRSt HERR

FEASAF MIBRRSAE 8
SSHiE#R 5k B

T

RERNMBOAEIBRIIZERBEI XK EH A ARBMASNE LRELERE(SSH). W
RYAFEACLIEREENEZRINABEREZEREASA) , AIFEMEATelnetxSSH, AR
Telnet@ALLBAX A EIX | AR SERE , FHUBIEHEASSH, SSHERBEBERME , &
HABRREZBNEMBRAREGTRERE.

ASARFTHAEEENHELZERERISSHER, NRTA , 2 RENEBERLBREZEAR
BUSESSHER , ¥ BB S HINIERE S RFF100MEER,

DB R4



&R
AXHRERERER,

BRA T
AR EFAE R Cisco ASADS X BB BARA9.1.5

ANHNEARBBEBEERETREANEKEMEL. XHEAZNAMBERELREER (HEK
) BERESREAE) . MREHMEEE EEER , FRACEEBEMES TREKNFE,

BHRE © ASA 7. xR E S RA X BSSHE 2k (SSHV2).

MBS

LE TR B8 AT AR R BB AR AR 9. x ) E B MR A HY Cisco ASA 5500 R FIZ &R EREEM.

it
5 B0 BB S 42 7 1 S R 5 7 B X A1 51 0 A

RE
EARBR AR TR AR AL

BEE : FTRM S EERESRBREMA T EACLINABRR R EEER(ASDM)FIENEM.

MRt ERRTEHTS(EHDCERETFER) TERNAHHEANGTHNESEF.

pcfd B
_ . { ) 203.0.113.2 172.16.5.10
=_ /=" Liotd ' Outside | Inside _ l |
Z — ASA . Remmmns” —-':
Internet Uiser Gig,0 Gigh/1
198.51.100.70 sSH dlient
172.16.5.20

FEHEBRGIF , ASABR BSSHfAIREE, #SSHE Fi%(198.51.100.70/32/1172.16.5.20/24) %
SSHEMRFJHREBEME, R2REXESSHRAF1M2HPRENSSHERINRIEE , WEER
ZIE¥(DES)MIDESE . SSHRA1M2FE , L EERME.


/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

SSHE®
ARREEAUTRE
- Y2 R B SSHEA

- IN{AIfE A SSH%& F ik
- ASAELE

HELKBAISSHRIM
TRUATHR , BEHZERERNSSHIA :
1. SSHERERFEFAERABNBRSZEORILN, AMEREZTARRZLER,

ATRELER  SBuLFEANE—EHEZREARE. RENTIRAAARBZECAEER
B

ASA( conf i g) #username username password password
ASA(confi g) #aaa authentication {telnet | ssh | http | serial} console
{LOCAL | server group [LOCAL]}

BYEE . IR EATACACS+HRADIUSHREFEETEHRT , ITURBELRLEE , FHE
AAARIRES A AT AR E AR EREREARRS %, EERRSERRE , REEE
LOCAL(LOCALE D K/NE)e BREBEAMEREMAARRSFERAERNERERR
MEE , AARSEERRATISEREANS ZNEMER. EEEETACACS+HH
LOCALfEfD , SRESSHE REBEALITER :

ASA(confi g)#aaa authentication ssh console TACACS+ LOCAL

WA NEAREENEFAEOENERZSGMRES L. FEITHRIEAE  FEBAA
LOCAL:

ASA( conf i g) #aaa authentication ssh console LOCAL

MBRERNE—EHEREFAASANTERFE A E B BHciscol FEZ TelnetBl., &7 LAEEH
LTt EHTelnetZHiE :

ASA( conf i g) #passwd password
BHRE : EEEER T , LA LAEApasswordin = , AR &= EREL,
2. BASARL KB ERSAZIRYE | ERSSHATAFER :

ASA( conf i g) #crypto key generate rsa modulusmodulus_size

BYEE : modulus_size ( AN BEAL ) ATEAR512, 768, 102452048, IEEMNSMEE KN
K, ERRSAEREFMENRERER. BEEA2048, ARENRSASHRBEN G THAK
RRAR7 XHASARBRATR, ERHRAS K VEEREEHSE K RESTHEELSR, £2
BEERT , XERABABRLENRSARIR,

. EEAMERIZEHENTHM, L TIEEAFERASSHERMN MR, FHKBIHA
NH. ANZRMASEEH, BERINE. EFEFH , AFRBE—ATHANABE—4A
T

ASA(confi g)#ssh 172.16.5.20 255.255.255.255 inside
ASA(confi g)#ssh 198.51.10.70 255.255.255.255 outside


/content/en/us/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c1
/content/en/us/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c2
/content/en/us/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c4
/content/en/us/support/docs/security/pix-500-series-security-appliances/8505-authtopix.html

4. WHEBRETEN, FERERT , T2 HBARFSSHRA1FIRA2, WAU TS A EFERR
AEERAK

ASA(config)# ssh version
BIEE : version_numberd LA 21582,

5. WP B2 UEMN, FARERT , SSHERELPET TEREMN. WERUTREASEREA
1316045 8 -

ASA(confi g) #ssh timeout minutes

ASAR

FRALUTEHAEBASA:

ASA Version 9.1(5)2

!

host name ASA
domai n- nanme ci sco. com

interface G gabitEthernet0/0

nanei f inside

security-level 100

i p address 172.16.5.10 255. 255. 255.0
|
interface G gabitEthernet0/1

nanei f outside

security-level 0

i p address 203.0.113.2 255.255.255.0

1--- AAA for the SSH configuration

username ciscouser password 3USUcCOPFUiMCO4Jk encrypted
aaa authentication ssh console LOCAL

http server enable

http 172.16.5.0 255. 255. 255.0 insi de

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup |inkdown col dstar
tel net tineout 5

!--- Enter this command for each address or subnet

1--- to identify the IP addresses from which

1--- the security appliance accepts connections.

1--- The security appliance accepts SSH connections from all interfaces.

ssh 172.16.5.20 255.255.255.255 inside
ssh 198.51.100.70 255.255.255.255 outside

!--- Allows the users on the host 172.16.5.20 on inside

!--- Allows SSH access to the user on internet 198.51.100.70 on outside
1--- to access the security appliance

!--- on the inside interface.

ssh 172.16.5.20 255.255.255.255 inside
!--- Sets the duration from 1 to 60 minutes

!--- (default 5 minutes) that the SSH session can be idle,
1--- before the security appliance disconnects the session.



ssh timeout 60

consol e tineout O

|

cl ass-map inspection_default

mat ch defaul t-inspection-traffic
|

!

policy-map gl obal policy

cl ass inspection_default

i nspect dns nmaxi nrum|length 512
inspect ftp

i nspect h323 h225
i nspect h323 ras
i nspect net bi os

i nspect rsh

i nspect rtsp

i nspect skinny

i nspect esntp
i
i
i
i
i
|

nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

servi ce-policy gl obal _policy gl oba

ASDM 7.2.1iR & &
RN T S BT EASDM 7.2.14K :

1. Bfin ElConfiguration > Device Management > Users/AAA > User Accounts , SA{E £
ASDM#EERE.
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6. 5% %= Configuration > Device Management > Management Access > Command Line(CLI)>
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8. ERMRE TN ERMEIIMAALRER | ZZREApply AR FERE,

Telnetfl i

A O G BT Telnetzh B

REZFRER  FELEMEEEX T@ Atelnetis . AREBERT

, Z2 R ESHARBES D BN TenetE5E, HERLIRENIPAULPBIRTelnet FEGTAIHE |, 7B

£ At e FHInof Ko

telnet {{hostnanme | | P_address nask interface_nanme} | {I|Pv6_address
interface_nane} | {tinmeout nunber}}
no telnet {{hostname | | P_address nask interface_nane} | {IPv6_address

interface_nane} | {tinmeout nunber}}

telnetis & A FF B e E AT BB Telnetih B L £ KB R HIEMN E#,

FisE . B LERMENH LB ATenetE 22 £E, BER , T2 EBERMETNISNE
TelnetRE#Z IPsectr®E, ERAIATNEMN Telnet&5E , FEABNE LB EIPsec ,
HOEZ2EBEERNIPHRE , Y ENISBNELRRATelnet,

et . —RRR , MREANENZ2REAFTREMETEMLNE , RIASAT 25 TelnetZ!

&S H



MR : BRITEZBBTenet@FESFBZLEE, SHRBEFENAN (HIUFE ) LBAXER
HiX, CiscoRREBFERASSHERELZSHNERER,

B A passwordin 5 AR B £ 1E AW Telnet Z NI, TR Z I Acisco. i Awhoin T AR E 8l
FRELLEBEEEN P, BAKIIGS K IEEBN TenetiR4IESEE,

Telnet#i {53 41

ERAZABNEN Telnet& 5 , FRERTHFREN RO,
Al 1

IS BIE AR EH#172.16.5.20F B Telnet FMMRZ L HKEFEA .
ASA(confi g) #telnet 172.16.5.20 255. 255. 255. 255 i nsi de

wEol 2

bERBIE T BER172.16.5.0/24 B 1B Telnetfh B R & R B2 HIE
ASA(confi g)#telnet 172.16.5.0 255. 255. 255. 0 insi de

w3

LB AT E R EBTelnetFMREHEFIES

ASA(confi g)#telnet 0.0.0.0 0.0.0.0 inside

MRFEAEEconsolef@BFWaaamn s , QAIMNEFEA S ORI AR TenetZ &I B RETEH
B,

et - REBasatr TUERZEKEN H DREMTenetRHIERARE , S BIRGIEE AR
RiEBR , IR SIEFBFRRERE, At , FAAREREFEAERBNEMenable

passwordin = 5% E K 215

% Htelnet timeout@i & , AR ERHIBTelnet B AR RS E BT B2 T UEFANERE™. T
BE#%no telnet 7n 5> Edtelnet timeout IS — R FEH.

B RAIRANAERZRASHEZRGFERRE

host nane(confi g) #telnet timeout 10
host nanme(confi g) #show running-config tel net tineout

telnet timeout 10 ni nutes

B



FRAXEARR , BRECNEHERREEERE,

BifE - HEZER T E(EHEEMEFER)OIT)XEX Lshowin T, £AOITHREshowts
TREBN D,

FRSSH

5 Adebug sshén © LB SSHEAR -

ASA( confi g) #debug ssh
SSH debuggi ng on

LtEa H BN T RERERIPH4E(172.16.5.20) BIASARZ ST HAISSHE . A THAEER T R IhAER
MEBERR

Device ssh opened successfully.

SSHO: SSH client: IP = '172.16.5.20' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

SSHO: receive SSH message: 83 (83)

SSHO: client version is - SSH-2.0-PuTTY Release_0.62

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY Release 0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed time = 1760 ns
SSH2 0: SSH2_ MSG_KEXINIT sent

SSH2 0: SSH2_ MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2 MSG NEWKEYS sent

SSH2 0: waiting for SSH2_MSG NEWKEYS

SSH2 0: newkeys: node O

SSH2 0: SSH2_ MSG NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication successful for cisco

!--- Authentication for the ASA was successful.

SSH2 0: channel open request

SSH2 0: pty-req request

SSH2 0: requested tty: vt100, height 25, width 80
SSH2 0: shell request

SSH2 0: shell message received

MBEWMANERERBIEE |, fliciscolM T~ 2cisco , BIASABT A BHGIER 5 M 8RE. FAR&AE SN
BRKMN B MERRE

Device ssh opened successfully.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

SSHO: SSH client: IP = '172.16.5.20' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nmessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

SSHO: receive SSH nmessage: 83 (83)

SSHO: client version is - SSH-2.0-PuTTY_Release_0.62

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY_Release_0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed time = 1760 ns
SSH2 0: SSH2 MSG_KEXINIT sent

SSH2 0: SSH2_ MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_ INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG _NEVKEYS sent

SSH2 0: waiting for SSH2_MSG NEWKEYS

SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication failed for ciscol

!1--- Authentication for ASAl was not successful due to the wrong username.

Ef , MRREHUNEBAER  ASORERN. LRERHBETRRNSHRE

Device ssh opened successfully.

SSHO: SSH client: IP = '172.16.5.20' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

SSHO: receive SSH message: 83 (83)

SSHO: client version is - SSH-2.0-PuTTY Release_0.62

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY Release 0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed time = 1760 ns
SSH2 0: SSH2_ MSG_KEXINIT sent

SSH2 0: SSH2_ MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_ INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2 MSG NEWKEYS sent

SSH2 0: waiting for SSH2_MSG NEWKEYS

SSH2 0: newkeys: node O

SSH2 0: SSH2_ MSG NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication failed for ciscol

!--- Authentication for ASA was not successful due to the wrong password.



B EBSSHREE

BALT T A REFERIIASANSSHEFERE ( AIRERMREE )

ASA(confi g)# show ssh sessions

SIDdient IP Ver si on Mbde Encryption Hmac State User nane
0 172.16.5.20 2.0 IN aes256-cbc shal SessionStarted cisco
QUT aes256-cbc shal SessionStarted cisco

iE 7 ZMonitoring > Properties > Device Access > Secure Shell Sessions , SR EH5ASDMNE
io

5 Ashow asp table socketin T A BRBETCPEFERRCE -

ASA(confi g)# show asp table socket
Protocol Socket State Local Address Foreign Address

SSL 02444758 LI STEN 203.0.113.2:443 0.0.0.0: *

TCP 02448708 LI STEN 203.0.113.2:22 0.0.0.0:*

SSL 02c75298 LI STEN 172.16.5.10:443 0.0.0.0:*

TCP 02c77c88 LISTEN 172.16.5.10:22 0.0.0.0:*

TCP 02d032d8 ESTAB 172.16.5.10:22 172.16.5.20:52234

BRAHRSAS N

BMALUTHSIRRLZLEE LRSASEBHN RIS

ASA(confi g)# show crypto key mypubkey rsa

Key pair was generated at: 23:23:59 UTC Jul 22 2014
Key nane: <Def aul t - RSA- Key>

Usage: General Purpose Key

Modulus Size (bits): 2048

Key:

30820122 300d0609 2a864886 f70d0101 01050003 82010f 00 3082010a 02820101
00aa82dl f61dflad4 7cdlae05 c92322cl 1ce490e3 c9db00fd d75af e77 leaOb2c2
3325576f a7dc5ffe a6166bf5 7f0f 2551 25b8cb23 a8908b49 81c42618 c98e3aea
ceb6f9e42 367974d1 5c2eabbl e7aac40b 44a6c0a5 23c4d845 a57d4c04 6ded9dbb
2c6f 074e 25e3b19e 7c5da809 ac7d775c 0c01bb9d 211b7078 741094b4 94056e75
72d5e938 c59baaec 12285005 ee6abf81 90822610 cf 7eed4cl ae8093d9 6943bde3
16d8748c d86b5f 66 lab6ccf 33 9cde0432 b3cabab5 938b1874 c3d7c13e 43a95a8f
ed36db2e f9ca5d2c 0c65858e 3e513723 2d362b47 7984d845 faf 22579 654113d1
24d59f 27 55d2ddf 3 20af 3b65 62f 039cb a3aaf c31 d92a3d9b 14966eb3 ch6ca249
55020301 0001

Efii B Configuration > Properties > Certificate > Key Pair , #A7% 1% — T Show Details A #:13
ASDMHIRSAE 8,

SRR

RERHEFA TR R YRR E TSR,



HEASAH M ERRSAS 8

EREERT , flNESFRASAE BN FE RASATHSSHIRAE: | ATAEEEMIBRIE EHET
RSAZ#8, WAL TS URASATHMIRRSAZIRY -

ASA(confi g) #crypto key zeroize rsa

i ZConfiguration > Properties > Certificate > Key Pair , $27% BiZDelete S I BRRSA S & #1
ASDM,

SSHEMR K&

IEHEASA LW E LT EHEREE

%ASA-3-315004: Fail to establish SSH session because RSA host key retrieval failed.

LT RSSHE FinE i EBURAVEHEREE

Selected cipher type

B THRIEERE  BMBRAEEFEIRSALIE, WAL TS LRASAFRIBRRSAZ Y -

ASA(confi g) #crypto key zeroize rsa

WANTRTIEENER

ASA(confi g)# crypto key generate rsa modulus 2048



	內部和外部介面上的ASA 9.x SSH和Telnet配置示例
	目錄
	簡介
	必要條件
	需求
	採用元件
	相關產品
	慣例

	設定
	網路圖表
	SSH配置
	對安全裝置的SSH訪問

	ASA配置
	ASDM 7.2.1版配置
	Telnet配置
	Telnet範例案例


	驗證
	調試SSH
	檢視活動SSH會話
	檢視公共RSA金鑰

	疑難排解
	從ASA中刪除RSA金鑰
	SSH連線失敗



