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fE
FERNE A ERBHEBEHHEBGP)(eBGP/IBGP)HE HFTER & BB H b FE,

AR

==K

BRESRERELT EE !
- BRERBHBEABE

« Cisco BGP#L#
- BGP XM

BRATH
AR EFAE(TCisco ASAEL BB IR ZX9.16HY Cisco Firepower 21003 5IIBh A &

ANHHEARBBERBEERETREANKEMEL. XHEAINAMBERERRERR (HK
) BVHERERRE) . MREHEEREFT | FRARCHEAET[AESTRERNTE,

HRAR

AIEMNMBMMEMYBCPIRAERE, BEEFRBGPSIH. BEELT2EKE(ASA)LAYEERIBIREA
MR ERFREEBE, IR EASATEMA9.2. 15| AR,

/E BI M BR

- BGPZIPv4RIPveibit RN EBERAMBEX P HZZE,

- ZERKXEERCisco IOS® BGP VPNv4(VPNEE B FEE(VRF) IR F), HBiRLE T X
28 | BGPE{LLIAECisco I0SHEEVRF IPv4itb it &5,

- EREEXE—EBEARMAS)RYE , ECisco IOSHATA I R K — AL HASHEEL

s IREEHHBRN, EEBHENTZEBGP,

« RIETEECPHR AR IEBBPPPoERWAYIPH U KR HIRE . BGPEHERIRCPIEEXK
LBETCPEH , RUBGPTEEKTCPER., it , X EFEAPPPoEHBGP,

c ERGRBAERTARAER ENS/IIMTUMEEZENRAEEMENNMIZRT  BFEREHER
MmN HE LB EMEBRHMTU,

- HEETHWBCPREAZFIETRAEL, RAHKRHAREEHETKEARESD,

- A BAfE Arouter bgp <as_num>ii B EXEASHRSE , AIEAGTSTRASERRMU RS,

- BGPEABHEXEMERR , FMEFATHMshow processint. ELHERETIEBGPEH
. BGP#HiZfE3\. BGPiR#HEs. BGPHES. BGP I/OMBGPZ=#,
<#root>



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/12-2sx/irg-12-2sx-book/irg-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/12-2sx/irg-12-2sx-book/irg-overview.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/26634-bgp-toc.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/26634-bgp-toc.html

ASA-1(config)#

show proc | in BGP

Mwe 0x00000000010120d0 0x00007ffecc8ca5c8 0x0000000006136380
0 0x00007ffecc8c27c0 29432/32768

BGP Task

Mwe 0x0000000000fb3acd 0x00007ffecba47b48 0x0000000006136380
11 0x00007ffecba3fd00 31888/32768

BGP Schedul er

Lwe 0x0000000000fd3e40 0x00007ffecd3373e8 0x0000000006136380
26 0x00007ffecd32f5f0 30024/32768

BGP Scanner

Mwe 0x0000000000fd70b9 0x00007ffecd378cd8 0x0000000006136380
10 0x00007ffecd370eb0 28248/32768

BGP Rout er

Mwe 0x0000000000fc9f84 0x00007ffecd32f3e8 0x0000000006136380
2 0x00007ffecd3275a0 30328/32768

BGP 1/0

Mwe 0x000000000100c125 0x00007ffecd33f458 0x0000000006136380
0 0x00007ffecd337640 32032/32768

BGP Event

RELETXEEMELTXHNERASEMRE , BLUAEEMEHURINSHEEEN
Cisco I0S,

BHRIRERSHE. CHBE. TCPEERABRET(MTU)RR, RIFERNDIEMETEES
. RERBENREERHBBGPHSTEX THRR L TXHTA,

BGPRE T X ENVUNRESECEAEN U RIEX L TXT,

X EMABRELBENKRTE M,

{5 A B REnuIlOB% A BT I 7 20 Ui 8 3% 28 R (RTBH) o
T—REACHEEFEREESRNP) P AKBAKR, Ul , EETARBLEAR. =
RUEHNRA T ZEKBGPIRHMEEINPERZERY (HABGPEHAECPHREERN EHOMN
|, At EEAMER HERBARERT T —HRER ) .

XEREERHBER,

X ECERAEMWE(NER, FE. RAEAHERIP), BRRERTELOSPFMERAERK
ERHBEARE a1 E (EIGRP))#TE % %,

no router bgp <as_no> [with confirmation prompt]& = MIERFF G 15 = FHBGPE &,
BHEEFHERE (FUBBHR, FEFE. FEFE., B FENas-pathiifFE ) BIR
RIBHEITER(LITRM,

5| A\ 7 #é ¥ show asp table routing address <addr> resolved , SA{EENPE 2 XK i B RIEE
fEANTHIBGPEEH



« ATERRKIERBGPEE , EZEA T 5| A T#H s Hshow bgp system-config.
- EAMNBGPREMNEENEXE

- HARIPV6HIBGPX &

- BRARBEHMHBGPXE

- BRARASASEEHIBCGPX &

« IPV6XEFIRERL

BGPHIE BB FERER
show route summary@ AR ERS BB ENZEEBERABER.
BGPHAHBE

- TAMERAMER/EAHAEE X EBGP,

- REEBHETHATCPEI7I LEERBEHEENBGPELR,

- EAEXTTSHEBGPHE , AT EEETCPE179 , Bt T EHEBGPX,

- BGPHHEMEMMBREEBREIALEB/RIBHEE.

. WEYHE  FNIAXESHEETCPE1791 B HEY S EAWBCPIIZEEY,

- MERFEHEPEEZNSF) , IBUNZEAETENEENEERRB A EESHBE T
BR, EBEPTEREHEEENBGPEH., EEURARASABRIRELENHEEBENT
—{BBGP keepalive ( %60 ) , ENEBHELEBRBEERKL , AREIT —@AMER

- EBGPEHRISHIME A FNEZALERKEECAUNERNERAERRE,

- BGPEHUHET IR IBH B HI5RE 5210% (show route failoverfin B EERETIFERE) , AER
BGPRAMKEE M MIEEAL N SR IIRER,

- BGPEHUMETIFESEIME , FTEBKNBCGPEHRF SR HEAE(RIB)FIEFR,

- BGPEHBIDRETALEBERT IiRHEE, ERAEE L ZABGPEHERIDTE,

- BIUBBTEME Awrite standby® s , AAEEREBRATAEREMRESLS , EGEREAL
M ENREEE R E Ko

I SE B A AR AT

- BGPHEHENEONHERAECPHAAA (ERFNABGPHEEAEMBHIBERR , AJLAEIR
28

« BET—BEFHNBCGPEHESHMBIINPEMAKBERSD , BERMBITELLRA,

- EHBGPEHEFEHLEEMNARNE —EERSEEEEREPEAASAR |, SIS , W HIE
i B HINPE A BR B R RMEE B O NS

- BAAEHARER (RBECP) , RESENRBHRIEHERTSENE,

- EHBGPEHALCEMNRNT —EERSERER LB FHEAASALK , ASAHSE B KB M REE
HEERFENRBEREBEETLER., NERMEFEBTLTE , S$EXREELDRSH#FITBE
, WGk R R B R ER A EKAREEEMER. S LEAshow asp table routingdn % 5
TS B, show asp table routing address <route>@n S EE RIS ERHEIKE NEEEE |, show



asp table routingfn TR H KRR,

- B 1&# Ashow asp table routing address <addr> resolved@n S , AT LLRFIHETEEFZE W
BB B R ATIR R,

 SEERAEANREENRAEENE, EEMIRCEREIANERNSREE , EEZ2FRE "8
BEFHHOKH (EEH ),  YARDEHAABIERURNEEZFRR,

- REBGPHH ( TRBERA ) XEEENRHBN.

BGPH IRiR &R

BCPHEBREMAMEMMELRMEAEA KBS EREE R, ERERET K HEBLEAE
EMBEYCEE, REEESERNLARILER , T REBEEAT —ERE, LEXBABCPARMRE
H(FSM), WMREBEMEMARIRKK , SFSREH , HSRAGERE "=H. AELHXRBER
R, SREMAEREE  HERRPMBRRERKBMBNBESFNAERA , KMEREH.

1. IDLE - ASASRHEK , MR RS FEIEMENEH,

2. CONNECT - ASARFBAMENIH , YHEEERK=[ETCPEF.
3. ACTIVE - ASAKR KRB BEEEMN I BB E,

4. OPEN SENT — #i%XOpenHE , HH B ESBGPEFEM 5 &,

5. OPEN CONFIRM - ASAE W R B &M 5| B E.

6. ESTABLISHED — B ¥ E W MR H.

Listenfor | Initiate TCP Open Open Neighbor
State TCP? TCP? Up? Sent? Received? | Up?
Idle No
Connect Yes
Active Yes Yes
Open sent Yes Yes Yes Yes
Open confirm Yes Yes Yes Yes Yes
Established Yes Yes Yes Yes Yes Yes

T

axX AE

eBGP#HRE

BGPEARMWBEARKEHPNHEHBRZEET, HFRERT , ZeBGP(METRM B8 RHKAS)HH

HEHETR ,IPTILREAR1 , ERTHSHERFAERER, £EERAT , EHIKR — @K

HERi , TTLER8 A0, 2RAHOEWRE., IRRMABEIEEZER (W, FRENEEEDR
EHEEEZEREBEEHMFETHSE ) |, MIFEEHMEneighbor x.x.x.x ebgp-multihop <TTL> . &

Bl , 22 UBGPHERBR. Il , cBCPHEREBELEHAERCRAHEH ( EREBGPHE
BRESBCGPYHER ) BANMERERA , BGPHERILIFMIL,



R B =
EBGP Meighborship

DMZ-192.168.10.1,24

Servers-10.10.10.1,/24

AS-100
203.0.113.1
Inside —— Dutside
172.16.20.1,23 g n®” ASA-L

Ttp- 10.106.34.142 /24

ASA-1ELE

router bgp 100

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.2 remote-as 200
neighbor 203.0.113.2 activate
network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
|

ASA-2EL &

router bgp 200

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 activate
network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

As-200
203.0.113.2
- Inside
Outside
ASA-2 .-_-_-. b! 172.16.30.123

Wireless-10.180.10.1,/23



iBGP#ERE

HEIBGPH , REMELAEZERNRG. E2 , BCPHERELKHEKBCPHEREENFTA
BEHRS —EBGPHEE, <AUFHELRS , RATEEE-ASANIRE, HRTERBE—H

, ERHEETIeBCGPHEFRE , NiASHRIRAEH 18 Slas-pathV FEH , Hit , MIREFIWEIER
MERSEE , RARFIEas-pathFHIAS , AIHBETRER  RENIEEER. ER , EXRH

BEIGIBCGPHERE , TERAMASHEHIE las-path , RAHEEER —BEASH,

Rk E &

IBGP Meighborship

DMZ-192.168.10.1,24

Servers-10.10.10.1,24

AS-100

172.16.20.1/24 .-T.

Ttp- 10.106.44.142 /24
ASA-1ELE

router bgp 100

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.2 remote-as 100
neighbor 203.0.113.2 activate
network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

ASA-2fit B

router bgp 100

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast

Inside

203.0.113.2
Owside

ASA-2 Birane” 172.16.30.1,24

Wireless-10.180.10.1,24



neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 activate

network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary

no synchronization

exit-address-family
!

eBGPHIBGPZEMER

- eBGPEMETRMNASZE¥ZE , MIBGPER —EASZ M.

- teBGPHEREANKAEBRERHMEER (eBGPHIBGP ), ER , tiBGPHERE
ANBHRTEBEEREMBGPHER,

- FERRIERT , cBGPHERREARTIL=1, EEKENERBREAEEER , MBGPHIER
AIRE, EE#8FeBGPHILTTA , 558 Aneighbor x.x.x.x ebgp-multihop <TTL>#% 5. %
EEY . REANeBGPHITE.

- eBGPEHMEEERA20 , MiBGPA200,

- ERABLERBCGPHERE  T—HRETE, B , AREERBEATHHEBES ZeBCGPHER
R, EHHETER.

eBGP-Multihop

— B EEBGPHERASARE S —EHE —BERASAHIE, BRBERR , CEERRBEHES
EEM. Ping ATERDER, MAREREZBHNMES @ LERFFTCPETI,

EBGP hultihop

DNZ-192. 163.10.1,24 Servers-10,40.10.1/29

As-100 A5-2100

205.0.143.1 203.0,113.2 10351 1002 19§, 51100.1 .
Inside Dutsid Inside

Ourslde wide

172.16.20.1,24 .-_-.|.-. ASA1 F— ASA-Z _—_-_I_-_, 17246 30.1,24

Trip- 10.106. 34.142,/24 Witeless-10.100.10.1/23
ASA-1ELE

router bgp 100

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 198.51.100.1 remote-as 200
neighbor 198.51.100.1 ebgp-multihop 2
neighbor 198.51.100.1 activate
network 192.168.10.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0



network 172.16.20.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

ASA-2EL &

router bgp 200

bgp Tlog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 ebgp-multihop 2
neighbor 203.0.113.1 activate
network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

BGPEHIBR

BEBEBGP , o] LR HIEEFIZRMEEAER. EHRAIH | HRASA 2 RNEKREE
172.16.30.0/24 , BAHEHHFALL, HAKBIBE , BReEFEHEZEEACL,

access-1list bgp-in line 1 standard deny 172.16.30.0 255.255.255.0
access-1list bgp-in line 2 standard permit any4

router bgp 100
bgp Tlog-neighbor-changes
bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.2 remote-as 200
neighbor 203.0.113.2 activate
network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
distribute-1ist bgp-in 1in
no auto-summary
no synchronization

exit-address-family
!

WERER R,



<#root>
ASA-1(config)#

show bgp cidr-only

BGP table version 1is 6, Tlocal router ID is 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10. 10. 0/ 24 203.0.113.2 0 0 200
*> 10.106.44.0/24 0.0.0.0 0 32768 i
*> 10.180.10. 0/ 24 203.0.113.2 0 0 200
*> 172.16.20.0/24 0.0.0.0 0 32768 i
*> 192.168.10.0/16 0.0.0.0 0 32768 i

BA S 17 EIRIE B (ACL) B R &,

<#root>
ASA-1(config)#

show access-list bgp-in

access-1list bgp-in; 2 elements; name hash: 0x3f99del9
access-1list bgp-in Tine 1 standard deny 172.16.30.0 255.255.255.0 Chitcnt=1) Oxb5abad25
access-1list bgp-in Tine 2 standard permit any4 Chitcnt=4) 0x59d08160

Bl | &7 LUE A ACLIIB Edistribute-listiy & FREAE XN AR,

ZERFMASA BGPELE

ZERPXEBCGP, EZHENERT , CAAFTEERRBERPERBCGPIRHARER., NREE
AEY —EABGPERMAERMLTXHERE , BRI ER,

<#root>
ASA-1/admin(config)#

router bgp 100

%BGP process cannot be created in non-system context



ERROR Unabl e to create router process

First we Need to define it in system context.

ASA-1/admin(config)#

changet o context system

ASA-1(config)#

router bgp 100
ASA-1(config-router)#

exit

Now create bgp process in admin context.

ASA-1(config)#

changet o context admin

ASA-1/admin(config)#

router bgp 100

ASA-1/admin(config-router)#

En s
B eBGPH E A%
ERSRIBE179 LI TCPELR,

<#root>
ASA-1(config)#

show asp tabl e socket

Protocol Socket State Local Address

SSL 00001478 LISTEN 172.16.20.1:443
TCP 000035e8 LISTEN 203.0.113.1:179
TCP 00005cd8 ESTAB 203.0.113.1:44368
SSL 00006658 LISTEN 10.106.44.221:443

HRBGP#IE.

Foreign Address
0.0.0.0

o N O
%o
coo
°Rn 2

0

1

*

*

3

.2:179



<ffroot>

ASA-1(config)#

show bgp nei ghbors

BGP nei ghbor is 203.0.113.2

r

context single_vf,

enpte AS 200, external |ink

>> e

BGP

r

BGP version 4,

enote router 1D 203.0.113.2

BGP state =

Est abl i shed, up for 00:04:42

Last read 00:00:13, last write 00:00:17,

hold tine is 180, keepalive interval is

60 seconds

Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
Multisession CapabiTlity:
Message statistics:
InQ depth is 0
OutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 5 5
Route Refresh: 0 0
Total: 8 8

Default minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast
Session: 203.0.113.2
BGP table version 7, neighbor version 7/0
Output queue size : 0
Index 1
1 update-group member
Sent Rcvd
Prefix activity: -———- -——-
Prefixes Current: 3 3 (Consumes 240 bytes)



Prefixes Total: 3 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0

Outbound Inbound
Local Policy Denied Prefixes: -------- = ——————-
Bestpath from this peer: 3 n/a
Total: 3 0
Number of NLRIs in the update sent: max 3, min 0O

Address tracking is enabled, the RIB does have a route to 203.0.113.2

Connections established 1; dropped 0

Last reset never

Transport(tcp) path-mtu-discovery is enabled
Graceful-Restart is disabled

BGPH

ASA-1ELE

<#root>
ASA-1(config)#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of Tast resort is 10.106.44.1 to network 0.0.0.0

B 10. 10. 10. 0 255. 255.255.0 [20/0] via 203.0.113.2, 00:05:48
B 10. 180. 10. 0 255. 255.255.0 [20/0] via 203.0.113.2, 00:05:48
B 172.16. 30. 0 255. 255.255.0 [20/0] via 203.0.113.2, 00:05:48

ASA-2BL &



<ffroot>
ASA-2#

show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
- candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

*

ia - IS-IS dinter area,

Gateway of last resort is not set

B 10.106.44.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32
B 172.16.20.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32
B 192.168.10.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32

EMIRISEASAEEH , 8 Ashow route bgp <AS-No. >,

<#root>
ASA-1(config)#

show route bgp ?

exec mode commands/options:
100 Autonomous system number
| Output modifiers
<cr>

13 EeBGPIg HFF A&

<#root>
ASA-1(config)#

show route 172.16.30.0

Routing entry for 172.16.30.0 255.255.255.0
Known via "bgp 100", distance 20, metric O
Tag 200, type external
Last update from 203.0.113.2 0:09:43 ago
Routing Descriptor Blocks:

* 203.0.113.2, from 203.0.113.2, 0:09:43 ago

Route metric is 0, traffic share count is 1
AS Hops 1--------—--———mmmm e~

> ASA HOP is one



Route tag 200
MPLS Tlabel: no Tabel string provided

<#root>
ASA-1(config)#

show bgp cidr-only

BGP table version is 7, local router ID is 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 203.0.113.2 0 0 200 i
*> 10.106.44.0/24 0.0.0.0 0 32768 i
*> 10.180.10.0/24  203.0.113.2 0 0 200 i
*> 172.16.20.0/24 0.0.0.0 0 32768 i
*> 172.16.30.0/24  203.0.113.2 0 0 200 i

BGPHZE

<#root>
ASA-1(config)#

show bgp sumary

BGP router identifier 203.0.113.1, Tocal AS number 100

BGP table version 1is 7, main routing table version 7

6 network entries using 1200 bytes of memory

6 path entries using 480 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 2120 total bytes of memory

BGP activity 6/0 prefixes, 6/0 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent TbT1Ver InQ OutQ Up/Down State/PfxRcd
203.0.113.2 4 200 16 17 7 0 0 00:14:19 3
<#root>

ASA-1(config)#

show rout e sumary



IP routing table maximum-paths is 3

Route Source Networks Subnets Replicates Overhead Memory (bytes)
connected 0 8 0 704 2304

static 2 5 0 616 2016

ospf 1 0 0 0 0 0

Intra-area: 0 Inter-area: 0 External-1: 0 External-2: 0O
NSSA External-1: 0 NSSA External-2: O

bgp 100 0 3 0 264 864
External: 3 Internal: 0 Local: O

internal 7 3176

Total 9 16 0 1584 8360

BB BGPHEER &

<#root>

ASA-1(config)#

show bgp nei ghbors

BGP neighbor is 203.0.113.2, context single_vf,

renote AS 100, internal link

>> iBGP
BGP version 4, remote router ID 203.0.113.2
BGP state = Established, up for 00:02:19
Last read 00:00:13, Tast write 00:00:17, hold time is 180, keepalive interval s
60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
MuTtisession Capability:
Message statistics:
InQ depth is 0O
OutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 5 5
Route Refresh: 0 0
Total: 8 8

Default minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast
Session: 203.0.113.2
BGP table version 7, neighbor version 7/0
Output queue size : 0
Index 1
1 update-group member
Sent Rcvd
Prefix activity: -———- ———-



Prefixes Current: 3 3 (Consumes 240 bytes)
Prefixes Total: 3 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0

Outbound Inbound
Local Policy Denied Prefixes: -------- = -————---
Bestpath from this peer: 3 n/a
Total: 3 0
Number of NLRIs in the update sent: max 3, min 0O

Address tracking is enabled, the RIB does have a route to 203.0.113.2
Connections established 1; dropped 0

Last reset never

Transport(tcp) path-mtu-discovery is enabled

Graceful-Restart is disabled

S EIBGPEHFFHIERA

<#root>
ASA-1(config)#

show route 172.16.30.0

Routing entry for 172.16.30.0 255.255.255.0
Known via "bgp 100", distance 20, metric 0, type internal
Last update from 203.0.113.2 0:07:05 ago
Routing Descriptor Blocks:
* 203.0.113.2, from 203.0.113.2, 0:07:05 ago
Route metric 1is 0, traffic share count is 1

AS Hops 0  meeeeeeeee e >> ASA HOP is 0 as it's internal route

MPLS Tabel: no Tabel string provided

BGPHEZWTTLE

FRIERT , BGPHMELAERER, ERRABGPHEMTTLE—#A1 (ERE) . RHit, W
RBGPHMERBERER , CEEERBCGPZHE , RETURNEEREPHIBER.

UTREENTTLERSIEHA

<#root>
ASA-1(config)#

show cap bgp detai



5: 06:30:19.789769 6c41l.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 70
203.0.113.1.44368 > 203.0.113.2.179: S [tcp sum ok] 3733850223:3733850223(0)
win 32768 <mss 1460,nop,nop,timestamp 15488246 0> (DF) [tos OxcO] [tt1 1] (id 62822)

6: 06:30:19.792286 alcf.5b5c.5060 6c4l.6alf.25e3 0x0800 Length: 58
203.0.113.22.179 > 203.0.113.1.44368: S [tcp sum ok] 1053711883:1053711883(0)
ack 3733850224 win 16384 <mss 1360> [tos OxcO] [tt1 1] (id 44962)

7: 06:30:19.792302 6c41.6alf.25e3 alOcf.5b5c.5060 0x0800 Length: 54
203.0.113.1.44368 > 203.0.113.22.179: . [tcp sum ok] 3733850224:3733850224(0)
ack 1053711884 win 32768 (DF) [tos OxcO0] [ttl 1] (id 52918)

MRMEREEEER , AIEEHE Abgp multihop@® , LEEMMEEEMIPHREPTTLERN
HOPS® &,

UTEBRZERMBATNTILE (EL=RHIF , BGPHMER1EER AN ) -

<#root>
ASA-1(config)#

show cap bgp detai

5: 13:10:04.059963 6c41.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 70
203.0.113.1.63136 > 198.51.100.1.179: S [tcp sum ok] 979449598:979449598(0)
win 32768 <mss 1460,nop,nop,timestamp 8799571 0> (DF) [tos OxcO0] (ttl 2, id 62012)

6: 13:10:04.060681 aOcf.5b5c.5060 6c41.6alf.25e3 0x0800 Length: 70 198.51.100.1.179 >
203.0.113.1.63136: S [tcp sum ok] 0:0(0) ack 979449599 win 32768 <mss 1460, nop,nop,
timestamp 6839704 8799571> (DF) [tos Oxac] [ttl 1] (id 60372)

7: 13:10:04.060696 6c41.6alf.25e3 alOcf.5b5c.5060 0x0800 Length: 66
203.0.113.1.63136 >198.51.100.1.179: . [tcp sum ok] 979449599:979449599(0) ack 1
win 32768 <nop,nop,timestamp 8799571 6839704> (DF) [tos OxcO0] (ttl 2, id 53699)

ESE B R AT IR R

<#root>
ASA-1(config)#

show asp table routing

route table timestamp: 66

in  255.255.255.255 255.255.255.255 identity

in 203.0.113.1 255.255.255.255 identity

in 203.0.113.254 255.255.255.255 via 10.13.14.4, outside



in 192.0.2.78

in 192.168.0.1 255.255.255.
in 172.16.20.1 255.255.255.
in 10.106.44.190 255.255.255.
in 10. 10. 10.0 255. 255. 255
in 172.16. 30.0 255. 255. 255
in 10. 180. 10.0 255. 255. 255
in 203.0.113.0 255.255.255.
in 172.16.10.0 255.255.255.
in 192.168.10.0 255.255.255.
in 192.168.20.0 255.255.255.
in 172.16.20.0 255.255.255.
in 10.106.44.0 255.255.255.
in 192.168.0.0 255.255.0.0
ASA BGPRIEBERhEE

255.255.255.255 via 10.16.17.4, DMZ

255 ddentity
255 ddentity
255 ddentity

0 via 203.0.113.2
0 via 203.0.113.2
0 via 203.0.113.2

outside

via 10.13.14.4, outside
via 10.13.14.20, outside
via 10.16.17.4, DMZ
inside

management

DMZ

[=NeNeNoNoNe]

BGP support for nonstop forwarding
We added support for BGP Nonstop Forwarding.

We introduced the following new commands:

5 S HE AR

EITRER 6 LFRERFRMAEKE %‘BﬁJ_ﬁo BERICMPAMTCPIE179/YE LR

MEBGPHEHREBEZER , FRALE
WMEREARIERE , Eshow asp table socket@n

<#root>
ASA-1(config)#

show asp tabl e socket

Protocol Socket State
SSL 00001478 LISTEN
TCP 000035e8 LISTEN
TCP 00005cd8 ESTAB
SSL 00006658 LISTEN

bgp graceful-restart,

R EeBGPZEREH,

Local Address
172.16.20.1:443
203.0.113.1:179
203.0.113.1:44368
10.106.44.221:443

out si de (resol ved
out si de (resol ved
out si de (resol ved

ti mest anp:
ti mest anp:
ti mest anp:

66)
64)
65)

neighbor ha-mode graceful-restart

BT, TCPEEFULERESTABAREE,

Foreign Address
0.0.0.0:%

=

13 2:179

OI\JO

.0.
03.
.0.

OOO
OI—'O

EIT=ZXEFER  MELSEBEXEBGP OPENE R X 17 5| B



o lirme 20 Destingtan rotocol  Length Idenbrhceton Irto
B 0.335386 O, . 203.0. ll1 2 BZR 11.'..'-" Ox=dEe {55558] OPEN Messa

@ Frama 8: 107 bytes on wire (856 bits), 107 bytes captured (B3G bits)

# Ethérnet 11, src: cisco_1f:25:e% (Gc:81l:6a:1f:25:830, pst: Clsco 5050060 [a0:cf:5h:5cr50060]

+ Internet Frotocol wersion &, Srer 203.0.113.1 {203.0,113.10, DsT! 203.0.115.7 (203, 0.113.20

# Transmission Control Protocol, Sro PorTi 44363 (443080, st Port: hgp (1790, Ssqi 390135008, Ack: 2u6@093044, Len: 43
= Border Gateway Protocol - OPEW Messags

Mmarker s FFEEFFE A ref FErr T I FErfe
LengTa:z 53

Type: OFEN Message (1)

varsion; 4

My As: 100

mald Time: 180

BIF Iclertifier: 203.0.113.2 [203.0,113.10
Optional Parameters Length: 24

optional Parameters

= optional paraveter: Capabkd Ty
F optional Paraveter: Capalkility
@ rptiomal Parameter: Capability
m optional Paraseter: capabilicy

- 5lEXIRE , WEHSEEMEABGP UPDATER B XIRIRH &R,

130 QxF0R (29186) LFCATE Mesiage, UFDATE Message
k2 )

] m

[ Frame 1¥: 139 DyTEs an wlre [1lle bI1Ts), 139 oyTes captured rlliz bits)
B Ethermet 11, Sre: Cisco 5050060 Cad:of:ib:hci0:600, Dpst: Ciscodf:25:23 (6c:4l:6a:1F:25:03)
M Leternet Frotocol version 4, Sreor 203.00113.2 {203.0.113.20%, DsT! 203.0.113.1 (203, 0.113.10
B Transmission Control Protocol, Sro Poct: bgp 1790, Dst Port; 44368 (443687, Seq: 2H6809GEL3G6, ack: 3071R456FE, Len; 85
H border Gatewsy Protoco] - UPDATE MEssags
Marker : FEFFFEFFEEFFFFFFFFFFFFFFFFFFEFFF
—ength: &2
Type: UPDATE Message [20
anTeas 1B7Te rovves Tengeh: o byoes
Tota? path attribute Tength: 27 bytes
| Fath atteibutes
H T . BS
[ &S_PATH: 200 (5 byres)
FOMEXT RGP 203.0,113.2 7 kyTes)
H MULTT_ExTIT_DISC: O [T byLes)
|- Metwork Tayer reachability information: 12 oytes
L. 10,10, 0724
B 172.16.30.0/24
Bl 10.180.10, 24
[ Border GaTeway PROTOCO] - UPDATE MESsage

%ASA-7-609001: Built local-host identity:203.0.113.1

%ASA-7-609001: Built local-host outside:203.0.113.2

%ASA-6-302013: Built outbound TCP connection 14 for outside:203.0.113.2/179
(203.0.113.2/179) to identity:203.0.113.1/43790 (203.0.113.1/43790)

%ASA-3-418018: neighbor 203.0.113.2 Up

MREMEETCP=IR U EF 2 RMATBIBERAR , AIFBEHAEBGP FSMLE, #ASAKREER S
BENMKKAE  LRF LB FENMRE,

(k7

N WiE  ® debug IS 2 E |, %S MAR Debug EANESTET,

B Adebug ip bgp s A HE AR 23 BR R F & B EFTAE B AV R RE

<{froot>


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

ASA-1(config)#

debug ip bgp ?

exec mode commands/options:

A.B.C.D BGP neighbor address

events BGP events

in BGP Inbound information

ipv4 Address family

keepalives BGP keepalives

out BGP Outbound information

range BGP dynamic range

rib-filter Next hop route watch filter events
updates BGP updates

<cr>

& Adebug ip bgp eventsin = LA HE % B2 48 fE RA R AE B AV R RE

<#froot>

BGP: 203.0.113.2 active went fromldle to Active
BGP: 203.0.113.2 open active, |local address 203.0.113.1

BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Adding topology IPv4 Unicast:base
BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Send OPEN

BGP: 203.0.113.2 active went from Active to OpenSent
BGP: 203.0.113.2 active sending OPEN, version 4, nmy as: 100, holdtine 180 seconds,
I D cb007101

BGP: 203.0.113.2 active rcv message type 1, Tength (excl. header) 34
BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Receive OPEN

BGP: 203.0.113.2 active rcv OPEN, version 4, holdtime 180 seconds

BGP: 203.0.113.2 active rcv OPEN w/ OPTION parameter len: 24

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 6
BGP: 203.0.113.2 active OPEN has CAPABILITY code: 1, length 4

BGP: 203.0.113.2 active OPEN has MP_EXT CAP for afi/safi: 1/1

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) Ten 2
BGP: 203.0.113.2 active OPEN has CAPABILITY code: 128, length 0O

BGP: 203.0.113.2 active OPEN has

ROUTE- REFRESH

capability(old) for all address-families

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) Ten 2

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 2, length 0O

BGP: 203.0.113.2 active OPEN has ROUTE-REFRESH capability(new) for all address-families
BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 6

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 65, length 4

BGP: 203.0.113.2 active OPEN has 4-byte ASN CAP for: 200

BGP: 203.0.113.2 active rcvd OPEN w renpte AS 200, 4-byte rempte AS 200
BGP: 203.0.113.2 active went from QpenSent to OpenConfirm
BGP: 203.0.113.2 active went from QpenConfirmto Established

N



¥ Adebug ip bgp updatesan 5 LAHE## 3% BB E FTAEEA AV R B

<{froot>

BGP: TX IPv4 Unicast Mem global 203.0.113.2 Changing state from DOWN to WAIT
(pending advertised bit allocation).
BGP: TX IPv4 Unicast Grp global Created.
BGP: TX IPv4 Unicast Wkr global Cur Blocked (not in Tist).
BGP: TX IPv4 Unicast Wkr global Ref Blocked (not in T1ist).
BGP: TX IPv4 Unicast Rpl global 1 Created.
BGP: TX IPv4 Unicast Rpl global 1 Net bitfield index 0 allocated.
BGP: TX IPv4 Unicast Mem global 1 203.0.113.2 Added to group (now has 1 members).
BGP: TX IPv4 Unicast Mem global 1 203.0.113.2 Staying in WAIT state
(current walker waiting for net prepend).
BGP: TX IPv4 Unicast Top global Start net prepend.
BGP: TX IPv4 Unicast Top global Inserting initial marker.
BGP: TX IPv4 Unicast Top global Done net prepend (0 attrs).
BGP: TX IPv4 Unicast Grp global 4 Starting refresh after prepend completion.
BGP: TX IPv4 Unicast Wkr global 4 Cur Start at marker 1.
BGP: TX IPv4 Unicast Grp global 4 Message Timit changed from 100 to 1000 (used 0 + 0).
4
4

N

R i s

BGP: TX IPv4 Unicast Wkr global Cur Unblocked

BGP: TX IPv4 Unicast Mem global 1 203.0.113.2 Changing state from WAIT to ACTIVE
(ready).

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 No refresh required.

BGP: TX IPv4 Unicast Top global Collection done on marker 1 after 0 net(s).

BGP(0): 203.0.113.2 rcvd UPDATE w attr: nexthop 203.0.113.2, origin i, metric O
mer ged path 200, AS_PATH

BGP(0): 203.0.113.2 rcvd 10.10. 10.0/ 24
BGP(0): 203.0.113.2 rcvd 172. 16. 30. 0/ 24
BGP(0): 203.0.113.2 rcvd 10. 180. 10. 0/ 24

Rout es rcvd from peer

BGP: TX IPv4 Unicast Net global 10.10.10.1/32 Changed.
BGP: TX IPv4 Unicast Net global 172.16.30.0/24 Changed.
BGP: TX IPv4 Unicast Net global 10.180.10.0/24 Changed.

BGP(0): Revise route installing 1 of 1 routes for 10.10.10.0 255.255.255.0 ->
203.0.113.2(global) to nain | P table

BGP: TX | Pv4 Unicast Net gl obal 10.10.10.0/24 R B done.

BGP(0): Revise route installing 1 of 1 routes for 172.16.30.0 255.255.255.0 ->
203.0.113.2(global) to nain | P table

BGP: TX | Pv4 Unicast Net global 172.16.30.0/24 RIB done.

BGP(0): Revise route installing 1 of 1 routes for 10.180.10.0 255.255.255.0 ->
203.0.113.2(global) to nain | P table

BGP: TX | Pv4 Unicast Net gl obal 10.180.10.0/24 RIB done.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.
BGP: TX IPv4 Unicast Tab Ready in READ-WRITE.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.
BGP: TX IPv4 Unicast Tab All topologies are EOR ready.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.
BGP: TX IPv4 Unicast Tab Executing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Processing.



BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 1.

BGP: TX IPv4 Unicast Top global Appending nets from attr 0x00007ffecc9b7b88.
BGP: TX IPv4 Unicast Wkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007ffecc9b7b88.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.10.10.0/24 Skipped.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 172.16.30.0/24 Skipped.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.180.10.0/24 Skipped.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Top global Added tail marker with version 4.

BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 4.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Wkr global 4 Cur Done (end of 1list), processed 1 attr(s),
0/3 net(s), 0 pos.

BGP: TX IPv4 Unicast Grp global 4 Checking EORs (0/1).

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 Send EOR.

BGP: TX IPv4 Unicast Grp global 4 Converged.

BGP: TX IPv4 Unicast Tab Processed 1 walker(s).

BGP: TX IPv4 Unicast Tab Generation completed.

BGP: TX IPv4 Unicast Top global Deleting first marker with version 1.

BGP: TX IPv4 Unicast Top global Collection reached marker 1 after O net(s).
BGP: TX IPv4 Unicast Top global First convergence done.

BGP: TX IPv4 Unicast Top global Deleting first marker with version 1.

BGP: TX IPv4 Unicast Top global Collection reached marker 1 after O net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 4 after 3 net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 4 after O net(s).
BGP: TX IPv4 Unicast Net global 192.168.10.0/24 Changed.

BGP: TX IPv4 Unicast Net global 172.16.20.0/24 Changed.

BGP: TX IPv4 Unicast Net global 10.106.44.0/24 Changed.

BGP(0): nettabl e _wal ker 10.106.44.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Renove fwdroute for 10.106. 44.0/ 24
BGP: TX I Pv4 Uni cast Net gl obal 10.106.44.0/24 RIB done.

BGP(0): nettable_wal ker 172.16.20.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Renove fwdroute for 172.16.20.0/24
BGP: TX I Pv4 Unicast Net global 172.16.20.0/24 RIB done.

BGP(0): nettabl e wal ker 192.168. 10. 0/ 24 route sourced locally

Rout es
adverti sed

BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 192.168.10.0/24

BGP: TX IPv4 Unicast Net global 192.168.10.0/24 RIB done.

BGP: TX IPv4 Unicast Tab RIB walk done version 8, added 1 topologies.

BGP: TX IPv4 Unicast Tab Executing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Processing.

BGP: TX IPv4 Unicast Top global Appending nets from attr 0x00007ffecc9b7c70.
BGP: TX IPv4 Unicast Wkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007ffecc9b7c70.

BGP: TX I Pv4 Uni cast Rpl gl oba
BGP: TX | Pv4 Uni cast Wkr gl oba
BGP: TX I Pv4 Uni cast Rpl gl oba
BGP: TX | Pv4 Uni cast Wkr gl oba
BGP: TX I Pv4 Uni cast Rpl gl oba
BGP: TX | Pv4 Uni cast Wkr gl oba

1 Net 10.106.44.0/24 Set advertised bit (total
Cur Net 10.106.44.0/24 Fornatted.
1 Net 172.16.20.0/24 Set advertised bit (total
Cur Net 172.16.20.0/24 Fornatted.
1 Net 192.168.10.0/24 Set advertised bit (total
Cur Net 192.168.10.0/24 Fornatted.

B e

BGP: TX IPv4 Unicast Top global No attributes with modified nets.
BGP: TX IPv4 Unicast Top global Added tail marker with version 8.
BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 8.
BGP: TX IPv4 Unicast Top global No attributes with modified nets.

1).
2).

4y,



BGP:
BGP:

4/4
BGP:
BGP:
BGP:
BGP:
BGP:
BGP:
BGP:
BGP:
BGP:
BGP:
BGP:

TX
TX

IPv4
IPv4

net(s),

TX
TX
TX
TX
TX
TX
TX
TX
TX
TX
TX

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

Unicast
Unicast
0 pos.

Unicast
Unicast
Unicast
Unicast
Unicast
Unicast
Unicast
Unicast
Unicast

Wkr
Wkr

Grp
Wkr
Grp
Tab
Tab
Top
Top
Top
Top

global 4 Cur Replicating.
global 4 Cur Done (end of 1ist), processed 1 attr(s),

global 4 Start minimum advertisement timer (30 secs).
global 4 Cur Blocked (minimum advertisement interval).
global 4 Converged.

Processed 1 walker(s).

Generation completed.

global Deleting first marker with version 4.

global Collection reached marker 4 after 0 net(s).
global Collection done on marker 8 after 4 net(s).
global Collection done on marker 8 after 0 net(s).

Member message pool under period (60 < 600).
IPv4 Unicast Tab RIB walk done version 8, added 1 topologies.

WAL T i & AT ThaRE 1T 2R B HE AR

show asp table socket

show bgp neighbor

show bgp Summary

show route bgp

show bgp cidr-only
HREHEE
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