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ASA-2(config)# sh run
ASA Version 8.4(2)
|

host nane ASA- 2

|

crypto i psec | KEvl transformset goset esp-3des esp-sha-hmac
crypto map vpn 12 nmatch address NEWARK

crypto map vpn 12 set pfs group5

crypto map vpn 12 set peer <peer _ip-address>
crypto map vpn 12 set | KEvl transformset goset
crypto map vpn interface outside

crypto i saknp di sconnect-notify

crypto | KEvl enabl e outside

crypto I KEvl policy 1

aut hentication pre-share

encryption 3des

hash sha

group 5

lifetine 86400

|
tunnel - group <peer _i p-address> type ipsec-1 2|
tunnel - group <peer _i p-address> i psec-attributes
| KEv1l pre-shared-key *****

i saknp keepalive threshold 10 retry 3

ASA IKEV2ELR ( BB# )
it EEREREENELR

ASA-2(config)# migrate |2

ASA-2(config)# sh run

ASA Version 8.4(2)

!

host name ASA- 2

!

crypto i psec | KEvl transformset goset esp-3des esp-sha-hmac

crypto ipsec IKEv2 ipsec-proposal goset protocol esp encryption 3des protocol esp integrity sha-
1


https://tools.cisco.com/bugsearch/bug/CSCud22276
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crypto map vpn 12 match address NEWARK

crypto map vpn 12 set pfs group5

crypto map vpn 12 set peer <peer_ip-address>
crypto map vpn 12 set | KEvl transform set goset

crypto map vpn 12 set IKEv2 ipsec-proposal goset
crypto map vpn interface outside
crypto i saknmp di sconnect-notify

crypto IKEv2 policy 1 encryption 3des integrity sha group 5 prf sha lifetime seconds 86400
crypto IKEv2 enable outside

crypto | KEvl enabl e outside

crypto | KEvl policy 1

aut hentication pre-share

encryption 3des

hash sha

group 5

lifetine 86400

1
tunnel - group <peer_i p-address> type ipsec-1 2|
tunnel - group <peer_i p-address> ipsec-attributes
| KEv1l pre-shared-key *****

i sakmp keepalive threshold 10 retry 3

IKEv2 remote-authentication pre-shared-key ***** IKEv2 local-authentication pre-shared-key *****

|IKEv2iBiE R 7 R TE

ASAl# sh cry | KEv2 sa det ai

| KEv2 SAs:

Session-id: 12, Status:UP-ACTIVE, |KE count:1, CH LD count:1
Tunnel -id Local Renot e St at us Rol e
102061223 192.168.1.1/500 192.168.2.2/500 READY I NI TI ATOR

Encr: 3DES, Hash: SHA96, DH Gp:5, Auth sign: PSK, Auth verify: PSK
Life/ Active Tine: 86400/ 100 sec
Status Description: Negotiation done
Local spi: 297EF9CA996102A6 Renpt e spi: 47088C8FBI9F039AD
Local id: 192.168.1.1
Renote id: 192.168.2.2
DPD configured for 10 seconds, retry 3
NAT-T is not detected
Child sa: local selector 10.10.10.0/0 - 10.10.10.255/65535
renote selector 10.20.20.0/0 - 10.20.20. 255/ 65535
ESP spi in/out: 0x637df131/0xb7224866

ASAl# sh crypto ipsec sa
interface: outside
Crypto map tag: vpn, seq num 12, local addr: 192.168.1.1

access-1list NEWARK extended pernmit ip 10.10.10.0 255.255.255.0
10. 20. 20. 0 255. 255. 255.0
| ocal ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)
current _peer: 192.168. 2.2
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
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nore system running-config | beg tunnel -group
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debug crypto i ke-comon <l evel >
EEEREURBEIKEV2BRER , €Uk%debug. loggingMishowimn s, BERER , Ho@HHEE
B o

ASAl(config)# | oggi ng enabl e

ASAl(config)# logging list | KEv2 nessage 750000- 752999
ASAl(config)# | oggi ng consol e | KEv2

ASAl(config)# exit

ASAl# debug crypto I KEv2 platform4

ASAl# debug crypto | KEv2 protocol 4

ASAl# debug crypto ike-conmmon 5

%ASA- 5- 752003: Tunnel Manager dispatching a KEY_ACQU RE nmessage to | KEv2.
Map Tag = vpn. Map Sequence Nunber = 12.
%ASA- 5- 750001: Local : 192. 168. 1. 1: 500 Renote: 192. 168. 2. 2: 500 User name: Unknown
Recei ved request to establish an I Psec tunnel; local traffic selector = Address Range:
10.10. 10. 11-10. 10. 10. 11 Protocol: 0
Port Range: 0-65535; renote traffic selector = Address Range:
10. 20. 20. 21-10. 20. 20. 21 Protocol: 0 Port Range: 0-65535
Mar 22 15:03:52 [I KE COWON DEBUGE Tunnel Manager dispatching a KEY_ACQUI RE
nmessage to | KEv2. Map Tag = vpn. Map Sequence Nunber = 12.
| KEv2- PLAT-3: attenpting to find tunnel group for IP: 192.168.2.2
| KEv2- PLAT-3: nmapped to tunnel group 192.168.2.2 using peer |IP
26%ASA- 5- 750006: Local : 192. 168. 1. 1: 500 Renote: 192. 168. 2. 2: 500
User nane: 192. 168. 2. 2 SA UP. Reason: New Connection Established
43%ASA- 5- 752016: | KEv2 was successful at setting up a tunnel.
Map Tag = vpn. Map Sequence Number = 12.
Y%ASA- 7- 752002: Tunnel Manager Renoved entry. Map Tag = vpn.
Map Sequence Number = 12.
| KEv2- PLAT-4: SENT PKT [IKE_SA INIT] [192.168.1.1]:500->[192. 168. 2. 2] : 500
I ni t SPI =0x297ef 9ca996102a6 RespSPI =0x0000000000000000 M D=00000000
| KEv2- PROTO-3: (12): Insert SA
| KEv2- PLAT-4: RECV PKT [IKE_SA INIT] [192.168.2.2]:500->[192.168. 1. 1] : 500
I ni t SPI =0x297ef 9ca996102a6 RespSPI =0x47088c8f b9f 039ad M D=00000000
| KEv2- PLAT-4: SENT PKT [I KE_AUTH] [192.168.1.1]:500->[192.168. 2. 2]: 500
I ni t SPI =0x297ef 9ca996102a6 RespSPI =0x47088c8f b9f 039ad M D=00000001
| KEv2- PLAT-4: RECV PKT [I KE_AUTH] [192.168.2.2]:500->[192.168.1.1]:500
I ni t SPI =0x297ef 9ca996102a6 RespSPI =0x47088c8f b9f 039ad M D=00000001
| KEv2- PROTO-3: (12): Verify peer's policy
| KEv2- PROTO 3: (12): Get peer authentication method
| KEv2- PROTO 3: (12): Get peer's preshared key for 192.168.2.2
| KEv2- PROTO-3: (12): Verify authentication data
| KEv2- PROTO 3: (12): Use preshared key for id 192.168.2.2, key len 5
| KEv2- PROTO-2: (12): SA created; inserting SA into database
| KEv2- PLAT- 3:
CONNECTI ON STATUS: UP... peer: 192.168.2.2:500, phasel_id: 192.168.2.2
| KEv2- PROTO-3: (12): Initializing DPD, configured for 10 seconds
| KEv2- PLAT-3: (12) DPD Max Tine will be: 10
| KEv2- PROTO 3: (12): Checking for duplicate SA
Mar 22 15:03:52 [I KE COWON DEBUG | KEv2 was successful at setting up a tunnel.
Map Tag = vpn. Map Sequence Number = 12.
Mar 22 15:03:52 [I KE COWON DEBUG Tunnel Manager Remnoved entry.



Map Tag = vpn. Map Sequence Nunber = 12.
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ASAl# clear crypto |IKEv2 sa

%ASA- 5- 750007: Local : 192. 168. 1. 1: 500 Renote: 192. 168. 2. 2: 500

User nanme: 192. 168. 2. 2 SA DOMNN. Reason: operator request

ASAl(config)# no crypto map vpn 12 set |KEv2 ipsec-proposal GOSET

ASAl# (config ) | ogging enable

ASAl# (config ) logging list | KEv2 message 750000- 752999

ASAl# (config ) |ogging console | KEv2

ASAl# (config ) exit

ASAl# debug crypto I KEv2 platform4

ASAl# debug crypto | KEv2 protocol 4

ASAl# debug crypto ike-conmmon 5

Y%ASA- 5- 752004: Tunnel Manager dispatching a KEY_ACQU RE message to | KEv1.
Map Tag = vpn. Map Sequence Nunber = 12.

Y%ASA- 4- 752010: | KEv2 Doesn't have a proposal specified

Mar 22 15:11:44 [|I KE COWON DEBUGE Tunnel Manager dispatching a KEY_ACQUI RE
nmessage to | KEvl. Map Tag = vpn. Map Sequence Nunber = 12.

Mar 22 15:11:44 [I KE COWON DEBUG | KEv2 Doesn't have a proposal specified
Y%ASA- 5- 752016: | KEvl was successful at setting up a tunnel. Map Tag = vpn.
Map Sequence Number = 12.

Y%ASA- 7- 752002: Tunnel Manager Renoved entry. Map Tag = vpn.

Map Sequence Number = 12.

Mar 22 15:11:44 [IKE COWON DEBUG | KEvl was successful at setting up a tunnel.
Map Tag = vpn. Map Sequence Number = 12.

Mar 22 15:11:44 [I KE COWON DEBUG Tunnel Manager Rempved entry. Map Tag = vpn.
Map Sequence Number = 12.

ASAl(config)# sh cry I KEv2 sa
There are no | KEv2 SAs
ASAl(config)# sh cry IKEvl sa
| KEvl SAs:

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
1 | KE Peer: 192.168.2.2

Type © L2L Rol e :initiator

Rekey : no State : MM_ACTI VE

sR{LIKEV2
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- Crypto IKEv2 cookie-challenge: fEASARE # [0 ¥t & 3¢ B Eix cookieEH ) , AE ¥ BMSARE
WERD,

. Crypto IKEV2 limit max-sa:PR HIASA LIKEV2IERNEE, FERERT , AR KRIKEVER
BERASAFT AT BIEEN R ERE,

- Crypto IKEv2 limit max-in-negotiation-sa:FR FIASA LBV IKEV2iHEEH ( iR ) SANRE,
crypto IKEv2 cookie-challengeds S ig & £ A KF , FFE{Rcookie-challenge R{E KR LR o

- FREEBEER. EBE , TSR EENAERAFEBER , TR .

ASA-2(config)# nore system running-config



tunnel - group <peer _i p-address> type ipsec-12l

tunnel - group <peer_i p-address> ipsec-attributes
| KEv1l pre-shared-key ciscol234
| KEv2 renote-aut hentication pre-shared-key ciscol234
| KEv2 | ocal - aut henti cati on pre-shared-key ciscol23
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