{ ASA IPsecHlIIKEFER ( IKEVIEBER ) B
BEBR B 1T ER B )

AERNMBECEATHEINEERLASBPSK)E , ENABRLTLEBE(ASA) LWEE, ETH
THRELHRTERARBENEE, BREBREREPsecTBBRERS S\ THR(IKE)NEREE.

ANFHNREVBEREENRE,

& EE

IKERIPsecRAE B REBREN , BETLAFEH I RERZIPsec VPNRZE R I A R,

E 30

FHEXBEARTEERE ( Cisco VPNEFin ) MIERE Fim(Cisco ASA 5505 EERZ £ R E T
Cisco 10S ? f9Easy VPN(EzVPN)1E R EEEESHES) , BEEEXAALASRNIFRH., EHEE
XNFE , T BHEXNTE=BES.

AR KRB ETHREMAS.3. 21 T EEZVPNAMREFHNASA, EzZVPNEFimRHRBEEFin.

{# A debugig ¥
AT RAXHFEAdebugiE® :



debug crypto isaknp 127
debug crypto ipsec 127

ASAEE
RRBIRBASAE BB RER ;| REANEMMRR.

interface G gabitEthernet0/0

namei f out si de

security-level O

i p address 10.48.67.14 255.255.254.0

crypto i psec transformset TRA esp-aes esp-sha-hmac

crypto i psec security-association lifetinme seconds 28800
crypto i psec security-association lifetime kil obytes 4608000

crypto dynam c-map DYN 10 set transformset TRA
crypto dynami c-map DYN 10 set reverse-route

crypto map MAP 65000 i psec-i saknp dynam ¢ DYN
crypto map MAP interface outside
crypto i saknp enabl e outside

crypto i sakmp policy 10
aut henti cation pre-share
encryption aes
hash sha
group 2

lifetine 86400

usernane cisco password cisco
usernane cisco attributes
vpn-franed-i p-address 192.168. 1. 100 255. 255. 255.0

tunnel -group EZ type renote-access

tunnel -group EZ general -attributes
defaul t - group-policy EZ

tunnel -group EZ ipsec-attributes
pre-shared-key *****

group-policy EZ interna

group-policy EZ attributes

passwor d- st or age enabl e

dns-server val ue 192.168.1.99

vpn-tunnel - protocol ikevl

split-tunnel -policy tunnelal

split-tunnel -network-1ist value split

def aul t - domai n val ue jyoungt a-| abdomai n. ci sco. com

B

BiRE : £/ debug EEFZ A , AEESBEH Debug EHETHEZE,

)



/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

'f}tg ﬁ#ﬁ%l‘l&AM/I o

AARIEE

crypto i saknp enable
out si de

crypto isaknp policy
10

aut hentication pre-
share

encryption aes

hash sha

group 2

lifetine 86400

tunnel -group EZ type

r enot e- access

tunnel -group EZ
general -attributes

def aul t - group-policy
EZ

tunnel -group EZ i psec-
attributes

pr e-shared-key cisco

ENELERRAISAKMP , B ZE 4

FHERESHEEBTERNBRER

E

&7 —ERE ik




BEAM2, RBEESHE :

— EE R

- Diffie-hellman(DH)

— E.5ID

— S RE

— MR ERBNAT)EAESH

BEZEAM2,




|
REFimZERAMS,

RIRFER1.5(XAUTH) , 3>







usernanme ci sco
password ci sco

B ZExuathfE .




BRI EEACK Ak R B B,




Receive mode-config request,

Process mode-config request,

HANHZEEREEERBPEE. B2 , ARARIPHNARFERTFEEERNEE , HLEEREE-




ABEE -
ZiE  AEEERT  ARSBKBERESERRNIP.

usernane ci sco
attributes
vpn-framed-ip-
address 192.168.1.100
255.255.255.0
group-policy EZ

i nternal

group-policy EZ
attributes
passwor d- st or age
enabl edns-server val ue
192.168. 1. 129
vpn-tunnel - prot oco

i kevl

split-tunnel -policy
tunnel al
split-tunnel - net wor k-
list value split default-
domai n val ue

j youngt a-

| abdommai n. ci sco. com




11£ 19

Jo o

RERX(QM)ERE.

Uy

i &%= DPD,




ERQVT,

EZEQM1,
MR E :

crypto dynam c- map
DYN 10 set transform
set TRA

BEQM2,
BB E

tunnel -group EZ

type remote-access !
(tunnel type ra = tunnel
type remote-access)
crypto ipsec transform
set TRA esp-aes esp-
sha-hmac

crypto ipsec security-
associ ation lifetime
seconds 28800

crypto ipsec security-
association lifetinme

ki | obyt es 4608000
crypto dynamic-map




DYN 10 set transform-
set TRA

crypto map MAP 65000
i psec-i saknp dynanic
DYN

crypto map NAP
interface outside

[BEZEQM2,







ERQV3,

REQM3, B AEMEHEEZZEIBZEKEI(SP), AERTEFERH.
MEEEE

crypto ipsec transform
set TRA esp-aes esp-
sha- hmac

crypto ipsec security-
association lifetine
seconds 28800

crypto ipsec security-
association lifetine
ki | obytes 4608000
crypto dynam c- map

DYN 10 set transform
set TRA

crypto dynam c- map

DYN 10 set reverse-
route










PEER2TT R . E 5 B BRI MR 22 o

S UL HE

2EZVPN&

EERE

ISAKMP

sh cry isa sa detis S E# H A -

Active SA 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 I KE Peer: 10.48.66.23

Type : user Role : responder

Rekey : no State : AM ACTI VE

Encrypt : aes Hash : SHA

Auth : preshared Lifetinme: 86400

Li feti me Renmai ning: 86387

AM ACTI VE - aggressive node is active



IPsec

R RS R IR S BB E(CMP) AR 53 EE , ik I/ —{EIPsec SARRBIRRE, B
BE1RICMP, EEE , SPHEERETHENESE, BRLE  EREFRRENERER 2R
K [E —BRIE.

sh crypto ipsec safn S HIE H AT -

interface: outside
Crypto map tag: DYN, seq num 10, local addr: 10.48.67.14

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (192.168.1.100/255. 255. 255. 255/ 0/0)
current _peer: 10.48.66.23, usernane: cisco

dynam c all ocated peer ip: 192.168.1.100

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 5, #pkts conp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragnments created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.48.67.14/0, renote crypto endpt.: 10.48.66.23/0
path mu 1500, ipsec overhead 74, nmedia mu 1500

current outbound spi: C4B9A77C

current inbound spi : EA2B6B15

i nbound esp sas:

spi : OxEA2B6B15 (3928714005)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnmap:

0x00000000 0x0000003F

out bound esp sas:

spi: OxC4B9A77C (3300501372)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnmap:

0x00000000 0x00000001

HERER

- R IPsec#ERRINE
. |Psec 5SEStHER - MBRAEHEEES
- BT B - Cisco Systems



http://en.wikipedia.org/wiki/IPsec
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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