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1. ARGEE , AR BERE.

2. i Wireless and Network=Wireless Controls, TJ fi2IEBUR A R H Android iR 28 .

3. iIE##VPN Settings.

4. E£#Add VPN,

5. 1##Add L2TP/IPsec PSK VPN,

6. ZEVPNER , REWARERERR,

7.1&#ESet VPN Server , A& ABR MR,

8. i#1ESet IPSec pre-shared key.

9. BUH#FEnable L2TP secret.
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11. BRURE | REBERT.

FEASA LB RL2TP/IPSecER

BAT RPF R ASAREBRAERE S8 STHUR A (IKEV1) ( MR 2 2 RB A SR EEHE
[ISAKMP] ) SREEERTE , RFFAMVPNE PRk EMERRKRBS , MEEMEML2TP over
IPSectfh & R EEASAE S VPNIEAR :

- IKEV1SE1PEEY — EFISHATREE S E M = E & K N E % (3DES) &

. IPSecEE 2 Br — 3DEST A E B E5(MD5) S SHARME E /£ 1 B AR N 222 % (AES) hn 33

- PPPE 1B — RS BT E(PAP). MicrosoftE 1B F & 1758 & 15 E MR A< 1(MS-
CHAPv1)5{MS-CHAPV2 ( B )

- FEHASER

BYRE | ASAEEX EA U E R E EHPPP & B BMFPAPHIMS-CHAP ( lRA&1H12 ) ., AIER 4
B i E(EAP)MICHAPH R E S BB ARSEHNIT. Hit , MREREAEBNER
authentication eap-proxy Zauthentication chap s HElEHIPZEHE , W HASARBEAEAR
hERE | RIS E A EEER,


//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_l2tp_ipsec.html#wp1079517
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_l2tp_ipsec.html#wp1079517
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_l2tp_ipsec.html#wp1079517
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_l2tp_ipsec.html#wp1079517

Bt , Android R BPAP |, It B BRE 4K B 855 B 15 E (LDAP) R X EMS-CHAP , LDAPF
ETﬁmaﬁ%%%ﬂoﬁ KRR T =R EFARADIUS, BERMS-CHAPHILDAPREIENE %

BN |, 552 BCiscofERRID CSCtw58945 , "L2TP over IPSec connections fail with Idap
authorization and mschapv2, .

DT BRN B EASA LB EL2TP/IPSecELR :

1. BEBEEZSEEER At i it sk F Adhcp-server , SAUEAGIP it 7 Bl 45 45 5% BE 1Y & 5 i

2. BV AZPARRE, HEPRRE W EERER B2tp-ipsec, BELE R F in A/ E R @RET(DNS),

3. B HHIBRE A S 18 R B DefaultRAGroupHI B M. (MRIPSeciB Bl FFREER LR EAS
group-name , BITAEAFHPEENE ; FEAEFRE , F2RIE10, )

4. ERFIEANRBEAN —BREM. KERNERKEERILRZER, HRERBEEEFEAN
EEZuit, MREFHLOCALUAWEAMAZR , & Kauthentication-serverfl,

5. E EFEANBEENIPSecBET ESALASE,

6. 15 ch AT AR EHERIPPPE M , SAMEZEME Achap. ms-chap-v1&Ims-chap-v2,

7. FRABEHEZSEH(ESP)NFRBF S MBI BIETEHRE,

8. I8 RIPSecF AEBWENX M T 2R EER,

9. £ A3DES & MSHA 13 E S £ E HISAKMP/IKEVT SR B 6

10. B BIREMNZREIAR | WS H ¥ AT N B H AR,

1. EMEHRERARNE

12. TEZ T HE L BUAISAKMP,

HARASAHAMNEBERGT

BREE : EA TE(EHEEREFER) TERAHHEANGTHNESET.

L RPIER T RASAREMEXERR LN A VPNEFiRHERNEEERTT.

ASA 8.2.55 & & R4~ E B R B

Username <name> password <passwd> mschap
ip local pool 12tp-ipsec_address 192.168.1.1-192.168.1.10
group-policy 1l2tp-ipsec_policy internal
group-policy 1l2tp-ipsec_policy attributes
dns-server value <dns_server>
vpn-tunnel-protocol 12tp-ipsec
tunnel-group DefaultRAGroup general-attributes
default-group-policy l2tp-ipsec_policy
address-pool 1l2tp-ipsec_address
tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap
authentication chap
authentication ms-chap-v1l
authentication ms-chap-v2
crypto ipsec transform-set trans esp-3des esp-sha-hmac
crypto ipsec transform-set trans mode transport
crypto dynamic-map dyno 10 set transform-set set trans
crypto map vpn 65535 ipsec-isakmp dynamic dyno


https://tools.cisco.com/bugsearch/bug/CSCtw58945
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crypto map vpn interface outside
crypto isakmp enable outside
crypto isakmp policy 10
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400
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Username <name> password <passwd> mschap
ip local pool 12tp-ipsec_address 192.168.1.1-192.168.1.10
group-policy 1l2tp-ipsec_policy internal
group-policy 1l2tp-ipsec_policy attributes
dns-server value <dns_server>
vpn-tunnel-protocol 12tp-ipsec
tunnel-group DefaultRAGroup general-attributes
default-group-policy l2tp-ipsec_policy
address-pool 12tp-ipsec_addresses
tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap
authentication chap
authentication ms-chap-vl
authentication ms-chap-v2
crypto ipsec ikevl transform-set my-transform-set-ikevl esp-3des esp-sha-hmac
crypto ipsec ikevl transform-set my-transform-set-ikevl mode transport
crypto dynamic-map dyno 10 set ikevl transform-set my-transform-set-ikevl
crypto map vpn 20 ipsec-isakmp dynamic dyno
crypto map vpn interface outside
crypto ikevl enable outside
crypto ikevl policy 10
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400

B

ERAHRE , BEENERRE EEER,
LTIBRME T AR EELR

1. BIRGEE | REZBERE.
2. iZ##Wireless and Network={Wireless Controls. ( ™ & B EUR A B Android A, )
3. FEHPEEFEVPNELE,
4. WALNFEREZ BN,
5. 1# £ Remember username,
6. i#1EConnect,
LTBENAE T MIERELR

1. ARURE , RAREERTE.



2. i#Z#ZWireless and NetworksWireless Controls. ( B FiZEEUAAEHIAndroidii AR, )
3. BFEHEEFEVPNELE.,
4. i##Disconnect,
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- show run crypto isakmp - For ASA 8.2.5

- show run crypto ikev1 — B AASA 8.3.2.12iR K E S 4

- show vpn-sessiondb ra-ikev1-ipsec - FAFAASA 8.3.2. 12 E S A
- show vpn-sessiondb remote - ASA 8.2.5kx
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