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1. B Configuration > Firewall > Objects > Inspect Maps > IP-Options , A% % — TAdd.
Configuration = Firewall > Objects > Inspect Maps = 1P-Options |
Configure IP-Options maps,

IP-COpticres Inspeck Maps

Mame Dierscripkion | Add

2. R#EASFE RAdd IP-Options Inspect MaptR & . fEEInspect MapHI & , i#1FAllow packets
with the No Operation(NOP)i&18 , A% % — T OK,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

B% Add IP-Options Inspect Map

Mame: [{testmap ]

Descripkion: i

Parameter‘s ..............................................................................................

[ ] Allow packets with the End of Cptions Lisk (EQOLY option

Clear the opticn walue From the packets

Aflow packets with the Mo Operation (MOPS optiore

[ ] Clear the aption value from the packets

[ ] Allow packets with the Router Alert (RTRALT) option

T e | R e et E - L "
Clear the option value Fram Ehe packets

LR e | LS pariy B BLE )RR I L S Lo S ) G

| [ 2K, ] | | Zancel | | Help |
R XX BETLLERE
Clear the option value from the packetsi®1H , SLEZAIPER TR B ER TER
Cisco ASA,
3. B £ AtestmaptI i EH M, &H—T "Apply. -
Confiquration > Firewall > Dbjects > Inspect Maps > IP-Options

Confiqure [P-Options maps.

IP-Ciptions Inspect Maps

- e
B e

4. B ZE Configuration > Firewall > Service Policy Rules , iZERENSIHMRE , REIE—T
Edit, R#;A5H8 REdit Service Policy RuletR &, #iZRule ActionsBE % , EZHZEIP-
Options™ , %12 Configure A 2 Ft &7 2 3 1Y # B AR,



B& Edit Service Policy Rule

[ ] select all inspection rules
[ ] CTIGEE
[ ] DCERPC Configure. .
DMS Zonfigure... DMS Inspect Map: migrated _dns_)
ESMTP Configure. ..
FTF Configure. ..
[]aTP Configure,
H.323 H.225 Configure. .,
H.323 RAS Configure. ..
[ JHTTP iZonfigure,
[ 1M
[ ] ICHP Errar
[]1Ls
(] Configure.
F'-Clptin:uns | [Cnnfigure...] |
[ ]1PSec-Pass-Thru Configure,.
1 rarao TAEFiAYS

5. i&ESelect an IP-Options inspect map for fine control over inspection > testmap , R&HZR—T



B% Select IP-Options Inspect Map

() Use the default IP-Options inspection map

E.'|E.'E|I an IP-Options inspect map far fine control over inspeckion

Marne

Fesktmap

| I | | Cancel | | Help

OK.
6. A LAFEIP-Options#@ L P47 Z E RV M E LR, R — T OKLURE EService Policy RulesE#




B8 Edit Service Policy Rule

| Traffic Classification | Default Inspections | Rule Actions

Pratocol Inspection | Connection Settings | QoS5 | NetFlow |

[ ] Select all inspection rules

[] CTIQRE

[ ] DiCERPC Configure, .

DS Configure. .. DMS Inspect Map: migrated_dns_r
ESMTP Configure. ..

FTP Configure. ..

[]aTP Configure. .

H.323 H.225 Configure. ..

H.323 RAS Configure. .

[ ]HTTP Configure,.

[ 1cmp

[ ] 1P Errar

[]1Ls

[]1m Configure..,

IP-Cptions L- Configure... 1 [IF‘ Options Inspect Map testmaﬂ
[ ]1PSec-Pass-Thru Lonfigure, .

[ ] rrap Configure, .,

[ ] mMaCP Configure, .

7. {Eﬁi & B R {E1ERule Actions B - | LA 7] LA B 82 10 4 35 14 ¥ B3R B8 Bt 49 Fir 5 T A 15 e 460

| < kdrasams | I

doadd - @ ook [oskete + 4 4 B3l 0 e [ Dogram S Packet Trace ':*"'-
fidd
Traffic Classificabon o '
Rule fictions -
Enabled  Maich  Souren Dwstinatan Servics it Fiker:
@clba Pobcy: d-cvbd_pcvk\-' M
1 & default-empes,.| & [rapact (N5 Man igrate, = 1P Mebwcrk. Chjecks

Trespezct DS Map megrated_dns map L, DS snoopineg enablsd
Insgeect ESMTR

Inspezict FTF

Treipmicl HE23 HEES
Inspeect 323 RAS

i Treapesct B-Dplions Map Eestmap )
Trspect FIE

Inspect REH

Inagssct BTS2

Insg=it SIF

Trispaict SETRKY

Insgesct SCUMET

Inspeeict SUNRFC

ﬂ-- i

Ireapect TFTP
| Inspezick KDMCE

LT REMCLIBENEL R , fHE2E .



Cisco ASA

ciscoasa(config) #policy-map type inspect ip-options
testmap

ciscoasa(config-pmap) #parameters

ciscoasa (config-pmap-p) #nop action allow

ciscoasa (config-pmap-p) #exit

ciscoasa(config) #policy-map global_policy

ciscoasa(config-pmap) #class inspection_default

ciscoasa(config-pmap-c) #inspect ip-options testmap

ciscoasa (config-pmap-p) #exit

ciscoasa(config) #write memory

AEBRSVPE ¥ A Cisco ASANTFEEITS

FEERERT , IPEERBSEA. #i7Configuration > Firewall > Service Policy Rules. #iE£ 13
MR R—THRE K AR EZEARRAEER. 1’&‘\_IL1T£E|:JEE’JIP Options## i # #& EIRSVPH E
IEARRIBIBCisco ASAREIN RFFRSVPIHE. EIt , inElins IR i RZ EEMERE.

B% Edit Service Policy Rule

TraFFln: CIasan:atu:unl Default Inspections | | Rule Actions |

| Following services will match the defaulk inspection traffic:

' I Service Protocol Pork
ctigbe kcp 2745
||:|n5 udp 53

| |ftp kcp 21
gkp udp 2123, 3356
h323 - hZ25 kcp 1720
h323 - ras udp 1718 - 17149
htkp kep a0
iin:mp icmp
lils tcp 359

T

magcp udp 2427, 2TET
nekbios udp 137 - 138
radius-acck udp 1646
FpC udp 111
rsh kcp 514
rbsp kcp =04
sip kcp a0a0




ERAXEHAR , BEEENEERE EEER.

WHERFTIE(EHEERETFER)OIT)XERE Eshowin . E£AOITH R showds T & H#Y 2 #

o

- show service-policy inspect ip-options — B RBIREEER RIS REE AR A ZRM/HAFTFNER
IE.

a4 379,
I 4 4 R A L AR B LR SR BB AR .
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