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5% FE iR i 17 ERXVPN(IPsec)

£ FACLIALEASA
AEAFEHAEN ] THACLAEEACS
AiBH ] FEACLEIEACS

Ak EEAN ] THACLALEACS
AEREMEEBIETF RADIUSERE
Cisco VPNE Fif fit i&

R

Show Cryptofi &

£ A& /4R A THACL

Filter-ld ACL

SRR

B bR 4 B B

HHPRET

HHEIEEA

bl

AXENBNAEELZSEEUHEREETRRIBEHERE. ARETUEBRBARADIUSE
B A EAETSSERERSEE R BERADIUSERENETF. CEHBNLLEBNMERE
ERADIUS R fRES MM EF RS E B AN E A,

A LB ERADIUSAIRRSFRFBBETHI LR RENEFNRER THHEBFERE. £RHE
ERRYTEAERESBBEPAFFNITR.

FRERRNZEENEHARIFACS)AESRAFHERHBENEIEER T THENEERKE
BErMmAR,. NETTHREFEUEEEERCisco Secure ACSHEEHMEER |, 5528 ERADIUSH



//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/access_fwaaa.html#wp1150910

AR 28 LAEIX A T S ZEURSIEE M Al TH&IP ACL,

52 BASA/PIX 8. x:ffEF 7] T EHACLFCLIE 1T A 55 B A RADIUS#Z # (ACS) FIASDM it & /R 4 7£
8.2 E{KRARCisco ASALETHERE.

DR
ER

ANEBRFEBELZEEEASATL2AETEREAAFINABRELZS K EEER(ASDM)E
CLIETTE EE K,

AR EZ2EAKASDMMHTTPSESRM , AAFEIBASDME Z £ /K (SSH)RIGEELEE,
BRARTH
AKX AP EFRIBIFEAT SRS A E AR A -

. Cisco ASAEXEE8.3M & B & i A<
. Cisco ASDMARZA6.3% E S A
. Cisco VPN%E Fif5.xhR & & & R4
. CiscoZ£ACS 5.x
AXHHEARRBREEREREANEEMEY., XPEAINFEREBRREER (B R
) WARRE RN E), WMRENBBEREER , FRALZLEBRBITMESTRENNTE,

]
MBI RO AR | FSHERE AR TR,
BEREM

ERLMER AT TEBNIP ACLREY AIRARFSHEAENEAEENACLERSE., EEACLERE
BAACLRE,

A THIP ACLWEEZARMT :

1. EACSEIERAER FRABSEHFTEE  ACSEREN THIP ACLERPERBERILFH
REREER.
2. MBACSEKE P EMRBEREERNT FEHIP ACL , BIACSEEEE EMBACLME BACLIR
AOBMY (EAEAESREN—I2 , FRADIUSHEEZEREH ),
3. MRAAAE FImEEE MR F I EEFMRAMWACL ( EIACLEFWREERH ) , ACSEH
ACL (HHREEH ) BXEEE,
Al T EIP ACLE=E A & = F A & HIRADIUS Cisco-avlii ¥ B 14£[26/9/1] P R EACLHE R H R
o BULIEBEIY—RATHIPACL, AEEE—EEE , REES|IHEEBEE T TRIP ACLY B
EARERBEER, HAREEERERABERADIUS Cisco-av-pairBHEHL | WEEEER.

FEACS Web T HIF#I AACLERR , TEFABRFHEBIKE ; AFAEHMAE , HRERAR
THIP ACLMAAAR Fif , RERABREACLG TEENER. BHEACSHEANACLERE S — 1K
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HBZHRACLT T, BEACLH TS EMNRERBNITL.

HACSH , B EHRZET FHIPACL , Y EFRNRERBERPEACHM. REFHBBRBER
BRAPNELS B ES T FTHIP ACLH T EREE ERREEITEMNAAEF iR,

e, BETUBEACLAREA THIP ACLFMIEF, ACSHRIEHFHMBMEACLAR , ¥ TH
RIEME—BACLAR, REIRFR , MREEEEZEANACLARHEBTENBRSME , M
LR R R R,

EEBEAAAEZFir EEAAT THIP ACL , AAAE Fin 28T A TRA

. FARADIUSHETER
- TEATHMIP ACL
UTE2XEFATHIP ACLKC Ciscodt B il :

. ASA
- FATIOSHRAR12.3(8) T E MR A BRI £ B
UTREEACLESEPE AASA ACLEXAFEANKRR T :

permt ip 10.153.0.0 0.0.255.255 host 10.158.9.1
permt ip 10.154.0.0 0.0.255.255 10.158.10.0 0.0.0. 255
permit O any host 10.159.1.22

deny ip 10.155.10.0 0.0.0.255 10.159.2.0 0.0.0.255 |l og
permt TCP any host 10.160.0.1 eq 80 | og

permt TCP any host 10.160.0.2 eq 23 |og

permt TCP any host 10.160.0.3 range 20 30

permt 6 any host HOSTNAMEL

permt UDP any host HOSTNAME2 neq 53

deny 17 any host HOSTNAME3 |t 137 | og

deny 17 any host HOSTNAME4 gt 138

deny I CWP any 10.161.0.0 0.0.255.255 | og

permt TCP any host HOSTNAMES neq 80

EIE
A EIR R AR A X AR A S AR E T

85 &
ARG E A U TREBRE -



ACS-RADIUS
Sarver

192.168.26.51/24

Server 2
10.1.1.3/24

- T
g ‘Iﬂ.‘l.;l;lal- --

q E0A-Insid ASA E0IZ - Qutside
10.1.1.2124 1T2.06.1.1/24

Clsco VPN
Chant

AR HEREFEANIPHEILS REInternet EFBEE AR H. EMREERERFEFEANRFC

19184t it

B EERZEVPN(IPsec)

ASDMia#=

SEREAT 5 BR ARG B 1= v 35 R VPN:

1. R E48 B $1#EWizards > VPN Wizards > IPsec(IKEv1)Remote Access VPN Wizard.

B Cisco ASDM B4 for ASA - 192, 168.76,13
Fle View Tools | Wizards ||'Window Help Lesok:
-G] E%m Startup Wizard. .. 1 € sk ) rorveri| D e
el | TN Ml Sketo-ske VPN Wizard... %
E o nreareree High & silsbabty ard Scalabiity Wizard. ., ArryCormect ¥PR Wizard,
il x B e L T
'§ E E Pevica Unified Commuricstion Wizard. ., Clhentless 550 VPN Wizard. ., —
& ﬁ PacbetCaptreWizard.. || Trasc (WEvi)Rppoee Acess VN Wamd.] | R
el Gereradl I Licenss | Hy Irterface | IF AddressiMe
diia 192, 168,26, 13/24
: coasa.default.domaininvalid
Host Mame:  cis ireside 10.1.1.1724
ASA Version:  8.4(3) Device Uptime: Od Zh 20m 37s autside 172.16.1.1/24
ASOM Yerson: BALT) Device Type:  ASA 5510 kast noip address
Firesall Mode: Rowted Carkext Mode: Single
Total Flash: 64 MB Tatal Memary: 256 MB

Select an interface to view inpikt and output

2. IRIZFEEZEEFEVPN Tunnel Interface(Z4~ 5+ &Outside) , It HiE Z#{REnable inbound IPsec

sessions to bypass interface access lists3% 32 {9V BB 5 # EiE H,



VPN Wizaed | L e x|
VBN Wirand iPsec IKEv] Remote Access Wizard (Step 1 of )

Lise this wizard to configure new nes [Psac (IKEY1) remobe access WEN tunnels, & tunned established
b calis from remote usars such as telecommisters is called remobe access tunnel,
This wzard creates basic bunned configurstions thst vou can edt |ater using the 500,

VPN Remole Accoss

Local Remple

Eemobe Accass %:!E;” lelrt_‘; ? i

VBN Tunnel Interface: L

- Enable inbound IPsec sessions bo bypass nberface access lists. Group policy and per-user
authorization sccess fisks skl apply to the traffic,

Mk = Firet | Cn!l'lté__l HE-'b |-

I-
i

3. EEVPNE Fim & 5l HCisco VPNEF M3 XM EBRA., & "Nexty ( T—F ).
. Rl X

Remote sccess users of various types can open VPN tunnels bo this ASA, Selack the bvpe of
WP client For Hhes bunnel,

VPN Client Type:

or other Easy WPN Remote product

" Microsoft Windows dient using LZTP over IPsec

soecify tre POP subhenbication pentecsl, 1F & protoced & pa

specified on the remote disnt, do not specfy it

I™ Fap - b CHAF: W SRl T mecHarye: [T EAR-PROY

Specily i Bha cient will send tunns! group neme & - ysermaeiidunnsroup

I Chenit vl serd e aroup rigme asUsermamesabrneinroos

.ZI'|||*----I|g|-:-_' ALt CAGICE 15 LHED) \iCh ENes 0f oy Ehen Defaub P acrelin's

pre—shared kay a=d ppp authenticabion as as0 modfed

< Back m& -'r----l Cancel | Hebl

4. iZ#2Authentication Method It 2t H P ERFTEERA. WEFANEHERESF EZ2ELASN. 1t



S, BERMMZEHERMTunnel GroupZ ., WEFANTELEILAEMWRcisco123 , MILE
{55 FA 1Y i i B¥ 4B & M 2 Cisco-Tunnel, 1 "Next, ( F—% ).

= ¥YPN Wizard e x|

e

VPN Wizard ¥PM Client Authentication Method and Tunnel Group Mame (Step 3 of ..)

The ASA allows vou to group remote access tunnel tsers based om common connection paramebers
and dient attributes configured in the subsequent screens. Configure suthentication method and
tunmel group For this remote conmection. Use the same bunned group name for the device and the
remote chent,

:.m.ﬂ'ututlmr{u&nd

¥ Pre-shared key
Pre-Shared Key:  foscol 23

i Cestificats

Certificate Signing Algorithay  res-sig
Certificate Mame: | ;l

™ Chalenge response authentication (CRACK)

~Tunne! Group -
Tunnel Group Name: F:is:m-‘!unnal

« Back, %é}l Firtet | Cancel | Help |

5. EEREN A FRAEENERRNBAAARIRSERIZREAE, TEER , BMBE
Authenticate using an AAA server group. 1%Z— TAAA Server Group Name## {1 3532 #Y
New , LA I #THIAAA Server Group Name,




= ¥PN Wizard I x|
VPN Wizand Client Authentication (Step 4 of ...}

Ta authenticabe remote users wsing local device user databass, select the First option below.
You can creabe usar accounks in the nexk step.

To use external &84 servers instead, select the second option. You can select an ecdsting AR
server group or crpate a new one using the Mew bukton below,

T manage all ather AA4 settings, go bo Configurakion > Device Management > Lisers/AAS in
tre maim A50M window.

™ Aughenticate using the [ocal user database

| & Acthenticate using an AAA server oroup |

AAL Server Group Marmes: |

{Ba:k.J Nat > | it | Cancel | Hels |
LY

6. ERHENMEEZOREMARFARTE. FORIWME. ARSKFPLE. TERZBNAKES
B, RRE-THE.



E: MNew Authentication Server Group

Creake a new-aul:heﬁl:r;atinn_ser'-.f_er_grcnup containing one authentication server,
To add mare servers to the group or change other AAA server sethings, go ko
Configuration = Dewvice Managemenk = L.I5ar.¢;,l'.ﬁ.;!'..|:_'. = A Server Groups,
ServeraEroup Mame; AC55
Authentication Protocol: RaDILS E
Server IP Address: 192,168.26.51
Inketface: dmz -
Server Secret Key: i
iZonfirm Server Secret Key: e

“ Q. " Cancel Help

legs

7. E rNeXt_l ( -F_ﬁ ) )




= ¥PH Wizard A E T x|
VPN Wizard Client Authentication {Step 4 of ..}

Ta authenticabe remobes ussrs wsing local devics user dababase, select the First option befow.
You can creabe user accounks in the ek step.

To use external &84 sevvers instead, select the second option. You can select an ecdsting Ak
server group or crpate a new one using the Mew button bedow.

Tor manage all ather AAA settings, go bo Configuration > Device Management = Lisers/AAS in
tre maim S50 window,

(™ Aughenticate using the local user database

i+ Authenticabe using an ARR server group

A4S Server Group Mame: |mf:‘:“-5

< Back g:— r'.=..-.-.| f.'an:dl H-ehl

8. EE— A4ttt  EEKVPNEEIHEFEKEBESIEETH. H— TNewl B
ZK $h 3b 31k 5t
B vPNWizard B

VPN Wizand Address Pool  {Step 5 of 10)

Enter & ponl of local addresses to be used For assigning dynamic 1P addresces bo remote Ve
clients,

Turnel Group Mame ! Cisco-Tunnel

Pool Mame: . EI @ |

~Pool Settrgs
| Range Start Address:

Range End Address:

Subret Mask:

*:Bﬂ:k] Met > | Firtet | Cancel | Helg |




9. "HEIPH, REFP , RELBE, BRIPIE, BERIPHIEN FBEER, R—T "OKu

B% Add IP Pool x|
Mame: Sarmple-Pool
Starting IP Address: |10.2.2.1 ]

Ending IP Address; |10.2.2,254

Subnet Mask: 255,255,255, 0 -

), =

10.  FHIBEHRBBLEE , REBBT—5. LRINEEBRESEOHE T HSample-
Pool.
B ¥PN Wizard —

. oo x
DR

VPN Wizard Address Pool  {Step 5 of 10)

Cancel | Help

Enter & pool of local addresses ko be used For assigning dynamic [P addresses o remote YEN
clients.

Turnel Group Mame ; Eisco-Tunnel

e ] e |

-Pool Settirgs
Range Start Address: 10.2,2.1
Fange End Address: 10.2,2.754
Subrek Mask: 255,255,255.0

« Back, I Mexk = P

ity | Cancel | Help |

1. A  EEBHEDERVPNE FinfIDNSHMWINSRARZRE AR FHRBE -




= ¥PN Wizard i “IH :-v-" EI

VPN Wizard Attributes Pushed to Chent (Optional} {Step 6 of 10}

Attributes vou configure Below are pushed bo the WPN client when the: chent connects o the
ASA. IF you do not want an attribute pushed ko the dient, leave the corresponding Fisld Bank.

Tunrnel Group: tb_cn-Tl.rrd]
Primary DNS Server:
Sacondary DS Server!
Primary WING Server:
Secondary WINS Server!
Diefaul Daimsiy Nafes; CiSmo, Com
<Back | Mext> | fie | Cancel | Helo |

12. IBEEEEIERHVPNERAE AWML AZPEMNBEE (WRE ) o FEExempt Networks#i iz
RENEBZBNERBROMEEE , RBE—TNext, MBHGUFERZE | ARIKVPNERET
FHEASARN R ER M, ZETUELREPRA S EIREE, 2 EIF3E T MR E tBE
HEZMNERNRE , WEBTHZREETPHEE ERH RIZMHE — R BERBEN R INZERS
B, MRKRBAFLREE , AIFFERBEERVPNEAENHREHEEBREEEEZEIASA, 18
BENWEE , EEEAREHENEESS.



& ¥PN Wizard

VPN Wirard IPser Settings (Dptional) (Step 7 of 10)

Metwork Address Translabion (NAT) is Used to hide the inbernal nebveork From oukside usars, You can
gk exceplions bo NAT ta expase the entire of part of the inbernal netwark bo authenticated remote
users probected by YN,

To exposs the entire netwark behind Bhe most secure interface to remote VPN users without AT,
leave the Exempt Networks Fledd blank.

Inkesface: |rrsi:k: ;l

Exempt Metworks: [10.1.1.0/24

[ Enable spit tunneling b et remote users have smultaneous encryphed acoesss ba the resources
defined above, and unencrypted access bo the intermet,

[T Enable Perfect Forwarding Sacrecy (FFS)

< Back IW il | ancel | Help |

13. kR ER RN EERINRFENHE, MEHNEERES , 55— TFinish.

|ﬁ L] w::ard e Trn ﬂ

VPN Wizard [ Summary (Step 8 of 1)
Yo have oreated a Remobe Access YPH bunnel with the Following attribubes:

VPN Tunnel Inkerfacs: outside
1Psec suthentication uses pre-shared key: decol 23
Tunnel Group Mame:  CiEco-Tunnel
Crefault Group Palkicy; Cisco-Tunne|
User authertication using authenticacion server group: ACSS
Mew acthentication server groups) authentication servers: A&CSE | 192.168.26.51
Pool of TP addresses For ¥PN clients! Sample-Pool
{10.2.2.1 - 10.2.2.254)
Primary DMS: 10,1,1.254
Crefaudt Domain Name: cisco.com
Irternal network elements exposed to remote VPN users without NAT:

Perfect Fn:rrmrd Secrecy (PEI): disabled

< Back ek = Fmp\‘,,. !
i Y




fiF FCLIECRASA

LU RCLIAHEE :

HASAKkR FE{TE R

ASA# sh run

ASA Version 8.4(3)
!
!--- Specify the hostname for the Security Appliance.
host nane ci scoasa enabl e password y.tvDXf 6yFbMIAdD
encrypted passwd 2KFQWbNI dI . 2KYQU encrypted names ! /---
Configure the outside and inside interfaces. interface
Et hernet 0/ 0 naneif dnz security-level 50 ip address

192. 168. 26. 13 255.255.255.0 ! interface Ethernet0/1
nanei f inside security-level 100 ip address 10.1.1.1
255.255.255.0 ! interface Ethernet0/2 naneif outside
security-level O ip address 172.16.1.1 255.255.255.0
!-—- Output is suppressed. boot system di sk0:/asa843-
k8.bin ftp node passive object network
NETWORK_OBJ_10. 1. 1. 0_24 subnet 10.1.1.0 255.255.255.0
obj ect network NETWORK OBJ_10. 2. 2.0_24 subnet 10.2.2.0
255. 255. 255. 0 access-1ist OUTIN extended permit icnmp any
any !/--- This is the Access-List whose name will be sent
by !--- RADIUS Server (ACS) in the Filter-ID attribute.
access-list new extended permit ip any host 10.1.1.2
access-list new extended deny ip any any

pager lines 24

| oggi ng enabl e

| oggi ng asdm i nf or mati ona

nu inside 1500

ntu outside 1500

nu dnz 1500

ip local pool Sample-Pool 10.2.2.1-10.2.2.254 mask
255.255.255.0

no fail over
icnp unreachable rate-limt 1 burst-size 1

!--- Specify the location of the ASDM image for ASA !---
to fetch the image for ASDM access. asdm i nmage

di skO: /asdm 647. bin no asdm hi story enable arp ti neout
14400 !--- Specify the NAT from internal network to the
Sample-Pool. nat (inside,outside) source static

NETWORK _OBJ_10.1.1.0 24 NETWORK OBJ _10.1.1.0_24
destination static NETWORK OBJ 10.2.2.0_ 24
NETWORK_OBJ_10. 2. 2. 0_24 no- proxy-arp route-|ookup
access-group QUTIN in interface outside !--- Create the
AAA server group "ACS5" and specify the protocol as
RADIUS. !--- Specify the ACS 5.x server as a member of
the "ACS5" group and provide the !--- location and key.
aaa-server ACS5 protocol radius

aaa-server ACS5 (dmz) host 192.168.26.51

timeout 5

key *kkkk

aaa aut hentication http consol e LOCAL
http server enable 2003
http 0.0.0.0 0.0.0.0 inside




!--- PHASE 2 CONFIGURATION ---!

hashing types for Phase 2 are defined here.

!--- all the permutations of the
crypto ipsec ikevl transform-set
aes-256 esp-md5-hmac

crypto ipsec
esp-sha-hmac
crypto ipsec
esp-sha-hmac
crypto ipsec
esp-md5-hmac
crypto ipsec ikevl transform-set
aes-192 esp-md5-hmac

crypto ipsec ikevl transform-set
esp-md5-hmac

crypto ipsec ikevl transform-set

ikevl transform-set

ikevl transform-set

ikevl transform-set

aes-256 esp-sha-hmac

crypto ipsec ikevl transform-set
esp-sha-hmac

crypto ipsec ikevl transform-set
aes-192 esp-sha-hmac

crypto ipsec ikevl transform-set
esp-md5-hmac

!--- Defines a dynamic crypto map with

specified transform-sets created
specifying all the !---

transformsets.

!--- The encryption &

We are using

PHASE 2 parameters.

ESP-AES-256-MD5 esp-

ESP-DES-SHA esp-des

ESP-3DES-SHA esp-3des

ESP-DES-MD5 esp-des

ESP-AES-192-MD5 esp-

ESP-3DES-MD5 esp-3des

ESP-AES-256-SHA esp-

ESP-AES-128-SHA esp-aes

ESP-AES-192-SHA esp-

ESP-AES-128-MD5 esp-aes

| ———

the
earlier. We are

crypto dynamic-

map SYSTEM DEFAULT CRYPTO MAP 65535 set ikevl transform-

set

ESP-AES-128-SHA ESP-AES-128-MD5
ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-

256-MD5 ESP-3DES-SHA

ESP-3DES-MD5 ESP-DES-SHA ESP-DES-MD5

!--—- Binds the dynamic map to the IPsec/ISAKMP process.
crypto map outside_map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT_ CRYPTO_MAP

!--- Specifies the interface to be used with
settings defined in this configuration.

outside_map interface outside

!--- PHASE 1 CONFIGURATION ---!

uses ISAKMP policies defined with all the permutation

-- of the 5 ISAKMP parameters.
commands here define the
that are used.

crypto ikevl policy 10
authentication crack
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 20
authentication rsa-sig
encryption aes-256
hash sha

group 2

lifetime 86400

| ———

the
crypto map

!--- This configuration

I —

The configuration
! -—— Phase 1 policy parameters
crypto ikevl enable outside




crypto ikevl policy 30
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400

crypto ikevl policy 40
authentication crack
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 50
authentication rsa-sig
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 60
authentication pre-share
encryption aes-192

hash sha

group 2

lifetime 86400

crypto ikevl policy 70
authentication crack
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 80
authentication rsa-sig
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 90
authentication pre-share
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 100
authentication crack
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 110
authentication rsa-sig
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 120




authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 130
authentication crack
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 140
authentication rsa-sig
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 150
authentication pre-share
encryption des

hash sha

group 2

lifetime 86400

webvpn

group-policy Ci sco-Tunnel internal

group-policy Cisco-Tunnel attributes

vpn-tunnel - protocol ikevl

defaul t -domai n val ue ci sco.com

usernane adm n password CdOTKv3uhDhH wW3A encrypt ed
privilege 15

!--- Associate the vpnclient pool to the tunnel group
using the address pool. !--- Associate the AAA server
group (ACS5) with the tunnel group. tunnel-group G sco-
Tunnel type renote-access tunnel-group Cisco-Tunnel
general-attributes

address-pool Sample-Pool

authentication-server-group ACS5

def aul t - group-policy G sco-Tunnel

!--- Enter the pre-shared-key to configure the
authentication method. tunnel-group Cisco-Tunnel ipsec-
attributes

ikevl pre-shared-key *****

pronpt host nane cont ext

Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d
end

ASA#

REAEAENT FTRACLERACS

B a] LA Cisco Secure ACS 5.x A THFRBISERE AW

Access-Service i RAINE R PIRENREEERER,

HTRYR , AR ROBE

FERRBIF | IPsec VPNEA & ciscok T AR , W HRADIUSERSEOZEEEFEET
HFEBE, FHE "ciscos REEFHR10.1.1.2RARB[AIEBAEHMIARE., ERFACL , F2H



{5 A & /4B BY o] T EACLER o

SERUTEHE , LI{E7ECisco Secure ACS 5.xH it ERADIUSE Fif :

1. 1&3ENetwork Resources > Network Devices and AAA Clients , A% 1% — T Create LA f£
RADIUSTEI fREBR E R EH BASAHTIBRE

e ooy My WaTkspace Ihl&lwcn'k Resowces = Mmgmmtm]
» Metwork Device Grougs

Location Filter: | =] matehir | ] [Gi] -

Device Type

SIS w . - ] [~ Hame « [P Address  Descripfion HDG Location MOG Desica Type

Drefault Metwark Device : m ko datato display

Extarnal Proxy Garvars

Create Diiplicaie 1 Edil | Dialeta | Fite Operations | Export l

——

2. BASAE A it B MBI Name(TE A5l Asample-asa) , AAEBTEIP addressHi i F#A
192.168.26.13, £ "EaRFIBIE, ERFIEIEZERADIUS , FiER 42 "RADIUS, EHEUSH , A&
#BE THAREG, WP Acisco123, E—T "Submity

etwind Rasousess » Melwieh Dirdoss and A58 Ceenl « Creats |

Hame fearrigia-asa
Dastriphon |
Mriveork Desvice Groups
[Ll.ll:all-:r F‘JlLUtdII:F'\-: Sebect |
[DEwce Tyne r-“J.lLW-".'E Tvpes Sebect |
R [ ]
o gingle P Addmess T IFRange(sh By Wask 7 P Rangeis) v TACACEs T
Shared Secret |
i T7RTTECRE] ekl
r Singhe Connet| Device

" Legacy TRCACE+ Single Connact Suppon
© TACACE+ Corail Coomnigfiand Sngle Conngot Syppart

w RADIES B
Bhaned Becrel [esesssss | Show
Cohport[1700
I™ Enable Kewtinn
Fey Encryphion Key
ez g Autrenlic alor Code k:-er.l
KaympitFormad © ASCE ™ HEMADECIMEL

= Aunuied e

i‘-lﬁ.ﬂ cancel |
3. ASAE R Zh T8 ZIRADIUS{A AR 23 (ACS)E R E,




peteork ﬁg_saun:’res = Network Devices and AAA Clents

e e
Sy Wi i e e

Filter: | | matchif | | ‘@o|~
IF Address Description MOG Location  KDG:Device Type

T HName »
|7 sample-asa

192 168.26.13132 All Locations All Device Types

Create | Duplicate | Edit | Defete | File Operations | Export |

4. & Users and Identity Stores > Internal Identity Stores > Users , A% & — T Create , LM{E7E
ACSHI A EREPBVPNE M BRBRIGAE,

v By WOKkBpALE [i=er= and ldenlky Shores = Fmmal ety Stores = Uzzrs |

v (L0 Nepanik Resounes -Hl-l'ﬂﬂllrl

B __' S Fier | =] match i, | = T R

i Tﬂ_@iﬂﬂﬁ"ﬁﬂrﬂ I status Lser Name adentity Group Cescriplion
il Mo datato display

Duphiate | Edif | Delete | [ | Sharge Password | | _File Operations | _Ewert |

5. B A £ Fi & & Fcisco, &R 75812 Blnternal Users , A% A B 15(445 = Bcisco123),
B , AR — T Submit,

Fﬂrlmm\-ﬂm&r- Wierrl kREnily Srores w Lo Cheall I

feneral
Pégre [tz gtanes: [Enaed =] @
Cestiiphon: |
I ety Group: |4 Groupe Belart |
Prargwwgnd miat PaEwi M
s Conlain 4 - 31 characlers s Conlan 4 - 32 chamchars
Fasawand Type |irtamal Usars Ealacl I Enable Passwoed: |
Fasawandt |--l"ll-|-l! Conimn I
Paszsmnd
Conimn Passweord [emmnnnes
I Change passwind on nesd l0gie

TEET Trlarmanon
Treere are no addiianal identy stirbutes defivesd for user records

Sulﬁpﬁ | Cangal I
6. B B Ih%R 3 f A & cisco.




=] matchif. | = [Go|~

[T Stalus Lser Hame |dentity Group Description
I Lo tisco Al Groups

_Create | _bupieate | _Edt | _seista | | _Ghange password | | _File Operations | _Export |

7. BB A FHEACL , #5#EPolicy Elements > Authorization and Permissions > Named
Permnssnon Objects > Downloadable ACLs ?’if&ﬁ 'I'Createc>

T Name - Description
: Mo data to display

|| ® Name  [sample-DACL
|| Description |

{pemmitip any host10.1.1.2
ey | any and

9 = Reguingd Nielgs

9. —ITﬁACL Sample-DACLE BT L,



Frilicy = g el T * Marad Ciegacty - Do ALLT
L I i Conirol Lists: MHFH?WEWW G |

Filer. | =] makcn it | = -
I Hzrng = [Degcnplion

I Sampk-Decl

Craats | gicate | | Eait | sz | Fila Operalons | Espoit | EEd | '-'-E'Lll“l_"?l'"l ] )

10. ZE ¥ VPNER R EAccess-Policies , i8i##ZAccess Policies > Access Services >
Service Selection Rules , A% ¥ K M E R4 AFSRADIUSEBAE, FEA&HIF , Rule 152
RADIUS#H%F , Default Network Access#$ElFERADIUSE R,

[Aroess Poldes » Eoress Seropen + Sercs Seeclion Ruies |

™ Eingle resutl selection. ™ Ruke based resuli sateckion

Sardnn Sk Policy

Filer: | Etatus =] Wakchif [Equals =] [Erabled =] ikt | Go | -

CoinlRions Ansails
[ Salur  HName Brotocol arkce Hit Count

s N 5] Buing ~meich Radass Defaul Hebweirk Accsas | 0

7 s 1.=_ng mealih Tt acs Dafau R Dienmis Admin i}

= [ Defwt o rules deined or no enatded ke matches.  Demwdccess i

Ciwat, |~ Dupkests =] Eai | st | LT cuslomizs | Hit Count

1. BELSB10PRERAccess Service, 7EA<&i 5l A i F 19 EDefault Network Access. 1E#F
Allowed ProtocolsE %, , i #{RAllow PAP/ASCIIflAllow MS-CHAPV2EiEH, &—T

Submit,



ok i mpn S
vo = B

t "Diefautt Metwork Access" |
SERE R e

| ¥ Pracess Host Laokup
| | [Authentication Protocols
b I allow PAPIASCI

b T allow CHAR

L Y | WS- CHAP]

b ¥ Allgw MS-CHAPYZ

> [ Allow EAP-MDS
» ¥ allowEAP-TLS
b I Allow LEAP
b W alicw PEAP

b ¥ Allow EAP-FAST

[ Preferred EAP pratocol

12. ¥ — T Access ServicesHJldentity Section , IR 22 #Internal UserstE A 5 B3R, EAHI
o, RAEA T ERNBEEEE.



B Access Policies

13. iZ#EAccess Policies > Access Services > Default Network Access > Authorization , A% %
— M Customize,

Fibsr: [ St E wakhit[Eamiz =] [Enebks =] [ESaiEE | Gal|

Condiilons Faoults
P Lok alio Tiene And Dt Ahivizslioe: Profles

I Sals Hame it Count

Mo daln lo dsplsy

IFr3 rules delnad or no erabled rule makches.  Pemil Access

14. #%System:UserNameftAvailable5|#% B E|Selected 5l , A% E — TOK.



Mozilla Firefox

f. oy B’ [

T ey

Customize Conditions

[avallable: |

ACE Host Mame
Authentication Method
Authentication Status
Caompaund Caondition
Drevice Filter

Device |P Address

Cevice Port Filter

Eap Authentication Method
Eap Tunnel Building Method
End Station Filter

|»

Selected:

DG Location
cavstemiLisartame

|dentity Group

_._a,.q;

Ok

Cancel |

15. ¥ — T Create LAZE AL #1338l

Em: Fezraae Tarvicmn > [erisud Meberwd Arcess » Authorizsion E

Standard Poscy, Excsptnn Pulity

Filter [ Status
T Gl MNams

Mo data o display

| = I Debwil

Dlip r| Ehl J [imlata |

Comssitions
MOeG Location  SystermcUserams  idendty Groop AuthorizsSon Profies

| oepd |

=] weeni [Equas x| [Enatwa =] [CiEEE

Bawn Chargaes | Discard Charspas |

Fingi || 6o | =

. Hi Courd

Custrze | HR Count |

16. HE{R1E P System:UserName3Z5: 2 I BREN 5 3 , fE THBE P iEiFequals , ARWMAFEAE S

#cisco,



Cisco Secure ACS - Mozilla

Firefox

: W
4| 192.168.26.51

g

General

Conditions

hitkps: {192 168,.26.51 facsadmin Poloy InputActon, 4o

I NDG:Location: -AN'

Mame: |Hula-2 Status: IEr‘rahInn:I '-'] ]

@ The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

W gysternUserMame: | equals

_—":iﬁtn|'j'

I identity Group: [-aN

Resulls
Authaorization Profiles:

gelect | Deseiect |

=

ou may select multiple authonzation profiles. Aliributes

defined in muttipla proflies will use the walue from the first

profile defined,

ClK,I Cancel I

17. #—F "Select. o



Cisco Secure ACS - Mozilla Firefox

= z R =
1 192.168.26.51 | https1/{192:1608.26.51 facsadming Pelicy Inprfction, 4o

e

. e L e L

General

Name: [Rule-2 Status: IEr‘rahInn:I '-'l !

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

Conifitions

™ NDGLocation:  |ANY

F E'fEIEImIUSEI'NﬂrT‘IBIJE'NUEIS jl:iﬁ:lﬂ
™ Identity Group: [-AN

Resulls

Authorization Profiles:

‘ou may select multiple authonzation profiles. Atinbutes
- | defined in muttipla proflles will use the value from the first
profile definad,

]

'Halaﬁ' 1 pesetent |

m::| Cancel | Help |

18. # —F "Creates LAY —EFHRERERE.




Cisco Secure ACS - Mozilla Firefos

.....

IIBer I__i Mateh if ﬁ __l -

i Dasr:mmn
T Demstcess
™ PamnitAccess

Duplicate | an | Desen | W rage[ 1 er1 ] ]
Ok | Cancel _.....-.Il"“"’
10. RIEBREERBEERNEBE, 206 HSample-Profile,

Cisco Secure ACS - Mo |II 1 Firefux TR .Ej

General | Common Tasks | RADIUS Amnbutes |

[ Mame:  [sample-Profie] |
Description: |

& = Ragquirad felds

submit | Cancel |

20. i##ZCommon TasksE & , A% ®Downloadable ACL Name#y T HIi# & F1iZ 2 Static, *{E
THI5IFRABIBHE Y HDACL ( =" — DACL )



Cisco Secure ACS - Mozilla Firefos
- —— < R ——— . - e

[ 1192,168.26,51  Hetps: |{192; 168,26.51 lacsadminhatwaorkAz cassl Plnpubhction, da
Tt [ o

[ General [ Comumon Tasks ]| RADILS Afributes | =
|:T:nlnidibli ACL Mame E Stalic ""I = valye [ Eimnli-DHﬁ_ j
Filter-iD ACL: [Motinuse =]
Proey ACL: EHutm Lizg 'I
Woice VLAN
Permizsion ta Join; E Mot in Lize 'rI
WLAN
YLAM IDfame: INl:ltm- Lize *I
Reauthemtication
Reauthentication Timer EHl:lth'l Llza "'I
Mainilain Connectivity duning
Reauthentication:
005
Inpud Policy Map: E Matin Lise ""I
DUt Folicy pag [Nn[iﬂ LIgie ""I
02 1% -REY
LinkBec Security Policy F Mot i Lse ""l
URL Redirect i
When 3 URL 1= defined for Rediract an ACL must also be definad |
URL for Redirect ENntm Lise r| |
[ = | ﬂ
submit | Cancel |

21. jﬁ_-lt rSmeitJ o

Cisco Secure ACS - Morills Firefox

i =

[ 1192,168.26,51  Hetpss {192 168,26.51 [acsadminhiatwork Az cassl PInpubAotion, da
o [ = -2

| ¥

| General | Common Tasks | RADILS Attributes |
ACLS
Downloadable ACL Name: [Static =] @ Value [ Bample-DACL =]
Filler-ID ACL: [NotinUse =]
Prowy ACL: [Motinize =]

Woice VLAN

Permizeion ta Join; E Mot in Lize "'I
WLAN

YLAK IDfdame: Ehll:ltm- Lize *I
Reauthemtication

Reauthentication Timer: iHnt'm Lsa ""'I
Maintain Connectvity during

Reauthentication:

005

Inpast Pioficy Map: E Mot in Use "'I
Ciulput Policy Mag [Hl:lt'm Lse ""'I

802 1%-REV
LinkSet Security Policy F Mot in Use 'l
URL Redirect i

When a URL i3 defined for Rediract an ACL must also be defined

URL for Redirect !Hutm Use 'I J
-
Huﬂ Il Cancel

22. #fR1Eh Sample-Profile ( fTEVMREREER ) ZENENAR , ARE—TOK,




Cisco Secure ACS - Mozilla Firefox

Craste | Oupiicate | Eot | Detete | ol el Page| 1ot gl
| Ok ] Cancel _Haip |

23. E& ¥ £ Authorization Profiles#@ i 121 7 #7123 #Y Sample-Profilef® , & — TOK.

Cisco Secure ACS - Mozilla Firefos i E!
.——'—.—'———.— [T _ e i) "
137 192:168.26.51 | httpsi/192:168,26.51 facsadmny Policy Inpatdction &0

General

Mame: ||'-‘tu|9-1 Status: IEnanlm:l '-'I i

The Customize button in the lower dght area of the pollcy rules screen controls which
policy conditions and results are avallable here for use in policy niles.

Conditions

I NDGLocation: -AN
W Systerm:UsarMName: | Bquals -_n:iﬁ:n
™ Identity Group: -ANY:

Resulls
Authaorization Profiles:

| Sample-proie &

may select multiple authonzation profiles. Atdrbutes
7 | defined in muttipla proflles will use the value from the first
profile defined,

[ select | Deselert |

Cancel | Help | .

24. Ep R F1#8 Bl (Rule-2) 2 & i A System:UserName &R ciscoff 4 F1Sample-Profile /E&#E RiE
i, #—T "Save Changes., . ERIIEIHAI2,




Arcery Prlcieg » Sccewy Gardcen = Detmd Nebamr Accars = Adhongson

St Py Extojition Pokcy
mmmm
Fitar | Slans El macnit [Eousls =) [Erabiod  #] DERETFRED] 160 ~
M Slels  Nams i ot Hit Gk

HOG:Locabon  Sysfermclsertiame |dendty Groop  Auirorzation Proflles

i I L Rulga -ANF anuaks tisco -ANY ranpia-F il o

- | =] B norukss definad oF mo anablad ule matchss Feemi Aroess 4]

Craatn_, v Ecpticate (=] Eon | Dene | | weew |00 ] Gunimips | Fatcoent ||

S Changgs || Diacard Ghanges |
L

KR T FTRMACLARACS

TERABAFERAZENT THACLEEACSHIBR1E12 , WHTELESER | LUEACisco Secure
ACSH IV AEECE 7] F&ACL,

EARTRBIH | IPsec VPNfER#E "ciscos B Sample-Group.

Sample-Groupf# Fi &cisco & 757 K Zh , RADIUSfA RS MR £ & B Fik TT?&E’JEF‘?%EO 5/
£ Tciscoy RAESEMIN0.1.1.2ARELIEBAT G EMm. BEHBACL , B RERE/FHEN A
THACL—H,

1. EEfM+ , & — T Users and Identity Stores > Identity Groups , 3% &2 — T Create LA 3 %
8.

» Wty Workspace '.msmlmm Sioees » kdentiny Grougs |
# kD NEMumHesuumes Identity Groups
'.’ﬁwm Sosnimsanriailis Fiter: [ =] Matehif | = 0

Inlamal Iﬂan‘drf Stores
Usars ™ Mame ~ Description

Hosts [ All Groups |dentity Group Root
* Eularnal Identity Slores

LOAP

Actve Diractory

REA SecurlD Token Servers

FADIUS identity Saners
Cerfificate Authorities
Cerfificate Authentication Profila
Identitv Store Seauences

Cragie Ciuplical | -] r] File Operations EHTJDI’II

2. 12 1it4H & #(Sample-Group) , A% 1% — T Submit.



|Sample-Groug]
Description: |

= Parent ]A.II Groups
& = Raquired fislds

3. iE##User Identity Stores > Internal Identity Stores > Users , A& ZZEFE A & cisco. Z— TR
!—IEE&JH:{EEQ ENHERBE S,

' Fil g | vl Watth ...-l ...E.";J -
.. F  Buks Lissr Hatwes: & Idaniiy Geoup Descripion

g ltits

R TR

*

@ Name: [eisco Status: | Enabled =

Description: |
& |dentity Gooup: Al Groups

Liser information
There are no addifional identity atricutes defined for uzer records

g s oL e L
= e ot S D i S

CreationModification Information
Date Creatad: Wed Fab 15 16:32:25 18T 2012
Diate Modified: Wed Feb 15 16:32:25 1T 2012
Date Enabled: Wed Feb 15 16:32.25 13T 2012

¢ = Retjuired figlls

5. BIZFE AV E (BNSample-Group) , A& % — TOK.



Creco Secure ACS - Mozilla Firefos s x|

e Ty T T T T P - AL T R e ) B ¢ i T SR L0 =
I 192,168, 26,51  hifps (192, 166.26.51 iy [ier LS P U Taon, 24 I

Ideniny Groups
Filter: | =] matchir | = G ~
Hatme = Descriptan
= = all Groups Identity Group Root
R

Create | Dupiicate | |  File Operations | Expon |

g; F Cancel | Haip

6. #%—T "Submit. .
Uzers and ldentiy Stores = Irternal Identity Stores = Lsers = Edit "cizoa"

General
Marme: cisco Etatus:lEnahled _"_I a
Crescription:
ldentity Group: 1A Groups:Sample-Group Salect l

User Information
There are no-additional identity atiributes defined far user records

CreationModification Information
Date Created; Wed Feb 15 16:32:25 15T 2012
Date Modified;: Wed Feb 15 16:32:25 |ST 2012
Date Enabled: YWed Feh 15 16:32:25 15T 2012
o = Reguirad fielda

auh iancel

7. 1iE3EAccess Policies > Access Services > Default Network Access > Authorization , A% i% —



T Create A2 37 8,

PORCIDS = ACCESS SRR i (B Relworh ALCEED = AUTKFIANE|
Standand Palicy] apoption Palicy

Fikar | Staus Ewaune [Euas =] [Eraeied =] JERETER] [Bol] =

Comiiiones Rusuls

= T Sz Ma HE Count
E M MDGLocsion SyslemilUdsiisme  |dendlyOreup  Auorizaton Profls
:==| Ho data fo display
a
i

T DR Wt nples Seliosd or no anabisd nile relikes, Parmil AEcsas ]

Eat | _ooiem | | mMew e | Customizs | Hit Count

Cisco Secure ACS - Mozilla Firelos
________________ TS X,

o e g = e

{75 192.168.26.51 | hitps:/192:168,26.51 acsadnniPelicy InputAction, 3o

S

General
Name: |Rule-1 Status: | Enabled | @

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and resuits are avallable here for use in policy rules.

Conditions
M NDGLocation:  |-ANY

™ gystem UsarName: |-ANY

| ' Identity Group: in z-l | 'B%r:t |

Authorization Profiles:

o may select multiple authorization profiles. Atinbutes
defined (n muripla profiles will use the yvalue from the frst

profile defined,

geleet | Deseiet |

m;[ Cancel | Help |

9. i##ESample-Group , A% E—TOK.




co Secure ACS - Mozilla Firefos

-

£ ]-192.168,26:51, - hetps:4/192, 168.25.51 acsadminilie
i - : 5

Fittar: [ =] matenir | T R

Hatmie a  Descriptan
Al Growps Idantity Group Root

= Samplg-Grouo

_Create | _Oupicate | _Eot | _Detete | | _Fike Operations | _Esport |

T e | _Hesp |

10. 7EAuthorization ProfilesZB % 3% — T~ Select.



Cisco Secure ACS - Mozilla Firefosx

General

[} 192.168.26.51 | https:/{192.168,26.51/

- e

At A
acsadmingPelicy Inpurohon, Do

]

Name: [Rule-1

policy conditions

Conditions

The Customize button in the lower right area of the policy rules screen controls which

Status: IEr‘rahInn:I '-'l 5]

and results are avaliable here for use In policy rules.

™ NDG:Lotation:  |ANY

r S'.Islsm:Usarh.lama:J-ﬁ-""f-

M identity Group: [ in
Resulls

Eﬁ.l.rthmizaﬁun Profiles: |

EIlAIr Groups:Sample-Group | Select |

‘ouw may select multiple authonzation profiles. Atinbutes
5 | defined in muttiple proflies will use the walue from the first
profile defined,

s

getegt, | Deselect |

C‘K,I Cancel |

11. % —F "Creates LA —EFHRERERE.



Cisco Secure ACS - Mozilla Firefos

.....

IIBer I__i Mateh if ﬁ __l -

i Dasr:mmn
T Demstcess
™ PamnitAccess

Duplicate | an | Desen | W rage[ 1 er1 ] ]
Ok | Cancel _.....-.Il"“"’
12. RHREREERNEBE. Sample-Profile 2 & REIFHFERANE R,

Cisco Secure ACS - Mo |II 1 Firefux TR .Ej

General | Common Tasks | RADIUS Amnbutes |

[ Mame:  [sample-Profie] |
Description: |

& = Ragquirad felds

submit | Cancel |

13. iZ##ECommon Tasks B , A% Downloadable ACL Name#y T #1125 1 i2# £ Static. &
TH B RPIBIBFRIZADACL ( "% — DACL )



Cisco Secure ACS - Mozilla Firefos

e = L T

[ 1192,168.26,51  Hetps: |{192; 168,26.51 lacsadminhatwaorkAz cassl Plnpubhction, da
Tt [ o

| General [ Common Tasks | RADILS Aftributes.
| Downloadable ACL Name: | Static =] = vaue | Bample DAGL, =l

FIErD ACL: [Notmuse =]
Braay ACL: [Normuee 3]
Woice VLAN

Permizzion to Join: m
WLAN

VLAM ID¥Name: m
Reauthentication

Reaulherticaion Timer  [Notin Use =]
Mainilain Connectivity duning

Reauthertication:

QoS

Inpud Policy Map: E Mot in Use ""I
Ciufput Policy Mag [Nn[iﬂ Lse ""I

H02.1H-REY
LinkSec Security Policy F Mot i Llse ""'I
UFL Feddirect

When a URL ks defined for Redimact an ACL must slso be defined

LURL for Redirect EHutm Lse 'I

ey

submit | Cancel |

14. jﬁ_-lt rSmeitJ o

Cisco Secure ACS - Morills Firefox

i =

[ 1192,168.26,51  Hetpss {192 168,26.51 [acsadminhiatwork Az cassl PInpubAotion, da
o [ = -2

| General | Common Tasks | RADILS Attributes |
ACLS
Downloadable ACL Name: [Static =] @ Value [ Bample-DACL =]
Filler-ID ACL: [NotinUse =]
Prowy ACL: [Motinize =]

Woice VLAN

Permizeion ta Join; E Mot in Lize "'I
WLAN

YLAK IDfdame: Ehll:ltm- Lize *I
Reauthemtication

Reauthentication Timer: iHnt'm Lsa ""'I
Maintain Connectvity during

Reauthentication:

005

Inpast Pioficy Map: E Mot in Use "'I
Ciulput Policy Mag [Hl:lt'm Lse ""'I

802 1X-REY
LinkBet Securily Policy F Mot in Lise 'l
URL Resfirect

When a URL i3 defined for Rediract an ACL must also be defined

URL for Redirect !Hutm Use 'I
P EET——
Huﬂ Il Cancel

| ¥

15. 322 58I B 3 MY Authorization Profile Sample-Profile , A% — TOK.



Cisco Secure ACS - Mozills Firefos

= T TS

[ 11192.168.26.51 . hietps: |19, 168.25.51 lacsadmin{NatworkAcoassl Ploput Action, da
LS g

Filter. [ vri Match if | .-'rl 0o | -

I Hame a  Descrighion
T Datwcess
T PamitAccess

create | Oupiicate | _Edit | Deiese | S rane[ 1ot [o] ]
o] oot —

16. % —T "OK. (H#E ).




Cisco Secure ACS - Mozilla Firefox T R0 x|
T T S e T R . AL e e e B T e T T e 1YL
_i192168.26.51 | https:192:166.26 .51 facsadminPoleyinputbonon, &

General

Mame: IHuIB-1 Status: |£nahl9u -'l ]

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy rules

Conditions
M NDGLocation: AN
™ systam UsarMame: |-ANY

¥ Identity Group: |in :Jlﬂ.ll Groups:Sample-Group Select r

Resulls
Authorization Profiles:

' ou may select multiple authonzation profiles. Attibutes

| defined in muttipla profiles will use the value from the first
[ profile defined,

-
e

[ select | Deselect |

Cancel Help
[ o |

17. R RSB EL TRule-1 , EF{&H A & 1948 Sample-Group , #& R ASample-Profile, #&—T
"Save Changes. -

|recais Polcas o Accets Dareort n Dot Patei Atcids o Bultermaion |

Standard Pulicy] Erisatan Policy
| Fier | Etatus =| Wakhit |Equals =] |[Enabied =] warFiter | 6o |
i CondHims Results
! Bl N localion  SyskerUsamame  Idenity Groue mahorgation Proties o
T = 6  mizl A T i Al Orcups. Bampla-0roup SR pie-Piofis o |
= [ Dol I PuleeE: cdefiiednd 7 o0 81 A bt Ul POl Feses Freerii 1| AL g o
[Crmte. =] Dupirate:. j#] Eai | Dowi | 0 | M. | | Gusionn’ | HiGain ||

w Diszan Charges |
AiBREREN T FRACLERACS

STERABACERAEN T THACLEEACSHEE1E12 , WHITELLER , LUE ACisco Secure
ACSH M EEHA E 0] FEACL,




FEATHIF , RADIUSE Fik(ASA)B R B 2 EHVPN-Gateways, R HASAMEAE Mciscos B
VPNE R EREERRIIET S HETE , WEARADIUSHAIRS RS EEEET THFMEE, £H
#& Tciscos REEFHRE10.1.1.2fAREBIIEEMEH M. EERBACL , FSRERE/FEANT

THACL—f,

1. & ENetwork Resources > Network Device Groups > Device Type , A% 1% — T Create L2 3L

#7002 S B AR

sy Wy WYOispace

|M:m'utkﬁzmm # Metwark Dewice Groups = Devios. Type |

1

B | Histwatk Denace Groigps
Location Fier. | =] matchir |
Hatwork Devices and A3A Clents il =
DT auil] Htwiork Divic &

Exteamal Prowy Senvars
* g Users and derdy S0m@s

» B Falicy Elamants
# [ g Access Policies
" Monitosing and Repors
» A8 Byabarm Adiniattation

[ £l Denice Types Al Device Types

Fiis Dperations |  Espod |

2. REERR R BEEB(EARTHH AVPN-Gateways) , R 1% — T Submit.

Metvwork Resources = Metwork Device Groups's Device Type = Creste

Device Group - General

e Mame: YR M-Gateways

Description:

= Farent: All Device Types

& = Reguired figlds

Suhk iancel J

Select i

3. iZ#ENetwork Resources > Network Devices and AAA Clients , A %122 2 B 2 7 HYRADIUS
Client sample-asa. #— T TEdity A2 E Ik RADIUSHE A & ik (asa) WA ERBEARE S £

o

| Deaces ared ARA Chartr |
Wil Dindtes Showtng -1 o1 | <0 =] per papge o |
Filles: | =] Makchir H i~
= Blami - IF Addess Diescrplian HOG:Locaian HOG: Do THpE
| % pempe g |
{vpate | Dupleais | ;uﬁn || Detete | | Fie Opeswions | Expod | e T I

4.3 —T "Device Type ( ZEH A ) 1 ZiBHISelect,



NG » Netwerk Davices ond A Ches » Bt “sample-ase’

= Name: |sample-asa ..
Degcriphion: | 5
| Metwork Device Groups
[Location Jull Locations
|Device Type JAil Desice Types
P Address futhentication Oplions
@ Singla P Address P Range(s) ByMask IF Rangeis) BTACACE: [
FRADIUS

&P 1921602613

2 = Raqused figlds

File [ makene | I R

LETT «  Descriptian
i wall Device Typas All Device Types
& MEN-Galewave |

Craate | Dupiicae | Eoit | Deete | | File Operations | Expont |

& Cancel _Iﬁ.]

0. 1’!‘5—? rSmeitJ o



@ Name:  [sample-asa

Description: |
Network Device Groups
|Location {All Locations
[Device Type Al Device Types VPN-Gateways
IP Address Authentication Options

»TACACS+
bRADIUS

@ Single IP Address  © IP Range(s) ByMask " IP Range(s)
% IP: [192.166.26.13

@ = Reguired fields.

7. i#12Access Policies > Access Services > Default Network Access > Authorization , A& % —
'FCstomizeo

Fiter. [Staus Elmatcntt [Equals =] [Enabled =] | Eisieiie | (e | «

Condeans
" NDG Locaton  EysbamcUseriama  fdenly Group

= [ Defyl Eno russ dedned or no prablad ik malthag,

S, 1] Cupiicae. (] Eat | _Dsiae | - | wwein_| - |

8. #NDG:Device TypeftAvailable#f 7 % B £ISelected#f 7 , A&EIR— T OK,



Mozilla Firefox
i =

[ 1102.158.26.51  https://192:168,26.51  acsadmingPolicylnputiction, do

Customize Conditions

valanle. |Se|ected: |
O - MDG Location ;l

evice Filter Systerm:Useriame

Device IP Address Bk =
Device Port Filter < T ——— i
Eap Authentication Method — Ik —
Eap Tunnel Building Method
End Station Filter b
Frotocal i Ll
Time And Date = =
UseCase — ——
Wifme hdaednive fudbeetinmde ol :I ;I
:EIH*;I Cancel |
9. #2— T Create LA M 7 #3 B,
AcTiss POlCiET = A0CEsT Serace w Cim Mared Actand w Auindnelion
Standard Pelicy] Exception Pokcy
 Mework Aceass Authorization Paiy
Fiber: | States Zlmatcnit [Equals =] [Enabied =] CEiardiie | (Ga| -
T Etalus  HName R e—— HEt Count
HDELocaion  Byslemiiekiane  Kanity Group WO Dasice Type  Authoeization Profles
= T Desul F o rubss dedined of mo enabbad ke malthas P Aicgess a
Creats_, )= coplicats_ =] Eai | cwtew | 0 [ oweew || Cuslornze | HHCound

give changes | Ciacard changes |

10. BE{RZEHFNDG:Device TypeZ: 2 EHEN A , ARM TALEEFEREFin, R—T "Selects .




Mame: ||‘—‘Eula~1 Status: |Enahlnn:| '-'l ]

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy miles.

Conditions

M NDGLotation:  |-ANY

I gystern UsarMame: |-J"-N"f-

I™ identity Group: AN

W MDGDavice Type: | in :“ Sale
Results

aithorization Profiles:

ol may seled! mulliple authorization profiles. Atlribules
| defined in muttiple profiles will use the walue fram the first
profile defined.

]

gelect | Desaiect |

ClK,I Cancel |

11. 8 2 B 2 I fYNetwork Device Group VPN-Gateways , A% 1% — T 0K,




ACS - Mozilla Firefos |

ks = dabi g - - - - o
[ 1192.168.26.51 © Hetpss |{192; 168,26.51 facsadminghie tworkDenr e G cupt PInplt Action, dofcontestDat s, exteen sl ke =Device Type=Device Tpe==trng
e ® T e s

FI maehit [ =] _Gaw

Hame < Descriptian
& = Al Device Typas All Device Typas

(o YEN-Galevias

Create | Dupiicate | Eoit | Detete | | File operations | Expont |

| Cancel | _tiet |

12. #&—F "Select. -



Cisco Secure ACS - Mozilla

Firefo: B o

nfPelcy Inputhotion, So

¥ [ 192.168.26.50 | https:/{192:168.26.51 acsad:

=

Mame: ||‘—‘Eu|9-1 Status: |Enahlnn:| '-'l 2

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy riles.

Conditions

™ NDG:Lotation:  [-ANY

I gystern UsarMame: |-J"-N"f-

™ I1dentity Group: AN

W NDGDevice Type: | In Al Device Types VPN-Gateways Select |

Resulis
aithorization Profiles:

U may seledl muliple authonzation profiles. Attibules
| defined in multiple profiles will use the walue fram the first
profile defined.

S

Sglpct Dasalat |

mc| cancel | Help |

13. #% —F "Creates LA —EFHNRERERE.



Cisco Secure ACS - Mozilla Firefos

F||aer I__i Mateh if ﬁ __l -

o ——— Dasr:mmn .
T Demstcess
™ PamnitAccess

puplicate | Eoit | Daietn | Bl Page[ 1o ]
ok | cancel _tieip |

14, REHBEGEERNBE. Sample-Profile 2 A RHIFHFERANE R,

LEECO SEcure ﬂl =

‘I| |II afF |r#!J-|

General | Common Tasks | RADIUS Amnbutes |
[ Mame:  [sample-Profie] |

Description: |

& = Ragquirad felds

submit | Cancel |

15. iZ#£Common Tasks B , A& ¥ Downloadable ACL Name#y 112 5 i€ {#Static, X{E
TH1 53R iR B2 I #IDACL(Sample-DACL).



Cisco Secure ACS - Mozilla Firefos

e = L T

[ 1192,168.26,51  Hetps: |{192; 168,26.51 lacsadminhatwaorkAz cassl Plnpubhction, da
Tt [ o

[ Geners! [ Cormimon Tasks ] RADILS Atrbtes |

| Downloadable ACL Name: E Stalic ""'I 5 value [ Eil'r'lrJli-Dﬁlﬂi_

=

FIErD ACL: [Notmuse =]
Braay ACL: [Normuee 3]
Woice VLAN

Permizzion to Join: m
WLAN

VLAM ID¥Name: m
Reauthentication

Reaulherticaion Timer  [Notin Use =]
Mainilain Connectivity duning

Reauthertication:

QoS

Inpud Policy Map: E Mot in Use ""I
Ciufput Policy Mag [Nn[iﬂ Lse ""I

H02.1H-REY
LinkSec Security Policy F Mot i Llse ""'I
UFL Feddirect

When a URL ks defined for Redimact an ACL must slso be defined

LURL for Redirect EHutm Lse 'I

ey

submit | Cancel |

16. jﬁ_-lt rSmeitJ o

Cisco Secure ACS - Morills Firefox

= L T v ET Ty —PrT T

[ 1192,168.26,51  Hetpss {192 168,26.51 [acsadminhiatwork Az cassl PInpubAotion, da
o [ = -2

| General | Common Tasks | RADILS Attributes |
ACLS

Downloadable ACL Name: E Stadic ""I o value [ Sample-DuCL

Fitier-1ID ACL: ENDTIIILISE ""'I
Proey AL FHutlese 'I

Woice VLAN

Permizeion ta Join; E Mot in Lize "'I
WLAN

YLAK IDfdame: Ehll:ltm- Lize *I
Reauthemtication

Reauthentication Timer: iHnt'm Lsa ""'I
Maintain Connectvity during

Reauthentication:

005

Inpast Pioficy Map: E Mot in Use "'I
Ciulput Policy Mag [Hl:lt'm Lse ""'I

802 1X-REY
LinkBet Securily Policy F Mot in Lise 'l
URL Resfirect

When a URL i3 defined for Rediract an ACL must also be defined

URL for Redirect !Hutm Use 'I
Huﬂ Il Cancel

| ¥

17. iZ$ESample-Profile ( £BIEIL ) , REE—TOK,



Lisco Serure ALS -

- -

Mozilka Firedoos
Bitech it o bt TS —

[ 1192.168.26.51  htips: |{152; 165,26.51 | acsadminNatwor kAccessLo
T -

<

It tion. dio

E]

Filter -| Match i|=_| - [T | -
[T Wame a  Desciplion

T Dermaccess

I Fill=1d

=

Parmit Access

Create | Oupiicate | Edit | Delete | i N T I S
i gk || Cancel E Hal

18. % —TF "OK. (®#E).

Cisco Secure ACS - M

ozilla Firelox

e
26,51 /acs

d | 192.168.26.51 | htips:/{192.168, adingPolicy InpUtACtan, 3o

General

Mame: |I‘-‘Eul9-‘| EStatus: |Enahlun:| '-'] ]

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are avallable here for use in policy riles.

Conditions

M NDGLocation:  |FANY

r Efslsm:Usarh.lama:J-ﬁ-""F

™ 1dentity Group: AN

W NDGDevice Type: | In =][ail Device Types VPN-Gateways Select |

Resulis
aithorization Profiles:

‘o may select muliple authorzation profiles. Atlribules
¥ | defined in muttiple profiles will use the ¥alue from the first
profile defined,

e

[ Select | Desalect |

9K cancel | _Help |

19. B8 R 5 £ FIVPN-Gateways{E ANDG:Device TypefE B4 , £/ Sample-ProfilefE & 45 R
#3 TRule-1, #&—T "Save Changes. o




Rirdd Dol s - . = wil = Al i

Stanadard Policy] Excepdion Policy

Hiztwnrk: koooss At zalinn Prlcy
Fitter- | SEatuz =] waxnit [Equals =] [Enabled =] | G =
I Siaty H G i HE Coum
m |
i M DeLocaon  Evstemisarmams |l By o G Digsic Sthnrzsdon Profles e
g T 5] Fude-1 AR AR ANY- i 8 D02 Tpees WPR-Gawwann  Sarmpla-Poodle -5.|
* T Dkl ni rules defnad o ra @natiad ruke matchas Parmilt AZcass ]
Crets, | =| = | : = Cusiomizs | Hil Counl
Eawa Chi‘haﬁ_ﬂ Dscard Changas J

EEEREETHMRERRRADIUSHARSE TREELLRELBEYNRIBENER ,
|IETF RADIUS filter-id B 1% ( BmIK11) -

3
=
[

filter-id=acl_name

BABFER &EciscoB MREMRI , RADIUSHRESE THEEZEEE L EYWHEIEENACLEE
($7) . #EAE Tciscos ATLAFHRIASA 10.1. 1.2 REBUNNAEMBRANEER, ZE2HH
ACL , 552 BiFilter-Id ACLEf %

BIFRO , B AnewACLEL B ATEASAFEITEBIR

access-list new extended deny ip any host 10.1.1.2
access-list new extended permit ip any any

EEELSIBAER , TR TRELSIB. LEKE :

- AAAR FinfE R EE P FEAE D —{ERADIUSHE
. F£Access-ServiceH # | & R 20 o T2 1ZF EBRADIUS(IETF)Filter-IdBY R IEEL BB =,
RADIUSEBHEAEEEAENEERERRACSEHIETFERAAAR Fif

SERAERERAENA THACLEBEACSHSEBIZE6MI10E12 , AR THAAEN A FTHACLEE
ACSHIEB1E6 , AT HMITEL DR , LMEECiscoZ £ACSHELEFilter-Id,

EEAIETF RADIUSBMRER EAEREREERTNANER , FRTUTIER



1. iE#£Policy Elements > Authorization and Permissions > Network Access > Authorization
Profiles , A% & — T Create SR FNREEREER,

F;I'E?Ehnm = Authartzation ard Penmissions » Nefwork Access » Autharization Proties |

.5' f-:_‘m‘,‘;" .5|:|.= - ww“ %]
Fifler: | w | maich i | *-'l a I -
I Name = Dascription

I Permit Access

T  Sample-Profie

- Cip e ate I | [aléds I _|_| F'agar—Tm‘! _]_I
2. RUBREREERNEE. Fiter-ldBRARAPRENRERBEEESRE , AEEER,

Policy Elements = Authorization and Permissions = Network Access = Autborizalion Profiles = Create

| | General | Commarn Tasks | RADIUS Attributes |
i
| # Name:  [Filter-Id

| Diescription:

| = Héfifu]‘ad fialds
|

aubmit | Cancel |

3. #— T Common Tasks B & , #A#% ¢Filter-ID ACLHY T hI 2 & hiE12Static, £ TEH, W+
BMAFNGREBEESRR K RARE—TEX,



Downloadable ACL Mame| |Nnt inUsa rl
Fitter-|D ACL: ISHIIII: !'I © Value |new

Prooty ACGL: |Nnt inUsa 'r|

Woice VLAN

Permission (o Join; I Motin Use -vI
WLAMN

WLAN IDVMame; | HNotinUsa ?:I
Reauthentication

Reauthentication Timer: Iﬂutirl Use 'FI
Maintaln Connectivity dunng

Reauthentication:

o0s

Input Policy Map: | MotinUsa Pl
Output Policy Map: I HotinUsa "'I

B02.1%-REV
LinkSec Security Palicy |Hut inUse -]
URL Redirect

When a URL is defined for Redirect an ACL must also be defined

URL for Redirect [Notinuse =]
URL Redirect ACL: [Fotinuse <]

& = Requited fields

4. iEZ#E Access Policies > Access Services > Default Network Access > Authorization , A& IR —

..........

T Create A2 I ##R All,

¥ Dmtad etk fcoess » Authoripsion |

My

Filfer [ S2slus =] wannit [Eouss =] [Eneciea 7] [ESSEER] 60| -
Conitions Fssut

T e NS e Byl | arity i pdharizstion Prafies

Mo data o dsplay

Wy njlee dafived 07 nDanabied ndle manies.

5. BREPHGEZENRMA R , RER—TRE,



Cisco Secure ACS - Mozilla Firefox

= —F T

; AT
6.51 | https: /192166,

26.51 [acsadminyPeficyInpuchoton, Do

S

[ j192.168.2

General
Name: |Rule-1 Status: | Enabled | @

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and resuits are avallable here for use in policy rules.

Conditions
M NDGLocation:  |AN¥

] E:mam:UsatNama:J-ﬂ”‘f-

M identity Group: I =1l | BEHE? |

Resulls
Futhorization Profiles:

‘ou mnay select multiple authorization profiles. Atiibutes
defined in mutipla proflles will use the value from the first
profile defined.

Galect | Desaect |

oK | cancel | Help |

6. i#1ESample-Group , A% —TOK,




Cisco Secure ACS - Muozilla Firefos

- —— P . g - g

{192,188, 26,51 © hetps: {1192, 168.26,51 | scsadminhetwrkDare Grpupd PINpE Acion, dofcontextiat s, sxtemaiFiss=dentty Sroug=1dent iyGoup=str g ©

W x T e +

Filtar: | =] maten it [ 5 G~

Hatmie a  Descripton
" Al Growps Idantsty Group Root

[ Sample-Groun |

Create | Duplicate | Edit | Detete | Fiie Operations | Esport |

T

7. £ Authorization ProfilesZB % #3%2 — T~ Select.



Cisco Secure ACS - Mozilla Firefox

6.51 | https: /{192 166,

s -
26.51 [acsadminyPolicy Irpatcton do

S

[ 1921882

General
Name: |[Rule-1 Ststus: | Enabled =] @
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and resuits are avallable here for use n policy rules.
Conditions
M NDGLocation:  |ANY
™ systern Usariamae: [-ANY
W |dentity Group: [In E"AH Groups Sample-Group Salect I
Resulls
Authorization Profiles:

‘ou may select muliple authorization profiles. Atinbutes
defined in mutipla proflles will use the value from the first
profile defined.

I [ElE 18

| : '.5 lect Beseler)
- T

oK | cancel | Help |

8. B1E 2 B 3 M Authorization Profile Filter-Id , A #3% — TOK.,




kA cerssL PLput Action, d3

T PamitAccese
™ Sampls-Profile

Filter: | =] Makchir. | ® Salw
T Name a  Descripiion
" Dembccess

Sl Araas[ Torn ]

Create | _Dupiicats | Edit | Detete |

g ceen

9.#%—T "OK., (HE ),




Cisco Secure ACS - M

ozilla Firefox

= ; x W ;
[ 192.168.26.51 | https: /1192:168,26.51 /acsadminfPolicy InpatAction,

e i

40

Name: [Rule-1 Status: | Enabled | @

The Customize button in the lower right area of the pollcy rules screen controls which
policy conditions and resuits are avallable here for use n policy rules

Conditions

I NDGLocation:  |ANY¥

I gystem UsarName: [-ANY

W |dentity Group: in ﬂ_lﬁll Groups Sample-Group Salect [l

Resulls
Authorization Profiles:

_‘.

‘ou may select muliple authorization profiles. Atinbutes
defined in muttipla proflles will use the value from the first
profile defined.

=
sl

| -
Select | Deselest |

_ﬂ% Cancel | Help

10. BB R B U5 114 Sample-GroupE & &4 , LAFilter-Id{fEA#E R TRule-1, &E—T
Save Changes. .




A paitd PolcHE = Sicict Sasvici s Dalmd Phlwork Acoias = Baillrdalieh

Stanard Pofcy| Crcemion Policy
Filler | Eaatug =| Maich it [Eauals =] [Enabled =] \aar FIRk | o | =
Conditions Hesuts
| Lo | WD Location . j o | HitCount
Lt O & Rt s TEIETTEERTESmn I |
= Dl ¥ no rules defined or o enabled nie makches Ferme Aroess o
et |=| Dug « =] Edn | uis | o | Cusorizs | HRGount |

Bave fhanpes | Discans changes |

Cisco VPN F in il B

fEFHCisco VPNE FiE 4R ZICisco ASA , LAEBREASATIBER B K I,

mIEMU TSR

1. i##Z£Start > Programs > Cisco Systems VPN Client > VPN Client.

2. & — T NewlA Bk ECreate New VPN Connection Entry4R & .
# status: Disconnected | ¥PN Client - Version 5.0.07.0410

Connection Entries  Status Certificates Log Options Help

=0 |@_ . b lll.i.lll
Connect |mipt M adify Delete CISCO

Connection Entras it‘mtiﬁcatﬂ |Ln-_q |

Connection Ertry  / Host

Trareport

4| | ]

| Not connected. | :
J Accounk | 1P | Transfer |
3 EEMEMNFMHEN M AERFRENEBBNERA. EHostEPB AASAN AR IPHLE, &




AASAHE BRI VPNRZE 4 #8(Cisco-Tunne) IR IH(FEHL A £488 — cisco123), F—T T

# ¥YPN Client | Create New ¥PN Connection Entry

Ifnhr‘nec!:icnn Entr_l,i; Sample-Connection
e etliarfoe
excrphar:
CISCO
Hozt: {172.16.1.1
Authentication |Tr:5'msr:4i:|rt- Backup Servers | Dial-lp |
s Group Authentication ™ Mutual ﬁmu_p Aiuthentication
M anne: Cizco-Tunnel
PaES‘lNE'“jI o e

HEHEEEEE

CanfirmFazzward:

i Certificate Authentication

MNafme: I ;I

[ Send B4 Cerbficate Ehain

Erase |User Fasstond | Cancel
Save. . :

4. B—TEFRANER , REEVPNE Fi% 1R E iRk — T Connect,

# status: Disconnected | VPN Client - Yersion 50.07.0410
Connection Entres Sktabus Cerbihcates Log  COotics  Halp
1'# _: ol 3
L ™ om w6 LTI
Emﬁfﬂ Mt I it I cachify D elete CISCO
Cormection Eriies | Cerficates | Log |
Connaction Entry Hast Tranzport
Sample-Connechion 172.16.0.1 IPSec/UDP
a | 2
| Not connectad. | y

5. HIRIRERE , W AFEHAERBciscof FBcisco123 ( MEASAHE BETHMHRE ) , REIR
— TFOKLUEMREIR AR



# ¥PN Client | User Authentication for "Sample-Connection™

The server has requested the following information ta complete the wzer
authentication,

sl Uzermame: |cisco

cisco Fazzword: [

H] I Cancel

6. X ZhEME IR , {EStatusi® B F1E1F Statistics LA 5 72 PR E R 5F A E 7o

# status: Connected | ¥PM Client - Yersion 5.0.07.0410

- F L b L
ELA == |’
| afean],
&CF Hfications. .. # |
Connect [elete CISCO
Connection Entries Reset Stats
Connection E nty Host Tranzport

Sample-Connection 172.16.1.1 IPSec/UDP

FAXTRAE , BRENEEESEEEKE,
mHEESR T E(EHEEMEFFER)(OITXEX Eshowdi . FEHAOITRIEshowds T H Y 247

Show Cryptofis

- show crypto isakmp sa — B REE# LT E EFIIKEZ £ B (SA).

ci scoasa# sh crypto isakmp sa
| KEvl SAs:
Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.1.50

Type 1 ouser Rol e : responder
Rekey > no State : AM_ACTI VE
ci scoasa#

) ) ]

. show crypto ipsec sa — /R & BISAEAMERE.
ci scoasa# sh crypto ipsec sa
interface: outside
Crypto map tag: SYSTEM DEFAULT_CRYPTO MAP, seq num 65535, |ocal addr
172.16.1.1

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (10.2.2.1/255.255.255.255/0/0)



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

current _peer: 172.16.1.50, usernane: cisco
dynam c allocated peer ip: 10.2.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 0O

#pkts decaps: 333, #pkts decrypt: 333, #pkts verify: 333

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conp failed: 0, #pkts deconp failed: O

#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly:
0

#send errors: 0, #recv errors: O

Il ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.1.50/0
path mu 1500, ipsec overhead 74, nedia mu 1500

current outbound spi: 9A06E834

current inbound spi : FA372121

i nbound esp sas
spi: OxFA372121 (4197916961)
transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 16384, crypto-map: SYSTEM DEFAULT_CRYPTO_ MAP
sa timng: remaining key lifetine (sec): 28678
IV size: 16 bytes
replay detection support: Y
Anti replay bitmp
OxFFFFFFFF OxXFFFFFFFF
out bound esp sas:
spi: Ox9A06E834 (2584143924)
transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 16384, crypto-map: SYSTEM DEFAULT_CRYPTO MAP
sa timng: remaining key lifetine (sec): 28678
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap
0x00000000 0x00000001

{6/ & /4H 89 ] T MACL

SR F A& Ciscofy 7] THRACL, ACLER*CSACSTH,

ci scoasa# sh access-list
access-list cached ACL log flows: total 0, denied O (deny-fl ow nmax 4096)
alert-interval 300

access-list QUTIN, 1 elenents; name hash: 0x683c318c

access-list QUTIN line 1 extended permit icnp any any (hitcnt=1) 0x2ba5809c

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117; 2 elements; name hash: 0x3c878038
(dynamic)

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117 line 1 extended permit ip any host
10.1.1.2 (hitcnt=0) 0x5e896ac3

access-list #ACSACL#-IP-Sample-DACL-4£f3b9117 line 2 extended deny ip any any
(hitcnt=130) 0x19b3b8f5

Filter-ld ACL

[011] Filter-IdE F& A FAGroup - Sample-Group , ¥ B1R#BASAFEZHACL (¥ ) B
&,

B RZAR Y 1



ci scoasa# sh access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow max 4096)
alert-interval 300

access-list QUTIN, 1 elenents; name hash: 0x683c318c

access-list QUTIN line 1 extended permit icnp any any (hitcnt=1) 0x2ba5809c

access-list new, 2 elenents; nane hash: 0xa39433d3

access-list new line 1 extended permit ip any host 10.1.1.2 (hitcnt=4)
0x58a3eal2

access-list new line 2 extended deny ip any any (hitcnt=27) 0x61£918cd

REREGE AR

AERENEATARNEERETRHSHR . ERR T debugh R,

AXE  BEEREHBEIPsec VPNBIEHERRAFEMEN , B2RRERNL2L MiEimwmshHREIPsec VPN
BEHERREER AR,

i1 ey L]
ETHERE  FRATETEXRBREANSA, EPIXWEEERXT , FANTHS :

- clear [crypto] ipsec sa -l Br/EE RV IPsec SA. EB#EFcrypto AlEM,
- clear [crypto] isakmp sa — MHEREEIHIKE SA. B8 Fcrypto AlEM,

EHERED
BHEFERTS(EHDEMEFER)OIMXERE Lshowis . ERAOITHRshowds T HAY 24T

o

BYEE : £/ debug EERZHI ,

et AR Debug ESHEEEA.

- debug crypto ipsec 7 — F R 20 B HY IPsectfi
- debug crypto isakmp 7 — 7R 5 1F& RV ISAKMP 1737 o
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BN RRBREER
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