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- ASA 8AREEMAEE
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Building configuration...

Current configuration:

!

version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
1
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hostname R3640_out

1

!

username cisco password 0 cisco
1

1

1

1

ip subnet-zero

ip domain-name cisco.com
1

isdn voice-call-failure 0
1

1

interface Ethernet0/1

ip address 10.165.200.225 255.255.255.224
no ip directed-broadcast

1
ip classless
no ip http server
1
!
line con 0
exec-timeout 0 O
length O
transport input none
line aux 0
line vty 0 4
password ww
login
1

end

ASA 8.4 ¥ & iy A< i

ASA#show run
Saved

ASA Version 8.4 (1)

!

hostname ASA

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

names
1

1--- Configure the outside interface.

1

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.165.200.226 255.255.255.224

1--- Configure the inside interface.

interface GigabitEthernet0/1
nameif inside



security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernet0/2
shutdown

no nameif

no security-level

no ip address

!

interface GigabitEthernet0/3
shutdown

no nameif

no security-level

no ip address

!

interface Management0/0
shutdown

no nameif

no security-level

no ip address
management-only

1

boot system disk0:/asa841-k8.bin

ftp mode passive

!

!l--- Creates an object called OBJ_ GENERIC_ALL.

!--- Any host IP not already matching another configured

!--- NAT rule will Port Address Translate (PAT) to the outside interface IP
!--- on the ASA (or 10.165.200.226) for Internet bound traffic.

!

object network OBJ GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

!

nat (inside,outside) source dynamic OBJ_GENERIC_ALL interface

1

route outside 0.0.0.0 0.0.0.0 10.165.200.225

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 192.168.0.0 255.255.254.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

1

class-map inspection_default

match default-inspection-traffic

1

1

policy-map type inspect dns preset_dns_map

parameters



message-length maximum client auto
message-length maximum 512
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options

1

service-policy global_policy global
prompt hostname context
Cryptochecksum: 6£ffbd3dc9cb863fd71c71244a0ecc5E
: end

BHEY - ERIASA 8.4KR L A8 R ith 11t B8 8 (NAT) M 12 b 31t B 2 (PAT) Bl B B SE AR E
NATHIE A
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E

ERFERAWeb BB BIBHTTPARMAL, R HIfEAFEEE198.51.100. 10089 V5 B, WIRELRK
I , ALAEASACLIL BRI T®E

ER

ASA (config)# show connection address 10.1.1.154

6 in use, 98 most used

TCP outside 198.51.100.100:80 inside 10.1.1.154:58799, idle 0:00:06, bytes 937,
flags UIO

ASAR —EHIRRER K , TREWebfARRAVIRERE RFFEBH ARG , BAT R XEEREKD
B EARLE. REAFENERERENREATEENSAE  FEEANHACLEL .

ERENEHT , ASTELENEF RS ERAEBNEEIL 7 2/198.51.100. 100 E AV ELR, 1HhE
%izaﬁ)ﬂTCPTﬁJEE_LjEEI_E EEAY, ERESENLERNETRE. ARERSFNFMAE
7 , FESEASA TCPERIZ,

RKARE

ASA(config)# show log | in 10.1.1.154
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Apr 27 2014 11:31:23: %$ASA-6-305011: Built dynamic TCP translation from inside:
10.1.1.154/58799 to outside:10.165.200.226/58799

Apr 27 2014 11:31:23: %$ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside: lO 1.1.154/58799 (10.165.200.226/58799)

ASABS K BHEEEETHBERRKBR. RAEFNEEIURA BRI HBEE, BHERERT
65 "EAL BB BB BEsyslog.

FEERBIAR | ERTRERFER. F—EARERBABCEIER (AEERHETCPER
[PAT] ) WEFFER. ERTRERAIBESNEL ST H S AR IP b ik F1 2 LK B34 A9 P 1k R
5,

E_ARMAFRTIHABERERRPARFinNARFZEANLEEREBEY 7 —EEK. W
%F)&kﬂ&ﬁﬂ%ﬁyﬁﬂiﬁtﬁﬁ A, AEEEEMRRELTWERNEY (BRRHHTERNEE
HR) BB KRR RIS RERIERN B3, MR , CHRSESERNER , REMRL
IR ARG,

NATHE® (Xlate)

ASA (config)# show xlate local 10.1.1.154

3 in use, 80 most used

Flags: D - DNS, e - extended, I - identity, i1 - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT from inside:10.1.1.154/58799 to outside:10.165.200.226/58799 flags ri idle
0:02:42 timeout 0:00:30

EALEBN—3F , BEEEBPATLUS AR T 4IPH Bk A T @MRMANK LR AMtit, BT RS

CEIVIELER  EoblExiate ( Eik ) R, show xlatef i T Eﬁlocal%ﬁﬁ’é—?—%ﬂwﬁBE%E’JIPﬂﬂﬂt
FEEAR  SETERIMNEBRRDPFENMEHRE. t—EREET , Efc AL EHERI
MABNEzEEEESR, RBRMANEE , ABERIPFEHEIRA10. 165 200.226431k, B H
E’Jﬁmﬂﬁ?ﬁﬁ%?ﬁm@“’éﬂgﬁmpoﬂmapo ﬁEﬁTﬂNATEHEE’JnﬁEﬁaﬂ FE2RERBNATHE.

SRR

ASARMZETEARIREREE, NMRERFREIVRECIHNAHER  BENAETE
, IBETEMKRG A EBREERIBNER.

Packet Tracer

ASA (config)# packet-tracer input inside tcp 10.1.1.154 1234 198.51.100.100 80

--Omitted--

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
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output-line-status: up
Action: allow

ASA L Hpacket tracerIhBE R FF RIS ERAFERE , YREH A BEERESATHMERESR
ﬁﬁﬂllﬂﬁm FRETE  BAERAEZS un‘FJEJ_IZEAﬂ&E’J}ﬁET_\ﬁJ J & 5 TR SRR BT
SFEEEH, EL—ETRBIF , FEHPacket TraceriE B F S U TIRGEHRES -

- BEERSRERE.,

- ERAWNIHE=RTCP,

- BEEFiRIP#i£10.1.1.154,

- ERERESEERBERE12M4HRE,

- REAEZIPHEA198.51.100.1008Y A1 BR 25 -

- MEAEZEERESLO,
EEE , oI kIERoutside T H. EREiBPacket Tracersk5TH . T Ei&e5SRERH MM a0
JEE&E!E'JE’JE%?’QH SETCHNMRECUARRBEN R LY, BEPacket TracerfVEEHE A

, i 2 B £ APacket Tracerﬂﬂﬁftﬁﬂ@

CAPTURE

ASA# capture capin interface inside match tcp host 10.1.1.154 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA# show capture capin

3 packets captured

1: 11:31:23.432655 10.1.1.154.58799 > 198.51.100.100.80: S 7805234438:
780523448 (0) win 8192 <mss 1460,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 10.1.1.154.58799: S 2123396067:
2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>

3: 11:31:23.712884 10.1.1.154.58799 > 198.51.100.100.80: . ack 2123396068
win 32768

ASA# show capture capout

3 packets captured

1: 11:31:23.432869 10.165.200.226.58799 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712472 198.51.100.100.80 > 10.165.200.226.58799: S 95714629:
95714629 (0) ack 1633080466 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>

3: 11:31:23.712914 10.165.200.226.58799 > 198.51.100.100.80: . ack 95714630

win 32768/pre>

ASABF K BRI A E ARBBEENENRE. LBEIEFEEE K RA b—.[L)\EHﬁE%EHum% £
EARBERHBAM AR, t—EEHEGFET T ERABMADBNE LS BIRERNERER , 2545
capinflcapout, capture@i = fAmatchfiE=x K AT CERRPAEZHENRE.

HA#EEcapin , SR FEE L 1E EtcpE#410.1.1.154FE#8198.51.100. 100 F R RSN HE ( #A
@ ) £F IJE’JU.LEO BAER , CEHEEREH10.1.1543F1% 53X #8198.51.100.100%
198.51. 1000E’JE‘HTCPMLEB@Bg_tﬂgJ:E"JJ:TCPTCPo fE FimatchEAB = R 3 A B E o B EZR
B, AASBNEEZWcapturein S A 5| HAZBEFiwIPitiit , RAFXBEXEZ PPt E#11T
PAT, EHit , TeESREXE FinIPitiut TR, fH& , LLEHIEEHany?R &R RATE 7 8ERY IPH it 3T EE R
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RAFHRT

BEHER  SLEHXERBIER , YFEHAshow capture <capture_name>7is MBI IFE
gl |, BB EERAERENERERARE  RERPEINTCP IXRIETALUEREE
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