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{5 Fclass-map class_map_name tr T2 E 4, EHMRANERELAEZARER SR
BNRE, ANRGIFERNEEBRE cp_bypass.

ASA (config) #class-map tcp_bypass

. f Fimatch parameterfn S £ B M AFISEMERE, FREMACKEERR  BEEYHME
E &3 T FAmatch access-listin & , AMEFEAFREEEREREEARENRE. UTRL
HHRERYET A

ASA (config) #class-map tcp_bypass
ASA (config-cmap) #match access-list tcp_bypass

tcp_bypassRARBIRERNGEFENETE. UFEEHERENFHRET , F2HEBER
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mapin © ( F#typeBETF ) , LUEBRIEIEIEEAEIABEEM ( class-mapZiclass-
map type managementin 5 ) ZENWRE. EARARHIGD |, KEEEIM A tcp_bypass_policy.

ASA (config-cmap) #policy-map tcp_bypass_policy

ERBYEMEBERNX T EAclassi® , g BB BRI (tcp_bypass) 7 B #a 5K b 1 AR
(tcp_bypass_policy) , TEZRBEHMRF | AL EEBRTE D BERE. EATROF  EHRE
tcp_bypass:

ASA (config-cmap) #policy-map tcp_bypass_policy
ASA (config-pmap) #class tcp_bypass
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ASA (config-cmap) #policy-map tcp_bypass_policy

ASA (config-pmap) #class tcp_bypass

ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

6. f£ Fservice-policy policymap name [ global | interface intf] i T EZEHMERBEERT , UE
EMENESIBEEMEHLEEMRAREER, EEEAKREERER , BEA LT SHnoEN,
{$ Fiservice-policyan S EN H LA — KB, globalis KL EMRERANFIENE
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ASA (config-pmap-c) #service-policy tcp_bypass_policy outside
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!-—-- Configure the access list to specify the TCP traffic !--- that needs to by-pass inspection
to improve the performance. ASA(config)#access-list tcp_bypass extended permit tcp 10.1.1.0
255.255.255.224 any

!--- Configure the class map and specify the match parameter for the !--- class map to match the
interesting traffic. ASA(config)#class-map tcp_bypass

ASA (config-cmap) #description "TCP traffic that bypasses stateful firewall"

ASA (config-cmap) #match access-list tcp_bypass

!-—- Configure the policy map and specify the class map !--- inside this policy map for the
class map. ASA(config-cmap) #policy-map tcp_bypass_policy

ASA (config-pmap) #class tcp_bypass

!--- Use the set connection advanced-options tcp-state-bypass !--- command in order to enable
TCP state bypass feature.

ASA (config-pmap-c) #set connection advanced-options tcp-state-bypass

!--- Use the service-policy policymap name [ global | interface intf ] !--- command in global
configuration mode in order to activate a policy map !--- globally on all interfaces or on a
targeted interface.

ASA (config-pmap-c) #service-policy tcp_bypass_policy outside

ASA (config-pmap-c) #static (inside,outside) 192.168.1.224 10.1.1.0 netmask
255.255.255.224
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$PIX|ASA-4-313004:Denied ICMP type=icmp_type, from source_address oninterface
interface_name to dest_address:no matching session
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hostname (config) #no logging message 313004
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