4

ZRBASA 9.XBNAESH R K B (DAP)
B 4%

REEHS

23;ibika
reEm
DAPHIAAAE
DAPHRImZE & B

ERE)REGHE

= ﬁg;n

BX AN ,‘E;E; L

DAPER

ISRl

AAETHBASA 9. xEVRERH R SR G (DAP)RIYERE . ThEe M A %,

B R

==K

BRIERECRBUUTERE

- EEALABE(VPN)EIE
- BREEFHURRI(DAP)

BRF T
R AR A BT RN EEREMBER R,

ANXHHWEARRBREEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRE) . MRIEHVEEREFT | FRARCHEAET[AESTRERNTE,

HRAR
ERERABE(VPN)REBEEBSERETET. SEESHSGXESEVPNER ; Sl , KEERNR

HERE, BEEAEE - EASRITUEANSEASR  URREFATEEBENR 2R B1YER
HEGHENEA, EBEVPNRES  RECAENERELEREEENRRPERES,



BREFHEERMDAP) R — B , TARKERZVPNIREEEMNERE, BRRERABEERE
BENSEEBMAAEEFBERESRELBDEFHERME, SELBUETHRRSEENRS S0 MinE
ZEEE,

plan, Z2REERBEERNREBRRTHECAESBARESRNTIHE. CEBR—ExZE
DAPFES&HEREN/ARSBUREKRBEEAESHBENDAP, CEREREXENKRKRZLET
MR EEAENAAARBEEFZRZELDAPR K. AR , CHDAPHEAIEHERENEE

o

Mz . B ESDAPKEIZIZB N dap xmitE R EEASARBEIGCIEE P, HARBTLUHE
dap.xmiiEREHZIMAEN K HHEHHETHEE (WMREBMEXMLEZL ) K RAREWKEEA

, BFEEED , HANRRERRE , THEEEHASDMELEEDAP R #., RBCLIRE
YEBL B HYE — 2D o



MizE : B EBCLIE &dynamic-access-policy-record3h R 5| & A g 2 EHDAPE IE TE
, BEASDME ERRERELS|H, BECL, WIREFEAASDMEEDAPEKH,

DAPFIAAAB 1t

DAP# R T AAARRT , WiRMU—ERRNVREBE , ELBEAUUBSAAARENENE, Z2RE
A ARIBEAENAAARBERRIZDAPR ., RERETRIBUEANRZES@EDAPRH , K&K
HRE U BEDAPREB %,

&R LAECisco AAAB MBI GBI R R ERRADIUSHILDAPRIRSFERN T EEREMEESR
EEAAABY | NE1FTRo

E1. DAP AAAB#GUI



] o Add AAA Attribute

AAN Artribute Type:  Clsco B

Group Poldlcy:
Assigned IPve Address;
Assigned IPvE Address!
Connection Profile: defaultRAGrowu
Username:
Username2: - B8
SCEP Required:

Help Cancel -

DAPH# iR & £ B %

BRAAABES | R R BIE W UER SR BNRET G ZRIKRRZ Bt ME2fMR , Eha
BREATHEHE, R2RE, BE/SRRETENNAC, EEAESORE AN , BRURMTLE
MIREEXFRERE, BR , ANMABMY ( 2EHBEDAPRE S ) SEEAE S ORIHBETR
Ho

[E2. % B B GUI



i ] S Eredpdinill ATtFibLULE

Endpaing Antribute Type Application P
1

ArmyConmect
Client Type: = B File

Device

HAC

Operating Syitem

Pergomal Fiagsvall

Mulciple Certificace Authentication

Help Cancel ok

TR EX BY A& 5 8 SR g

HEEIAMERDAPZHI , B EMRAERBENSFEAB N B KK B/ EHEASATES ( H
, BB EAE AR RS ) SUEIBIMFAAAR BRBR R,

BN TR ERDAP, Hlin |, BiBRZEHE. HEREMAAAERBEES K mMAEXER
DAP , BARAAI BB IITA. WEFR , BRERTA , BEEHDAPIIEE(SIBETERKDAPE
DfltAccessPolicy)# {TEL B F .

3. 7 5% B A& &h 8 SR g



L ] =] Ede® Dhymames Bscwna Policy
Policy Name: DA c ey Policy
Description

ALTeiN M Aihon raban Fedidy AlRnboie
Cordigure sooeny faushan ragicn sivisai g for il pedicy, Albribais valgss. 1pacifasd e wall prepmics thone waluey Sidsined from

O AR LR S| | D i DY BEETIAT IV . ThE reaiiltineg VR ST panion polely |3 50 Sggeaegut i of DAP S0 benes, Abk
Eributes, Al Gitasp= polely Blerhit Fry SBIDASL e (Bate TREL dre 2ol ipecilied 5 DAR.

Ao Ketaeork ALL Filtery folinnk] Waekbype ALL Fdten iclinrsheunf Fanc o Pt lomwarding Linis -

Stties Q) Continus Claaranmtine Termsing e

Lot ify the meriags That will b dis plirped when Ehid record in selested

Lheer Meihage

Help L i -

B2 , MRFEHRTDAPREHHHEMTESRE , HliAction: DfitAccessPolicy I 5| B FAREE X
ATerminate , ¥ B KRB EHMDAPRE & , TRERERT , KiB B 10538 09 65 A & 7] LA T
DflitAccessPolicy DAPFE#% , It B A 8E4RIE & VPNFA R,

Rt , FEEVIWEE — BN ZEDAPFC & AR BEVPNEAR I 1E £ 48 & 10 By 58 1Y £ 1 & B #ESH RE
LiEEER. HLt , DAP (MIREEE ) ATUEERNERKKER.

B B B REEh SR Mg

ERDAPERFEAEREIBNMBRERE K FEEBH S5, flil, IREEEER RS
REFE. FEETXEENRE  FREANERFHATENEZERRE | WRBIRIEFEN/ZH
AAARRRE ( EREAEREEMLRERER ) REEER KM, Al , BLEELBEDAPRHE
MIheE , BEAFTR.

4. By RERH SR B



o ] Add Dymamic Accors Policy

Policy Mamrs

Descriprion: ACL Priorny: 0O

Selection Crteria
Deding the AdA jrd endpoint Sltrbetes uied fo delect this acceds palicy, A policy i3 uied when & wier's autharization sEibetes match the AAA SlErksde <rileria

befow and every endpoing atbribute bas been satisfied, Thete atidbutes can be created using the tables below and /o by expanding the Advanced opticn (o specify
iFee logical expresshon fexi.

User hay ANY of the Tollowing AAA AIribubed walues 2] and the following endpaing atoributes ane satislied.
AR, Ay ibune O pat atian [ Wadur Bt Eredpraist 0 Harse ! Oralin i viket A
Ligical O
Advansd w

Access | Authanization Policy Arnributes
Confligure acceis [authorzation sltrikstes for this policy. MErkbete valued specified here will gverride thode values oblained from the ARA Syitem and the
group-policy hizrarchy. The resulting WP asthorizaticn palicy |3 an aggregation of DAP atiributes, AAA atiributes, and group-palicy hierarchy stribates (those
that are mot specified in DAP)L

Articn Mebwark ACL Fillery (Bienk) Webtype ACL Filters lientless) Fung Higing Port Forwarding Lists Bookmanky Agceis Method

Acties: 0 Cortinue Juarantine Terminate O

Specity thae mesiage 1Rat will be displayed when this recond is pelecind,

User Message

BLEDAPRCSE , FEEZEEBMEETETH :
- SREEREENRERE
- IREREEEME

EEERERy , EEEUEEANREREDAPRKHNAAANK KBS, EERAENRERMY
BAAAB MR L B S @m0 B9 mER |, £HADAPRE .

flan | NRiEE T AAAB MR BILDAP(Active Directory) , BIBM BB F £ AmemberOf , HFE A
Contractors ( fNE5arfi/~ ) , B&FE A& 24 E=Active Directoryffl Contractorsky FX 8 = BE TP
AAAB MR

BRTMEZAABHERE N EUUNERSHBRECAERZRRBERE, fl, MREESK
BEAREERNEHNVRRLZSTEEAERZRRL LG , AEESTUERALFGEAERE
SbFfr 7 BV #& i R M Y R IB AR

Bl5a. AAAB &4



o o Add AAA Attribute

AMA Attribute Type:  LDAF

| Amtribute ID: memberQf

Value: = B |Contraciors Get AD Groups

Help Cancel oK

BE15b. v 6 B 14 R A

o o L I P TP T

Eraipaint Afirlmste Typs | HAL a

Pgere ;. = B

e cowo (D

6. AAAR#& i 8 145 ek ¢ U EC



Pl Ly el Bl o s W]y

Pty R

D, g et ol Priemy. O
By o il i
Dofara pha igigh el aecizerenn prirdond b wtodd 10 RHT T | B @0 BEe o pael F AR R T el R R L e B R B, g by e

ks el ey aralprsey et Fus b e etard Thaear @t =baras 1 b o el ey chay ailes ek praf oo Bey mepaealiegy thae Rfeama nd rerane e ely
T (mlpn’ sl ot b breal

Ly Puii BT & Db Pl Blh AT 1SR i L ] o Loy rechreee e prw o laedd
TR - - T T (B P ot e il )
i (=]
I ovgea ad Ulen
Ry B .

P A ST e

AJLAE A El6H FTiR Ay R M/ R B Advanced B BB B RIERN ( MEI7TATR ) REMYAAATK
WEt. BEl , BEREXNSFEAEVALENBEN , a0 , EVAL(endpoint.av.McAfeeAV .exists ,
"EQ", "true", "string")MEVAL(endpoint.av.McAfeeAV.description , "EQ", "McAfee VirusScan
Enterprise”, "string") , 18 £ B I Ik RAAAR/ R 44 iy i 552 FE IR 1F,

MREFBZEAAAN G B R EPRTERZRE (MEAT ) DANBREZRE  BERENSE
EEH. flm , #RATUURLLREREAEARREER, 2HHATREEAEERENAAABE
,BERIEBERREN , KMAREMARE, BEERSRERA —ERE —ERMEYTE  CEEHE
DAPRC#RY "k, Mo TR BEREBEREN,

E7. AREYSKEERNBEREAGU

Advanced

© AND OR
Logical Expressions:

((EMAL (endpoint.av.McAfeeAV.exists, "EQ", "true", "string") and EVAL (endpoint.av.McAfeeAV.description, "EQ", "McAfee VirusScan Enterprise”, “string™))) |

Guide

ME8FTR , "Access Policy Attributes ( GARIREEEMY ) 1 o R EEE RIS EDAPHREE
VPN REIBMNE, fFREREBMEAAA, WEAN/HEEREN GG CELR ; AJLABREARESF

REENSBREBEE. LEEENBUHETUEERAMRRESHE  SERAEAE. A.
PRIEAA MR AR RC S P V(B

DAPR#EE—MTURBNERBIE, ELENRNBER 14 RWERTE :
B8 B — EEERARSEERREFORHREE,

Access/Authorization Policy Attributes

Configure access fauthorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Action: © Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:



- #%B(Continue) — ( 78RR ) H— T ISR BHEAN S,
o #& 1 (Terminate) — BB LK IE&FE,

. ERAEMNE — BASREHDAPLHEEAMSEE LERNISNE, R2128EF T
FEREEEETAECRE, EEAERAN TR XUREEE  RAERBL, 1R
BB T 2EDAPRE  YESERSHE—BEAENE  ETHEEAENE. It &
TSI S R A S URL B @A YA | EFEREER EROHTMLER,

B9 {RACLBRFHE — BBLER , ATLUEENRAEZERA D LLDAPRC&AVHEEACL, DAPH
ACLTT LA B E RFFREERA , EFRERKESEME. NRACLEKZEpermitildenyfRA , A%
S REMIEEBACLEE.

Access fAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
Network ACLs
any & Add>>

Manage... Delete

- WRACLTHECEKEMIRACL , LEMEB I UWDAPCH,. REEAMA LFTHIEER AW
ACLF fF&R# , W B R B ILEBRWACLAF& R,

- B — BEDE, mEMMERERKACL,
o HERACL %l T LkDAPEC I FBEEACL,
o Add — BEE T HEPHPMZFEREACLHTIE R A BIAYNetwork ACLIEE A,

+ Delete — #&Z— T #¢Network ACLs/EE I BRZR HHEE REVAEERACL, MR EEACLE DB
DAPS; E 50 8% , BIFBEAS ELMIBR.

E10. Web-Type ACL FiltersEH — BBt BEE , o] LURIE AL E = FE A EIlt DAPEE # Y Web-type
ACL, DAPHIACLR BB E RFFHIERAR ., MRACLRIREEpermitfldeny R Al , Bl Z £ E
IEREACLELE.,

Access [Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Webtype ACLs

Add>>

Manage... Delete

« Web-Type ACLTHIE — iZZEC BRI Web-type ACLLAF BB LkDAPRE . REEEME
permitziall deny#i BINACLSF & %4 , X B R B EBERWACLE S .



. B — B—T A g, wmEMMBERWebE BIACL,

« Web-Type ACL list — B/RELDAPFC#RIWebZ BIACL,

« Add — E—Ti§ ThER K FTEWebE BIACLFTE EI A AIAYWebE BIACLBFEH,

+ Delete — B — T WebH! BIACLEE F MIERWebE BIACL, MR FEEACLE 2 B DAPHH
fbEc &% , Bl REAS ELMIBR,

E11.0EEH — AR ADAPRE#HEERERMARIZFHEEMBE, HTTPREFMURLKE

AccessAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie

in DAP).

Action Metwork ACL Filters (client)

File Server Browsing: @ Unchanged

File Server Entry: © Unchanged
HTTP Proxy: © Unchanged
URL Entry: © Unchanged

Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
Enable Disable
Enable Disable
Enable Disable Auto-start
Enable Disable

- File Server Browsing — RUA R ZAER AR LA THEERNCIFSRIE,

* File Server Entry — A HEREAEEMFEE LW AERARFPEECNEE, RAK &
EERMAREFEMEREMFER L, F£AETUERER AWindowstERWBEE, TR
TH., E, MR, EFTEABRHER, wMETUFREERNER K, EXEREHLA
, LAME 3 F & 7238 A W Microsoft Windowsfal R 28 LEhf]. RIBMERER , FAEAREFTER

BHRIERCEET S HRE,

» HTTP Proxy — &8HTTP applet Proxy[a & FinfV 5., {EBEHR TEERASBRNEIN
( flanJava, ActiveXHFlash ) IEEEFRH. TARBEH/EERERE K ARNRERLZESEENE
BEA. BENRKEEHBERAERNERERE , XAMBHTTPHMHTTPSE REER@EIH
REERE, CXBEFMBEEFHEN , @FEHTML, CSS, JavaScript, VBScript.
ActiveXFJava, & XX ErIIHE—BIE IR ZMicrosoft Internet Explorer,

« URLEntry — AFRMBEILFEAEEFMAFEER L@ AHTTP/HTTPS URL, MERBAHILINAE | Al
FEAETLEURLE AER I AL |, WEHAEEFIRSSL VPNIHREIE LR,

« Unchanged — ( #E5% ) E—TUEREARLEFENERERNE,

* Enable/Disable — BB A ZERAXIEE,

- BEBRE — ERUBAHTTPRIE , M EDAPID B BIRKEN SIS L ThAERIME AV MR R 6
E12 8 @R EFEER — ARACAESEEENREEEREE,



Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Part Forwarding Lists Bookmarks Access Method

Port Forwarding: @ Unchanged Enable Disable Auto-start
Port Forwarding List:

« Port Forwarding — &E AR ILDAPRE &RV IR E B FERIE —EE1E, EEMKPort
ForwardingZ% 7 BEnablesAuto-starthy | T SR A BN PN EMEB i,

« Unchanged — EH—TUFERAEARLSFNERBPNE,
« Enable/Disable — B — T U ASREREEZ,

* Auto-start — #E— T UARAAREZ | WHEDAPEH H BB A RERTERBEER/NE
o

« Port Forwarding List FH{E — ZECERENEEREE | FIEEIDAPR &,
* New — EZ—TUEREHRNEEHRTE,

« Port Forwarding Lists — B8 RDAPRC#k RV IR E 35 E,

« Add — BB TR EDP P MBRE R EEFHMEE A BIAPort Forwarding/& &,

« Delete — #%— T BAf¢Port Forwarding/SE P iBRiBERIBEZFE, MEEEACLESER
DAPSE H fhio &% , BIFseAs E MR,

E13.EBER — A EAERESHREENRESR/URLEE,

\ccess[Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).
Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method >

Enable bookmarks
Manage...
- MAER —E-TURA. MRREELE  ERNMFFEELFSEREREE
- B —R-THUHE, BEA, EENRBRERSE,
- E8 %K (Bookmarks Lists) ( THIEE ) — BEERDAPRREMNERBE,
« Add-B—TH THEFHNMEERFEMEIN AN ERBEEF.

* Delete — - TUREBBEEEFRBFRENETRFE. ETRRREKETRRERFE
, BRIFEE WDAPRE SR P MIBRZBE.



B14. 5 2858 — A EEE AN ERSA BRI

Access [Authorization Policy Attributes
Configure access /authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).

<4 Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes

Access Method: @) Unchanged
AnyConnect Client
Web-Portal
Both-default-Web-Portal

Both-default-AnyConnect Client

 Unchanged - B FERAESFENEREPRENEINERHFB S *.
+ AnyConnect Client — 8 Cisco AnyConnect VPNZE F i iE R
« Web Portal — £ #% FimVPNER,

« Both-default-Web-Portal — BBE % FixrslAnyConnectE F iR 1T iE#E , BREATAER
FEifo

« Both-default-AnyConnect Client — BB & & Fim s AnyConnect® Fin T8 , FEREA
AnyConnect,

WMEIFTR , DAPRE SR ER —EARNERBMHE , EESRCHE , cMELRETNAAA, £REF
. #8. BBEAMERMLHE, MRFEEDAPHE 2NV EMBIE , flu , FoBESE. &HiE
. BEERE. MFAERRES , IFEBIBAAA, ERE, . BEANERBREKREREL
H. AEBERT , EERENBMETUHREDAP , YEATREWES. Rt , EHERKESHE
LN BHEENRBES,

REZEEEH B R

EEE A LEEZ EDAPCE ISR S B HEE, Rit , HHBREEME UM EZEDAPR &
HAAATK B ERLE, Fitt , SR REEBETAEELEREPRG—HHER, EFEBBAT
, R E T AR A ILE R DAPRE SR RIEHE R

EECEEREMRE. KE. £AF. 3. BEENERECKERNE—BEE. SHEXEE
MR RBREREBRUBEFBEERMR, TRIIETHEHSHERBEBEEN R, ELROMERTEEE
DAPRCE#EYAE R o

F1H TR actionB B E A Terminate=K Continue, MBEF(IZEENDAPEHFETERET &1L
LB, AIREGEBMHES "Rt MEEFEZRENDAPRKSTEET T#EE., B, IRECBME
B THE. .

R1TBEM

BMEE  |DAP#1DAP#2|DAP#3|DAP
Action (7~fI1) #E #E #E ®E




Action ( ~"l2 ) [#&1E BB |EE KLt

K2HPE T user-message BB EFHE. RENBUEERURBIBMKFMHEDAPR &Y B EE
E—EMEBEYMNTERIE (TREMLFIEOKA ) 2RENFH, BEFEFBUHENFFEERE.

K2 MEMBEHE BN

BHE% |DAP#1|DAP#2|DAP#3 DAP
user-message[fRiE |FRIM (BB |[RIEBEA<LF>FRIM<LF>BEiB

RIFETHWEZFIHBABMY (KX ) WIhgtEEAuto-start, EnablesiDisablefy{E, RIEE(
BEMDAPR &P ELE T Auto-StartfE , BIFR & B &L AAuto-start,

MREEMFIEDAPRRHFREREBBMEE , YAEED —EFMEDAPRK S E E T Enableld
, AR S BME.

MREEEERNDAPE & R BB iEAuto-startsEnablef® , ¥ B E D —EZERDAPEC & &t
BT Mdisables & , BIATAZARSBMHE,

RIMABHENESEFinIEE (&R )

B4R |DAP#1| DAP#2 |DAP#3| DAP
port-forward A |2H 535!
Ex2E A KA 2R |BA
file-entry 2R |®EA
HTTP-proxy|ZH |EBME|IZA |BEBRH
URLI®XE |ZA A A

RAPETRHURLBE Mport-forward B a2 & —BE , ZETARFHRIERIEFH. RENE
HEITURKEEDAPEHNBUHEERE - EREVNERSBFHE, ATURBRESFEPNE
EEBEME. BHEEESFRPNIFSXTEER.

R4 URLEENEEHRZEBY

BHRTE |DAP#1DAP#3|DAP#3| DAP
url-list = b. ¢ |& a,. b, ¢
port-forward d,e |le,f |d. e, f

Access Method B 1EESSL VPNER AN EFinshBAZ. BEFmABAZETUR &
AnyConnect® Fimshf. EWebPIF 55/, AnyConnect®E FinsWebFIFEHM ( FERIBER T EH
WebPIFE6R ) |, SRFERREN T £ FAAnyConnect® F i a5 B BYAnyConnect®E Fim S Web P9 5 55 [
. RENBHERBENRKS,

R5.EAEBMY
CIREZEBME
AnyConnect® F | WebPFd | Both-default-Web Both-default- RERR
Uity = —MFE AnyConnect® F i
X Both-default-




AnyConnect®& F i

X

Both-default-Web-Portal

P
P

Both-default-Web-Portal

WebFPd F

Both-default-
AnyConnect®& F i

Both-default-Web-Portal

X[>X] X [X
X | X
P

Both-default-Web-Portal

AnyConnect®& F i

Both-default-
AnyConnect®& F i

X

Both-default-Web-Portal

P
P

Both-default-Web-Portal

Both-default-Web-Portal

Both-default-
AnyConnect®& F i

X
X X
X

X Both-default-Web-Portal

XX X [X[X]|X|[ X |X

X X X Both-default-Web-Portal

EREEHRE (A ) MwebB Bl ( BEFi% ) ACLBRBBMR , EEZEHMATHEDAP
Priority 1DAP ACL.,

Bl 157 Fr R B Priority BT E TR G . EHRZEDAPE &R S NetworkMWeb-Type ACLE , &
+REBEFANEHSREEETREEF. R EERELEIEFRSIENIEFEIEKETHER

, BRIEFRIENERKS. Fli0 , ERINDAPHENELIEFSAEA2NIH. BELFHY
HETHERF.

&15.8 5tIEF — B RDAPRCS VB TIEfF .

® Add Dynamic Access Policy

Policy Name:

Description: ACL Priority: 0

« Policy Name -BE’RDAPCEkHY & 8,
« Description -##RDAPEE 8 A%,

DAP ACLB & X B4 Bi&Allow-List =R B #& Block-List ACLAR R A5 BI R, TEAllow-List
ACLIEE A  SHRIBEMRBIBE A, BB EMAKREMAFA, EBlock-List ACLERXT

, access-listik B I5 EIEBHIEEMR R EMNWBNRL, F—BHHBFEIERS T permitFl
denyiR RIMEAREEERE . MRADAPRHREE T ARG NHREEE  AEEESERNEX
AEKEF AR ARIERRMIEARAE, URFANFRBEM P BMRDAPR S , RIS RS
BHRTHIMERXFAESBNEATLHIERAEBHER.

E16. DAP ACL — A& EZEME EMEEACLLLE AR ILDAPEE 8%,



Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifi
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
Network ACLs
any ~ Add>> =
Manage... Delete

BIZEZEDAPEEES  BREME (BHAME ) ACLHIEEMHRIBEBME , LUESDAPH A&
ACLMBIRERAREIEE., [t , E#8Web-Type(Clientless)ACLHEEMNFEUEEBMRE |, IUE
ADAPEMGHAEWMACLELBEFIEE, T—ERFIEXRNBENAEFZEILEREDAPE X &N
BE, B2, BHEDAPER FinsBIEE M UHTHRBNIBRE,

B % , ASABDAP Network-ACLENREZE I M — B 58 , IN&R6FT o
RE.ENREDAPHIIRACLE T8

DAP#EEACLE
DAP-Network-ACL-X ( HFXZ —EEH , A JUEE AR — 1% )

$£= , ASARREERDAPC 8 ¥ ENetwork-ACLEB 1 , IIR7FT R,

R7.MEACL

12 TE R DAPEE $% |8 5t JIE 7 # l| A8 ERACL HERACLIR B

DAP 1 1 101FM1102|/ACL 101 EB4EEE R A , ACL 102EF 4@ /25755 Al
DAP 2 2 201F202/ACL 201 EB3MERFFR Al , ACL 202E B3EEER A
DAP 3 2 101M102|/ACL 101 EB4EEE R Al , ACL 102EF41E /25753 Al

F= , MR2ENFEZBENDAPRHKNEBEIEFEMRE , BIASAE K ILDAPC % E 5t B /w5t
Network-ACLEFHEF , REBEBlock-ListEFHEF. 2% , ASAT LA S {EMAEMACLH & RE
ACLIEE , tIDR8FI o

8. DAPFCE B LB fF

HRRACLIEEIEF 4T A/ RaFEUEERE MIRACLIKE
101 2 EEE 416 #& 5 8| (DDDD)
202 2 REE 3iE4#&# BI(DDD)
102 2 BHEE AFF AR Al (PPPP)
202 2 HEE IARFFHAI(PPP)
101 1 ERE 41648 # RI(DDDD)
102 1 HEE AFF AR Al (PPPP)

&1 , ASA#Network-ACL{% B & GBI B RE £ B HINetwork-ACLH |, A% IR Bl B RENetwork-ACLHY
Z21 , EBERFIZHEF Network-ACL , TIRIFTRo



9. EhBEDAPHERACL

DAP#EERACLE 18 HERACLI%E
DAP-Network-ACL-1DDDD DDD PPP PPP DDDD PPP

DAPEH

EEEXAERBRDAPHRRARS ., —ERARRRER K LERARRTME , N/REREER
ESBREBRERNERBRERMNAATRIEES. £ T —@nflF , fTEE EDAPK H T SR H
EiRim R REERESEEEERER.

RERF — FFIRFRTEBLUTVPNIABEROBZ5E

- RABTHRBYRERES "REL 3 "HFZE N, — NRFRFHHEINLSZE ( TF
PC) BMREERKY , AL EEBZIRHMNE, Z—HH , IRETINKRIKFEERIFERLE
(REPC) , Al#AMZRIRR TEE FinshBET U #.

« EEEFFImERE LRI EREcookie M REUEEMN L.

« BEARAVBFESEENE TiRE ( WMcAfee AntiVirus ) LIETERREN. WRERARER
THEE , AN BB EHHA,

- FEFERAAAMBNREREREFCHESLESENRERER, Z2HEXATEAXRMS
LDAPE 38 FE I X EZELDAPEKE/E,

- BIRE Fin/ERNEREERETERE , RFATAMBLANGBRRER , MAREEMENRE

o

- REACHRUARESTHRBFFUENED, REEAkERRSAERESETFiKAMB , BETH
B, I ERAEXNFIFHRALEZEIRS,

HEAREIR | BT - RIEELSRUAEE FIRAIVPNIBER, ARtFEL4ENEELER
, (BEADAPAF E#4HEE , METE B WL E#EDAPHRE. ASAEERRE , AILUBEF S HERIRR
o Hit , JLEBREARNERVPNERASR , Y EREEBEA TRHMEANGKBRS R, AR

, TRAN G EXEFERRERBHED.

BEBAXNEENERNEFRER , KA EABBRLZEREEER(ASDM) , IR ASHEE
SEHREDAPL, B2 , S8 v B EA HhiE R M LB RDAP A TN/ BEE A bR B, Fit
ARARPINER L | BRI MRRLDAPRIRRE. 2 BIREREBRBEMERIPER ( 2REIPHNER
DNSfAfkzR4 ) EFELEE.

ERERE — EREHNERLSHREBELERLFEN. LEEENKLEBEEDAPH R AIERE
(Bl AHLANGSR ) o (WRBEOTAREREEFHENEREFRNVEN ) .

E ¥ F Configuration > Remote Access VPN > Network(Client)Access > Group Policies , A% 718

WA SR A , NP
E17 8K — ERAHVPNISEB .



@ ® Add Internal Group Policy

General
Servers

Advanced Banner: Inherit

Name: GroupPolicyl

SCEP forwarding URL: 3 Inherit |

Address Pools: Inherit

IPv6 Address Pools: Inherit

More Options

1. #£GeneraliEfE T , RERBEE B BSSLVPN_GP,

2. th4h , FEGeneralEE T , H— TMoreiBIR W ZE R EFZEFE : Clientless SSLVPN, ( AT M
B EDAPLBENEEHBE A E. )

3. fEAdvanced > Split TunnelingiZ&E T , IBRBELS B

E18.7 EiBiE — R EERE (Al ) EFFRERBBRBARMNZNEE

[ @ Edit Internal Group Policy: SSLVPN_GP
General The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to 'Policy’ and
Servers
Advanced DNS Names: Inherit

Split Tunneling
B i Yes MNo
Browser Proxy Send All DNS Lookups Through Tunnel: Inherit es o
AnyConnect Clie
IPsec(IKEv1) Clier Policy: Inherit Exclude Network List Below
IPv6 Policy: Inherit
Network List: Inherit Local_lan_access

Pressing this button to set up split exlusion for Web Security proxies.
Set up Split Exclusion for Web Security...

Intercept DHCP Configuration Message from Microsoft Clients

Al : BUEIE S Inheritand selectExclude Network Lists
RSB EE . BUHES Inheritand ¥ 3# 1855 BEnamelLocal_Lan_Access, ( BREXCHEEE. )
f£Advanced > ANYCONNECT ClientZ& T , BT RES R

B19. SSL VPNEFinREEN — VPN LLER |, SSLEFRAIUREERME LHETURRERE

o



o @

General
Servers
Advanced
Split Tunneling
Browser Proxy
AnyConnect Cliei
Login Setting
Client Firewal
Key Regenerat
Dead Peer Det
Customizatiol
Custom Attrik
IPsec(IKEv1) Clier

Keep Installer on Client System:

Datagram Transport Layer Security (DTLS):

DTLS Compression:

SSL Compression:

Ignore Don't Fragment(DF) Bit:

Client Bypass Protocol:

FQDN of This Device:

MTU:

Keepalive Messages:

Optional Client Modules to Download:

Always-0n VPN:

Client Profiles to Download:

Edit Internal Group Policy: SSLVPN_GP

() Inherit © Yes No

Inherit Enable Disable

Inherit Enable Disable

Inherit Deflate LZS Disable
Inherit Enable Disable

Inherit Enable Disable

FQDN

Inherit

Inherit Disable Interval: seconds
Inherit

Inherit Disable Use AnyConnect Profile setting
Inherit

% Add| | Deletd

a. EEFIRAMK L REZRERES  BUEEH Inheritand , A% iZEYes,
b. B—T T#EJ (OK)> "M (Apply).
C. JEFHA_,\EIJEE EE&O

EREREEER

(SSLVPN_GP)FE A 2| L E AR E B E R R AT M

— UWEBHRERAAS DB 5L ( HIMILDAP ) LUK A& LA RTES B A9 48 5K A%
BB ERE EERETERERE TR LE

ERNBHEUANRESSLVPN_GPARKEHFERNEBYE., (LHEEERETARERETFRNER

EFIREEM ) .

E ¥ F Configuration > Remote Access VPN > Network(Client)Access > IPsec Remote Access

Connection Profile

, REOE -

El20. EREERER — EER VPN EB M.



O ® Edit IPsec Remote Access Connection Profile: DefaultWEBVPNGroup

Basic Name: DefaultWEBVPNGroup
Advanced

IKE Peer Authentication

Pre-shared Key:

Identity Certificate: -- None —- &l Manage...
User Authentication

Server Group: LOCAL Manage...

Fallback: Use LOCAL if Server Group fails

Client Address Assignment
DHCP Servers:

O None DHCP Link DHCP Subnet

Client Address Pools: Select...

Default Group Palicy
Group Policy: DfltGrpPolicy ¢ Manage...
(Following field is an attribute of the group policy selected above.)
Enable IPsec protocol

Enable L2TP over IPsec protocol

Find:

Help Cancel -

1. ¥ Connection ProfilesZ8% T , #mEDefault WEBVPNGroup , i f£BasiciE#E T Bt & & 18 2 B¢

1. BT — FE : AAA
2. BERE — AAAMRIAREEAELDAP ( RERTARLE )
3. Client Address Assignment — & F i it 31t t:1P_Pool ( fREXFEEE )
4. TEFRAHREE — 43R R : SelectSSLVPN_GP
2. ERAZHNEEE X,

ASSL VPNERERIPHEH — EEENH LR LEEFinNERE FiRSSLERZELRRE.
ENHEELRAEFiR/MEHEZE , XHAE EERSSL VPNE FimiRE&.

1. BE E Configuration > Remote Access VPN > Network(Client)Access > Anyconnect Client
Software , A& HEASA FlashiERRFHH B T —ERHRSSL VPN Client Image: (LR AT#



CCO(https://www.cisco.com) T &)

 Config

E21. SSL VPNE Fin L8t — T & E# 1k FER KA AnyConnect® F im R,

AnyConnect Client Images

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string "AnyConnect VPN Client’. The regular expression 15 used to match the user-agent of a browser to an image.
Image

You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to the top of the list.
% Add| & Replace| [ Delete + |+

disk0: fanyconnect-macos=4.10.06079-webdeploy-kS.pkg

Regular éxpression 1o mateh user-agént

a. anyconnect-mac-4.x.xxx-k9.pkg
b. kR — T OK, OKFApply.
1. BfinElConfiguration > Remote Access VPN > Network(Client)Access > AnyConnect
Connection Profiles , A& A ZELSREALLINEE
E22. SSL VPNEARESTH — E &R LESSL VPNEZRH T H.

&

>

The security appliance automatically deploys the Cisco AnyConnect VP Client to remote users upon connection. The initial client deployment requires end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec
(IKEwZ) tunnel as well as 55L tunnel with Datagram Transport Layer Security (DTLS) tunneling options.,
Access Interfaces

Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .
. S50 ALCess IPsec (IKEvZ) Access

Allow Access Allow Access
pusiae | @ | ¥ [
inside

Enable DTLS Enable Client Services

Device Certificate ..
[ ]

Port Settings ...

a. FEAccess InterfaceZf 2 T , A : ETRPAMENE LBACisco AnyConnect VPNE F i D,
BE##SSL VPNE Fimah .

b. b4k , #EAccess InterfacesZF o T |, B Allow AccessHAZBNHE. ( MtBLE th o] LAESNZBANE
ERUASSL VPNEZEFimsifE. )

c. 8—T "Apply.

EREFTFRFPENEREFE (VRLUEE ) — HEEHRERELEFIF LBANERWebRIEA
BARMKEN, BAUER2EURLEE , —EARET , 5 —EHARAEHE,

1. BE E Configuration > Remote Access VPN > Clientless SSL VPN Access > Portal >
Bookmarks , A% BhiE+ AdditionE B ERELS B -
E23.EHEE

— ERERWebFIFEMMFBEHURL, (AEIFEMER ),



[ ] ® Add Bookmark List

Bookmark List Name: Employees|

Bookmark Title URL Add
Edit
Delete
Mowe Up

Mowe LIown

Find: ) | Match Case

Help Cancel -

a. #EE R : EmployeesE% , A% K —TAdd,

b. EHIEE . NEIAIHHE

c. URLE : https//company.resource.com

d. #&—T "#XE. (OK), REBXRIZ—T "#EL (OK).

1.8]—T "+,  AEREF_EEREE (URLEE ) , AT

24 EREE — RHFHBAER,


https://company.resource.com

[ ] ® Add Bookmark List

Bookmark List Name: Employees

Boakmark Titla URL Add

Bt
Lelete
Move Up

=
e Lown

Find: Match Case

Help Cancel oK

a. EB/EE AT : Contractors , A& IE—TAdd,
b. EBIEE : SHEHM
c. URL{E : https//company.contractors.com
d. #&—T "#XE. (OK), REBXRIZ—T "#EL (OK).
e. —T TApplys -
Fit i€ Hostscan:

1. BE Z Configuration > Remote Access VPN > Secure Desktop Manager > HostScan

Image , RAEREREREBETR .

E25. HostScan Image Install — & 2 E #% 2B R & im A HostScan B £


https://company.contractors.com

Use this panel to install HostScan.

HostScan configuration can be performed by going to Secure Desktop Manager/HostScan. If 'HostScan' is not visible under
'Secure Desktop Manager', you will need to restart ASDM.

Location: |disk0:/hostscan_4.10.07061-k9.pkg Browse Flash...
Enable HostScan Upload...
Uninstall

a. EASAREIFC BB E R R L T8 disk0:/hostscan_4.xx.xxxxx-k9.pkg AR {5 .
b. CheckEnable HostScan,
c. %&—TF "Applys o

BB RE — RBEZHAAAN/SKRHFIGRE | REERCERAEREKRIRE | KAEALER
B WRMEDAPRRIFIERMNRE | ARREER LA EEEXDAPEC AR BBV AR B IR IR T IERER
ESEF AR, EEOREFBEDHITDAPERE,

ERERSSL VPNER AT LAETRRRIE A THLE (Hlan , B iR S S r BB B RESE T L
) , AERNATSERETERE



BfeE . BAXEEBREREREE , B RDAP xmISERREE , IS RDAPEERESR
(DAPXML)F 715, XM MBDAPE BN fFR , IWEESTBETR.

1. B ZConfiguration > Remote Access VPN > Clientless SSL VPN Access > Dynamic
Access Policies , AR ERES R

E30.FEER B RERA I SR — MR RICEFAERAIDAPEC &% , RIAILURHI BRI DAPE 8%, HIL , A
LB SSL VPNEA .



® [ ] Add Dynamic Access Policy

Policy Name: Default Case

Description: ACL Priority: 0

Selection Criteria
Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to specify
the logical expression text.

User has ANY of the following AAA Attributes values... and the following endpoint attributes are satisfied.
[AAA Attribute Operation/Value ] Add Endpoint ID Narme [Operation/Value Add
Edit dit
Delete Jelate
Logical Op.
 Advanced ¥

Access fAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method »

Action: Continue Quarantine  © Terminate

Specify the message that will be displayed when this record is selected.

Your environment does not meet the criteria to access to the VPN service. Please contact your IT administratori!ll

User Message:

a. #mEEDfltAccessPolicy I A& ActionF& B A Terminate,
b. #B—T T#E, .
1. #i8 & AManaged_EndpointsHI #T BN REE IR BE , MR FT7R :
a. R BIEFiRamfAE
b. MNES1FI R HEBERE ( BHHEE ) o TREE—TOK,
E31. DAPIG B — & ikin R FTAL R E W B ER F in/iH 38 35 B AU DAPIR %,



[ ] [ ] Add Endpoint Attribute

Endpoint Attribute Type:  Anti-Virus
Product Installation: @ Installed Mot Installed
Reatime Scanning: @ Enabled Disabled

(Hostscan extension needs to be enabled in Hostscan Image to get a list of Anti=Virus items.)

Vendor: McAfeeAV
Product Description: |: |
Version =

Please replace character 'x' in Version field with the specific value you want.

Last Update: < days

Help Cancel -

a. M E—EfR , ®RTPHEEAAA AttributeB 20 FIZ 2 User hasALL of the following AAA Attributes

Valueso

b. ZNE33M34FNR , #iE (WRAAABHEN AR ) AAABMEREI(LDAP), STREFZ—T
HEE,

[E33. DAP AAAB M — AAAIRRL E B W LMEADAPIZERIZRE T,
" YOK | Add AAA Attribute

AAA Attribute Type:  LDAP e

Attribute ID: memberOf

Value: = ‘Employee! ‘ Cet AD Groups

Help cancel (ORI

[E34. DAP AAAB 1 — AAAKR X B B 7 7 LAME ADAPIZEELL L R = m 5 B ThBE



© [ Add AAA Attribute

AAA Attribute Type:  LDAP

Attribute ID: memberOf

Value: = Remote Access Get AD Groups

Help Cancel -

a. £ TAction (&%), EET , B8 "Action ( 4E ) 1 REREAContinue , INE
35F T Ro

B35 EER — AR TESSEETERREESEENRE, MEHA TDAPIREY BRES
EATerminate , RITREEIE4EVPNELR,

Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the

group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method »

Action: ) Continue Quarantine Terminate

a. T£Access MethodBEE T , i##FAccess MethodAnyConnect Client , 21E 36 o

[E36. Access Method B — ItELE R E&ESSL VPNE FimEiR R BIFT A EMN,

Access/Authorization Policy Attributes

Configure access fauthorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Action MNetwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method »

Access Method: Unchanged
© AnyConnect Client
Web-Portal
Both-default-Web-Portal

Both-default-AnyConnect Client

a. ®B&—T "HEE), , A% "EAL .
1. ¥718 5% — {f& BUnmanaged_EndpointshY B)AESH ISR RS |, TN R AR



a. iR . ETEEFimahf,
b. EAAABME D £ —BRGI T HLRER | 3ZEBUser hasALL of thefollowing AAA Attributes Valueso

c. BNE38M3IFRR , #iE (LRAAABMEEFI AR ) AAABHEEBI(LDAP), ZERKE—T
OKo,

[E38. DAP AAAB M — AAAKR X B &1 o] HEDAPEERZRE T,

[ ] ] ddd A Attribute

AAA Attribute Type:  LDAP (2]

Areribute 1D membend

Value = B Employed Get AD Groups

Help Cancel -

[E39. DAP AAAB 1 — AAAKR X & B 17 W LAME ADAPIZEELL R = im 5 B Th&E



] L ] Add AR Attribate

AAA Attribute Type:  LDAP 3]

Attribute I memiberQf

Value: = [k Remote Access| Get AD Groups

Help Cancel -

a. FEActionBEE T , BEAction B E BContinue, (& 35)

b. £ T&H, HEBT , # THHBEH#EnameEmployees , REEEAdd, I BER
EEESPEnableEE , ME40FTRo

[B40. Bookmarks Tab — BB A B AFEHESHBEMNEBURLEE,

Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method »

Enable bookmarks . Employees |
| Add>> |
Employees ] h )

Delete
Manage...

a. & "RAABEEL HET | EEFHBEEWebPIF, (B 36)

2.8—T "H#E, , AR "ER. .
1. EK@F'%/\HEJELDAP AAABMEETTHR. Rt , WwRBERR : (KK ) BEZESR
AREE, W5 EERRERDAPHRER .

3. E =1 BGuest_AccessHV BN REFHRIKEE , HABWT
a. iR HEEEFmAME,
b. MEZ7FIR , I "iwEEM 1 (Endpoint Attribute) lERI HIE2FTIBIHEIBMR R ( K& ) . TR



BE—T T##EL (OK).

c. EE407 , fEAAA Attribute Section#y T #1713 B8 AR 12 2 User has ALL of the following AAA Attributes

Valueso

d. ME41M42F R , #18 (LRAAABHEN G ) AAABHERI(LDAP), TTREFR—THE

o

Bl41. AT LAEFDAP AAAB M — AAAKE R B B D 1EADAPEZEERER AT

m @ Audd AAA AlTribute

AAA Artribute Type:  LDAP ]

Artribute D memberOd

Value = B CuestAccess| et AD Groups

nep  cancel (D

E42. DAP AAAB M — T LUASAAAE R B & 9 FEDAPIZZEE | LLARFIRIGEFREINRE



] o Add AAk Attribute

AAA Attribute Type: LICAF E

Attribute I memiberQf

Value: = B Remote Access| Get AD Groups

Help Cancel -

a. FEActionBEE T , BEAction B E BContinue, (& 35)

b. £ TE&, BEET , R ThREPREFEFERMContractors , AERIE—T "#i#, . It
9}‘ , Eﬁ%Enableg IEEéaigq:o ( %%5400 )

c. & "RAAAEL BERT , BEFBE S EWebPIF, (E 36)

d.#®&—T "TOK. , &% "Applyl o
EA
fE

BRIBA R PR Z FimiE iR ESSL VPNER | IR G RAMER FimiEiRaBVPNER,

MEETEHXESCHNBRVPNIREN SO , BIRBHERE T LUEBREEZENInternetBlEE X, BERF
AETUUEEBARESEARG , URREETFTEAERENZEHEANFTEENERE RSB EE
Ao

BREFEREAMNRAEREMEAMR , SBSRERTA, ETHREH, Z2RE, AAANIR
R EREE, Eit , EEATUROBREAVERFAERERREELZEHNVPNIRE,

MHEAERA
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